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VSFTP g 311 of y el

@@ﬁrpm;\o\jdmggﬁyy;‘oT@Qf\g,Yum5\o1ﬁam;m,ﬁd|@%
L;LM;,\;A;\:HJ&;u\:;fagu;,ﬂ\u)\p‘ps@@ﬂYum j\[_)&a‘e)}.pjs.g.idaw}: 95,5 oslaul
.v_“;fdﬁo;u;#\ﬂj,,:.w;;\@q?|;U;,\.u;ﬁ,\rpm,;%Gdhﬁ@@);}m;b(ﬂ
:ﬁﬁf@queryM;!w,p;tw’{yugwwsﬁpG_ﬁ’o;ﬁ@;\,\il{\.\:{\
#rpm -qa | grep vsftp
:ﬁf@abwﬁ»‘yun,j‘vs'faj%C«RCAJJLQL&MJJLQJ}:J%Q)W)J
#yum -y install vsftp \
2505 LI s b ol odd i g 655 2 VSTED oSG LT & 87 Lol Dliabl il ¢ i 51
LS s QUETY (e |
#rpm -qa | grep.vsftp
LS (5 5 1) Gl 0 5l 1 0T 53 g 2l (1o BB oS (o ls s 9 a4 Ls 25 5 g2ed b e
#rpm -ql vsftpd
Pl (oo s & g ) S 3550 03 15 23 DMl a  grs al L
#rpm -gi vsftpd
sl de glarunlevel w5 (87 o et chkeonfig ) ss b e
#chkconfig vsftpd on
:ﬁf@reset\)w,ﬂ@'\ﬁj

#service vsftpd restart
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VSFTP dawgi ovww Ll (5 gawno (99 saogo

|paiie 555 gl Sl sde 25 45550 (0 BLO a4 dydr joees 5 455 LS (plizr s g (2

S H PSSP B c:.,aj.?
[etc/vsftpd/
/etc/logrotate.d/vsftpd.log |
[etc/pam.d/vsftpd LN
[etc/rc.d/init.d/vsftpd \‘
[var/ftp/pub/

[usr/sbin/vsftpd/ oy, 3
:/etc/vsftpd/

DO (o0 OIS £ 5 5w oS 3505 515 e e o) (P, i BB Lo S 000 ) 2500
N\

Vsftpd.conf N\

User_list

Ftpusers "
Vsftpd_conf_migrate.sh

il VST s e g S LB o 5 ol L6 o1 :Vsftpd.conf

sei oo 03l ftP a4 o Zus pke L w)w.) T o aS ol olayje Cud ol L6 -l :User_list
=S »3 ,lis |, userlist_deny w8 ST L s 4

ol 53 558 ol *ftpq,blpgin o3l OT 4y 3, 13 b ol 53 0T el &S s, » Ftpusers
4ab e blacklist < s !
oSbizul S Sl IR 55w ol a5 05 S Migrate sl . :Vsftpd_conf_migrate.sh

.J}.&:ﬁ

:/etc/logrotate.d/vsftpd.log
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:/etc/pam.d/vsftpd

ool 5 el B sy o S8 s g e J ST (6l & Sl el 055 &S Pam
oS sl ) p3Y Sledis L6 pl s L asbpam Slest s vsftpd o s

:/etc/rc.d.ini(%iﬁ@
2 5 35k |l standalone &0 4 vsftpd . sjls Sl 5 0 ol s :M*,ﬂ Shrlew Sl

’(.AJ‘Q J‘}l |t @}w

\k D N
:/var/ftp/pub/
w\@.s))@)\fmw@wf\lc&&u)jﬁ L§)l> &)}L’fﬂ‘b\j‘dﬂb QJ‘JJ‘} Lg‘fﬁmﬁd‘
) =
e SosS pls pl 3yl u,é,éu:ﬁ,,bganonymO\sL;u,  ples 358 o 4 fEproot ..

S b Ll Cylis b e hOMeE (g 58 gl5va D 4 3555 51t oa lOCEl 01,087 5 L5

\ o3 S ) e ol o K
@\ |
:/usr/sbin/vsftpd
' \ 3,13 55 e opl o VSR szs b
N o
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VSFTP ol il J0 Oloudaid » (559 50

W sl abolb sy Ll 35d o axi g OT 0g33 45 Sh o &S Sl 48 pb b ool Syntax
Glis b e gt ocal 55 L byss ol e Jis g s VSftpd 4 Jlast o
6T o fege 2 93 & Lib o bt 13 ol T s vsftpd JS” K418 . anonymous

544 axl e man vsftpd.conf 4 LSS oledlbl S L;\,g.:"w\ S a5l ]
#vi [etc/vsftpd/vsftpd.com g N

>

~ anonymous_enable=YES
Sy 09 (SIS Lases b 5l 45 das s o3l ANONYMOUS 8,8 4 4u S opl 035 YeS
. 4,1 1y chroot ojl-1anon slays s L saFTP 5w pub (o, 68 515 505

\

Q
anon_root=/opt/dir_anon
) Gs g W Colda esie L;,}:fﬁb@Fﬁ 4 39,9 e 4 ANON O, 25 Ky

) 'V?-S@JJ‘j‘Jsz)}ﬁw@-f
O\\

\ anon_upload_enable=YES
LS T BBETP 55 sl gmanon glayss das ojll i T opl 055 Yes

N ™ anon_mkdir_enable=YES
ii-:f-’l?%‘ 55 pIsFTP 45 uSlg 0 @NON (glaye L ol 5ldde Osls 1 Syes L

anon_max_rate=4000

Lol 2 5 ol ST e adeie 1H,AN0N gla 5 3 5LT 5 25kl Lo STis & 5 Lo ol ldis
Bl o b

no_anon_passwd=YES

Al a3 3y gy ANON (Sl e SIClT Jases H5FTP ¢ s ol 05 57 Jled L
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anon_umask=???
.M@Manonymousﬁ)l{@ﬁ B L;,}:fﬁb,b}iu sloul 63 i sl g

anon_other_write_enable = no
Slhes plonil 4 Slomn (5555 113 sl 5 3T 51 28 4 ANON 01,18 sl YES iy L ol S
°"*'"“°*UL?=‘?J:“§§<5‘J%L°‘>ﬁs¢%~ﬂﬁ)‘§a'J}##-MM‘?‘(*U;:@M'(BJ&}

% N S

<
local_enable=YES

> =
LS o Iy 1y ojll ol Az passwd b =15 o5 local B, e 4w X pl 05,5 Jlee b
sl local sla ;s Wi Olas = gsi’\" So5S plas,ls 963 S &;YFTP GO Dyges 9 )y
.;;Jw,:'pbgﬂ:us@\,\ip)amgw@!)@i&ir\,ﬂ@ﬁw6,\;,|3\,changroot
write_enable=YES
Ly kb« 5,0 gﬁ,tsszu;&gT@1.M:&Fv,%}iu;,&hjwlocal Sy 44 E oyl
.bash o 4 0 jLLFTP Co
local_umask=022
S5 4i aoslazwlOcal 01y, Lugeds s LT Gl gl 5 aS Sl B3 i O UMASK -yl
Sl (o 775 5

N ™

§ local_max_rate=10000
ool » Fp Gl ST o et 1y lOCal Glays g 3 5hT 5 s skls o ST & 5 bt ol Sl
cL e b

local_root=/var/tmp
) G 53 Lsh Culds aetie )5S pls 4 ftP 4 54,5 e=e 4 lOCal Ol 58 2l Ky
S e ) A ) g sy S
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dirmessage_enable=YES
Al bl o bt o GEYFTP i Cows & ol plays ot L 4w S 0l
ﬁ,lfétﬁjhs;UWszffﬁbngﬁ,lf;”,uz_mgumf;t?%‘messageaiug,j:fﬁb
slou|.MESSAGE ol 4 1 & 5 4 5,50 6555 215 Jo1s @ ply sl gl 555 0303 Jile
5559 e w4 VSTEPd ¢ L - 035 YES L oS (oo 0,53 01 0553 1y Ol ki 5o 00ply 9108 0
\HJ‘J>ﬁﬁlei‘éc;é%%T&x‘?v\fuﬂ&‘J‘?d“die‘“kub“?ﬁ&ég‘éuf}’“ew‘f

.= - @

\ ]
xferlog_enable=YES
o o3 USTEpd 55 05,5 vsftpd.log LB L L .Les o,md &g 95 4 VSTEP ls &Y

33 59,108 L.«;S(_)ﬂogrgfgdjlf‘b}d|osb\fl}Y§\{li.M\{NO w8 pl bl aS 5 e
Dghe S aby )5S pls
U4

listen=yes
ol el S1asT e S it &oohy Standalone we ,sFTP wit yes «§ oyl £

JiuaiixinetdJi,'ﬁja;\;,\;n%ﬁubQf@1v\i\f;ﬁ°)1,1xinetd o e g e

Ll 0o, 5T LBl 31 (sl g3 lin ) (slgsl 55 - o LvsTtpd ol o it

\ S, max_per_ip=20
gk e som P a5l Wlg o GG slas a AST o esein L o
N\

max_cllient=100
.xﬁJ.auFTP@QL»)'V.AM!j@)jﬁlooﬁ\bohj&)sM@QQ‘B—@\

chown_uploads=YES
chown_username= )¢ pb
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Caols b il (6,55 5 S e 5,LTANON slayse oS sls L6 (OWner) ¢Sk ﬁ\,su,j?\
mﬁ‘?daﬂtf&))ﬁ C-Lo C-)J‘Ja}-)))a)‘:)‘}yes J"‘J” b J)‘bﬁ};ianon ))ﬁ)‘ b ‘J"‘

.&5@3,\3 I, Lel s Lbowner

ftp_banner=welcome to FTP

banner_file=/opt/ftp/ftp.txt

il Wl 03,8 8Vl Lomma L 4T gla )5 sl p 35 i g Jgl b sl gt )38 gz a
A ) e b e ST idp b 6K 5l S Ol e Dol ol sl 53 BTG LT )
.J;.Ubrj:,hﬁ-ngJq-);UQTJJJTJ‘C.&};W{M?J.lkéégijbbgﬁv\i[fgﬁhﬁ-

pam_service_name=VSFTPD
%, tcp_wrappers=YES

wdl 5 4h okl tCP_wrappers gl (a};&a fv\ipmtﬁ il g ws FTP 4 1 (.S Block
s,ls/etc/hosts.deny ;/etc/hosts.allow sle L 5,515 lous b 5 5lus sla [P L5 51 L

S aalllae ,@C0RSSMAN'HOSE_La L6 sl oot S585 51 3l g oS

)\

userlist_enable=YES

userlist_file=/etc/vsftpd/user_list
‘gm,gﬁ@a\w?agdmﬂwbﬁgdxiuggfmmpyesb@\)\mf\
N Ssh o35 FTP & s mws ol Wl ol &5 Ll opl j3 a5 sla, s
userlist_deny=YES

userlist_file=/etc/vsftpd/user_list

ool 5 358 o ol i (A3 e pg3 L 3 45 LB Ol gme 3L YOS L oyl lade S
Al ails e mws FTP 4 ul g cad yls 518 LB ol 55 a8 olay s

nopriv_user=ali
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s S L ol sl .WS{ T 515 Lol Skl il voay ANON glay5s 4 1y 35k T ojlt S
g drs s ool Sl 53 dbg e 550 pb 058 5505 L frf & OT 51 LB Gl o)l 5 as L
.@‘P'YFTP Sl ool (6l 58 pl 3 sd o JleslANON (Slay5 s 4 559 opl oo s
chroot_local_user=YES

54 w3 5 change root ki local la ), ples 51 LU YES i) b ol

9 N\
8
chroot_list_enable=YES

chroot_list_file=/etc/vsftpd/chroot_list
r,fi; s 3l 1y change root <t Z1 sy, LS o )5 gs S jail &, bbs ol
<k change root o localls ;5 5 oan ey S ! o3 Sjailly 554 r...:}i..a =Moo

UZ’-‘ mj@))b b L.S’w‘ LSLA‘)‘)‘%'&;M:-SJ‘)JT r))b)bﬁaJ‘JJ'}YES J"‘J" b d)‘-b'u\.n.&l}
B,

L3k slocal glayje o gass i

N\
deny_email_enable=YES
‘aann@_emaiI_fiIe=/etc/vsftpd/banned_emails

g Doge wslilocal y5 S 55003358 o Jos FTP K ws Sh50 L 8 S5
ol el 03,5 23> Sy @Mr/ftp/w;)\, PP S Doge w s e S ¥ anon
S 3555 Sl @2 ANON L5508 G s0 53 bl (oad 35 5m 5 253 el 512955 28 5e FED ln e )
3,05 525 ’JM%\’.JLQCJ&‘ Slp oS by LS 3 g S o ol el 3 ey S
e 03 45 I3 A Sl | gl JEIS 55 i 5y s 3 i <SG S e den S Sl oyl
Sl J="culmozila@example.com S6 b stls 5 gus Jie 5 sb 4 . 0Ss oslizul a8l 40
FTP oS BRb Sosm L dils (o ) g o5 3,05 banned_email L6 s 15 55 e ol
03,5 banned [ -l 4 .ol ols gla $ 550 b Jlasl (3le 35 gl 1y ) ol 548 fuae
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port_enable=YES
pasv_enable=YES
Passive > p35 bt 5 U5 Active mode ;5 LFTP uS™ o jesein Jsl Lo

idle_session_timeout=300

g g Ja 5 gl LLS 1 4l dr Sl ey 5 5 Jleb 2 )8 oS Tl ASA 0l s oy
\ >

delete_f&led_uploads=YES

s daal g $STL o failed e Jng{,w 2L (YES)dw w8 ol B

download_enable=YES
S Ll s Y :4{‘: ng.w\}ﬁ-): ol AL (YES) Js jf\

\\¢ listen_port=21
3505 Jlas! 1 L571}:;;:/etc/ser\ﬁcesLbjxmetd 33 g ool ST L6 53 b Ol jan

h

listen_address=192.168.1.1
23 ool TP g o 0 T 51 (S il (or bl ails 5 555 S8 D) iz S
ol BV sl ol Ll }m Ly as Syl ptizm b g3 Ol o AL 5L e Sl s ST o

Q g n 03linal ) pl (g aSG gla I plas 555 a3 e el

allow_anon_ssl = YES
25 o SSL el b5 Sl 51 esliul 4y jlws @ANON 01,518 w5L YES S

ascii_download_enable=YES
By dal s Sl &y s 4 031> JUsl LELYES B
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force_anon_logins_ssl =YES
Jlayl gl SSL el Jlasl G 4 gome @NON O 5,8 40 8 ol 5 SSI_enable 035 Jbé &) go 53

B Ll e 0y

force_dot_file=YES
a G:U.wL)j.x{u‘_;)ﬁﬁb;);;@j@.éjf.‘m)ﬁ&MQ@\:YESJ.&:M@‘S\é)yJ:
o
(stu <la Jilé )L Al g3 osls OLES L Hls a2y Ol Shgla Ji"; o 5L asL
|

Is_recurse_enable=YES p
S Sl pl syl S SSas o5 Lais yls Iy IS =R 2w i‘f‘ Slehsldles 2T S
ple o) san ol 3yls 35 il G55 2 b6 ol 2 aS Gla Sl s T ol (65K
235 b e

. \

dirlist_enable =NO
313 Al e g g@«dir&cory list ol 525 51 oS s 4, L5L NO S

¢ \ hide_ids=YES
s o Gl ) ) SRl o 65,5 5 )8 Sl aan dil b 4w 5 ol S

no_anon_password=YES
N\ ST ad 3 g 3 555 el 5553 @ANON 187 51 5L Jlas ST oK

N\
dual_log_enable=YES

5 Sl 5o 3t SY S xferlog (S aS eag bl SV g oS Jb S ol S
S o)y vsftpd Sy s S

force_dot_files=YES

o222 2 DA YES ol 8 ol bl 53 ol 4 0Ll sl gine slo L ol g3 S

A5k ,a adlls |y man vsftpd.conf L i Sledbl Cg
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FTP 4slogin 31 wasLocal gl y 390 s yudd

Sl I Lsd o Sulda fvar/ftp/ e alogin jlam (55 i Syse 4 @n0N ey

Lsd 0315 55 HOme () 557 415 « LOGIN i in gzl oOCa
4 Kb 3,y Olas = Home (¢, 48 11 4 ) > 4 Local Sljg S wSE m;‘{;@u
LTl cosls T a g 1y 5560 5 50T b o) 58 pls cslo C«-:W‘w%é Q‘MMr/ftp/
o Okl S ol B 511 5 b IS i Sl S 35t Dol s o by

=S

#vi [etc/vsftpd/vsftpd.conf " i
Anonymous_enable=NO N
Local_enable=YES \
Write_enable=YES

Local_umask=002 § (

Dirmessage_enable=YES
Local_root=/var/ftp/pub ¢ \

S cash 1, FTP a8 (S50 sba e Vg1 5

\)NOoTék&gswwébgw\ﬁe{sdwﬁew1ﬁbsu;i}?,?\:r@,a&;
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FTP a4y 3399 (w gawd (40 o5 S g0

IS S5 1 T bl Wb sl azils w23 FTP w Local gl )55 5l ool sluns rg\ﬁf\
3 pepl J?\V_S sl 1y glmis K&l L6 5 55,5 5,05 user_list  ftpusers sls LG
o wl sl wsls FTP 4 wies ojlel oan L byjssl ool S o
Lis 4§ ol 059 NO &g s 23 )13 NO i, Kl b s 1, us~erlist_a§ny=???

il azdls i 2ws FTP 4 Wil 5 user_lis\'.‘}iu 5o S se Sl
BB pl 53 0ks (o x5 ool 5 WSLYES Ll an 8l S s ilate Ol 8 p) 035 YES
L6 s Ge b 5 O 353 o s 4 o 05 VES IR TSl 5 2 ~ ftpusers .
Sy50 o> G el S LB g3 o Sl pl 5 555 e 0503w mws ol Lay 5 s « ftpusers

. - :

FTP 50 y399 49 5 Jail
Q.J)J.:o.uuJJUQTA.:A{&‘@)}‘&.&A{Mﬂbc\{u\.}‘ﬂ%p-\.{@g;SYFTPA{Lgﬁ)\f@é}
Ll < laa /var/ftp/pub Ls{:{ﬂ‘ﬁkz))‘)j“)buk:)jﬁ Vf;b”;“&ﬁ;‘ Jis b

P25
Q Bgw o Jd & chroot Cubld ulbl alls
chroot_local_user=YES

3 R eSS 53 15 T (ol ol (IS 355 o a5 51 ams 51 CHPOOL Sl a5

.r.::fuaauﬂ):'\'ﬁ)'b_s-):ja:b
chroot _list_enable=YES
chroot_list_file=/etc/vsftpd/chroot_list
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Error 500 (49,5 9,0 o

oS . 355 0305 Olas error 500 T « local sl 5 login C\i'“"’ 33 Sl Ses 6 (5, CENTOS 5
Jld 1y e Sl 51 (6K b Lo b b diSS Iy Wit o3l b s 0 55 HOMeE (6 65 05 4 dl 5 Sl
LAJ.:&:.»@LQ«»\SGHHUX ajﬁduj:ﬁcé&&ru@jbu-QVAQT&J.&SQ)KMJJJ‘,V:S@

J;OML}&Q‘j@ﬁ&)}Lﬂbbb

#getsebool -a S N

aly o)l l KBS L6 s I oe sl daIIow_ftpd_anon_write=off\!aﬁ;a hon sege 31 LSS
0.(:. 35 g 03>aANON o, e @ Write o=l 545 0N Laze Q\J V'::"L’fu o3l3anNoN la,jge «
Gkl das ojlatlocal slayis 4 e ol il . ftp_home_dir= off s e o 2ege 51 s
&l error 50048 558 o sl &S Sl yane cpl O5g Jlad L ske 5= hOme (¢, 55 515 5,05 FTP
Ol e SEESEDOOI ) g2s b T s 4 Cxiles gl LS;B\L;,;S\J&!; a oy ) g edd sl vl by
315 ek Ly s e cpl )l
#setsebool -P ftp_home_dir=1 W
) O Sl juite wo g e 2 (6511 ol 5 s LA™ 5,055 42 5 aie (3L ldie w s a gl Selinux s
S o8 e aw s Selinux .‘ﬁfﬁ&\,SelinuxSg,..»u;TolfmcﬁJ:f)ﬁ.rgfL;v\;;ﬁ
plad @S Jlab [y e ! 5wl b!:‘, Selinux > cel 453 o 5YL e ol enforcing .1

25 s enable g el ols Jsll
S5 5108 s aen jLLIAS SdENAY I (¢ 5 Cuns Jle SelinuX e ol 5 - permissive .2

L e

Y sd oo db e Yl Selinux we opl 05 S Ul L disable .3
Sl k6 Gl OT slade 53 i ol .)ls )3 Jete/selinux/config .. 5 Selinux Xals™ L6
LS 1) it L Lz OT 0 Jlesl (612 5 oS (0 3,05 5 4b g0 e SELINUX walS™ flis 55 5038
:;;uu.u\o\,:@onﬁ@q?ﬁﬁjaliysji.rgw,

#setenforce 0
#echo 0 > /selinux/enforce

:J;CW\%JQTLg)\fthﬁjse“nUX Wﬁ)‘ob‘"@r“ﬂ)uﬁ““ﬁ
#setstatus
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FTP 48 Mullti Homing sl

Q‘j‘saVSftpd b&éb)))}.&&&)‘-&‘cbftp chwjﬂ&MMﬁéj)jdw)}lﬁb

OLAJVA45".;)‘5)),»&g&}.b;&j‘x‘objjﬁ&.éjj ‘)FTPM°MJWJI‘°&.J‘:’Z’

0,8 4 s ftp 65 5 (B O L Ftp oGl o5 as (o s (S SEE Sil

¢SS b 230 2 Glp oS e erliet MUllti homing cosls i ol b g 5o ol g e (I

St S8 a6l oS bl [etC/VSTEP (5,58 als 25 53 0 4 e u?ufu? S L

238 Gl S o pageeS on 305 1 T 51 S GBS L6 a5 5 00 8 BT ol T oS

ot listenzaddress s ss 05,57 LU Kl L6

S s S OE sl by B s S bl s ol 51 phS 2 &SN 6 b sy AS T 4w 5 G

b AL e g ol 35 Y 55 i o Xferlog 6\.\:&:» &> 108 &) 50 55 4 vsftpd

);Jiuo,umwj,w&wacm\,IPJ.A“;\;ML@;}'NPY”#&,,:Q,\f&@ﬁg@dm,y

AL Ll 6l il o S sd Sl Jhse Cj,&l;"}ﬂ 36 o «f Virtual Host L8 EEUETRE

By =

ol 33 oS (oo 3ol OT 0353 15 ab g o Sl gle> Sl of 5uds oL &5 L (S K ol K87 L6
.’:.'SJJVTQ}JJ‘)a‘}idbgb)ﬁ:j}]&b)}nlp‘JAJJT) cJ;J‘q;ﬂ

#vi [etc/vsftpd/vsftpd2.conf

listen=YES \

local_enable=NO

anonymous_enable=YES

write_enable=YES

anon_max_ rat\ES

anOn_ root=/

Iisten_address=192.168.1.1
listen_port=2020

#vsftpd /etc/vsftpd/vsftpd2.conf
s (G55 O g2 s oo aalsl DL, @ WP 4l 5558 o cwy vstpd2.conf L6 Las ) zs ol L
oS Sy 1y b g o AT 6 s ol s g g ) o b T
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9w Sl 9 Xinetd 40 oud Sl 8 31 ol 4igod
Vsftpd

ol el S dle uS” . L8 standalone & e 4 VSTEPd e e s S ) shiles

So5S pls 53 o3 gedls HI3YES Ll 1, listen=?77? 4._15 AL 344 oI5l Xinetd J.]mx R

N
oo 5l 87 L6 eSS xinetd
) :ff—m oS
servicevsftp =N )
{
socket_type =stream Q N\
user =root
server =/usr/sbin/vsftpd P4
server_args =/etc/vsftod/vsftpd.conf
nice =10
disable “no AN
flags =ipv4d \
}
O
N\
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AT 31391 0 93 ylgas A ftp yeawd 3 oolaiw!
rename (JUasl (S gl 8 il o TP s WS sl o w5 ST ST 55 i 1l e
o gl f s o i e 5 e 5 S e b Ll L BB eSS Colde
Olea U STEP i o)l sen 457 ol g Sl SVl 5w 51 (6,8 sl (gl 23S eslikl 8T 51 Wil g
5555 il oly ol Sy g & FTP Ky .;,,T@rﬁ\; Iy ol JL;;;\J%;{:L&;W\ secure ftp
L;ﬁ5%&@!duw,j;ws&ftp)fws.,ufdad,g,;)clearTQ(tQ,yqﬁabuw

3
@D 53 pon s 0T 4 5520 &K WL 5 2 sl 5 W0 8 0 5 bty Gy U5 oo (0 OT &

]
J;J)Ublocal,;ﬁvuwu\ip&mp”ﬂ@anor}@)y@o\;@u,é;u;ﬁ,,b
AL L Iftp s WS s oyl

. N\

6,)\)0\u\ig&poﬁ‘ﬁ‘”ﬁw,b,jﬂg@\G;ximfuu;m\!@wyé.uwjtﬁ:&;
VUY 4 LS| tlocal gz
JS SIS ol ol e 53 il 4 pleely aler 4087 (6 oS0 oS (r Y g 4 oS Slej S

W\

.xﬁ@cbm‘logqts‘ﬁjﬂw.hcudiﬁ

msb},&ﬁ)o;}lbftp)jb&})‘ob@‘p&ba“bwjﬂdﬁ.hdw‘&‘ﬁ

ftp ftp.example.com
username
password N

2 s glaasls 5l LSS oL 5 abg e 5o hostname —..L . ftp.example.com > 4
o5 b ABlS 55l ) g g, 4 Ghate FEP (6 )8 SIS OleDbl 3555 (61 5 Ao 5 15 OT (595
o2 o5ed G L OIS (o IftP s Ll 5 ST 15 Jlail a5 a5 oa Olojen 015 i TP

oS Casn Bl s e S Y

.\:fLeJSLSAcMWbﬁ)J:-‘JActh)}km
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Trying 87.51.34.132...

Connected to ftp.freebsd.org.

220 ftp.beastie.tdk.net FTP server (Version 6.00LS) ready.
Name (ftp.freebsd.org:vivek): ftp

331 Guest login ok, send your email address as password.

Password:

230 Guest login ok, access restrictions apply. . §
Remote system type is UNIX. |

Using binary mode to transfer files. \. X
ftp>

Dy M‘?ﬁ) &Lﬁaww‘ﬂ O c%ﬂf@oﬁfuﬁjﬁ‘)‘ Q\wﬂbcw U'l‘)‘
ftp>
tASled eslial 5 ) sl Al sies e 50 8 5 e LB hled 6
\
ftp>ls R,
229 Entering Extended Passive Mode (|ﬂ60692 |)
150 Opening ASCII mode data connection for '/bin/Is'.

total 10 N\
drwxrwxr-x 20 5 . 512 Jul'19 2007 .snap

drwx——-—- 20 0 | 20484ul 19 2007 lost+found
drwxr-xr-x 3 1006 1006 512 Sep 21 2009 pub
drwxr-xr-x 3 1006 1006 512 Jun 5 2007 sup
drwxr-xr-x 4 1&6 0+. 512 Sep 18 2009 www
226 Transfer complete.

ftp> N\

Mb@h)ﬂj&}h&brbc.i&b&uﬁ]’uﬂSv\;LquJ
ST sl 35 gt Sl o B 5B S w055 Gl

ftp> cd folder-name
Sl b ool i ST sS eslimal 5 Jle plos gEt s 5l ily o bl &K il ol

W&j}géw O 4 lul Ftp s Lases j3 L L4 oﬁédbuhwégi): S 5kils
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A 53 (oS 03lizal =C g 51 81 5 ol a b6 55kl 4 ISl e 5 03 STed 5,0 13 local
.ufdaajl.ﬁ\i:jl}\:s\.:tjﬁj\fou\}uuﬁl{j!Lg.\s.:Ja\.;j).s.s}.&daéu‘b\.;)!:}.b’\\i:jl}\:ﬁsd.»-f

ftp> get—c resume.pdf

:;35@3}13\:ALﬁf"}iléS:;u\:Ab:’-aML&a&i&Lb}
local: resume.pdf remote: resume.pdf J N\
229 Entering Extended Passive Mode (|| |55093|) ) N
150 Opening BINARY mode data connection for 'resume.pu*' (53077 bytes).
100%
|***************************************N****‘****************
*EkEkxx%%| 53077  12.58 KiB/s 00:00 ETA
226 Transfer complete.
53077 bytes received in 00:04 (12.57 KiB/s) N\

25 o5 s i 1y e 5 LOCAI ptis )3 555 (638 s Jous cdal S o Olej e 3 S

\ g2

ftp>lcd /path/to/new/dir

ftp>lcd /tmp
les el Aol y g 5305 oS pls o 5 s ses LAl S e
ftp>lpwd
\ S led eslial 55 sws SH g g0 b i SL s
ftp>mget *
)

ftp>mget *.jpg

t bl oSS Code (gl
ftp>deletefileName
ftp> delete output.jpg
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shell G,k 51 s 53 1) Lk dals o STeaal ails S5b b s 6l uls &S 55 55 bl 5
S oslimal |y 5 ) st Sl (BT ST Jimie Ll odd fuate ST (555 0 4 (g eSled 30T
ftp> put FileName
s Jlasishell G b 5l ys w455 Jowe 5 50alS 511,1080.JP8 6 sl 5 oo Mia
ftp> put logo.jpg

Wk dbw\‘( sl
ftp>mput * ¢ X N
ftp>mput *.pl o
-%;,,{ﬂ\;&io:;‘@u\
ftp>mkdirdirName
16055 p1s & 05 8 Ol
ftp>rmdirdirName \ §
1 S ) ) Slhsesil s (s TP Sl zs 2l eale 5o s
ftp> quit % (

wlled wuls cd | zus NOT @ &S

&\
)

N\ e
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Sl 9 53l wo (p §

s b—2 é.w\—l.s)b:ﬁj&\édlftj}j:y:):)’\f
S L a3 yphp,asp,html,pdf sls L6 Jze wsl »text base » Ll Kol gla b
Cold oS e des 0L BB el @ pl Sl e Sl (Sl B il 1 0T (slme Ol
- \ji{&T

8
VJAu:é\.l):J.:Lé\{J.:L’eJLEJJ\u\.ajf\...\.ISJEJ;»\)Labkﬁéﬂ@j&\uug‘)au\ﬂj@ﬁp)ws
LU sl ol b6 ST e dd sl K s s 5Ll Leie jaile BB AsL il Sl
w@13\§mﬁx@ﬁ.gﬁ;\i¢)yduﬂjﬁ§ﬁ\M}%pmpéﬁ\ﬂﬂ;ﬂg,uﬁ
S o i il 5 e (S ol pen 4 0 ol |, ASCi

ftp>ascii N\
200 switching to Ascii mode

\ ¢

&S s )15, bls i passive sactive ws 5o 55 OT sdias ja s e LSL TP st a5

N\
FTP &l ool o9 ¥l &S SCP

a2 05l (Kon b 0355 5 g0 el (6 518 U5 e ol g 50 FTP oy 5 o aCt o6 5
Sy 4 o ks SCPy SFTP ys o ool ol JS5 igh o dhsls b 6550 65550, 658
CentOS y Redhatisle wiuew )3 (55 iy S8 @ 5039 v aws 55 Openssh we 51 55>
Ol ¢S b 3l Glais okl FTP Oods p SCP &8 asl awsls bls 4 il oo s
)5 156P Ol p dilen B ¢S 5 53 SCP ol 3. 1415 |, (Anonymous Download)
BB 8L 05 S S o Ba 55 ST o et |y e BB el ress 5 Ie BB el ol
(ab' AL L ol gl p 4 545 odias w3519 SCP Law i AL 8 ¢ SSH eas BB

ST byl 0T 4 (53555 sl 0L ST Olgie —a Salbn b1y g0 4S5 (52008 oL codins o o
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‘,uuuu?ﬁﬁ*;\@g&psam;w}ﬂjL;j,tﬁu,'\&u%g,m,f&ud\;\w
Q‘ngu\.’t}gﬂyw‘ﬂ‘byfqgJ}-&@J\)‘Jﬂé“)ﬂ)ﬂ@))

username@servername:filename
username@servername:directoryname

03T b Sl ekins s g3, s /€EC/Syslog.conf 6 0s ST oS 4 5L assT (S Jle b
I8 31 e o ls PN (5,1, ol 192.10 .1.100
etc/syslog.conf/: peter@192.168.1.100 ‘(
Jah@&ﬁal;éﬁdg /etC bbﬁ)‘&)')j@&wb)yJJmsdeoJm‘
/etc/:1.100 . Peter@192.168
N\
5V, WinScp 53 or Als (oo S e 55 SCP Ole b (6554l 5 dduad i 5 A g 4SS
A\ oled ags 25 ool

http://winscp.vse.cz/eng ‘ \

D)
AN
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FTP cardg AW oy s olnio

.C,..»‘o.\..fuo:\:Qwﬂjdjub):g‘,iiﬁ(j@a\NqFTP Curd y (SBUS o 2 glie

110 Restart reply '
120 Service ready in x minutes N\ \
125 Connection currently open, transfer starting ’( 4

150 File status okay, about to open data &

200 v Cmisy gadS

200 Command okay i
202 Command not implemented, superfluous at this site

211 System status/help reply \‘
212 Directory status
213 File status Y.

214 System Help message N4

215 NAME system type ..

220 Service ready for |€xt t\@\

Service closmg ntrol connection. Logged off where
appropr’ate X

225 Data connectioniopen; no transfer in progress.

226 Closing data connection. Requested action successful
227 En\inhsive Mode

230 ,_UEengg‘ed in, continue

250 ‘Nuested file action okay, completed

257 "PATHNAME" created.

N 300 5 o Conss SladS

331 User name okay, need password.
332 Need account for login
350 Requested file action pending further information.

400 v Cursy saS

421 Service not available, closing control connection.

221
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425 Can't open data connection

426 Connection closed; transfer aborted.

450 Requested file action not taken. File not available - busy etc..
451 Request aborted: error on server in processing.

452 Requested action not taken. Insufficient resources on system

500 v Cursy slaS

500 Syntax error, command unrecognized @ \
501 Syntax error in parameters or arguments. N\ |
502 Command not implemented. ’( 4
503 Bad sequence of commands X

504 Command not implemented for that pméter’ ¥

530 Not logged in. 3

532 Need account for storing files \

550 Requested action not taken. FiIeAUnavﬂgbIe\

552 Requested file action aborted. E&eded‘storage allocation
553 Requested action not taken. File name not allowed

\

s Sl Sl 4 Soed O g std
226 e N b el s 6 Kors G
gﬁ“‘)"‘f‘)’}";)}?“}g“\b.k)i}ﬂdii“5-’}"5’@""’&\“‘5"6@‘@"‘5

230 ,
[ \ LAk ek plonil o e b lOGIN Slles 5 53

g w0k & e Jloyl USErname il s sdakili G S
231 _ :
\. (‘o\wa)Username Jses oDl Sl Gl 5 LS oo okins

. " é
501 ;:Xg):\s)}w: Isdoms Gl g0 9 Sl (6,01 5 sllast (gl 0l b gnws

N
<

4 k}é} L s Username coul -Ses . Conl 0 plonil s go L 108N Slles
530

\ \ .v\.jib. O\..:.:.ai"
550’ Ca.w‘,&a.ob ol %UJ}L&J‘)J oMuMJilS
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p9d Juad

w”q’ L SSH..S )'N‘ b‘) ‘(
\ bR
W\

N\
@\
)
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SSH JSig b 2T

Joo oot AL &SST 51y Tatu YIBNeN o6 4 (Sl o8l (g gomtils K 1995 Jla )
ol 48 skl Q,,\&g&i3@1J§;@a;,\;5niff>,yo&m&;,:dﬂ,géu(,u,w
ftp, rsh, rcp, rlogin , telnet &l , ;K &5 as sl Shell &;l;.q!:'ﬁaq 553 S
5 AS o eslinul LT 51 S K5 SSH >ﬁjpu1x,\>gﬁ,w§,~g,>,\~pu,,m;:\a;\.u
Lds Sl SSh 58CP Sty L gl sl

yodins s o o TCP/IP s ol bls1 IS5, o, SSH e iSecure Shell (xis.. SSH
K 505,85 (6,8 s s Jsb 5 SleMbl gladl i W osls s 1S e, b 4T Sl 0k ;S as g
..csdaJt,,i\g;;i;«s&\jou}Jaj\@@\,swwﬁ”ﬂ&uwﬁwwuf

033 oLzdl YalS™ -l Lal Sl Olo 3 e &SG SSHuaS™ S slowsl 1 a5 o) Sl Ss Shell wds”
4150 1995 Jlo 53 45" SSh s g o L;,&f,')\ G sl o el LI G, oS S
Sheslawl 55 ol Cusgume 0L wﬁb{ 9 o szl (G515l S5 Ole s ST
U S o o)l sen .l 1)l asgpu pl p:w\.au.sjbud 8)9.@}4\445&,.&5)!,\;.\;@\
wﬁﬁ&“(,,gw;!uum4{Cp}:ycwgs@&du&u,mrotocolQ,L?;mb;:tf
c,iaj.xmwé“_;\ﬁmc;,bﬂ,;\)«;ipc,;\;ﬁjMY,,E;&\@;P,ANSSHj\aau:M!.,\:;f
b dgems o) ("5{ ’M&,b Soge & Sl s (SHlge 1)) 4 5,5 OpenBSD o,
oM daliee el SSH ouiS” 41,1 &5 Tectia oS ,5 jww¥ & & L .4zsli& OpenSSH
OpenSSH s bl e Jo Lsd oo de 0,4 SSH oy Comd o s dmetn 10 )8 51 Sl
s sla dea gl 51 Sliziy 5 el g sl ¢ s SIS SSH IS5 5y S s 1 23510 5 5

il (e ool DL
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SSH 3 oolaiw! (sb yo

(199 of5 31 By (03 b 0 ga 4 Cud)
(Encryption Data) : kald (55145 w0y .1
@Mcsmffﬁéﬁfkj@%},)ﬂwywumsMumafsuuuﬂ
Al dssﬂ PN

(Data Integrity) kyats &;L& ,_;.’\f 2

s sl Insertion and Replay Attacks ls ale> ‘5;}1,- &l sl oyl
SO 31 Ll e SESSIoN ID 1 eslazal O s esls 5,1%», Cul S5 SRR
et 3 S B s Lol ClbB ol S, ol 53 43w 1.AST (6,8 - replay attacks
s ogle [y s 55 (Job glus S s g 5 Cﬁ‘(-”}&}u i b o Sl Jl
gl b s o3 sad jgile 1) S amio 25 A Keylogger (a3l oF J SL L s
s r ok (ol Lol (gla S am ge SSH (65l 0STa1 5 Lo (o (1S,

(Compression) : (53w 00 4id cubbl6 3
oS Sl 3 I8 opl & LS aes i \:Su,\ SledMbl ¢ )& oy osdhe K, !
3 g Aol 2 dade sl Co

(PreventImpersonation of host) : Jx> j9 4w 4 Jlail pus 4
L ol & S &;NQJM i ugp g 4 Jlasl pls SSH Jlail &S s
23 3,16 1 Sl b 5 NS Sl OSGT sl 43 8 515 SO s 3 g e Dliaiia
athe fi5 Bl Sl Al Claxl Sl Telnet Ju 5 ol gls JSS5 5 53 o5 Jl
(Man-In-The-Middle-Attack or MITM Attack) .cul p s e (Sls 50 ale

(Log Access) : bbb <Y 5
é‘fﬁo&\dmudwp>)1>\,u‘)itéef‘y%@:xi\;oudwﬁagwwo&tsw
Jﬁ‘égy#gzﬂwu‘)@gus‘x‘\fswy sl 55 5l 0 e S 5
AiL e la
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X11 Applications 3 calas! ! .6
4 kS S S 1, (SIS sl s e Sos sla asliyy oS syl 1 b ) SSH
258 n o3lizul oa TUNNeEliNg 2 2l sl ) Ay S ~» Port Forwarding =L
r-Command 4 pgwgo S KW Hog 39590 7

41 55, 5 dls Ol e 45,05 5525 SSH s r-Command 4 p g g glasielS” SISl (’1\

;r_“;fdﬂ!ﬁ!bda&Q:«AZJ‘ﬂ

skywan13@localhost ~]S ssh userx@x.x.x.x date ‘(
:ssh userx@x.x.x.x 's password
Tue Sep 21 18:11:28 IRDT 2014 aS ¥ A

Jgﬁ«'jﬁ:@\C;ﬁj_?ugfq-yjl.:;wﬁ6‘}.3'.&;'}\235\‘ﬁﬁﬁd‘@béb)ﬁj{ﬁ@j)&o
.@h@;\wsom,mﬁ,\fgﬁ,;

N\

\'¢
@\
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OpenSSH w9 sw (5 3101 01y 9 wucd

TSl et 355 (0 il Jalo i i 05 53 OPENSSH s (53 oy S5 4 Lises
9w Lo g 5 05,5 esla Lg.\;{&c}i\édgij\pﬁcuwmuljﬂé&j\ > SCPp s ssh «
2 b a g5 ol mlall Oy oo sy 4 1y SSH s ,m rpm cla M.’xﬁ@%MSSH
<l Ssh.com quw,ﬂdtgbﬁf@aM@q;@f@;ﬁ?p?;;%mmmet
ol S a4 1y SSH s o 6l b 5 (6l (Sla a3 3 caal g2 bl 0T L5 &S
J{G&b‘k{}édebianJ.gd;’;raélﬁW}bapt'get)‘ﬁ‘b"’@K&Lﬁ\f&'}]ﬁj‘m‘}ﬁ
L di LS el | e gl 51 S e YUM S eslinal b 1550 015187 iomen (Sl oslizul 5 4
4 IS b a5 s USSH Lr ol (oS Solas 535 ST (55 45 () 28 e D50
Slp 4 345 oo S SN T 3l 05w @SS Doy > LSS 550 GBI SSH ST
Sy se yd &S sl OpenSSL , zlib ‘_;LAGXﬁgH L 5L g 39y 0 U @ e 4 Jlas]

255 o 0ylalinit L > SSH 'f M\xw Sl 51 oy oo @ Lp i3l YUMoz

1S (5 QUETY (s 35 s A bl OpeNssh 7S 055 i 51 L Tk

#rpm -qa | grQ openssh

:V,;Sst;u;w\yum ;lopenssh e g 3 (S8 s )3 ¢ 0355 el oy 50 3
#yum -y install openssh
Il Coliodd s s (555 2 OPENSSH S0 LT &8 087 Jol Oliebsl b ¢ o 1 dn
LS (o QUBTY (s 1 5 5 sws L
#rpm -ga | grep openssh
LS 0 S 1y ol 0l 3l OT 55 g Gls B 48T (oo s 5 b a5 ls o5 5525 b e
#rpm -ql openssh

ILinux Cookie in Persian A5 ol plus oM}i



http://www.softgozar.com/

47

:ﬁ)jT@@.se\.;w)ﬂ&1\@&:)};):brj\lal.cb‘\b1v.a)j:..»>a!lej
#rpm -qgi openssh
sl s glerunlevel 4 s ST o jaseie chkeonfig ) sus b s
#chkconfig openssh on
:V.g@resetbw},wq.u\,:,

#service sshd restart \ .

%
>

(S ool Ol ot (gls a0l y L Lo 5 0T 03 52 bzl b5 & 5h0eESTAL ) 52005 L
# netstat -an| grep 435 N :

Pt T o e 2SS 55 (0l 45 Lsd (o0 e (S35 S Ll OPENSSh s b2 a5
({pensw-server openssh-client

SIS 5 s g b 53 a3 5 Sl (g NS JSS s K SSH s i ST shailes
; Spdy S 3 Gledn Sy b WS

L /home/user/.ssh/ ... ;s gfsy\qi%w,;,/etc/ssh/wﬁ 39 Cans 33
ol 45 355 s eslinul SSH 5, é‘ui,; &l fete/ssh/ aw slehls . 555 Jlsl S,
S S bl osss o Jlsl byie s LS aes 4 5 ey global olabs
5wl SCP 5 5Sh glauls” 5 Shae Osls Hl 3 56 Cov gl b3 oo el /home/user/.ssh/
" sl slocal s eus Jus SN s > Lo

&‘Jﬁw%%wgf)wch.);)jf‘))jﬁwC)W'x;‘dww‘)b
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/etc/ssh 40 9g> g0 s 1 wyy
2503 6T ragen 4 3505 515 IS cnl sl o) S 5 sk Sy sla b (5555 15 nl 5 5
NG P B AP KY Crp}?

sshd _config
ssh _config < \\
ssh _host_key L N
ssh _host_dsa_key \(
ssh _host_rsa_key
moduli =N 3

o SHK Sy 1 SSH g BB ol b ol (6555 s @b b6 rege L6 o) ¢ sShd_config
355 o Jlosl 355 s ges s global L6 oyl Sk oS

_ \
sl Sluss Jsb ol 5o S1.06,8 )l 8 s, Kua) e SSh slgzuMS” L6 -l L 2 ssh_config

K ey Gl o= v:wﬂ Slasasl o eSS 05,9 SSH As™ L6 ol ssh _host_key

N\ e

\ ssh _host_dsa_key
ssh _host_rsa_key
AT e 03liml (S oy (5, ASA 51 (slgans, SN 548 il (02 05,5 SSH S s 6 !

LS LS“ oalazal

.agd)\}&léabasﬁgo:m'&:é,bwl.m\.;lfw}bujaatfdh el :moduli
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SSH (i g gw (S y5w

3G gl sl ls o SSH s e 6 S b6 (lgmend 3l (odm pu 85 4 Cuad pl o
1S g man sshd_conf a s ool glbs 5T oles

3 Port 445
‘U&NLSLA&JJK(LQJ 65)&_))}; u.:“.:SSH .L.»Lau.atcp 22 u)ySSH‘W)JWupJS&MA’ g.))j.v

als Oy w},umwaUmw‘sﬂf\.m;ww\du,o\fﬁ 29, listen SJ-
035 s 4e L;.:Julf‘_;\.am\.sﬁlfslﬁ-u}«f@)ﬁgco\ﬁﬁM\j@cx)|>\)22J’:AL;\ ol
25 03,8 @ puomn adsl (6, K0 &S5 W Ol o0 15 LIS cal ST (S0 el 1 eI
5o odkizen SSh g gl 21 Jl= s Qj;f!v.:uf‘{u Sy il S 4K 53 ol wl

Ayls 5 e

U4
AddressFamily any
Shais [P 035 ar 5148 Sl ol oloS™ aieia st o ldie Bl 42805 ldie 4w Ll o Lo ol

\ LS

pls ol sl
Sl B 05,55 IP euiS aseinzinet
\ % sl B 05,9 IP oS Jaeistint6d
N\ A8 olaiy [P 05, 95 8 51 sa ianY

LitenAddress 192.168.1.1

SO slsien bl 53 das (s LUl ojlarl 5 AT (e 15 Ll aIP @apyﬁﬁ.,}ngsh
sl 0555IP w0 Ly je Lol 0S5 5T SSH ol LS Ol e 4l ol S
ListenAddress ::

s ol den gme b ol 510206 05,5 IP s
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HostKey /etc/ssh/ssh_host_rsa_key
HostKey /etc/ssh/ssh_host_dsa_key

W o s | o 85 4 (G55 4l oS (ST e pne 1, 0S@ 515D (Gl LS s b T T L

KeyRegenerationinterval 1h
B ST o sdome I 5 1y g Sy 0 5 SIS Cele &5 a5 5 i b ‘U.ESH D9
A5 6,8 riwiﬂ C,:étucgpture dafga M

L
i, ServerkeyBits 2048
el i i el (6l oS Cnl 0 1024 55 i ysb 4 sl U 50, e, sladdST Uk
258 05 2048 (¢,

. N\

SyslogFacility AUTHPRIV
Jﬁd&f))‘j))ﬂ)}ﬁ} cJ;jYJSJw‘!SShL)SL;JAJKJA |Og~L§:nL}4>u"MAJa>-d‘

O\\ LogLevel INFO

PermitRootLogin no
OT Shesl oyl %L,Y .s,!R ssh & b jIRemote access o1 root 54 55 o Soysw 4

2 S e OT 51y a5t N0 Oslayl 3L .5 s a §
N\ B NSRS ] AR LS

LoginGreaceTime 2m
56120 35,05 Jlastt 31y 58N amis 5055 15, S€SSI0N &8 CLUSUS o adetie Ol oyl

QTAKMJ;QJW@‘J;‘C)MU.&‘)J;‘Ji‘.a.’u:f‘y‘)jﬁMJ%U‘JJJﬂ)‘)ﬁJJ‘Jd‘Q

Jﬁdawwf‘yc\:w‘gouw&
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MAXAuthTrise 6
@ & 551 S amin SSh ¢ US55 olidl |y 35 5ms 45,0 6 SoSp Lo e Sy 4 S|

led g a1 20K

Allow and Deny
Allow Users

) Den‘y Users

" Allow Groups
Deny Groups

S 85055 SSh OT @ 55 53 Loy 5 3l eslinal b AS18 e Ly oled o3 iy Sl o

wx?,;Jﬁpmsgjw\,ww,wgum,sshgwf,,,“;w@jﬁtujﬁgﬁg\ﬁﬁ

o1 el 5o 535l €l 2 53 L s es S IR ‘-*“JLM}J?ﬁ boss pb b s T oyl
Q

b

N\
AuthorizedkeysFiles .ssh/authorized_keys

2 Home (g, 45 505 &j}ﬁgﬁf@x; o3l 5 40 keybase S P L fb oyl

PasswordAuthentication yes
L PubkeyAuthentication yes

 Keybase il s K5 5 Password alul oo ¢3503 35 Zuga (o1~ ¢ 55 53 SSH s
N\ . L . .

ST o Jled uST Ll L1y g Bl

PermitEmptyPassword no

Ay b ol e ol SIS s xa oS 516, sl (5l At 5y g Sl EISTT 1 pam
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UsePam yes or no

el 05,8 e s 5d s J S tep_wrapper s Pam r}f’&ﬁ,; Lug Llg o SSH e g
JB Ll oo ol 5348 3,8 o L FPAM Jlstl S g el el J5S7 550 a b B
M;&A L ol g3 51 5 /etc/security/access.conf PRSI G S 3y Iy )
=S K 1, fetc/host.allow L wb s, K 15 J =8 s, 4 tep_Wrapper
(.\ﬁwafr,a!ﬁf\.ﬁ;)!;A,JLLJ.wﬁb\{;Téwb,\ipw&uﬁeiwos}s\,\f%
=5 o 03Ul S s o 51355 0 J ST tCP_WIFAPPET dan 5 3

#whereis sshd
#ldd /usr/sbin/sshd 2 )

s pl s s o Ol 1y ST e ealinal OT 31w g &SGaS Slaidssle wslos 1A zus
d)j\.@ ‘ LS?'}P BERR-E oaly Olis d)}lﬂ Oyl g V. LSA\QL&J b sshd LSL" djlﬂ (aLcJ C_,.m:‘
3 gie S tCP_Wrapper L g ja sl axils 1)ﬁ,3u 2l 8 s g w a .l libwarrp.so

N\
Accept ENV

.;,1;\,q%&,,ﬂ@TosﬁfxpoQJ\?\ssh),ﬂafuu;@o\dw)&uﬂ;u@,pp@\

3 X11Forwarding vyes
.mfg&&‘)))ﬁﬁ‘ﬁ&‘;Q)yQSSH s Ll 5l dm B das ooy |y O
Smswu.mé@:,“g@@uuw,:&@y&,dﬁ:ﬁw&pmdwty@
o). setups.rconf ) system-config-network i s fro ditua Sl bswe ¢ (gl
25 N0 55 f\‘u; ol Sl i ST ol s S35 2 1y o (SBIE S D s

55k

Banner /etc/ssh/banner

4 o o2l SSH & 555 o Jlasl @sn 53 b s 513 0 i s )3 5038 (b sl ol (o
Ale 5 ol
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Printmotd vyes
OT JLasl g g 55 b sl 1,3 /€1C/MOtd s 55 5 (1 b (aly O3 (o AELYES Ll Lot oyl S

V.Y J:“f.l'“" b

Protocol 2

SN olse g 4 Ll 5 cauiMitm gl (5 4 WA PP P IS 3 mpwzﬁloj,”ksU;Ssh
o

* .;p‘uu:.ﬂ\ o7
)

g

ClientAlivelnterval 600
ClientAliveCountMax 0
o lkes 5 a8l gl Aol @T)walbbfa@\ L, s sl ldle TimeOut db—dﬁio\jde

Il Ol !l o 5,90 polie 5 Lot 3 ol 03,5 wlslls pdiy5 s s Logout cel 5,5 &) 50

oD

\¢

| HostBasedAuthentication no
o:f\’p-‘“®)>6J§1>¢~““@48‘@§F@u}‘ﬂx¢§iﬁ‘edwgfkﬁa“‘fuﬁﬁu

\ LS
IgnoreRhosts yes
AL azils w}: rrhosts 5.ShOStS (sla b 4 dllsmi by ) e 348 o Eol o oyl 055 Jleb

N\

s Aol oS 5l o a0 ol (5S pls 4w i OGl Loy o e Sl ja 0 4SS
@ Jole s 1 eslizal b iST Iy w zes DINLEEC o il ol (6558 pls 4 LSl 5 e 5l

35 ellayie Ko s 53 1,8Sh 01y e rssh usbe )14l L 5 des chroot 4l 457
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ASuw 40 gl SO 4 Jlail g SSH 31 oolaiut

SSH j5,m ¢SS L a3 Ko opdle ¢ 4 Jlasl S ol telnet aus L SSh 1 estizal
S5 4 Ll g Jle i bl 55 10T (e enlital =l g e 51 nile OT Slel gy )87 e o
.ﬁ)‘bﬂgL@;Tw)j@goMﬁb\SSH ou\.ﬁ.bbw)fﬂ

N\

4

s o Jame K5 53192.168.1.1 5 5slS 4100 18" Cogle 3 ol eslial L

>

#ssh 192.168.1.1
\ )

S5 o 5 sl B S Sl s plonit 1 Jlail ol K300 S ol S

DS enlaal

N\ \ =

#ssh -1 ali192.168.1.1
#ssh ali@192.168.1.1 » \

5 S8 s B gins (o plandl ) LOBIN Bollas 22 &) 51 2 Sy S50 ot e S
W\ S ey

#ssh -P 435 ali@192.168.1.1"

Ly Lyl SIS L .Sélstem-config-network Aole 1y g ¢ ol bl 57 ()5 53
N\
#ssh -X ali@192.168.1.1
CEL 3R 86 ST e 1B SN LSl (g b (oS SN Gy b 51T gl 4 e sl )
.xf:,liTuL:lfégibWngjﬁ.u\f@J{LE.AJ},»S@\O{WAQTJ:JJQ;WA\}&
atLg\j.@1@6uwj‘§unpw\;é\ﬁusj)jgzx,wssh e DU 1 S

dgiﬁ)’dmﬁ.r.:z:)\}ssh Ol gl 5o (i S S &S5 pa 1y b 5550 Olep Sl SIS LIS
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)lf U’L‘ 6‘j4§3ﬁ&192'168'1'1 s las w)fﬂ LsﬁJJ‘f J}>}A JJ;WMJ)‘ijJK

P ey sl 4 0T g 5 dlolbl 5 US| ol odids g (S5, Iy UNAME -8 Ol 3

#ssh ali@192.168.1.1 "uname -a'’
Linux yadi 2.6.8-1.521 #1 Mon Aug 10:10:17 EDT 2004 i686 i686 i386

e
‘. N\
QM

O\
N
N\
N
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SSH Client <&
I, ssh client Sl wals o L wolb s, SSH BT YO PR VISR 5 0N IS (INCIUUN S RN
2l s oo et (Ble b g oSG SSh G b 1L sl g ST Gl ST (o
@M\P,gou;wﬁ.g;mﬁ\?ag,g\,wouwumwbjsuwu&g
o 3l 53 Ols g 5 4slS (55 duae 55, SSh uuuéuw;\w&g@m}s%
(R (§3) 5 Lol deae 5 Public .S ylea <5 RSA key fingerpri\lgtéiioh;\:mafmf

\ )
ST (65 Lo 3 I

#ssh 192.168.1.1

The authenticaty of host 192.168.1.1 (192.\168.1.\1)' can't be established
RSA key fingerprint is 5d:d2:f5:21:fa:07:64:0d:63:1b:3b:ee:a6:58:58:bb

Are you sure you want to continue connecting (yes/no)? Yes

Warning : Permanently added '192.168.1.1"' (RSA) to the list of known hosts.
root@192.168.1.1' passwor

Last login: The Nov 13 11:17:36 2014 from 192.168.1.1

No mail

Bh 00 Sl ibaiad y $S0aSTSSN oL (sl by 53 o8 hOme (o) 58 215 5 IS
b &S Cnl glays,m Public g als” g5l 457 5,15 5 5> 5 known_host el (b aiy opl s
N\ .r.ﬂo.a)'JﬁSJKL@JTA.:

03 5 16, & 50, 1y Sledb| s 5 private Key 5 55, 31 3L s public key \ local Wssh
0Tl Sl s e privkey 0T WIS a8 dilus Ji8 2o 55w PUbkey .S™ o Jlo)l 55w Con s
A 5Ly ok Gy s S

) 53, P U 5 oS i I3dms (S€TVET SSH) 55, 55, 2 15 SSH w,ﬂ\i”ﬂ&bwf\
known_hosts ;s sii 0,53 GaddS L 5w Cww )3 odd g pub slanlds (oA e

5. - . - . “ & . o e - . 7 -
oMJ\Jﬁj))fﬂngﬁ.i%w ssh L@)\j}@‘)‘jwbu\.&\fu&%oub;wjﬂéujﬂlf
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(st 0313 i b S 5 bl a5 dlaist 0T 55 487 AT 0 3L 55 5 tsle ol play )87 5
sshowas o9 sl gla ("'*ﬁ

#ssh ali@192.168.1.1

@REEEOWEREEEAEAEEAVWRRE@EELAEEDRWADQ
@ WARNING: REMOTE HOST IDENTIFICATION HAS CHANGED @

@@QE@EEE@@OQEE@@OREEE@AVEEE@E@DQE@
IT IS POSSIBLE THAT SOMEONE IS DOING SOMETHING NASTY

Someone could be eavesdropping on you right no&\( (man-in-the-middle-
attack)

It is also possible that the RSA host key has just been changed

The fingerprint for the RSA key sent by the remo{e host is
d:d2:f5:21:fa:07:64:0d:63:1b:3b:ee:a6:58:bb5

Please contact your system administrator

Add correct host key in /root/.ssh/known_hosts:2

RSA host key for 192.168.1.10 has changed and you have requested strict

checking V
Host key verification failed C\}

(sl 55 1D ot by yg e J‘bﬁ')‘l’,m}f‘ sdoen il 3 4 oLy 55 oS A ls Ol S
OT 511, 88N odns jag g (dhd AdS" & by 0 bl 5058 2ol ps 1, known_host: col 38
A?.K&)Lwaﬂ}.bvﬁ ntaﬁ‘JAMSSh cM:wﬁjﬁMJJ\MJw‘b)Kuﬂ‘J‘wﬁ.fdb
oo e Tl e ol 515 S e dL s ~/ssh/known_hosts L6 s wae
JoB 53 BT o33 it ST 55605 b LalS™ Jlghas pe Oz b sl plowil St 050 SSD
b6 5pUD WS gl &K a L LU gl 4 .Sl os S 5 b, known_host

S4d o0 -3 known_host

Jiuéiwknown_host&u;,jﬁ,'u,w,'\éirgwwV.au,pubHgsﬁﬁ.nﬁﬁ

.V.::fdaML&»V.al{!)jao'\'diffjpabjwﬂnfﬁu.\i,\q—
# diff filel file2
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SSH Client (g jlwil of y g weuad
oM Y L 0T (la Sl ul 45T Sl (5Ll 153 p 5 oSS SSh s i oS shiles
53 SSh 5l eslizel g 1 3,1 1, SSh (la Cusgams 5 03 0K, OpENssh aw Ll s S
258 g o2lizel OPENSSh i o ST liglem DS
QUETY atuw 51 5 ) stms b1 (87 Jol> Olabl Openssh-clients G&gsﬁ g..,.ﬁ..a_;\j‘ NHEENTY
& ?Vw:f@

#rpm -ga | grep openssh-clients ~ .

s o3kl yum i openssh-clients .z gz cas, b (R 3376 0355 i Doy g 52

N : V.S
#yum -y install openssh-clients X

\,UJ?'Q@‘cm;‘ﬂ.ﬁwéﬁ,ﬁOpenssh;&\iTa\fNﬁyuo\;:,xb\,\i\{‘_‘,ﬁp.;,'\@
& LS 5 QUETY s 31 35 ) s |
#rpm -qa | grep openssh NN\
LS (o S 1y el o slow | DT 3 e s (pl Sl B 45T gls s 5 b 4SS 5 5 ged b e
#rpm -ql openssh-clients )
L] (oo S 4 s e ) eSS 3550 53 1) Y SV s s gzes 1L
#rpm -qgi openssh-clients
N\ :.\Rdw sarunlevel - ;s oS o jaseie chkeonfig s b
#chkconfig sshd. on

el il S Lol a5 ST OT 4 sl ey LS 457 ol e o Sloj SSH 5 &K &i1S7
SSh (i S bl .S eslial s 55 hy 0T Sless o7 (gy5,m 1 Ll b @S oy
<9, Ssh v_g, S 5 s bl ys 5 syls L3 [ete/ssh/ssh_config ... s Client

sl s, listen - 4 o Ks oy a L 322 Oy

#netstat -ntpl | grep 22
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SSH Client 40 8 9w cyg b3 1 31 colaiu!
oSl oY g Sl S5 B s Il s Jeddly s 1 sl 48 germe sl 6l 53500 0
,‘!o,uuowc,.@.?li.ﬁp@\;,ﬁwos;;,\,oj.\{!,SCP&Jb;\u&&osﬁ&fo&ﬂ\

Deh o <& Key Base Authentication o eh u}ﬁ‘ ey

li,UTowou&zu@ﬁ@\ﬁa;@w(ﬂssh w,ﬂ)sot.\(’\dumu;ﬁou;,;
U5 o O ol ol g (ol 4 il 4815 oo aadST ki b Olaylis 3 50 o Sl 03031 LIS S
S Bre skl bl Sl g g ot‘*:lf@teﬁ $5 o8 Sy 1y SSH s

Aol 1) S add s i ) SIS ol 0SS 4 3 g il 3B s o diad e g e alwg pils
&s.gi4{&#}:«#30&“6@‘&‘3}‘3Jﬁ)‘}})a‘*ﬁ‘\f‘}.ﬂ‘&).M}‘)ﬁ@}d}@‘\.ﬂ‘d};
JBQ";V;LG‘J'.’S"J;@Q)M S5 pl0s S 35l Go b 5 e e a0 S Sl
O Juo,y)gucrgsuum),ﬁ,;&ﬁﬂﬁ; S8 b Ol 1L Sl Sl
.mpwW@.ﬂwhﬁ,sﬁsﬁdwg&usw@Lﬁf@,&g\w

i35 Privkey s s, pubkey Lty Sledbl 5 sl s 1, 5~ pubkey ¢ cudMS Jsl iy s
\ S o sl s el 5058 3o

A5 privkey o s pubkey o cudS g das o pll | Jee ol WSe rg) cpl 5o Ll
S5 s 05 gx\> ik 5 adge 4 LIS ples b ASCa 5 kT s e 555 2 15 PUDKEY 505 S
23 als 0213 J‘J;\Jﬁf'“ 535 245 Coal GUIS Lo 3 gy S ST 3515 55 g Zu g N (sl

RGO PRSP K c:aé‘}; J“‘K)}J’A‘)Kui‘ 8 gm 1)
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IS 3 g 3 SSH Client (5w S

Sl 553 05 SSH 00618 g & 5 5nl8 K 058 s g 8 (ol (pen 0 bl
(e S350 (oo 03l mE bl )3 &S el e 5 Dy ges il (o0 350 el s 4nlS
5l 555 e oslizel dS@ 4 rsa V‘“’”ﬂ S Wy glpssh s a8 o Wdlsheonds
L;J&,f“_;\jr.ud\.,x“m“_;!jﬁrsa La\gy@wm\dmnu“‘_;!jdsa ruﬂ‘
Coel 51088 & Cs g oy S IS Js 30 65 oS el gjcagy}cﬁdsa >,\> 5,8
.thrsar:uﬂ| cu\:lf.\:}}:‘_guuajsmv.;uﬂ il e Ll (s i

|, Lzwa Priv s pUblauls” olea « SSH (_;,K;)U.\tlfup-&imfrg CouOS s lanl 1
,\5@1.m5@>L?ﬁ1¢>);°>ugﬁ1ug}iuo>;&§c,€?QT;!@\,szSd,\fgu}L;\ﬁ
LS 8 Ll okl o3l O 5 53 OT el oo 6»,5?@,,; ssh-keygen ol 3 L g
gb 5 eons Lis [ ENter wS s s pd0ie WSSl e 48T 65 0557 sl Sl s oS e
Pv\r’fdk’;f}‘W@fﬁ‘@bﬂ\wﬂb‘f P g bl S sl 1 6l adS
Ssh i s 1, La,\:lfgj,:@w’: 5 ray milen )3 okl g IS Ll 4T (G e o
DS o ,smd

- -

#cd /home/skywan13/.ssh\

#ssh-keygen -—b 2048

# ssh-keygen

Generating pu&c/pr’hte dsa key pair

Enter file'in \{hich to save the key:(root/.ssh/id_dsa/)

Enter passphrase (emty for no passphrase):

Enter same passphrase again:

Your identification has been savd in.root/ .ssh.id_rsa
Your public key has been saved in.root/ .ssh/id_rsa.pub/
The key fingerprint is: e:73:59:83:96:93:4a:50:33:aal
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s 51 SSh asy 5 ods wile )50, GladdS & by e sla L6 LI ol plos! 31y 2
o ki3 e g o b 45 Sl o gee IS Ol e 4 Id_dSAPUD LB .Lss ool gl 8 St
Sam 3,8 o )15 eslizal 5,50 PIIV IS Ol e 4 1d_1S8 L1 5. 458 oo 5108 ST 250 4 Luaie
4 bl JE! 0 Bre 1y odd astle PUD ST ¢ 5 5550 s 4 L ST g e el

DS or Jae i sy 5e 55 e 415 OTSCP Hstus LIS 4y C‘)}"\&“ S5

#cd /home/skywan13/.ssh "o
#scp id_rsa.pub h.tohid@192.168.1.1:/home/h.tohid/. .sh X

5o o5 558 5 e O S o3l edd (ST ol 1 bz alegly diake 55 e 4 L - 3
LB lgme b s 035 sl gl I il o L pUbKeYLcis ST LE &S 40
s PUb slanldS™ 54w 23 )l authorized_keys ﬂs\g Sl L6 =15 1,id_rsa.pub
X Al e B ol 5 b

#cat id_rsa.pub > authorized_keys
yes b 43 2 5| (RS Ly 2% ‘b>'5§3 ogbeSH s S BB syls ¢ g m 5o Ll e
o ASTL B By a0 o sa GBI SR s G2 ep s S Gk 5l e 55 s (om LS
ALl azi N0 Hldie 5y gy Lt Sl gz g ASL 0

/etc/ssh/sshd_config 3
PubkeyAuthentication. yes
Password Authentication no
RSAAuthentication  yes
#service sshﬂ restart

,:ﬁ,gw.5&50;@»)\5@"suﬁjum,wscp;wuu;w‘@?@g;@ﬁﬁ'\jswzw4:§;
authorized_keys pb L |, odd oS L6 5 ,m 55 cdas oo ploil ) (S oo a5 Slej 15 ¢ ol
ngjL:SJiiJ\JUc.u::@)\JS.SSh/4&}.;):5)23Jjjn)jﬁL;)}:fﬁb):b‘};}éjobfoﬁﬁ-s
b6 Oss 1y id_rsa.pub L Slgme 5 oedd s B 3,0 s9,e 4 SShL &S

2> 4l 3authorized_keys
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#ssh-copy-id -i ~/.ssh/id_rsa.pub h.tohid@192.168.1.1

b aoady 0T & polasl 3 m &S0 @il (oo 1y ST 487 Jlej 55 iy el sl (gl @il 5 (o0
yes di:n.»lf Jf.bJ" aM&gw@.T}Jﬁ;‘ Jﬁu\i Sy 4o CL.:.A‘ 41‘)1‘3.5\)}.:)\5 o gA U‘a‘J}‘
o o IS 5 gy Cugn B (6l 3 sh Qb ol ST s sy a5 3y sey Joled 23 ¢ il
\
° o
Q e
L

>
> s @J WS e pn Sl 5

@

:ssh Client s cus b Ol sy 5 Cals V.:A“P'-Lg‘a)\{): RIS BL

W\

Local System:

#tcd /home/skywan13/.ssh \ \

#ssh-keygen -t rsa -b 2048

#scp id_rsa.pub h.tohid@lgz.‘@&1.1:/home/h.tohid/.ssh
#ssh h.tohid@192.168.1.1

or \

#ssh-copy-id -i ~/.ssh/id rsa.pub h.tohid@192.168.1.1

Remote Systel\: Ny,

#cd /home/h.tohid/.ssh

#cat id rsa.pub” > authorized_keys
#vi. /etc/ssh/sshd_config
PubkeyAuthentication yes

Password Authentication no
RSAAuthentication yes

#service sshd restart
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L83 8 OIS
13,8 Cash ey (e S35 2 1y ST 55 g Al (o0 5 s er b
#ssh-add
:g;.»uﬁy@mgf%ui%ww)ﬁa;@ow,y; o 2
#ssh-add -l
: S ¢S, 1, Cash ,p;&\, 3
#ssh-add -d N O
LS (or o3l [SCie wby (62 ) o st 3l 5 e bSSH Lol QAL 1B Sy 5o 5> 4
#ssh -vv h.tohid@192.168.1.1 )

= N
b W Sl Ll (gL ST s ,KVAOpenSSH Server s Wils e lguds™ 5
0penssh Wils b sd Jos e 4 2 b & dal 5 0 Lid g remote login T

A ,\,S\JL e S35 31 1, SETVET

#chkconfig sshd off \ (
#yum erase openssh-server
#netstat -ntlp | grep 22' ‘

)

AN (8
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Pow Jod

Logrotate (gjlwil ol y gLog <o g

299 A
W\
N\ ¢
O\
)
N
N\
N\
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Syslog b Y <o yowe g G S

tdedae
e g lallast sle ol sl gy i a 55w 5 5 a1l p el g e S g Jole i 3
CSLloging LIS e oS uS bl e ol b LIyl L;}g,a\iw,ﬁ\,u,,p
w,jbw@\c);\?,Ji,:ﬂ;,ﬁftiw,;,gf‘,u&u@\o\ﬂqﬂ‘;,a@\f;uw
.,wwtw\uw;)a&;o\ﬂm5@1@w,yéuJiu\&\o:;w.m@
N N P ST T g S PP PLRIPRN (T A £ P YRRt VPC g
03,2 SYSIOg i wal i ES s e OT L Las e LOG Jﬂ‘-”)-’%h‘gﬂ. -’:w'""g‘(\?v" Cod g b fos

sl (G531l ol BB S g 5 5 s p il 93 8 555

ﬁ 2
Syslog Messages

Devices

;\.u\-

1]

Syslog Messages
=l S

Y
|

Sarvers Servers

dhcpd gsshdwMﬁpb.;f,,u,\>,1js/var/log/ G 5S p15 sy LOg la L6
System q.a.;\‘\fsyslogd el ol 3l 3150505 b s,y gle oS 5 31> 5525 LOE Bl oSS
Sl Y ISYSIOE Sl dn 46 0359 5 5 AT e eslizal ba sl 55 &b (¢l » Cwllog Daemon
ol s sla sl sy T 5035 Bl 5o sla 1l g5 5 b s b a0l oyl ST o eslinl

.LSGog,..S\.@T:y Log Lgl.aJilé):}o.a;L;))Tc:,»bl.a.s!-\w)syﬁogd Aas ol
head sls ;5w s Vi, vim, less, cat g j2us L olg o5 Lz 2o gla b LOG o L6

Sl 5aS eslizal less s tail , head gls | sws oS ol bl 5 S aalin |, T ,tail
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55 S 5 Sl i it 0> &S Cllogwatch Silp s S i) s b Log L ks e s le
sl i Sy B logwatch.conf L6 o s etc/log.d/ 8 05 55 5,0

o oL Log la Ll ojlil & 5 .ol Log 25 S LLog Rotate W Log b Ls e Jles!
BB 5 5ls aelsl e b6 S5 515 05 5 LOG Wlis SGI L 555 4 Ol oSG 6T 51 555
o S 35b o pll 0557 Rotatedle s 5 L8555 &) s JL«;\&‘.J;,,:JT\&J JPERE
LS o 0SS s bl 5 sl tyjb,r»dr{uRotate Slles
&,yw&,p,;var/log/ 6J,§j|>‘51,1fuw)b_§,6@w§b ¢&,:5w1ﬁ
o030 1 a5 pls 5 T e S0l (35 s 5 VL Lu LOg (la L o3l s,
ST o 5SSl S

e L o 593 ol 5 Jowe oy gea s Sldgy a3 wu\,,u BB &S Slesse 3 Ks S

C.,.w‘Lgla.o4.3)‘9.3a‘)LA‘-U}J@GRSMLQOT)?)’J‘%)))@‘c}‘jm\s.ﬁ\u\i})qo}ﬁ

du,u,ﬁ&u{\,ouﬁu>\.\i,,uw:u¢l_§i,ef&)ua1 Log Server o\j,{\,wﬁiﬁ
Iy sldugy O 45 Sl 2 5 L 4é dsla SSH @Jha:\:cﬁbﬁbé\ﬁaﬁ@wj..wf
(VBT IC ST )y °‘J\J}*‘%¢-‘°)(&;‘:’L“ Olar 55 53 (fn) ows ) gy o0

Wl 5 (o2 533 ol s 55 Ol o Iog‘m;,‘; L.l oaladl 30 el B &S 95 ol lOggING
ST (S sl A w1y bB Sl e gl 4 48 el lassdi g s ais

syslogd s klogd..us™ » J 2515 6,8 i)l f S s ls 3525 (daemon) osesls b e s 93
S5 5 e 555 Bl by 5le i Slgoli o5 L 5YSI0BA 5 55" slestis U L klogd
G s uxi b seetc/syslog.conf/ Ll il U1y Sl 5o opl Sl Ailg e Ld gl
A4S s S Jete/sysconfig/syslog m ass

ol S etc/syslog.conf/ slealy amivo s 1) gie Sdbl Wlg s Cpomes
s O oS 57 5 s 5 play (Slsmn 3550 55 SVl 355 (o0 A58 ()13 5 Lo i &5 iy
S e b ply 555 21y (SB35 58 a8 a0l s 4 ete/syslog.conf/ L6 .aas
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¢ L T Wils o momen S JliiMessage Ll 5o 1) Sl ol Wil 5 0 C3se b 4
las 1) T Ol ST ol cy93 0l (hOSE) OLjae &Ko 1) T Wil oo bl 0,503 8 5liw

wls  Jlyl oS dals G, sae syslogd s S L

Syslog (migaw il oly g e .

A"
i \
%%sjvwﬁ>ﬁ@%ﬁ«w%§fﬁsysl‘gL‘“O‘*’Jﬁ:‘.ﬁ

EYBSIEUERC Y

)
:ﬁﬂiﬁquerywj\ﬁ;)pspwmfyu oLL,«la\\s'ysIog @(io:ﬁ&ﬁa_;;\ LU ol
#rpm -qa | grep syslog
DS (o eolizal yUm sisyslog e i,.@.?\g..as.s)\;l.a s 33 ¢ 03988 i Doy 50
#yum -y install syslog
LI o b ol 0l s (S35 2 SYSIOB 2 LT 87 087 Jol> Olabsl b ¢ s 1 s
DS (o QUETY (s 5l 5 5w
#rpm -qa | grep syslog N\
st S ) Sl ol slaghOT 5 eI Gl e Jb &S glass 5 b 4l 5 5 b e
S
#rpm -ql syslog
Wl s & s el S 2050 03 ) 5N SO s s L
#rpm -qgisyslog
il Jls gl runlevel s oS e esis chkeonfig ;s b e
# chkconfig --level 35 syslog on
:m;fuﬂreset Ly s gl 5

#service syslog restart
558 oo 03lizul rSyslog ;Isyslog sl 4 ux 46 s . redhat base gls .S 5] 53 o 45
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Syslog s,b sl
LS ) L 55, SYslog

Unix domain socket .1
Internet socket .2

s+ 25 Unix domain socket st 457 o ;53 10CAl (2 53 1) e s &Y csyslog 5
o 3 ST Jizme 4 3 (sl ok abeia e 09,5 4 UDP 514 &y 3 b 5L GV 5 a8
A4S s cJsInternet socket
Olea L rule oS5 L6 ool o3 wyls 15 fete/syslog.conf s ;5 g ol KsS LG
Dl old LSS sdes e 14 3405 5 g oyl g5

Facility severity where

N\ \

B5s G,13108 sla e 4 5l S ek Facility (1

auth - authentication (login) messag\es ‘

cron - messages from the memory-resident scheduler
daemon - messages from re den&emons

kern - kernel messages

Ipr - printer messages (used. by JetDirect cards)

mail - messages from Sendmail

user - messagesfrom user-initiated processes/apps
local0-localZ -ker-wined (for cisco,servers,...)
syslog - mesages from the syslog process itself

s otz local 15, s facility 51 e o ol s 810 &) g0 4 ¢ gl any , lOE ﬁa\ﬁ;\
23 Sl S Sl pliy £ 5 il ey g S 4 e Y (T et il5 e KT oMo oS
alise C}h« Ly B 3 g = osliw Sy
3ol alaly 5035 3 Ikl 550 o 4l oaleVel LT 4 o 7 sl pl oS aseia SEVETitY

Lk or 03 G sobal o L
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LS e adin |y Y level L« el o > Severity (2

7 - Emergency (emerg)
6 - Alerts (alert) |

5 - Critical (crit) i Ll
4 - Errors (err) =
A

3 - Warnings (warn) Hldia ® N\
2 - Notification (notice)  aedb| \Q p
1 - Information (info) s Sledb

=N 4
0 - Debug (debug)

SleMb! o 268 Caetl a3 op YL .l e 7 le}‘W! 4,3 Unix Base slgetuaw 3
..x.;ifrbks\debugbobww@%)Magugb
6“;;w,uef\!mdeebug;Ub\cs(t,,.:Debug;‘Lg,1>ﬁ¢f‘yﬁfq,g,f\
-v\f'@d 12 SN 15 Vb 4 bowsT 51 oS G o bnS” 51 g oS

A;s\j:Gaﬁ,uaml;aj,;.V\S@Ame?‘y(_;u&&@uoﬁ;m&wdt:where A3

tty file address /dev/console:s .S ,i3

@cﬁ,,‘}gtsu,,'qw sile 69, 53,5 Ll 5 /dev/console ‘_;”ﬁef‘ya\fmfumf\
\,’\

S
\ ML@“G”“°JL:‘”“>‘%‘)J&
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0 emergencies ol oolazwl b8 ,ue Mas phw
1 alerts e lid Joadl S Lay ps ol
2 critical Al oo Sy dasl )
3 errors 3,18892 5 e yo Sl
4 warnings e yUas]
5 notifications 3,l00829 SMKiwe Jg gole dayl s
6 informational M| S
7 debugging piaw Debugging 4, by, o slo ol
AN\ LOg ¢ s s g5

&\}
CQ
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Unix domain socket bl g Y padald

log K8 b 53 Sleks (b5 sly 5 s 538 o3 l0CAl e 53 EY iy S

Rt A
® N\
- . \
facility.severity wher‘l- log-file-name
B

el 0l 03531 Jle L~ Unix domain socket C}g_ia e S 55 (gl aslsl s

*.info;mail.none;authpriv.none;cron.none Jvar/log/message

\
AL s facility a.s x4l o *

\.%é{ YL 4 info I m 4alS™ -l 05,57 dinfo
gnone.m;f@wumnone wsty J&u Y 4w b g gy )l m.a!ﬁf! ‘None

Authpriv.* \ /var/log/secure
Mail . * /var/log/maillog
Cron.* /var/log/cron
N\ M&ubuseverityCw«bﬁfa?v&g&‘pdmw,“,u
*.emerg N\ *

2 SV st AS o emie ST ojku 5358 o Juls |, s facility pled g L= ol Jsl *.
ssbesls oLz tty , file, /dev/console
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o Jl= 558 0,5 fvar/log/message . ;s dhep ls &Y o5 i sb 4 (Jt
33,5 o =3 [var/log/dhep . 55 dhep s Y o P
LS o 6L 0T 41y 5 Sske 5 0s dhiep Sl L6 sl o

log-facility local2;

N
kb ax 0y)sl0cal2 & by e s SY S h e 503 S L, /etc/syslsog.conML‘e s
\‘ &j‘:‘ °J‘.‘?"5
#vi /etc/syslog.conf
2N 4

*.info;mail.none;authpriv.none;cron.none;local2.none /var/log/message

local2.* O . /var/log/dhcp

mﬁ:ucuﬁwb&wbsyslogJQ@xggw;@,@lu@uudwﬁsﬁuw
%, ( oS

b 05,5 abie b Sl b L8 0,003 pBESS 36 LS aseia |, Lseverity ol ™ L uls

c» R L A D R Y e J.; B - R | yd‘ s Aol g (oo

Calidee la b 5o 1) Calizee sl sgverity Sl g5 o cpomen S o a3 1y SEVESitY OT Las 0T

o.\;iTJJU.k:.lfL;.L;.:v.:M.EJ|J'>.u‘_;L:a)‘.é).:Qtjpwb1j1)béf‘¥4§>ﬁ@4rpﬁ.%fo}?’-5

S
N\
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Internet socket wlw! » Y pudiais
Udp S5 Canl ooy 503 Glasws b oaws 51 &SY il s Cge 4 SYSIOg 5 eslinal 1,
IS5 518 Shp b 514K a5 2 Y Jlyl b oS b i 5, 50 slgez o |, lOBEING
2y plasil ods o o 3] sudp
=S s+ editi;syslog L6 5eus /etc/sysconfig e s,l5¢ iyslog ,},w BYANTY
# vi /etc/sysconfig/syslog ¢ X
SYSLOG_OPTIONS=“m 0 -r“
o, )
remote UDP loggingos s Jws !, I

N\
NN MARKL ¢l G s, M O

W DNS lookupos 5" Jé & ¢l , X

wh Listen b 4 514 &) 5 (655 5 9s w5 8t Jld UDP logging « s ralas ST ¢l
(S r ool 5 g
# service syslog restart
# netstat -nulp |.grep 514
udp 0 0.0.0.0.0:514 0.0.0.0:*
8621/syslogd
U\j‘gvax;f\du,\6@,:&5&,\),,“4{1,;}5&&;9 Sl s S 51 Il

L Bes Jlayl 8T 4 &Y bl o S Soa 03T 2 Jts 3b 5 eus /etc/syslog.conf L

’{'T-SLSA")U

# vi /etc/syslog.conf
*.info;mail.none;authpriv.none;cron.none @10.10.10.1
# service syslog restart

ST 3,151, SYSIO8 55 e 3TIOCAl ps G 038 5505 sl 0 3T Cnd J3 1 s 5
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o S BB Log

e 4 4S 51355 b oy var/log/ L;,J;SJ,);JU',;Lac*;j:ﬁi;,CentOS OLES
Slealbag Joli (bl ool s ot log ;b «..s (message logs) play L;Le,z)!jf:mgssage
)Jwgwéhwﬁaj&.&c|05hw.ﬁpwwéu1k'j%@)5%jaﬁ
s ,gd bl 53 35 555w FOOL 33 &K &S il ge L wa\ﬂu\‘r‘z @U;J‘Q‘Jiu o
odalin L5 o pli sLehB 3 1y Ledlad ipd ot DHCP g e dilel gy ST k5 o0

. >
st 203 Ol 3y 4 Bl 53 S S sl ‘y}w\ar/log/messages/ s
Sl anrl o OT 4 Al
Sldas ol | Xfree86 Xwindow L., Lgt‘ JN = log ..!: XFree86.0.log
S 3l Jolse 6l s Vsans Jab ol (bud S Slors S31S 550 0T YU 5o
\ ( .J)deav.h‘Jé
5 4d o&kuw,ag%ﬁu@\ﬁ&@bﬁf@@f\! :auth.log
AL oaule WL}J; sl 3l 5y 5 SleMbl s L6 sl kern.log
N ())n e Ui‘ @ .bﬁ]e Sl ngl:- J.ib Cﬁ‘:cron.log

kb oyl s sendmailisle sls MTA 5 s Mail Server ¢l sl 5, 5 Sledbl : mail.log

\ »y s
j}&[’ad‘);{a.wmmjﬂa\dba\%jj.@\fo:;gr@qua” Sk;,yﬁ:qmail
LS

(3yls 3529 Lsib o3 S ez I, WEtPd &7 S50 53) LT 55w b ks 0 L6 oplhitpd
AL o O g sl 3 gla 3l 5y 5 Sl b s e LB ol :boot.log

ez 1, MYSQL &8 550 55 adl sl o MySQL o313 oL b b e L6 o) : mysqld.log
Ciles S

g oo S5 R pl 55 e sl Sl 1 SECUTE

ILinux Cookie in Persian A5 ol plus oM}i



http://www.softgozar.com/

76

Ll YUM )}L»:\{Ja\.:})‘).\JREdHatjs’&rALgLAWua.‘;&ulyum.IOg

iy S s a 5L 1AST WSl ol la ) gmas Sleslizal g 5 b b ol sdalin 5 Ol
BB opl Ll s o e 33 (b s i 1) b BB ol LTS e gole )8 S g o)
Lol C5 T 3 (69 w0 SleMbl O g dias i 1, WEMP tibela

A
3 N\
\NOQ
(logging) s ¥ w1 bl
\ 4
v.i‘ 03 gas g,ﬁ}’“
\ \\ d
«dmesg

S eslizul dmesg ,j;,:;)'\g!;wcwo?‘aﬁ,p@fhsaﬁlog Sl 55,0 sl
ST ol s 4 dmeins saliia sl 0T Bl ol b sb 0 Lo gos ) gws ol s &
O\ tail

tail @ sl ¢ 855 J Holedle lo ke 53 0b S 5 Sty ,0 oK Lais dal = 0 DByl S
ol @ tail ) ses f- g g 03951l sl ods o1 b e b1 S bk o 2Tl sl
T P IV K\ B YGIow 6\55 uiJ"T O3ls &) B - Ry O P
N ™ #tail -f /var/log/messages

5 b6 s S 4 e (das e 0L 1) var/log/messages/ L6 L Ve o 5T (G g
Lg!J.:CtH+C)’1céjé)j:,~:&5-b;;é}:.o¢~@.?.4.w@ub‘,\iul?g,.gbéﬁ@)ﬁ
.u\:;faal.é:.‘ﬂ\.lsi\}d\o:;&«;f

*more

Al 1 e Ol gie 4 ST eslial (il amies 53 SLeMb! 03,8 a1 55 5 R el of o
TS ol )y s Sl (Startup) FHLTIOE Ll b sios asmino 4 amio
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#more /var/log/XFree86.0.log

e less

SleMbl gt 1 5 Jo1 &S 3 SCroll 0lSal 4 a8 ol Ko e § odalicn S i lESS ) 5200
UV Y «° b QT =

#less /Xar/Iog/@}sages

390 3 Olg o0 07 3 eslial L usls dal s Ol | var/log/messages/ Ji\s;luzm.éjs g

66&:‘é\g‘).’éjé)}’.’.wéJ;)KQ?JJJJAJJLQ%QLGW‘”h” )‘OJLGS.-N#\J}MC)BJ{QBOML&A

-

«logger

kel 4 15108 pliy ol S dns 515108 bl $Sugn 1) 063y (slgaliy sl o sl S
LSSy S Sledbl &7 ws sl sealel S (@pPENd) dees ¢ gwys sz B
Ol logger s das 55 1088ING wike o5 (Bl ojpe 53 15 355 US UL e
ag !y &LgsﬁJg,J 03 Hsmws cpl e >|O BINE !y s 9s iyl 4 |y i lgalay Jlu)l
¢ § 0 g oo o3lizal Ll 51l oo 35 g0 53 o lgalin

)

NS
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logrotate b &Y o> >
050 % 108 lehb oo Bl wils (0oL oS eslizul Jia 5 YU ks 2ST15 55 &S Sl
VA)M@JWHJWLSL,&}VAKY&%BOMWd‘ﬁ:ﬁﬁojg)ﬁ&umj
Sy 4 S 3y log- ol i > 6l ol WS 2 ,&Jyuba\ﬁﬁbww\?,wf\,
by ol Sl L ks )l 108 Sledbl ol ply bl o o0 9 b als | 6:.\3 Lgtés\l@ 5593

5t o e T o pte s S WEY o IS ol L S o

BB 5 s sb bl s s ol ol Olej ael p &S AN sf‘»h logrotate Vs
Ll Lsd oo pled 3o &K L &8 S (o oalie VAr/10g/ «ls s Slh Led .ol ol 5 i
ol i, dogrotate oy o |l s a\& G‘K;a A (i ) e sl gui )T
b b6l slgst 4 Y, ¢S s an 51, log sl
W N
oy 8 55 3o 3 Al 0k 5 T s a8l i LB s 7 e 4 0T
B

kb i U1, logrotate S s b, il Sl led )8 etias Olis o bbb e i

3\ A8 o S Wil setc/logrotate.conf/
N ™
N\
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logrotate g sw (s3I oy 9 wuad

N S N R R R Gy PR logrotate W ol zéw s

EYPIRUERE Y
ot QUETY o 31 15 5 g3 L 10 087 fol> Olabol lOrotate oS 05 i Sl L
v
#rpm -qa | grep logrotate 8\ .

DS s oslizal YUM ISYSIOg i g a3y sla M*& 05 s Doy g 5
#yum -y install logrotate
2L el old e 535 2 lOBTOtAE S, LT S S sl QLT b ¢ i S e
: "‘..J.‘.f 2 QUETY w2 5 5 5 g L 1)
#rpm -qa | grep logrotate . R,
o S 1y Sl 0dd bl OT 3 g o) Sla BBS Gl e 5 o 4 Ls 5 ges b e
\\¢ S
#rpm -ql logrotate
D os] o Sl e Bl S 30 05 1) e Y DM e s I L
#rpm -qi logrotate
DBl Jle Lsim‘unlevel i )3 @S oo aie ChkeONfig s b e
# chkconfig --level 35 logrotate on
Sy
AS o Syl BB B g sl ol ) S Sl Jy Sl e e ¢SS lOgrotate 1 A

\ LS o S Cron Ly L8 5, e Sk
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logrotate s U (5 sogo

O S GT o jazge jlode an & 258 (o LS 0t 4 b 5 s (S3IR s 90 | i S A

ML o0 ) b s (el g e 2 64%)%.\3 By

/etc/cron.daily/logrotate 3 \
/etc/logrotate.conf R %
/etc/logrotate.d \‘

)
/etc/cron}ailyllog rotate gwog
& ot 42 5l S sloOgrotate 4 s asle i35, 1,CroN .= logrotate oo Lyl LG -l

L\ gy |y K

N /etc/logrotate.conf muwgs
555 oo desl aan 4 bl cpl Sledkss ool mo s ol JU S s S 6 logrotate.conf i
53 5 U LB s s Sl slac e I UL KBS 5 ol 4 s p S KL I
sl Sl ol Slekas Q—L‘\iﬁ; J51) 358 4t g 5 e S5 g Sl OT (ol

Zpﬂ:‘“g‘Cfi")QTQ\:’;}?}‘6@6°M°3))T6~L¥J§3,L}i@¢§i}‘é‘ 4 gad dalsl y> 550>
# vi [etc/ IogroQte.qu

# see "man logrotate" for details

# rotatelog files weekly

weekly

# keep 4 weeks worth of backlogs

rotate 4

# create new (empty) log files after rotating old ones

create

# use date as a suffix of the rotated file

dateext
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# uncomment this if you want your log files compressed
compress
# RPM packages drop log rotation information into this directory
include /etc/logrotate.d
# no packages own wtmp and btmp -- we'll rotate them here
/var/log/wtmp {
monthly 2
create 0664 root utmp %
minsize 1M |
rotate 1
) e
/var/log/btmp {
missingok

monthly
create 0600 root utmp
rotate 1 N

N\ # rotate log files weekly
weekly
Jdie 4w S A4S e LeRdie b b LG log o rotate ol o o

sl asls ul g daily,weekly,monthly

N # keep 4 weeks worth of backlogs
rotate 4

# RPM packages drop log rotation information into this directory
include /etc/logrotate.d

2> 58 8Ll (5 yue pr 4 ol TOtALE sl log Dbl uS™ o jesein b oyl

# uncomment this if you want your log files compressed
# compress

ILinux Cookie in Persian A5 ol plus oM}i



http://www.softgozar.com/

82

4 T ol L 3,25 Db ot o8 3 e TOtAtE GLEY LT 45 A8 o aieie byl
ol BB s 055 1) cma g SV Kl Sl Ko 508 ai Jesl Y K gla bl 4
sk logrotate . S
size 100k
oslizul 43 pl ) 553 plowit rOtAtE Jus (pomm Sypo 4 (b L (SSin gl o ol S
“ \.VTSL-SA
¢ >

b

/etc/logrotate.d (owyy

logrotate L s b &jls i S bl &K iyl 3 5,;\4:@ 8810 Y T 5 Shee 51w
03 ,ib (6555 pls cpl 55 bl 5y 0e Gla g 6u|0g\mﬁ1ﬁ;\.>ﬁcbd\@5\df‘ﬁu&5ﬁ&w
6&5\56%&@%5\6@.mfau!\ry?'@rtfﬁojﬁ |, compress as Ll & o
Sl Ko sla 4w 5L olsT gm0 Wil oo MDA s s o Y L6 515 55 s

’ \ v.:h.)dn)‘}dw‘)jbjyb‘)ibd‘(.Iogrotate
# vi /etc/logrotate.d/ httpd.l¥

/var/log/httpd/*log {
size 100k
compress N A\
rotate 5
missingok
notifempty
sharedscripts
postrotate
Sbin/service httpd reload > /dev/null 2> /dev/null | | true
endscript

}
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logrotate .., global L6 511, 0T ¢ stals o5 05,5 L6 ol rotate oy : e S
s Ol 4 A8 ey m‘)‘r)}l.d‘).‘b I y» 1, rotate L;H\.ugl.a);\ AS o1l g el
Nl 0 53 3 o IS 6y oS

V‘)"’J"Ls‘g}“b ‘LQWJ‘L;MCJ‘*’“‘“"U’

AST o eyl 1 SY s Ls ol o fvar/log/httpd/*log
K@W\,‘pbgf‘ﬁ:u size

S5 rotate pus oSG 5l s fb ¢ J‘J‘S’@ws .>‘Juu rotate
.>J:§;;\,JUfs;ﬁ{df‘y‘};lé;iﬁzmlssmgok

s rotate 1, 0T s Js 8N L6 1487 . [ eie : notifempty

A8 areload |y s s astle Lde Y Jb S a § ) : postrotate

ol L 5 3y 9e 5 gmws b g Sy Sl sls elil |, rotate &g}@,\;{@um:postscripts
A

\ﬁuwzsw}ﬁuz,ntugﬁjiwi.u.g(bﬁ;h,rcgate Sol 5l 8 LS o jesie : prescripts
o\ s

703 L vasrotate 5,668y &@{L@JS‘)J s ol §3,)8 5w A w5 o) - dateext
A

AS op Jur ol jadeiin 5T 4|y 4t Mail

N\ ™
jaJ;FOtategC)TA:MJL.&\{?)OOq@&ﬁﬁo;\GMﬁ;‘}[&bl{&&iJm
ST o3 1y sl s fB el )3 sde gl 4 gl 3 5 e ) 4
S o sl slise (sla o L b6 wedd s bl

# mkdir /root/logs
# dd if=/dev/zero of=/root/logs/test.log bs=300 count=1

S rotate |, Jb opl SV v 5 o KL L6
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# vi /etc/logrotate.d/test
/root/logs/*.log {

size 100k

compress

rotate 5

mail root@Ilocalhost
dateext N\

©

} 's \

:Wrotate deﬂ))f“""L’u”‘J""
# logrotate /etc/logrotate.conf

B, \ . g0 &3
L3505 32 UtMP s WEMP slapb o Jo 1o /var/run , /var/log sla s 4>
/var/log/wtmp \
/var/run/utmp

U B el (Sl s 2 s b6

- S - 0s S crash i L\*Guﬂ OT 0955 3 Sl s History Call &Y |6 wtmp
38 b Sl 03 S Y I PtS ax Sl s

g History Call Jy'ss; oo, 4 g b5 3 sn sla 5 Y 055 Y gl oa UtMP

lastb ) gzus b ,XJ @\Jﬁu History Call & 40 4 |, > oA~ last s
N S edalis | oz sla Bad login ol 5
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plex Jod

NFS § Jo6 i 1ol ¢
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NFS g (s 4oio

L s s ojlel S CwslSl a4k ol Network File System (aises «<SNFS
@NFS.:&;!}o:W\:;y&&,:uwﬁsbjsdﬁmount L}JGQ"’“J:@W
Sun galws 4 S AL« Unix Base Sb s 5 6555 5l o.a;s‘hare ) st o 8
—-= Redhat Base sl (R $3) 2 PR S o5k 4 5 ana s VA J.u?;Microsystems
Redhat sl S5 6 (s 514 035 355 (oo e3linl 0T 3 03,5 HCENOS, 455 55 5 ol
5 S Hd 4 oSS e o B ST 8 (g e b NFS eSLSTL s 4Ll LT« Base
Stateless &, ses NFS (sl aseus sles NFSV4 j!u;ﬁu.m;f@\.u\ob\,wgﬁ@w{,;g
Gl Sl ys 5 Sl a5 CStatEIess@ S5, 05 a8 me cpl 4 sy
JB b fl e 51 (Solite plail L AAL (o (S Gle Catlgzmys S it Sl gy a9 ) ol
Virtual File s api ol 4 ¢ 3,8 o pbul APL (g & Sl oslizal b I8 ol 4 ded o 2
355 o S System

sl L o El gl @ (o s 6‘! %}Lgaﬁ)\f S sl a5 0515 o3l  VFS 31 Lol o
Wl fole sl s (ol o ST BL Sls Spls ol AT e ey S S
30 2 S NFS L6 s o 058 (o0 oslinal bs oS b (ooled 5 3o o8 s st
.@!Cﬁ:uom&m&\éwg@,%cuMount&gu
BB o (555 Jlesl (al.?c,..«\ Ceble 69y p ok cla JiléwgwwaVFS B{RECRTS
.gﬁfse(le;s\\‘FS &b el os Mount oTéjjﬁ,,sclj&uwiﬁisgma;u
MlOOpwﬁ&ﬁ&WW;ﬁ,t{@ﬁ @JJW@NFS a9 1yl s
ol rufﬁ&gvuﬁie e O 51 le 5 43 NFS oiasys m Ol T 51 S L LS
gl sl b5 b oS pls 5 asl wals | NFS odtas s 25 15 (o0 b ot
LS &S sl
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oS sy i 5 oS g oaT i 93w 5T (55I0 oy 53 A 5l 0ly e bl
4l s e ST e eslinal a5 38 o ST 2B 4 1) (6,58 Rl (S50 FVL O 5 S s
oslizal O 855 SIS 281 1 a5 3,108 ST sl 4 0L (5Tt 1) 55 2l o e S5 Sl
9 e o 93 A 3 ij S g 039 Jd I Oliabl 558 85 WL oS s Lo L uS
r 63575 5 03V s NFS sy s s 5 SIS (61687 550 05,8 Suas i ontins

Wl 355 o osliul a8 55,00 NFSV2 a8 s oslinal TCP JSS5, 51 NFS (glavesins ol
W15 e I Sl 5 gy 03y alh alauly NFSVA 605 3 1)l8 Sl NFSV4: NFSv3
J&S'}ﬁj‘NFSV35NFSV2.ASGA@%}::'SACL;}Q‘M;ﬂ)\fu};ﬂ&j)j
s W1 (PLLl sl Syp 055 iy 15253 (gls 0555 (ol JSNBa S oLl usl 5 oo 55UDP
SBb g4 0505 53 e ol & oS 5L dls 26 6o iy b aigls Sos edls o Oz AL
Sl $o5S pls 5l s S Sl NFS (las L5l jis €tc/exports/ b .owl ots S
LU ols Ssmme ar b la (6555 s oS 35 ol BB Gl 533503 (o0 5 55 0955 1y (ST 23
| 03 S onl (5 he S B NS 25l 4 s e b s SLS a2 1
N\ ph (23 s )8 b g L g es s

5w b IS e (GB35 Stateless & sa NFS (gla s, bilsl s
ot B Ty T eks esbial 5 p3ely 01,0 5 b pble oS L g 6 oS Sl b ol
032 S S opl Gy o el S il o 3V bbb 05 ST i gl b e )b 5 el
NFSV3 5 NFSV2,5 S culs b 03,8 Jis sl lockd 5 statd asbe NFS i o sla il
R EL N Sl 035 e eins Ol & 1 statfull S5 5 NFSVA Ll Lps o oslizd
il o yls 1y s Cdlab 1 (g domdes ,
.Ub6»4§.§bL;L:«)UAo.J.:.a.swﬁﬂng)ﬁﬁ)%)@&;)ﬁraj@\stateﬁ&gﬁNFSV4
sins s oS Gy go 53 DML oyl Ll ek 8B e oS L 5 den 5L s G pluST ST sl

.u\.&M‘?d&)))L@TQB&GMJ&)ﬂJ&&‘@)&‘ju\.»}&ﬁw)\e-b
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NFS 31 ool 5L o
s oo by s el 5l sla bbb a4 does o zws o=l NFS 1

o2 BB & ST il w gl syl bkl odias juws e [ odi ;S s sslems 5INFS L2

S o oslizulFNixX e sla il (gaan

.upouwwm&bwcw;u,;fLg,)swtgﬁ%@‘NISp 3
S G Sy 1 G 3l 3 sl ol ﬁ\jq‘bNFS&ﬁp 4

>
Y- JUC IS VN P &Uﬁﬁ &hp o refresh = -6
S e St 1) O3 gats; Gl s ACL omens NFS St ases 7
35 o1y oT Kerberos 5 WFirewall L ols o .8

NFS.v¢61b < M9

N\ NAT s S50 ol Jly 56 L o ,8 50 .1
YL ol .2
Authentication cYiw 95 5 o b .3
s 5 5(Linux,BSD,Mac OSX) .Ss sl cudS 51 Sl 4
N\ ACL -zig 5l slzsy .5
N\ Sig sl Jbpl 5l Loz, 6
el B sl Ll o ) o YU LT
Joo (S Ll o5 4 5wl 5wl (0 2049 0T il oy 5 05 S L TCP slis B

5,16 1, Portmapper
S eslizal NFS gla share 1 usly o gjsdus b oS .9
.L..i:.n 'y r.awan <la 4§..& <9 » NFSv4 .10
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sl o L51 OT 4 RootDirectory & .11
Portmapper J 55 sla,l 5l o535 (oo o3lizal &Slinl Sy SINFS s 3 05556
b kS LS Sog 4 LNFS US™ . ¢S Portmapper s CudIS 4 Oy g odins slgii
s oo sl ST 41y b g pe Doy LT (or ey SIS S St 55 oSG e

ols S ga oslizel NFS plonil (g 15 b s 31 (oS 5 (oS 5 slo w5 805 s RHEL
Azes la 5w 9 b S 0l Remote Procedure Call L RPC ﬁ.& NFS‘\L;LA PE

'@‘GMTMNFSL;b:-‘L;‘J;Qb;)lf).b\lﬁ)‘d‘o-g.)vﬁb@;‘;gbng

Ly o Jb 50 OT 0 Jlad b s e g o ,505 4S g o 5 ool 1 DTS

S lock b Jas s w5 ‘,LaJiuKuw A,‘l?\ WS Cew s Nfslockd

oSS g pl Loy WS 23 CosRPCrsle g b di i€ S shilea @ portmap
-CM‘OMCM‘PJJRN&(W‘}JANLS‘J-ELAJw‘o:;mm'dw_juuﬁ

O\\
)

N
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NFS 49 oolaiw! 9 590 s RPC

LS o o3l NFS JSG 5 51 s Joate on (ST 281 mlte 4 dipls ad (oS 51 S8 5 (35
RPC ¢ 5 25 4 5k blisl sl NFS . uCs etz Jlail (g1 BRPC 1 aes oy 55 NFS 55

Iy s 5 Idw o Ol sws COomputing «7 ol gl 4wy » RPC &l 5.8 s eslaal RPC

- - T o N O .
a..\.A‘J.i))J C:...aj.u o‘j@f&glﬁrpc U‘-’.‘ S 2 03 o Jal.u)‘ M}ﬂ;)iP‘%L’MJ@C%‘

Tl

iy, )
P s 3035 b 53 S S Iy MOUNt gl ConlgE 53 s e opl FPC.mountd
Jos s pl s b oeds waldE ST il 4 bl Jl-s ol 50 GosS pls &S AS
JL s edd sl b (6,68 ls G ygd ...\AJ\@ elst 1, Sl o O mount
4 4 53 1) 6,58 s 65 oS Sl me gl wOAs exports .S Gﬁ,‘;etc/exports/

J}.wLSAd\asjlf:?u‘)}@nngﬂQJ;dwc&A)Jw}ﬁu.:‘ VJ‘)‘&J‘

S WS Cen 5L s gl u\f":pau trlge gl oS gd 4 b g ol s rpC.nfsd

380 6 S .\Nu)b Sy p V2 gl bbb das e oojlrl CuMS 4 i rpc.nfslock
NFSv4 ,s5 Nfu O.l\.bﬁie DB ek D)y ge L;J.iiau.a'x&h.ﬂj} Q..»Q‘_'J.i‘.a:}i} lock oslic

P oalazal

255l RPC ol I8 .S o b sgarestart 5y oS Sose s 1) b SIS rpc.statd

bags oo onls o hlie O )b Lsd Sgmy b b 51l a ST gm bl o Ao 5 slibe 05 S
"’J“:’;s‘“‘;”w”“NFSVZI' )Jjbﬁ@dl"é nfslock Loy o el il w‘bﬁhg}ilé lock
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v.a\}(remote users) ;s oly O Gl p 1 s avgew SNl g ool 1 FPC.rquotad
wils ey b sbul Gl Llg o Wi Sl ax a5 oy )8 p SGl s Gl degen kS

5 oo s JSs 5 NTS g e 055 Jled ol ok 4 s g o ool il

41, LGID 5 LUID s ol Sl NFS 55 1 ID 5 s o ous” cal oij;g:rpc.i{mapd
.1sL etc/idmapd.conf/ oT L L Qp\g\m @X;uvu

»

: )
b B slp Y ls Security Conetxt bis il skl 53 & Sl 2l US55, e 1 rpe.gssd
MSH\.:)&O:.‘..E.«Q\SWLg))J{NFSja.sl.é.:.»\@jw:&gb@&...\SL;JOad

s |y gl s g o s 3w 3 &S 3L ols s Nfs-utils-lib , portmap, nfs-utils sl
\ \ -J; r.:alj}

.L3b_ nfs-utils sportmap 6&( ols 0LlnS g o aw ol NFS 5 o ae

Q\
D)
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NFS g gw (53101 ol y g wud

:medaqueryW;u;,,:,ﬂ;pwrgyuow\wsG_ﬁ’o;ﬁ@;\4&1.@1

#rpm -qa | grep nfs
P Ll yum ;i nfs S S Casy sl o 5003 48 5
V:S@w Yy J e 0 SIS R 92,¢ 0298 < )52 )
#fyum -y install nfs-utils 8 N
_ ]
b‘ﬂﬁ%@'a“%de)jNFSé\i‘ gﬁfdﬂébh‘%\{cw)‘h
:Qﬁf@guerv I BT
#rpm -qa | grep nfs
o S 1y el o slawl OT 53 aws e opl G b6 48T obans s b asli 55 5 wd b e
Q N\ : f"‘{
#rpm -qgl nfs
:ﬁ)jT@C,ﬂw:Qwwlé:})}njbb(jYC)LGML‘VAJ}‘;»JdH{j
#rpm -qi nfs
sl e b run]&el dr 33 oS op abehie chkconfig ,sus b s
# chkconfig --level 35 nfs o‘
:r.éfdareset ‘)w‘gfwl.@.ﬁ‘).}‘g
#service nfs restart

“
#exportfs -rva\
™ : exportfs ygiwd zuogl

.m;{o.uu@ ) g Sla €XPOTT Coed o315 o0 ) 5s ol L

e OUES 1y 3 4 S €5 5 SSTL 1) 0l o (5la @XPOIt s cpl 1 1

das e 0li Ty Lus s export :a
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(2t o5 ol ) eddiesls ot g e ol 4 olgo s ar gl S Gl
#rpcinfo -p

#showmount -e
192.168.10.1
Gl 08T @ xS e Swwy Oboa )3 050 o @"‘6/@«1 \ &S5

3 63,8 a4 g;,,,;&ug(wrtma’oersﬂif
¢ \amy

A\ )\
N3
\¢,
N

das (oo O 1) S (S8l wlie st pl (55
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NFS 4o ,.s)ﬂﬁhExport
Pog e S Sl
Sl (Jome pile G5 2 b (6058 R 5 PSS ks & el me ol 4 05 SEXpOIt
2 NFSV3 5 NFSV2 5.0l o mount LG ols jemes 4 by 53 oy b cpiile ST 1S
.Ml.:su)k u.;‘NFSV4 2 LA‘ JyJJ?S.uw&Jﬁ)j&d‘f&"au\.&)bu\éjj{)b
ke Sy b ble ates gle b 4 & oS pal oKl & il oy o NFS
g&fﬁékwmg}iWLS) Bt \(wwﬁ)ﬂ
st s e o) 3 o3kl QS g AST e el 1) S sl o3 ol (o il WS 5
)

iM/"‘OMvﬁ‘fﬁzoo8R})}ﬂ)}—Lﬁ})w&§fﬁduJﬁb
‘) C-)y LQLA Mbjjhw}fw "\:'.L' ‘-\.’b“\fw‘ A.t;u.lu\.vNFs I ngl.w OJL;.:: d‘j)\fv\.'j)
V.:lf gﬁ?’J W .V.:'-f w (NFS C||ent) Lgﬁjjf ﬂj (Nm Server) oAy w};«ﬂ Lg))jf r.b
Sl o 3 0dd (S50 Gl (6555 pls Calg ys 5 Hpdt (SR Ll &S ols )5S 4l e
4.3 o)b-‘ LG‘J" WL.A Q)M J:a F|rewa” \&_MN‘ r')y &‘ Ji.;b g_«lbo r.:.f U;‘ mountﬁa«.}.%
N 555 i NFS 0ol 5
5T AL o ol [oEC (6,55 uls 5 55 XPOItS pb 4 LB lls NFS us 2 oS hilea
3\ S Rl
ol ) s b ol b ST S

shared_directgy IPQr machin_name(OPTIONS)
s gl sl K31l S <l NFS Server i )¢5 51 ol shared_directory o7 s «

4 e aS w\w% (Lla) mils el L w31 I[P or machin_name ; c.l ouiShare
0gt oS Len ol 48 oa OPTIONS 5 sisly o Olidons piw 53 (5,55 1> 05> SMOUNE
o5 OPHION (ol oy ege 51 315 25 55 LI oo 36 ST 23l (6558 1 51 SIS esliza
Dl ol ols

Sl i g s g5 a8 I L eds s gl 25T oS ol Read Only Cuisa : ro
Ll sl Mount g, 5 515 g,y
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L;},jOmjsjouu\?'w,u;‘@)?d\pamﬁb;:&uq%c\fReadWriteq.é.;u:rw

.JJ‘J‘J‘;'J’Z.&‘L;)}ISJ:{'J

Jo sb a (Sl ems Jlesl) s osls 25 4l 1 o S g ,m 45 355 o Sl au S 11 SYNC
i3 wr S s o8 Sy Sl B Ol e Bl e el S3IST 4
° .:> 4:3;
‘ L-SA
¢ X
3
s 4 Storagess, » Slun JoSS 5l 8 eSSl s 5 Cwl'SYNC Ll abi @ async
& oks oS4 BB MEe a5l WIS e blie slayie sdlsuals el s s sl Sl
.S oslezsl Real Time & 50

il oo YL sy 5 SIS luls async Gl >\,b AV Cl 5 Slabl cbb sync:: eSS

O ol 2ldE oS il gl gy 55 0 % 25 55 vgh sl 8] « 5 : no_root_squash
S Wil b LS e eslimul 4y ol 5 Sl NFS Hg w5 el J2alS ol oS

\ eSS eslizal 4u S pl 51 aS 555 e dwo 5 g Sobls sl
ool (gla ol g 53 cau 5 ol Sl o3kl L .ol NO_root_squash Ll «i: root_squash
«= i nfsnobody user L nobody user « 4S"anonymous ,,,5" ¢S« gid=0 suid=0
Share Lg,jzfﬂxj,h%w:u S35 MO0t IS s m ks ol il 0358 o0
C"'.?"ﬁ‘ u’&i‘jé‘ N ‘)K w" 4§ 094 U\“‘sﬁ BEN w..;:l.e ED) rOOt J"‘)K L_s.wj.'.wb L) J.Slaﬁ o
ol A S ssb 4 ib e nfsnobody oy e LB e mes e dm 4 cpl s dal

SIS )58 s s YU (58 pls 55 iuley pde sl « & -pl 2 no_subtree_check
a4 le CaMS oS S Sl b Lo e (ST 6,88l S (B ame 3h o
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cL;L& Lg)}:fﬂ\a J'.’.J 4.: L@.'Jj H\*S‘-Xﬁ wﬁ»b ol L;‘J:&‘ ngjfj.’.b &YL» L;Lh ngjfﬁ‘b

"\JJ‘JL;‘”J:‘”J;;‘J:‘;‘&))SJ:’.‘J

305 (B 0T Gl 4358 (b odon p 3y 5m Sig 0350 (o Jos e NS LS (650 a1 S
3ph o S sQUASh SSS ul a8 o Jos 0T 4 NFSNODOAY 54 b 38 r g &
Pl 0k 0357 aie & O3 €XPOTES O 8L S (gl i 5L d}.?,“;,;

oS sl 4 192.168.10.1 e)sT L oS &S5 6l /nfs/nfs—share\,‘éwfﬁb 5 Jbe s

4 192.168.10.1 ,192.168.10.2 o ;3T & il 55 (sl £33 La 5 4 odd azildS
o, )

el oks il IS ST

/nfs-share/ 192.168.10.1(rw,sync)
/nfs-share/ 192.168.10.1(rw,sync) 192.168.10.2 (rw,sync)
N

sh g 4 S 5k ,s(IP.RANGE) o IP o3 5ume ¢ 5 e s
/nfs-share/ 192.168.10.0/24(rw,sync

sen X L&hkywanl&local cals gie pile S e sl )5 g
Sty J“' o o
[nfs-share/ pc2.skywan13.I‘cal(rw,sync)

> shme Jols |y skywanl3.local asls gie sbo puile woled 55 dle 5o
[nfs-share/ "kywqpl&local(rw,sync)

N\

S g e, Man S5 exXports « iy sls Jbe 0> sl
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Example :

Ss 0 b s export 1, /nfs-share/, Sl el o AT 5
S sl 0T jiroot_squash sro <l 45 1L, 192.168.10.0/24
#mkdir /nfs-share

#groupadd nfs-users \\
#ichgrp nfs-users /nfs-share ‘\
#tichmod g+s /nfs-share ( ‘\
#ichmod -R 777 /nfs-share p

#vi [etc/exports oy, ‘
/mnt/nfs-share 192.168.10.10(rw,sync)
#service nfs restart
N\

N\’
@\
N\
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NFS v4 Suw 4 599 919 Export

mount h;,sr.a,eports Jb s anly )8 pls JolS s LLNFSVA I LS ol 0555 5o

ol o355 oo i TOOLDIFECtOry IS 4.5 58 (85 s 4y 3l il bt s+ 03,8 (00 3,5

03557 Sl d 53 05,5 51 (s S c el 05 8 Ml 4 0555 53 & ol el ol &S5
N
v

i U P
8
NFS.v3 L .
#mkdir -p /mnt/nfs-tes
#vi [etc/exports N ,

/mnt/nfs-test  *(ro)
#service nfs restart
#exportfs -rva N
#mount -t nfs -o vers=4 192.168.10.1:/mnt/nfs-test

NFS.v4 \ ¢
#mkdir -p /mnt/nfs-test
#vi [etc/exports N\

/mnt  *(ro,fsid=0)
/mnt/nfs-test *(rw,nohide)
#service nfs restart

#mount -t n‘ -0-.vers=4 192.168.10.1:/nfs-test
D s st oo 2l 4 SGIL
#mount <t nhfsd 192.168.10.1:/nfs-test

N
el o 423108 ST zal w4 05,5 NFS L /mnt aas e olis 4§ ol ¢ Fsid=0
s Ol |y | ge 2x @ NoOhide
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Home 5 9= 919 Export
d}e—:)l{w".h&w‘{)‘} (Sji.'."))}‘.’.)lﬁ:"‘)" 'J".’.L"’ ‘)J:J? d’éb/home 6)}35;1‘.3 (5))}.1@.&

rootdirectory i 8 s JI8 pl Cuje ¢ Lib o oS 5 93w 03,5 Share sl sl 3o,

-

L -

#mkdir /mnt/home ) \
#mount --bind /home /mnt/home | ; N
#ivi [etc/exports
/mnt *(ro,fsid=0)
/mnt/home *(rw,nohide)
#iservice nfs restart

i,
. 355 0LSS /mnt/home L Lol home (glgswes oo o Eob 0T ol ¢ =-bind

\ ¢
NFS & <ol sld © y99 ol
e 8 5s K b s oot \J'QT Lgt;s\),i L5 o S e oslizal 4 05,5 5 NFS 51 5
G S ol L6 nfs Jiu.v,ﬁfsp Lnfs L6 g aby 55 e a5 ol gl bsis Jly 6

Cri SI6 a8 o Sty byl lgos 555 o 1t NFS &8 0l s . dilos NFS g

S Jles! 1 6T W
N\ i
#vi /etc/sysconfig/nfs

Ly g bsbs Gl # Cdle oo aS Uncoment ) 55 Lok b YU s gl 51
Lol

LOCKD . TCPPORT=32803
LOCKD_UDPPORT=32769
MOUNTD_PORT=892
RQUOTAD_PORT=875
STATD_PORT=662
STATD_OUTGOING_PORT=2020
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DS o S SUNFS (sl &y 5lasbiss 5638 Sy 1y s s ¢ Dl i 0,503 1
#service nfs restart
#rpcinfo -p
;QQTQ,,;‘)@)x@\,up&;,,wd!,ﬁ&x&?gsg,.w\wu@wé\j)lf@\
/etc/sysconfig/iptables LG « 1, ,; L ks iptables guu S ) ghote 4 gl ys 5 dS

LS el
#/etc/sysconfig/iptables] ; ) ®
Firewall configuration written by system-config-firewall # 8

.Manual customization of this file is not recommended-#
filter* N\

A INPUT -m state --state NEW -m udp -p udp --dport 2049 ~j ACCEPT-
A INPUT -m state --state NEW -m tcp -p tcp -=dport 2049 -j ACCEPT-

A INPUT -m state --state NEW -m udp -p udp ——dBOrt 111 -j ACCEPT-

A INPUT -m state --state NEW -m tcp -p tcp -=<dport 111 -j ACCEPT-

A INPUT -m state --state NEW -m ud\p —p‘adp --dport 32769 -j ACCEPT-
A INPUT -m state --state NEW =m tcp-p tcp --dport 32803 -j ACCEPT-
A INPUT -m state --state NEW.-m udp.-pudp --dport 892 -j ACCEPT-

A INPUT -m state --state NE\R/ -m tcp-p tcp --dport 892 -j ACCEPT-

A INPUT -m state --state NEW.-m.udp -p udp --dport 875 -j ACCEPT-

A INPUT -m state --state NEW -m tcp -p tcp --dport 875 -j ACCEPT-

A INPUT -m state --state NEW -m udp -p udp --dport 662 -j ACCEPT-

A INPUT -m state.--state NEW -m tcp -p tcp --dport 662 -j ACCEPT-
[INPUT ACCEPT[0:0;

[FORWARD-ACCEPT [0:0:

[QUTPUT AC&PT [0:0:

A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT-

A INPUT -p icmp -j ACCEPT-

A INPUT -i lo -j ACCEPT-

A INPUT -m state --state NEW -m tcp -p tcp --dport 22 -j ACCEPT-

A INPUT -j REJECT --reject-with icmp-host-prohibited-

A FORWARD -j REJECT --reject-with icmp-host-prohibited-

COMMIT

]
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. N{@w’)blptables wjfﬂf'bﬁ"’):
#service iptables restart]

NFSG‘)@WC")’S&@ ) N

NFSL;";@J;A,WJ S
N

. showmount -e :

dlmo.:.@\.n S9) L SS9 Lgushare u,b“l.u

showmount -e server-ip or hostname :
( remote )),\ ol 5l s 33 s 5> slashare

\{ showmount -d :
o (sub directorie Jla(s, 58 415 5 ples Cod
C\\

\ exportfs -v :
93, Say sl g sdsshare gla bl cwd &5 il

\ R, exportfs -a :

pbaars L Jetc/exports s i o s Share sa.sExport
\

exportfs -u :
ol 4 a5 L/etc/exports s eus cud sls share saaaUnexport

exportfs -r :
/etc/exports i 5l w3, < (Refresh) os S o506
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L CONS 40 ouw Export (s 9g5 19 3 oolaiw!
DLW S
SIS a3 Ll L e Sl iy ey oo b SIS i Sy 4 a g VU sla)lST eled 1 e
Sl e oS Jeame OT 4 1) (S8 88 005 b sl (6058 s &8 onlle s 3
Ll /mnt g, 58 pls (ST i“" &.Brﬂ\myJW\
#cd /mnt X

 (
#mkdir nfs-share
oS Ll 25 Sy g MOUN 2 eSS LLEXPOrts Jb L a il 4 e
#mount -t nfs -o vers=4 192.16.10.1:0/mnt/nfs-share
#mount -t nfs4 192.168.10.1:/mnt/nfs-share 10 cplal

>

L sl ooils Sy 5 3550 (65 213 Al o 155, e o Sl e MoOUNt STl
Y .S wlsl etc/fstab/ b 4 Ls oS

#vi [etc/fstab Ry
192.168.10.1:/mnt/nfs-share‘ /}nt nfs defaults 0 0

23 il oo ol i syse STaBlg)sS sls 4 b Jlasl abi fstab o a4 L ol 05 S aslsl L
MQTJQ;u\iu@yqy{y&)}fﬁb&m;mount C&A)Jﬁjswl{a\fujjy

\ STl s L el
mount.nfs: mount to NFS server '192.168.10.1' failed: System Error: No route
to host

.&5@)\5111 CJ‘)‘% ngjfportmap52049 C)Jﬁ: ngjﬁnfs U=
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Autofs oo

JUS™ 5 session ¢ s LS amount 1) 55, bw g sdi share g, a8 0 CoWS &S5 65
5 odds § g ge cpl o e SIS 558 alad odins g Bl STl il 8 8 IS B
S 5 03,8 slowl IV SN s JI 3 Sl plL 358 (0 OT pslis 05 7 Sg 855 0t
.mf@,!,w&;i!ﬁa,udm,ouumount05@1@,@4{5;‘;\.\;\@)\’;\1,&
@g%@@&ﬁibw‘saﬁmountC,g\jQ)beLg)}:{’béilw‘bgd\
s ol s Sl S dial e Sk b5 SIS 3 LS w8l IS 1 g ST 0y 4T
Olealp 15 OT AUOfS (als Flosl ool (o558 415 4 u}}a Nt 22 autofs s ,m

AST aumount |y ;58 505 0T ol Ol 0us bl dx 505 ,S mount
Go5S p1s 3 ekiS eslitul SO Uz 258 s \*5@»«“ S35 2 s ) Sl p3Y

il STl

: .u,:@@,&autol{s\fay@;\qu}g}i\{;.ﬂw/etc Lg)):fﬁbﬂj):@&&ﬂ%ﬁaib.
oy auto.ftp

N\ auto.master

auto.misc

3\

BB cpl 5 ayls S5 L6 Gl s Buto.master s, JUS 5 Lol ¢Xuls” auto.master

'ﬁsd‘&:“‘w-&mount OT)-’ S = @!)‘}5|)|Oca| W&)}L’fﬁb w)JT
#vi /etc/auto.master

\

/media /etc/auto.media ==timeout=20
odd iy o bl 5

355 MOUNT 0T 0355 G5 ol 13 ST lOCAI s 51 25558 015 0T /media
35 MOUNt OT 03,3 S ol 3 45 (5,58 1 KilS” LG 1 /etc/auto.media
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umount oii Mount (g, 4l Sde 4r dm LS Leiie Ls ol @ ==timeout=20
(4.:5\3” wﬁ).:af
L S ¢S auto.misc b 5,8 ol ol oS bl auto.media L b pos d e s

.02l s+ auto.media

#cp /etc/auto.misc  /etc/auto.media y
V‘S s Jleslly ij Ol jass 03,5 5L 1, autg.media\‘}iu ot
#vi /etc/auto.media ¢ >
N
nfs-share -rw,sync i, 192.168.10.1:/mnt/nfs-
share
R el Loy bshst x5
o Bl ol Bds 4 gl o i MOUNT oS priys Gl 13 87 o, 8 oL ¢ Nfs-share
N\ ' .Jsf

SEMOUNt s 4z 4 ks, 0e 6,85 pls 1 -IW,SYNC

export s, ¢S 15 5l Sl 51 345 S owodT bxul 43 1 192.168.10.1:/mnt/nfs-share
\ .v:fdﬁsj‘)brtfoéubn‘d“’ou
#service  autofs oS o Dl autofs « o plasil I das

Wiy, restart
el L s s /media‘ s, 5 55 4 5, 51 /mnt/nfs-share ¢, &S 05 w3 S asda L

22 P A Sl s 0 S lS 5 s s /media sl cudS s 5.8 s nfs-share
/mne/nfs- g, 58 515 oS b 1, €d  nfs-share s &l (om0 Jy 0ls S5 0T
Oloj Gk BT 5 bl odd [abie e )3 Ll Lz ST 283 558 e MoOUNt L (o1, share
s UMOUNt g oyl Lo g @dly 2815 odd MOUNT (6,65 515 1 (6l sl ol oy o3

.ijf
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Cron awgs Ll 9 sv sl -
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Cron fawgd 1 4ol 9 51 921 g0 o

$ dodio

28 Okl by Oloj s 4 457 ol Olej Shme 4 SU s 4SS chromos i 48 8, Cron
.5},:6»@;@\&;1uWM,u,,w(\,,;@;u,mfL;wﬂw,yja,‘ws;ﬁ}jm@
3 St Ll S s g sl ol S 5 53 ol sl S llab ] sl s LSy 55 oL
,‘\m:uﬁ,}b4,.1,3?',55),.;;\,};”li,};wsu;;u,!g;ﬁ.m,:pw\sjl.{,ﬂomeuu,,u
,,J;@J,.LcW,,M&uou;g)ou;,;uw;gguﬁ\\fﬁwlwrba\,ﬁ@gy
sasia S ol 53 5358 e 6l e B o ls Sl Jlie (sl i das plnil 1 (6557 b sl 58T
o 3l ool oSG 4t (sl Jale ot 53 s sl S ASLe} Ul ol g S5, K IS oiSCn
,‘\.\:;1,:,3.s,z&u'!sﬂl&éV.:a\,su.g)t:.aw;qgjy@‘\f@u;.mg@at,,uwcron,1;9\
N\ 4 =% ¢S s Cron Table  Crond

Slas S pas crontab oba J6 oK QB s by ol b g Sl s sl stisle; Sy e
LBl o Lo By 35d e plailals 13 etc/crontab/ s ;3 Y sene 5 ool crontable
4 5 s2es CFON b 344 S, CHON A}ﬂu\ipu}oTo@dw16\j‘r§§@4§u\crontab
83 5l 3l (i 53 1) e o Sl 5 0l 6 S BB Ol

awypdyls Ll 3 v‘/schron s 33 4SSl CPON paseds b6 &S chyls )8 a umean
Jitéd!ﬁsm(fu;ﬁ?@stat 0T 515038 g, crontab L6« HLSS 4iss < a cron

Al oty BB opl Jsl 51 OWSS wab el les!
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Cron g s (8 )Iwl ol y g wuad

53 .ﬁ,quuery s 3 25 st LI 08T ol Ol CTON =SS 055 i 1l
1l 4Bl k5 CPONI@ & s g v ) 6 CENTOS s 4,6 (5
#irpm -qa | grep cronie > \
8

DS oo 03linel YUM I CrON i g Sty (sl ot )3 ¢ B335 vl &) 0 5

@
#yum -y install cronie T, )

Q‘ﬂf%@‘oﬁ&@%&j)ﬁcronélgjs
N

=S el Okl L ¢ a5 e
\ O
DS o QUBTY i 51 55 ) g
#rpm -qa | grep cronie

N\

@&\,@uuJQ\QT,JT,ﬂﬁ\éuJius@uMJuauﬁh}:ﬁ;pw

S

#rpm -qgl cronie 3

:ﬁ){&@)@w}fﬂa|éb)yjb‘)ijQLGW‘VAJ}‘;»JJH{j
#rpm -qi_ cronie

N\

Paal J gl runlevel o 55 oS . eseis chkeonfig ) sus b s
# chkconfig --level 35 crond on

:mfddresetbwjﬂl.@.ﬁ‘)bﬁ

#service crond restart
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Jjﬁadnob‘:cfpj‘J..,a:ouﬁ'))bgbﬁwﬂu\W)bwﬂde)ﬂd‘wb
/etc/cron.d
/etc/pam.d/crond

/etc/rc.d/init.d/crond \\
/etc/sysconfig/crond - a
/etc/crontab ¢ »

>

/usr/bin/crontab

ol 03 eile (o &Sl CrON la B syl s s Gitfw‘\ts,ffﬁ\; ! o> fetc/cron.d
3,8 0B oS Rl

o85S 2> cpl 53 358 o 1) PAM L 5 CTON &y 4a Ux\ ¢ 5% /etc/pam.d/crond
yls L5 0T Kals” L

Coo Sl s cpl 53 5 5kes oylal iRL @}wg eron .. s . :/etc/rec.d/init.d/crond
' ‘ 3)ls 4l scron . . startup

Lb agd Sokul ol b @HSONL CION g yw eonl i 51 :/etc/sysconfig/crond
¢<‘.'. &9 s Lg\f-\lijdebUQHg mOd JI.A .V-:'AJ ‘)‘J.; J‘.’.b U’l‘ 2 ‘)}b J)jﬁ le.hﬁr.;&

\ S b lscron i S ol b e sl s o/etc/crontab
\ sl 4 S I FCrON s 6 o2 b= ul 53 5 J/usr/bin/crontab

Ol aen .l FOO 1587 b Ll ol &STo 5 035 s oS (510 57 3505 3525 Jb cptix

il o ate S 4 Glate 5 Gl Js As 55 o sais CTONTAD L6 ¢S ol

o etc/cron.d/: L6 i Jels g8 s
. etc/cron.daily/ : «i;,, plowil (51 ke

. etc/cron.hourly/: zele &) g suiile
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« etc/cron.monthly/ : sl cusb

. etc/cron.weekly/ : Sis gl

2 05 kb Al |l &ils, sk —yls 413 fetc/cron.daily/ asle js &S Sl b Jks b

PSS ol 1y (g 55 pls opl S eyl (gl 4 e

«
# Is -1 /etc/cron.daily/ ) I \
total 56 \Q X
-rwxr-xr-x 1 root root ¥yYJun 20 Y.\. +anacron
-rwxr-xr-x 1 root root 15399 Apr 20 Y.\Y apt )
-rwxr-xr-x 1 root root ¥\f Mar 30 y.\Y aptitude
-rwxr-xr-x 1 root root o:Y Mar 31 y.Vy bsdmainutils
-rwxr-xr-x 1 root root Yo Apr 13 Y.\Y J\pkg
-rwxr-xr-x 1 root root ¥vy Oct &,Y-)ylogrotate
-rwxr-xr-x 1 root root \v#6 Mar 31 Y:\Y man-db
-rwxr-xr-x 1 root root f’Augs Y+\\ mlocate
-rwxr-xr-x 1 root root \'H\or 4 Y.\Y passwd
-rwxr-xr-x 1 root root ¥AY Apr 25 Y¥.\Y samba
-rwxr-xr-x 1 root root Yarv Apr Y Y.\Y standard
\
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Cron (i g w (S 35w BB Zwo i

Jb g5 53 IS 54k 4 5 User Base 2 Global (1 : s .+ ,5 scope 55 ;5 CroN s s
. User cron table & system cron table s, i 5 eslizul 5,40 cr\czn sl
S B dg gy S e 4 by e K ¢5 ol ‘Global (system'{on tal&) 1
cron JLJK o S L6 sl Lroot s sl s Lads 5 adlns u,équb,,&\
s fetc/eron.d/ s s b gl ) 5 s Sl 16 s/etc/erontab s ;s
o5l bads (oole (slay)g 5 il 0 FOOT 50 Hlisl s Lads m,'i‘@; ol omi g syl
Lyls byl 6 ows
plonil (5 s g3l sla)j 5 1y L g5 o) &:Us&Base (user cron table) (2
s sl /var/spool/cron .7 ;3 554 gl . Ans o plowil Olis s painid sl
..s):*f:l?ujo%&d;&\éw@uﬁﬂ(lﬁu{,,ﬁu
s ol e S sl b ‘ironﬁk}iu sl odeT (g Ji3w 53 CFON (2d 6 Sloend 5
BB ol e Dshs 25 4 aalalins 35 8 s Jles! ot 4 LB ol 32 b Sl glObal Sl sl

. VJ")‘JJ‘" T
#vi [etc/crotab

SHELL =/bin/b}m -

PATH = sbinﬁn: [usr/sbin: /usr/bin
MAILTO. =00

HOME =/

* Ok & * root  run-parts /etc/cron.daly

4 b @S I CroN b el o &8 (sl Sl uS7 o i ol SSHELL = /bin/bash
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oo b4 el Sl s 5 (61 de gas o Sl & :PATH = sbin/bin: /usr/sbin: /usr/bin
ot SN L5l ol s a1 o Sl 513 Sl s AT o adeie bt pl bl eds S
.M&JKQTMQ)%JLU'J&'QTzﬂCJJbQ\)J%JS1J>'beFJ

Ol Jioled amio 595 2 1y 555 ) (29,5 CION g, 25 i 55k 4 MAILTO = root

b Sl g i i jOb ¢S 8 email gl 1) o5 5 cron s iy Sl 3
a\.mg;@bg'\'gwﬁw;u,\?{redirect&\éeﬁi@baﬂcron:&v;ou
AT B1ail oSS eslinad redirect ol /dev/null/ 5« s m,! Lol (G333 ) 5iwd
.>,\>>1ﬁtoum};u§!@q¢uéu\5ﬁ¢ﬁf&5

ey e Ol Iycron K e :HOME = /

| L day of week (0-6) (Sunday = O)
miaonth (1-1.2)

day of month (1-321)

e K K K K command to be executed

howur (O-23)

miinute (O-59)

¥ ¥ % % * root run-parts /etc/cron.daly/
:Mpwwsdlj\agw‘&&@|@éawb@|

N Field 1 (Minuets) 0 — 59

Ol Jolas 6*\(““ aid3 53 CroN Cusgdowe .ol 1xe 59 B0 31 05 9 aads odias Olis Jof s

S Al 4 Ll e s il e 4k K LS 5 e
:Field 2 (Hour) 0 — 23

Sl pxe 23 b i 51505 Sl odkins 0L p s Uls
Field 3 (Day of Month) 1 - 31

Mb@ab)‘)j)o&h}umwa\

ILinux Cookie in Persian A5 ol plus 0M4



http://www.softgozar.com/

114

:Field 4 (Month) 1 -12

313 )Lalole 4 plgar S

:Field 5 (Day of Week) 0 —7

7 Gl U5, (3T U a5 Sl o bl p 4iS5 CTON 53 il (oo st 4 by o ooy AL
355 (o 03lizul 6 |

ids ol Cele a Jiedas e a ies CFON 55 (%) oo : 4S5

© 0 Eield 6 (root)

@\ﬁ‘s,;ﬁ4%JM}:rga;;umL?L;ibb\)oTM«i@;_:\w@Wugd\
.3 g
:Field 7 (run-parts)
oly s 541 ICron dyﬁﬁ‘ﬁjmﬁ))‘}é}j&ﬂb&d})bb%ng‘é.)‘.ij.)‘u\a:Lajf‘
5 i Ol s S Sl de gezme ¢SG gl 21 gl L s TUN-PArts [ ges 51 eslil oT
N\
Soge e sl Cop o 5 1y (603 Al EC (sl Sl 5 ges pl @S e3lil TUN-partS
.;,:@@Ww,ﬁ’ront&s@Qp,jww.,us@\ﬂ\ﬁﬂ% S eSS
sl (S 4 4 by s FUN=PArtS A Josie #rpm -gf “witch run-parts’ | zus
:Field 8 (/etc/cron.daily)
ST o et 1) 0T s 5 ol S Sl oa 2T LS
R, S oslanl il S J,.;)'\iucron Lbs 55 (1
s pllas B oSG Dl o ST Ol Sl il 5 g0 25 s s b 2
# stat . /etc/crontab
S otalie I, crontab &l ,.x5 log ol 5 or s I s A3
# tail -f /var/log/cron
LeeSr Joe JS p b TOOL )7 5 b 5l )8 oS crontab bl s sl
#crontab -e -u username
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Cron w g gw 31 ookl

3,03 1y oT edit 5> root Lis 5 Cuwl rOOt L35 o sase Global o Sul ai € 5 dailes
croneﬁim\ﬁmwuéuﬂﬁ;wu.u,bbGIobal&uo@a;\?‘u@u&u,m
31 3 layj e CrON ‘_;uJibgjuoﬁsSQ&.xﬁoﬁUserBase;’)@1,’\.&19@@#
ol 3 sds sloul O, b g b ol Gl OT oL 3 &S plailes .x,:t,i/&ar/spoqt/cron/
,,'ﬁ.gj;@aﬁ;sb;;g,;u,;ﬁijso.x,:giﬁ:cron,@‘kssuuﬁjsﬂ,,bgw,:{ﬁb
Ll Vi 0T 56 3 i editor &5 uS” eslizul crontab <@ jws 5labl Cron Ca a5 sl gsle
‘}ibeiic;\uzm CL«SSC,M:;L;)L::JQ; Ld>= Cron s &Sl plis,ls Jﬁ)‘fwc_{}
.r:;fdﬁ;,\5bg@bjﬁ;ﬁﬁa!‘stﬂ\wvah&;&gﬁfﬂw\,bcron

# crontab -e
2 17 * * * |s/

L 5348 0,3 0T ol yip tup;,i\oﬁ;'s/var/spool/cron/ s34 gleron Lk s

slaze Cron .u\j:@ﬁj,}:mtfroat,;&;,b ol edit 5 0l 3> oot J5a 5 55 Olen

# crontab -u skywanl13 -e\

Sl oa B8 o 3 5 b BB eSS s 1 T plas L ASL 42813 CTON i sl o (5555 S|

cron o;;.%.;w o313 Jlia )8 46,3 ttiu,;xsw\,cron 6 53 ol 4 1
255 o plilcrontab L. g

\
o.sb@ﬂ,éjsdmpa,wwﬁswum\cron Lgéjjjyjsjﬁﬁwéﬂégi: V-G‘Q 43.§.3

:J‘}.w

= = = *
4{43-}3Qj.b.;ﬁgL.cL».kl:é)s)‘\i.a;\d;aicomw;ﬁ)aﬂg&y;ov\isbdlﬁ(o)m)

e g 4RSS A w3y aids dld 53 SIL 5 ssdes ||y ses Colu e dls ol
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)JWAJJ‘JJJ{)KJJ.&;. ‘f‘gﬂiﬂ@bb)b}j&ﬂb}baiﬁ? ﬁ)bc\.:’b-‘s\fu\l:ﬁjbjb(b\f)’

O lesle j3l >l Glme 42,9 Cel s ;5L 30 515 (gla aads 5| o) line 415,30 aiss wls

e 9 ML:.AZJ

1568 L;La,‘,)wr_yﬁjf\auéuj,).ugﬁm@!Ls;ujajlfaii@g‘_g!ﬁ(og\b-)—
[/
9 8-15 s s C’)tﬂ ek Spda g
>
kb elcrontab -e" [ gas L wily e s s S5 Cllae cpes GVL 5 i S skiles
855 Laiie sl sl wils crontab b oS, 15 51 s @l Ses Jl- 4 . 5L Crontab
DS o 2l s o L6

crontab -u <username> <crontab file> \
crontab -u skywan13 sky.log

u.f;u oT 454 s crontab ol pskywanN ﬁ¢crontab BBl S 5 05 1y 55 ) smwd s
.:}.5» oJ.;>'-.'$ QT

crontab —u skywan13 ~/crontab

:mfws,\,cliP\)Jij,}:,ﬂ;crontab b Cod (6l s

# crontab -r

lacron job . 5, sus 5 eslizul | ol o3 S Slslcrontab -e L« lejob 05 57 cud
o 0k S |

# crontab -l

Jsﬁnjésﬁ)lfcs)\ﬁ!jswr:E’J@L»TAeCFOHtab ca%ﬁw J)’\&Jg‘\fu\iv\i; b=ul b

ILinux Cookie in Persian A5 ol plus 0M4



http://www.softgozar.com/

117

o2l @l S 3 S eslizul LjOb 05 STload g crontab il cron jlestizul gl V‘P =SS

ISR PP ARY

pa—— crontab ;s 5, bs e ) sws ldies oas, Crontab -e i eslical-)

b sl (63555 Vb 53 o 0305 b 5 (3l 8 b 5 o Slse (e LB S5 Il my il b 1Y
LSaL0ad 1) L6 e 5 o5l 515 a5 5550 g6 L8500 bl 5

P eV S el a e S ag ) ool <wjob c,w)crontab—l"\ :LA;M!QL@ad Bi%:
Fi S 53 g s Al S wa S glhjob Ll b ol load L,\oﬁ s g s i3

> T .
TS ey ) e 4 g g s

#itouch /skywan13/mycrontab N\ \

#techo"30 4 * * * |s—s [skywanl3/web >>/ skywan13/webdirlist.log
2>&1" > [ skywan13/mycrontab .

#icrontab -u skywan13/ skywanl3/mycrontab

#crontab -| ¢ \

Job 055580 (gl 487 il axils ‘%:};4.‘ o> Ol L o load icrontab -| gl 1 L
03 55550 5 gws 03553 ymycrontab bl nlps bl B8 5 g0 sla JOD G2l n o b L
slcron jobmS\Load.“lijg I, b6 crontab -r i eslawul Lcrontab s S¢Sy 5 L L

N\
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Cron 3l ookt (51 9 1§99 (ow gawd (9O 35 S g
R e T AT 235 L 5555 (o fns CTON Sl eslizal (gl (2] > S
35 b S Jles! 1o cron.allow , cron.deny sl L6 ;5 WL Ry L TS ]

.ﬁ;u{bwrg‘;@oﬁwﬁwm;ﬁ,ﬁf\.@b,\;/etcguﬁ{,g&&
S0 Cpl e 53 0350 3,505 OT 53 jlome slay5 s (oll il bosi> il Jﬁ,«c‘on.allo\v L6 S

A
N . s . 3o,
.b}mwoﬁ‘bcros‘)‘abw‘éj)ﬁ@h‘g

>
S, bosyls s crondeny LT 5,8 o ¢S dsl mhaﬁ, cron.allow L6 . S
S mn S1 08 o (6,8 sl CroN w 0T (g s 513k ol OT 53 (5155 pb 5 3L 35 50

335 gn 0303 a5 4as 4 CTON L HIS o 5lrl Ll 421 5 5 o 55 o)

e

2,5 )‘)iw)&)y cron.deny 6ol osg J b g 2810 5

\

N ™

ILinux Cookie in Persian A5 ol plus ou\.'...n'.i}il



http://www.softgozar.com/

119

Cron sl g sledbo

W}JﬁGAQ\.;{aJLw&wb‘&\.@‘aﬁab)j."&w‘gso‘fwQ@Lﬁd&»‘}@g&)b&\ﬁ
2,8 p N B s 50 4y ol s
Jle (g3la 35 53 ol ply by i 4 oS 8 oS L sl (sl ol (Ses CrONED b o
Zu\.}'ﬁu.\'cron ﬁyoﬂb‘u\b‘uw‘au\.& obij@éj o&.‘hd{abb
>
§
*AEEE ccommand> s el 4ids e
R 4

30 * * * * <command> L o |l ¥ aids ol Lol a

N\

456 * * *<comhand>xﬁ@\ﬁ\@p9:\°a Sl joy o

¢

4518***<command>~bﬁ@‘ﬁ‘;€¥)‘”~’9%C—*“L‘*‘Cj“*’)ﬁ)f“

N\

00 1 #*.0<command>. s o | (S3ltab) e ) ol 42385 o

001**7<command>ss ol sliel ) Colo 425 2

N

00 1 * * Sun <command>.ss ol sl ) Colo 4225

3081 * * <command>Ax: Celusbe ;2 55, opdsl

*5*5 <command> LS 4ids 25 ol 53 j5) 0 ey oo

0011*<command> Jl. Jslele Jsl 54,
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¥/5 % * * *<command> cele ) 4ids =y e
5/15 * * * *<command> 425515 4 423515 ;a5 4ass

* * 3/3 * *<command> ;,,3 4555 30psm 535 3
¥

> N\

20,50 * * *<command> 50 ;20 4iss @u& Gy A
D

5 */3 * * 1.5 Lg)\:\LgLa)’j{)L&ﬁ,.oL»?)ﬁcS aad>
N

* 5,6,7,8,9,10 * * *<command> c..,910 B IR TR
&,,Ja;>,yuuﬁgwgt§v;wc)ﬁou;,ucr0|{tab Sk jistartup ;s b asl 6l o (ol

Ll pcrontab s b
@reboot /path/to/mw‘proﬁam @reboot updatedb

o:)jTCj..a",»J:.@.zdf): Sl &@%u1s‘§.& Ul o= ‘ﬁ‘wsu\eu S ol s s by ol

)

355 oo 1! i O o8a @reboot <command>

Tl ol

N\

[0011*]s,8 1 Jl » @yearly <command>

N\
[0011*]554 ! Jl » @annually <command>
[001* *]s58 ! ,>lele ,» @monthly <command>
[00* * 0]s,5 o>l ain a@weekly <command>
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[00* * *]s55 1> 55, » @daily <command>
00***]558 w1155, »@midnight <command>

[0*** *]5,8 )2l Csls » @hourly <command>

« AN\
\&‘ﬁjdm.wﬂ&)b&gb)y@"&&" )‘oJW‘D‘JL@;Tc&)J&?JMﬁ‘F‘L;\J;
P S el sy a sl command_02 ) gws e scommand_01 | s

@daily <comma&d_01>@& <command_02>

P Al S e
Dbty 465 & 3,5 L o) Sl LCTON wslo o 3175358 miie 42533112 sl 5 5 Je s (1
Jow 5 dev/null o s,lukul o5 5 65 8 Jloyl res dev/null 2>&1  .1Ss Jete/
T35 S ol Oles « (standard error) (,mw Glalbs Colds 5 ol S g JesT
> 51>> gl BT pta | 6,55 M,*Juf; 335 s 8 A el Sl by 5kl
5SSy BB Ol gmn s by e b 4o
A el e 530 JiB ‘5@4». oA > ekl b Jg35ien o Kl b (s 5
12 3 * * * root tarcfz /tohid/backup.tar.gz /etc >> /dev/null 2>&1

sbw 2 9 ygtws 0L | ol 5L wsﬁ);m;fo:&w\

db)‘j)\fdb;&im7j))VAJGLAJ‘].S.3O ¢&L~0Ct74~..&§;"6)l:).sdl:.a‘ﬂ1)>(2

30 1{7 100 * root echo "happy birthday,tohid!!"

3’)*5wﬁgjje-’a‘e“‘iﬁjwJ)‘J;f&fdagwyo!ﬁvﬁﬁjor:q\,‘ﬁb.dtuG
30 15 7 Oct Sun * root echo "happy birthday,tohid!!"
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oS Jos Gk ok S

15 * * * * tohid echo "I'mskywanl13 Remember"

Zr;@oau';»\b@‘j‘:ﬂ‘ﬁ‘@JISﬁ%)‘sL\\x/‘g(S

*/15 * * * * tohid echo "I'm skywan13 Remember" ©

N\
NAOA‘L‘\U{"J‘ jJ.GJa)U:u[I-

0 */2 * * * tohid echo "I'm skywan13 Remember"

N
Sl 6l D sls Sl a5 55 90 g2 LS | ] *‘f&\a&ﬁwﬁ;eﬁu,','o;,;\p 7
:m&y&,&w\{@uﬁymﬁag;m V0 )5 s
15,30 * * * * tohid echo "I'msﬂ 13 Remember"

sy s bl bad o7 b m(;ﬂ&umh Ol &)JJ.E.}:)}A)}:M: slllp, 8
310 53l o3 S pabetd Lo y,:\:pda L 56 e o ba) S ol V21 S
358 |l st 761 S, 5l Celu g3 ,a w8 ads

15,30 */2 1-7%.* * tohid echo "I'm skywan13 Remember"

N

;w;efﬁb‘NuM Jos 2w 05 &5 S Ayl o 4y i3 2 4 4iSs 2 a5 b (9
\ S S| IT-EY -~ J] ST oo
*[2 )* * wget http://192.168.1.10/index.php >> /home/skywan13/cron
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Ll ol find s a8 oSG tMP/ 658 5l Jl gls b 55, ,212:30 cele 55 (10
| > 1, crontab - ,sus lanl WL .S s eslizul OOt )87 gl js2es i CrONd Low g ods
585k il s s 6 les Ccrontab L b as

300 * * * root find/tmp -type f -empty -delete

LS a5 38 e a3 8 2 Sl b backup S <0 8:30 c,&ud;glo,sxx\:»(ll
S 030isl 20:30 31 b 58130 el o1
30 8 10 06 * root /home/skywan13/full-backup X

! A
P S eslizal 5 s 35, a (16) b 5l and “1 Eelu s backup o 5 ol
00 11,16 * * * fhome/skywan13/bin/incremental-backup

Ouzsvu,@mfmd,u,,@&i)mp;;” Lo dain 3l ol (gls Sy 50 el 61 (12
6\3@496@@@&%}4&&}6«‘9)[5(@‘1J:MJCJJJJJMJJ)CMN‘

g o fbu‘ s
00 09-18 * * 1-5 /home/s‘ywa&/bin/check-db-status

{
s 51 (18) ,2e 6 \Jc:.,ag @bw‘_}:n P Sb) 839l eSS s by sl sl y (13

.r.:;f@a:u:w\ J'.’.)
00 09-18 * *&/Ne/skywan13/bin/check-db-status

LS 595,10 N = Sy cache « clean.cache ¢ « s Sl ol o (14

4 Sl Glgie s (oo )13 fTC/CrON.AAIlY/ s 53 15 b sy jo o Sl L6 1 55 1 |
A S

#!1/bin/bash

# A sample shell script to clean cached file from lighttpd web server

CROOT="/tmp/cachelighttpd/”
DAYS=10
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LUSER="lighttpd”

LGROUP="lighttpd”

# start cleaning

/usr/bin/find S{CROOT} -type f -mtime +S{DAYS} | xargs -r /bin/rm
# if directory deleted by some other script just get it back

if [ 1 -d SCROOT ]

then . \\
/bin/mkdir -p SCROOT 8§
/bin/chown ${LUSER}:${LGROUP} ${CROOT} q ¢ X
fi

N 2

oS oo oolital 5 bglast SIC Sl S ol 6l
# crontab -l > /backup/cron/cronjobs.bakup
# crontab -u username -| > /backup/croq/croﬁobs_username.bakup

N\’ ¢

O\
)

S
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235 S5 bulg b b al p 1 >

Pl (o Do 93 4 S |l Al (e )8 S e sl

Lt X 0 oty 0ins s g o b ol 4 56 5 (GUI) s )87 Si1 8 Lams (gl 687 s 4l
33 0T 63958 5 s b sk, cpl & dzaa GUI O 8 ols uuﬁ,Firefon)f Ale
..xs,\.\sXeﬁ.;%e.s.mm,ﬂp‘ywgdjggmtﬁt@:ﬁ;ﬂwuﬁba@ﬁ

Ll 63 8 o 1t Cron ahws 4 o o 05 1,8 o 515 (CLI) posiams 53,457 ols wali
sses 31 S s Al e | ) b 5 e gt d:.;yb.lajs.k.:.*GU| S!S Jl arws sla asli
s ol ek (6l r iales oo oS 53 2l 45 Ly K X okins s 5 o 41 il

Sl sl Jbe Ol e 4y .0S oo oalizal €NV DISPLAY =10, 51 Lai'sy ge 5 s 51 J8 55kt ol (51 5
:v.";fdu,bbﬁ,'bcrontabJiléxac,a,',)ﬁlO:ZSuu,;gedituuﬁ

25 10 * * * env DISPLAY=40 /u§/b{/gedit
544 | > (desktop) i 55 sl » &S 1 S Cron « DISPLAY=:0

oS p oalatil 5 s Sl At il asdes piz glols ST
ol 55i Ll (ool i 3 5 Usl bl domies 53 sl & 4 £ e Cron « DISPLAY=:0.0
UM&W O &y pBa b s 413 Startup Applications c..s s

25 10 * * *\, enw,DISPLAY=:0.0 /usr/bin/gedit

N\
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Anacron fawgd ool 8 (51 s> 1 (snwilo |
P e sy A Jeolsd ol 4S5 S eslaal (gl 095 Oy s D siws (6l 21 (6l Ol sis 1, @NAcCION
L OT 5y ol 51 oGl ) atems sy Sl 24 o> &5 AST a5y gea8 , CFON (D 1 .55
ook S wlale 5 Siia 4l3s, WO J 287 ol dimas 2, Cole 24 ST L LealBaasiys Ol e
& Coala JOD s 2t Jol § 55 50 ANACTON 55 (] L 557 03Linl gﬂf\:ﬂa;‘,y cron L J sene
€ron Liles oumg@s;?’:}uﬂl@fou | !
P s ST 5 5l 508 e |l 4l 53 5 5ler el o CentOS ,.5" & ;> cron-daily
4.3.:553:3)\.@_3-4{%@456&@23 QM@\3:,§UP\:@§¢&L~L:3:,§J«,«B-4 Celu
Cﬁnbj‘\)c}n\fjjjég.:Q)ya\)bbgMbtj&W‘JW):@\Ogu..\.szu\:g
I ds 5555 8K SIS 0T 515555 4 55,5 L 4§¢)‘>M~¥5u’5}‘i-ﬁ‘ o513
L;\jua.aéii;>&.>'@\.ﬁtosbgw;;\1,53,03J¢\,>ﬁﬁ§ecronl{\,p;%&wﬁm{@;
.ap@ubu‘mﬁanacron¢qu,}wp&éa!.>}&@9wcronw}ﬂjw
el 05 |l g 4SS OT gl | Oles g @y Caws I &S ol gl CTON ¢l > @nacron L8
Sl s Kb slpatan Joo Byls 3L ;DOWN 5 UP o5 ol sl ¢ (51, @NACTON
K gelwcron B sa .Sl Sy, g\,.buanacron Lol 3 55 4285 4 CrON Cu s gudoes 4SS Lol
290 cwlis g gl .V\SLSAQT(,L?J@@,:.@;},&anacron Aak il 1y )8 L
e, Al g0 50y 4 0T Sl Cudgdome O Cad

.r:;{!ﬁ\kanacron 29 et 3 s b g2 10 (6 As b e @NACTON f oslizal (g1

# yum -y install cronie-anacron
#rpm -qa | grep cronie-anacron
# rpm -qi cronie-anacron
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Anacron <l g 40 o5 mdaid

Go5S p1s 53¢ opl pesde .ol s o /etc/anacrontab |6 s anacron Ca W s(tasks)
3515 Jis 5 55 515 & CrON wike s 5 (sl oa /var/spool/anacron
kol bshs s ls o ol 5l Ll ol Cron Kl b s L & /etc/anacron LB s
Sledss b ol s s a il o ol s 4 g5l oS 5l 15 0T ngég U6 ‘;}Q,L@,
Plodd ad g o 5 ok 5 (Cl i S 4 by
Period Delay Job-identifier Command
1 65 cron.daly ran-parts Jetc/.......
: period
7L 55k ‘ﬁ\,\.&;,ﬂ,a,,m&‘9%6:,:.{6&@{,»;6%\&@5&@” sde
AL A pln b ol el S gl (s
:delay
Gl ok | | 2238 54, n(N=period) s ,\}:m pILT 8 s oy »anacron, job » ol
0s UP 3l iy s 687 Sl el ol Sl 11, 0T @nacron wst ez 1.4t
Ly Ls\wg W ol Sloj Sl LS n o3lidl e IS plonil 4 5,5
: Job-identifer
b o SR pl 3 Sl esls plail | &8 e anacron 8 Sl cp 5T
N\ e : command
N et OT (Sl Olal 5 48 51, g2
5h g 03l3 b § 5 4 4 skeTANACTON KIS ol b 55 5 bt
1 65 cron.daily

7 70 cron.weekly
30 75 cron.monthly
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o 4255 65 ;p@upwfjﬂ&q),,&,\i;@bw :1 65 cron.daily
,\ipg,yd\ﬂ;,acéﬁsmgo,uz(\@\,\fd\J,s;},f\cuusw,j\,&u@\Wxs
35 planil ki 5 5 JObD

J,:...ad.?w:.570MUpWGj5)74{j‘9)7JA-LSGAOL3‘B-d‘ :7 70 cron.weekly
..J..w(lqdo.x.ié(lqd!c;)}*p):bj]éjaj job 5.8

ass 75 .\AWQW‘SJQ 555,30 ,a .\dear.a Ls -l 35 7‘5\ cronimonthly
@upbwju;\faudju\mls,gfu,zjédu,m&(,\?m)&;,yjob@wﬂ
|11,y b g 0 JOD ¢ oile (ums obe w40 55,15 Qﬁ.xfu,e‘,j Ls 5l Loy anacron sl
A8 b Wil gz /etc/anacrontab o6 oYL s 1, PATH 5 SHELL 0 onen (Jaome (sla s
N 2355 B en CTON 5 4SSl

e sl o LS eslaal gws ¢l I 0)333‘.3 Ol gl p slael i - 4l se period S

N\ Dyl
@daily
@weekly ‘ ‘
@monthly \

kb sl 4 hihow are u today ¢ dex ol aids & 56 L Gy, » Jie cpl o
5 sie 055591 [skywan13/hi

@daily 1 skyw&lfi%o "hi,how are u today?" >> /skywan13/hi
L;,\,\i\ieii@%zup,w@Wsw‘wwmmuuwuﬁgwuw:4:.<s

...,\.wﬁ
du)lfjo}yﬁjjjﬁ}ydw;‘jw‘stopfﬁwUJ%‘bm}fﬂd‘r.@.d
* U 65 5La5 ANACTON 5 CroN & ol S5 5T cdas o planil e |y CrON by o5
plosil 1y 5 5,50 JOD 53 j8 5358 od 4 520 CTON @354 | 21 CrON I 5355 @anacron 51T

Laas <°
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5 1, job-identifer . plian LU S Il Jsl amds gl 1, job ¢ anacron
o 4 bdbol(Cele &) Cwl JOD (gl )b b (gl g 45 35l /var/spool/anacron,
35 oh o 53k b b osLs3 JOD ol sdoms (gl 51 s 13 50 «& timestamp |6

ol Sz ¢ ol s €5 4 T ANACION 1 osliul 4 536 5 3 i Sl s gole )8
sl /var/spool/anacron ¢, &S sl 55 1, timestamptp}; ol

S oo o e AT 2 6 e Sl Oy S

{ |

:r:;ifauwltbuﬁg}ﬁ;wa);&i-l

;S eslizul Ll e addgroup L groupadd i S| plosil g1

# groupadd anacron
or \

\
# addgroup anacron

¢

Z%L«J@Lﬂl‘c‘gﬁd‘Q‘)Oﬁ#b)jﬁd‘ﬁ)lfu\il{de\bﬁ)lfdj%c};&wyb-
#adduser skywan13 anacron . .

root ., L Ll k> Sk % L}j mdde %5 1, /var/spool/anacron &S sees -2
bl ok 35l

# chown root.anacron /var/spool/anacron
# chmod g+w. /var/spool/anacron

Jﬁs‘.)d..bﬁf&)ﬁﬂ‘))b‘)ﬁy}ﬁjwanacron GJKWWYBU?

S sl | OBs g 4 by ma@nacron Ll b I8 aelsl gl o -3
/home/skywan13/anacron s obs s als ¢, 65 55 53 sl &S« yanacrontab L6
e oo 1) BBVL gl 25T b 5 ST S
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Wb ey 3580 |2 OO 5187 (612 s OaT YL vli'.a L 4 cowsdaemon ¢S anacron -4
eSn Jos 5 ok S | o 06 5 (61

# echo anacron -t SHOME/etc/anacrontab >> .bashrc

# echo anacron -t SHOME/etc/anacrontab >> .bash_profile

3 \
L N

at b O ygiwd siagslor
c,mO@m.msé@oujupuLs;ujﬁ\ﬂ@ﬁ\,,Mﬁﬂﬁ&ouuajdL,&
Dbl 5l 5 bl Sl Slel 0T s Iy sl 08l Sl BB Esk s i i Slele )
?quwf,gﬁcmu\b|D|¥L55@,)3J§;ﬂdt&6\ﬁ!¢»
L 5 Sl Dy 2 05,57 S aal s sl &5 AL pb 4 oS e (B yme L 4 55 o158l 5 br ) 50
o Ly S Sl b b at ol s oS Al 5 aen 53 Lo At Ll esle sl 55 OT
@,ﬁ.s,wﬁdsu;wm,n,Ub\Jﬁuoujeiiﬁc,);,ﬂ;eii@ﬁ\&u\j:w&;w

N

.J}ﬂoﬁj‘atamw‘}s.ﬁ!vﬁWw’)l{jbﬁdwacbm‘)jﬁdu'at)};wb

\ at s ihgd o9
at time date
#at now +1min
at> Is /etc \ Ny,
ol Jlo &

N\

ST 5l Jls 5 a1y 5 Ol g

#at 2:00
at> echo\"Hello World!\" >> /home/SUSER/log
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=S 8 SN 55, Hello World! &jle s 5 4715 s bast ) ews 4 dal s 0 AL 1YL Jls
Cad 03 57 5515 0L at A{c(j:‘]a_é-oajf:)\jj\u\;gCtr|+D Q:)’..\S\J:g-\c.p\' Cele ys g S
S e p3el | el
iU |l Jl= s 0T Daemon Wb uS™ 1 11y &l s Ll @t oS00l 6l

# service atd start 3
Sl LB Sl (oed 57 (5525 @0l L ) (s D15 AT L Sl et S0l
S bl Al 0L o A Sl 3 5 akh gyt s ¥ el s b (al o'y Al 3 4bls
ST S sl L S s oS p S (psb a e B s 1y ki e
:m:;f&sgjm; <! Aria2 ;jm;,\pnp;,w,ﬁ},»u dilist txt ly bbb Ss ol 53

#at2:00 + 1000 days

at> aria2c -i ~/dl-list.txt j 1 -x 5 N,
Q

| LS
Ty

‘ \ :c:.ﬂA)JJ}b‘JQMMLS‘J{YB-

\

#at 8:00 + 1000 days
at> pkill aria2c

43,1.11.u,w;g\.\q,it.wj,;s@\ﬁ,t{,gy,;L@;\J&@@\Lﬁ“uqug,y&@

e aria2 [AEPYHE
at> aria2c -i ~/dl-list.txt -j 1 -x 5 --http-user=ali --http-passwd=123456

LS 0 5415123456 s 50, sali 8 (aUU) dl-list.txt s e Cd sla LB YU sz
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at wls >
cdades OLES 0T o led of jor @ | ol (6 5548l Ol s2ws S AtQ
TS e SSTL Ty edd (65 yaeb s Ol gws @trm
# atrm que_id
..xiﬁifei“fatq;‘cﬁs,y)ﬁwsque_i&}stﬁé\ﬁ
Jie s Toe A Ll pae oa PM 5 AM ) oslital 0355 s U\,HH:M‘VI‘Q,,; 4 gl B
.w;o\}:@rﬁamS\,‘ﬁp
5,8 eslizul Olg oo 5 sy 5 ole Caides Sl easd 3,0y LU [CCIYY-MM-DD & 500 4 b
AT iae oh b dadis pae G el ds B e alale
sun mon tue wed thu fri sat %,

jan feb mar apr may jun jul aug sep oct nov.dec
tomorrow today noon midnight

\¢ ey L 53,8 6K 1SS
+ N days :
‘ \ Zat\{joimgg%dujv\%
at 3:00pm tomorrow
at 2:00am jul 5+ 4 days
at 2:00 2012-7-5
at 2:00 wed
N e

Nl ) 8 s 5 Cela Se ms isls 13 gl s g S S e sla Al

Lz s s 51 Iftp 5 Axel, wget sl s bls gl asl s 4 gos ¢ Laisaria2

2 e 515 gie 0T Sl oslizal gl . ol @t s Olo b 51 SO di i YU 43 &5 b Olea atd
at)j:.ws)".,\.ﬁ:o)\.i!‘}:éjsSJ}EL«A.ﬁj\smuoTa\eS:;»Lé.:ddbj&é;d:b&bﬁ%

13 pn 03Ul i glin il LSS &7 a8 sl
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at now

at 04:11 am

at now +5 min
at now +5 hours
at now +4 days
at now +4 weeks

. R
at 13:13 pm October 18 : N
\
:J;uiyl:s-\)wo.uiT@é:O):Q\%Q)ytsqau}d\\{dm&u
# at now +5 .mln = \
at> date > /filel

Cdade plowil 1y T s s OLej L3 5, Ken \\fpﬁ,\gww Lo 51 s OOl 51 g
oslizwl LG Ly At -l 0l 3 51 6 St Soyse Ol iphidan g S ol S Cud sdalin ol

¢ S
# at -l

2 Sat Aug 24 10:35:00 2013& Ali§
# atq
2 Sat Aug 24 10:35:00 2013)Ali

N
\
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o g O LVM (w3 R
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{cwn> LVM

Disk Drive & e 0l & ool (5,1 ;I Logical Volume Management ;i «s £ , LVM
el 53 05,6l S resIZe 1y Gis b Olg e ooy a4 0T dhwy 4 s e s b G5l 5
(55 o S b S s 55 e Ol 03 WS e s by sy LVM S Sl w5
sl Al 0,5 TSIZR OIS, LVM o oslin s (ot 5 o oSy S <IBLVM
K5 Gl 5 Aol il G o O | (gl s i &,;J:\‘Snapshot Backup
la a5l o b eSus Co e 3 (S 2 6 ke ollaail LVM d\f,yq.xs@rﬁ\;\)q)um;\
Col e 5 Sl 1553 (6,8 a0 ,L &K s S resize lioji,\}mx LVM Sy gl S &1,
R P P R S Downtime Eel b 555, o 5 iyl Sledsl
‘a\svtél\,,\faioij:@&b@LVM 5

ol o s s s & [V (6555 nls 5 Jolo i b s Sy ke (e I )
N (sjf s /dev/sdb/ ,/dev/sda/ 1k s

oKaws ¢ LI > (gdmie sla adnlb slaeSts Jols wSly o bs 50 0L 5 bs <Sws LVM L
Logical Volume (s ¢Sius). Volume Group G s ¢ Jele s & LVML 3l a1
5,ls 4 «xwly s Logical Volume \A Volume Group &5z 558 o0 03l Olas (s 55,L)
sloul Ll a5l g @Suos sl o3Il uxs 1) b a5 ,L g u&mfbw\ysﬁwu,,\,;
g /dev/mapp%VoIQoupOO-LogVoIOO/ ¢l « Logical Volume LS oS
e e X ol LS 50 o310 4 0T o 5 ol 0 MOUNE a5 (6555 215 S35
apLogical Volume o b vas (21530 3505 CLES 200 o3l &8 (5 55 eSws baw g 15T
» SLM s Sy 5,8 o bl downtime o5 I8 ol ol (i3 SLES 250
Logical ;I Snapshot Backup skl 4 ;36 LVM ol ol 5,105 5 2 s EXT3 wle L -
el b6 e 03 SUNMounNt o5 Volume

b s p 30 3 S ol s Physical or Logical Volume ;| I 4¢ sos VOlume Group ,»
> 5+ sl Physical or Logical Volume s Juls 5" ool 5L Volume Group &S « Lgs
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sda ¢S Wil wzen s Block Device 8 cls ¢SCus L i, Physical Volumes ...l

b a,4 L i, blogical Volume wis™ e sl 31, W Logical Volume (g5l s =3 (las o

b Al 0,5k S0 Sy g 4 Ul (0 s S5 ) 358 oo s T (655 2 BB s o7 Aizn
(538 ol p5 3y cp i 0 &S|

Physical Volume Physical Volume Physical Volume fboot
100 GB 100 GB 100 GB 100 MB (ext3)
Logical Valume Group
(100 GB x3) - 100 MB

A\ &

1,7 45 . Bootloader |, ; walLV 5 oo DOOt (6,555 1l a8 Sl i VL IS5

5oL s 1, boot gw*u.@\uﬁ M &0 4 100t (5,55 I3 b/ (6555 pls 51 s Ll

' \ Sy FLVM e s [ 658 s 5l s

bls & 554 s LogicahVolume a4 Wiy o Volume Group A 4l oS bilen

&6w6@s¥k§;m elalo s g /home/ o 58 s b 5/ 58 pls Ll Jlas!
b

LSL@'.;l:;\‘a "'\O,:zs)ligVqume Group &,’\o!;@\,gu\éué‘éuﬁ@ﬂyg,g

Qv\."y@‘Jﬁ@@b‘w@(&bb‘)u&)ubb&wb&SGLA‘) “’\’LU"""J'Q‘ L’

e u:i\kp\ Al 5 oo Lzn LoOgical Volume 7 sl is )L 5558 slsVolume Group
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Logical Volume Group
I (100 GB x3) -100MB ]

Logical Volume Logical Volume Free Space
/home /

200 GB 20 GB 80 GB

o rln Lab 035 oS S b 055 (Sl o 53 Lot 48T gles 1 987 (S s (ST 5
5 S A s s s)le K ooy 4 Ty e ok I&Qhome wli Jle gl g sl
oo s e i 4 5L AT 05008 LS| >;>\0me Sl e gl el e gl
*ZL Al adls
Ny

bl (6 Olej sl 58 Ll 5 (oo LS 3 2 oS5 5 (s s 51 159 3 (S (i (S
ﬁw@v\w&we&‘w\w%c:‘*&wﬁewwﬂﬁ@wxww'\ﬂ&5
. \ ’) , LS Lol LS glad 4 1, 0T 53 S LS|

S LVM el

hdal . thIh (PV:s on partitions or whole disks)
a3 \ /
\ \ /
N\ diskvg (V6)
/ | \
/ | \
usrlv rootlv varlv (LV:s)
I I I

ext2 reiserfs xfs (Tilesystems)
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ol Gy T bl 55 48 50 LT LVIM Szl il leiin b L LVML L IS 1

55

:(PV) Physical Volume

AL o (Raid Device ¢ M) 0T b awd (g5 b ¢Sws)la &K Y game a PV

: (VG) Vqur\eﬁroup

WPV 5 LV i ol 45 sazes VG w@mw\wmw,usw@& sl 5L VG
@& Ry .Agb ¢SS s

: (LV) Logical Volume

el LVW 6‘-‘“’&«% 23 b Gl sl

: (PE) Physical Extent

LE L1 sl o311 slyls (@Xtent) s 4S5 ke PE plias 593 M o313 51 S 55 s &G 4 PV
\

S SLIUY. LIBLV BL)

{ : (LE) Logical extent
el OLS VG s LV vw@ﬁa;wdhﬂ qg,;‘;ﬁu.asu!;;\j&du&@wﬁ

Logical Volumes (LV) I |

Equivalent of "Partitions"

Volume Groups (VG)I

Equivalent of "Hard Discs" J

Physical Volumes (PV) I """
Has no equivalent: Completely hidden
to the system behind the LV M @~ T—— @ T—r T—— T———7 Tl
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Sl stws Ly LU LS ol 5 8 .Cwla oi,L 05 S Initialize 2 plasil L ST (87 !
oL osls Ll 5 I LVM Gl ik e 1y T 55,8 o Ko 1y Ll 5y 00 25,0 L oo la fdisk
syl &Sy I3l 15 VG Ko 5 &K 55005 ) 3,8 o plowil PUCTEate ) s Lwy PV oL
b s

8 .

[ PV oL

# pvcreate /dev/sda5

% VG sl

# vgcreate my_volume_group /dev/sda5 .
55 0313 VG 4 LLaS” Conlel 53 el ¢SS :my_volume_group
0 VG &PV e v 5 4Lo
ol Jos 55 S 4:3";3 @‘\4:5 BLIVG 41, KsPV & ol i o 55 50 5
# vgextend my_volume_group /dev/sdb6
) N LV el
LS Jor g e 4 GY C b oLV S e 6
# lvcraete -L 10G rqxrvolume_group —name my_logical_volume
PE ¢ some b LS oslizulvgdisplay i st asls 5 53 15 VG ples o8 w5l LV & dal g S
5N

Sl lvereate [ gmus e A 1) 5 50 gl

# vgdisplay | grep “Total PE”

Total PE 3576

Ol ass Jola 1y Las ol (aLQS S LV caxle @l oyl 5525 VG ol 53 PE sie YOVE il s
oS o3l @l 5 s ) S w Ivereate

# lvcreate -l 3576 my_volume_group —name my_logical_volume

.ﬁ:;osu:...»\ga:)\.\.bé!ﬁ!&;ij1lq=g!)>4?§¢,§:
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S S p 1 0T ST S, Jsems 53500 6K Sy 4 0T Ll g o Ld 5 Sl 03LT LV 0 55T

# mkfs.ext3 /dev/my_volume_group/my_logical_volume

4 s (51T o s 55 dal s 0 45T S 3 el ealizd OT 515 4" MoOUNt 1 0T e
LS wlslfstab 4 1, 0T s s mount 585 2 & 50

R,

4

DLV ES drwed
LV Wlg oo dyls Hlast ys Jls slas Jas VG ,gg‘,@;\awvg 4 PVES 8 S50 5o

ST Jos Al S o S g 93w LV ann 5 Gl pdns an 5

#lvextend -L12G /dev/my_volume_group/my_logical_volume
s a3 GAY 4 LV e YU s

#lvextend -L+1G /dev/my_volume_group/my: logical_volume
A5 e sbolmy_logical_volume 4 < L&S K YL | s

sl 3l AL axsls Sl QTL:e\fd‘ﬂ g\uuk,b B e b Lt 3l ann 5 1 LV oT Sl g
I 03 S jasie O ST S G s ol 15,187 ol Al 5 o TESTZE2fS | 205 oSSy s
S S 1 b st T€SI2€2fS (gl 1 51 J5. 050

#e2fsck -f /dev/my_volume_group/my_logical_volume
#resize2fs /de%y:%lume_group/ my_logical_volume

%,
LVM oo 5 &b
OT b awa gl J3¢ 558 SLLLY b liwl oS o Jor Cole s oSe 2 LVM 05 57T ¢l
1S remove 1) 0T 55 5 sws ESKaS b uaw. S UMOUNE |,

#lvremove /dev/my_volume_group/my_logical_volume
ey 2 VG 0557 &S 4 Lo 5 O3l 1 oy
#tvgremove my_volume_group
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PV ooy &l S1 489

#pvremove /dev/sdb1l

0 0318 H3g0T LVM Clu ¢ 195 93 4 4oldl 0 ¢ oy 4S5 Ll pigfeS 38 g
B T D390 4 41l 13 § > 5 4 sluw Wiz _pileol 1 9 Skl D Sy TG 5
398 o0 Ol CentOS o )i ol 5o

60&0" g0 & LVM 6)'“‘ D‘)
ounu;,,,mw,u)uyw\mJJ\JGUMJLA&&itﬁo\jmgﬁ,bwuwu@\ﬁ
b1 o Sl (oS 52d b ¢SS ol atile BL 51 ral g o Lo Sl obile 3L OT 51 (gl

:ﬁﬁf@.Uw\;:;,b@ﬁyy,uh{iwfdisk—l B

[rootPlocalhost “1# fdisk -1

Disk sdevrssda: 18.7 GB, 187374182
; rsstrack, 1385
= cylinders of 16865 = 512

Device Boot Start End
| 38
39 430
431 688
689 1385 2 ¢
689 819 swap / Solaris

GB, 16186127368 bytes
255 heads, 63 se strack, 1958 cyl
Units = cylinders 16865 = 512 = 82252

Device Boot Start End
[root@localhost ~1# _

w2 S 20 sl L Il S5 5 el (s i)l L 5,1 FiSK ) s b s
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[root@localhost “1# fdisk

The number of cylinders for
There is nothing wrong with that,

sda

disk is set to 1385.

but th is larger than

and could in certain setups cause problems with:

1) software that runs at boot time (e.g., old versions of

Z) booting and partitioning software from other 0OSs
(e.g., DOS FDISK, 0S¢

Command (m for help): p

Disk rsdew

2935 heads, 63 sectorss/tirack,
cylinders of 16865 = 512

Units

Start

1

sdevssdalZ 39
sdevs/sda3 431
689

689

Command (m for help):

18737418248 bytes
1385 cylinders

8225288 bytes

End
38
430
688
1385
819 1852226

1824,

LILO)

ap ~ Solaris

50303 13821 1) sk sl bo 10 ol Jls 55l0 1305 6820 5k 1 e plel Lo 4y bl

.résﬂgsagyiu‘) Aﬁ&eALiLﬁ);ﬁrJﬁ ¢#§;)H V?Atf; < 4§'L§géjb J&gizQﬂ)J

Command (m for help): n

First cylinder (828-1385,

default 828): 821

Last cylinder or +size or +sizeM or +sizek (821-1385, default 1385): +2G

Command (m for help):

- oo

..,\Ju4::>'-l.w5d36CUQ%&ﬁJQM@ﬁjJﬁiJJJJ‘,ﬁw

Command (m for help): p

Disk rdevrssda:
255 heads, 63 secto

Device Boot Start
sdevrssdal = 1
39
431
689
sdewv at 689
sdevssdab 821

Command (m for help):

ILinux Cookie in Persian

1385

18.7 GB, 18737418248 bytes
track,
Units = cylinders of 16865

cylinder
= 8225288 bytes

End Blocks
38 385283+
438 3148748
688

1385

819

1864

¢/ Solaris
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I ol 6l oS b I LVM il 65 4 1) 0T b o il (o (S 5 i i)

V?S Lsno:ulw‘Ji})}Lw:

Command (m for help): t

Partition number (1-6): 6
Hex code (type L to list codes):

‘) ob}JJ ijjab‘}f odalive ‘) J)L.«JLALS‘JJ H\J‘}:’.‘j‘g&w)gwljfdﬂb %U}’.Wﬁ

‘ r.:S < ol

Empty ie Hidden W95 FAT1 88 01d Minix bf Solari
FAT12 24 NEC DOS 81 i s old Lin c1
XENIX root 39 Plan 9 82 inux swap / So c4
IX us Jec .ionMagic 83 Li ch
84 s riddes C: c? Sy
85 Linux L E N da Non-F
86 1] . db CPsM ~ CTOS ~
X a7 . 0 s de Dell Utility
¢ Znd part 88 inux plaint daf
bootable ONX4.x 3rd part Be U el
Boot Manag & OnTrack DM 93 e3
2 - OnTrack DM6 Aux 94 Amoeb e4
' ' " BSD

(LBA)

xt’ (LBA)
18 - EZ-Drive
11 Hidden FAT12 Golden Bow
12 Compag diagn S5c Priam Edi
14 Hidden FATI16 ; SpeedStor a9 NetBSD
16 Hidden FATI16 3 GNU HURD or ab Darwin
17 Hidden HPFS/NTF Novell Netwar b? BSDI fs
18 AST SmartSleep 6! 11 Netware b8 BSDI swap
1b Hidden W95 FAT3 Secure Mult bb
1c Hidden W35 FAT3 75 b be
Hex code (type L to S ( )i

S oy 8 LVM 6 55550 250k ¢ 580 4y 8 05 875,05
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Hex code ype L to list codes): Be

(i
Changed system type of partition 6 to 8e (Linux LUM)

Command (m for help): p

Disk ~d sda: 18.7 GB, 18737418248 bytes
255 heads, 63 sectorsstrack, 1385 cylinders
Units = cylinders of 16865 = 512 = 8225288 bytes

Device Boot Start End ks
| 38 385283+
39 4130 3148748
431 688 2872385
689 1385 495¢ . - % il
689 819 14 i 2 swap ~ Solaris
821 1864 1959938 8e LIHUL LUM

Command (m for help):

0 paeie Ol e ply Ao &5 shilen Ll 087 (o eslital Wty 575101 105 Jleel g o

. . = . . & - PN .
5 s 2y Ol g 53 ) 355 55 et 5L e U058 ) s L 457 b

g Slde Eeb Cunl (S

Command (m for help): w
The partition table has been altered!

Calling ioctl() to re-read partition table.

WARNING: Re-reading the partition table failed with error 16: Device or resource
busy.

The kernel still uses the old table.

The new table will be used at the next reboot.

Syncing di

[Pnnfﬂluca]hnvf ~ 14

Jj&yﬁ\ﬁjfi 5,541 |y partpeobe | s Casy &S5 OWSe 48 ol e gl 1

d)b}bw;UJ}«pu‘MMvﬁk‘?u;‘}obw‘d}|))~.~})‘b).w)j)ww W b

S r ooll p g3 g 5355 3 ptee R

HH= H= = S
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S lus type L LVM 4 bl ol oS gl o anlo i)l die oS shailan
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Command

Linu
Linu
Linu

Linux LVM
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Y s S PV S T Ll 5 wolsl gl ol 4l VM 5 b 250k 50 Ld L OYI G

3,0 513 a1 la syla () e i bl Sl ST

»—JEVU-5hF6— a3IN-2aTT3c

ume of "1.87 GB"

____
_' .

oo oo
[l

cL-h3LS-YWZo

Vgé&lb‘}&@M?VG ajjfo.i‘QJ&JJ‘}GJ;&)J‘)QM@)JLSLGPVJs.il.in-

IUnuxCooMeinPerﬂan 4%>;‘ﬁﬁ|ﬁﬁ>:huﬁ4
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3ri,r3§:‘ o 59 VG Db iz I

1ium found

S At b s Bl L )5Sl K 4 b S Sl LV 6K VG 1wl als e ol 51 e
Sl e (6555 5l

S o e LV g 2T ol L L

=S 2l LVG et :testlvm

=S p e 5LV b 5T i Li-n datalvm
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Cestlvmm —-n

£ : ( found
al Vo o

datalwvm

a1ho

7i2d-d2M5-yWlm-h

Y

~|# lvdl

1vm/data

Lg‘j’V‘.?‘{C""J}B‘.)QTJ°"J§u">‘:"WJﬂbQT&‘j%Lﬁw‘fb)}*bﬁ‘bugé‘Lg

(2 st o ) o5 S !
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[;;_[ rou E:j:-

gﬁﬁ“ugéu\gﬁymg\,PVggﬁ!?@jauﬁW;,u&gu@;Ju
e 25 e G 1 eoMas S5 e LS (s 4 NS S @)l I ss b s b

=
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|rootdlocalhost DATA|# Tfdisk /dev/sdb

The number of cylinders for this disk is set to 1958.
There is nothing wrong with that, but this is larger than 1024,
and could in certain setups cause problems with:
1) software that runs at boot time (e.g., old versions of LILO)
2) booting and partitioning software from other 0Ss

(e.g., DOS FDISK, 0S/2 FDISK)

Command (m for help): n
Command action
- extended
P primary partition (1-4)
p.
Partition number (1-4): 2
First cylinder (245-1958, default 245):
Using default value 245
Last cylinder or +size or +sizeM or +sizeK (245-1958, default 1958): +5
G
Command (m for help): t
Partition number (1-4): 8e
Value out of range.
Partition number (1-4): 2
Hex code (type L to list codes): 8e
Changed system type of partition 2 to 8e (Linux LVM)

Command (m for help): p
Disk /dev/sdb: 16.1 GB, 16106127360 bytes
255 heads, 63 sectors/track, 1958 cylinders
Units = cylinders of 16065 * 512 = 8225280 bytes

Device Boot Start End Blocks System
/dev/sdbl 1 244 1959898+ Linux LVM
/dev/sdb2 245 853 4891792+ Linux LVM

Command (m for help): w
The partition table has been altered!

Calling ioctl() to re-read partition table.

T e 1) s Sl 0 dgdr B oS (0 ) smn ) Jale 0 Dot Jlasl 615 o

|rootlélocalhost DATA|# partprobe /dev/sdb
[root@localhost DATA]# partprobe /dev/sdb2
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25l PV S o as-lu i ,L lpvereate [ ges L b Y-

[root@localhost D“Ti]# F”“rﬁa#e /dev/sdb?2
Physical volume

fdev/sdb’Z

ended

um found

Ie
Ire
0
1
1

Total FE
Alloc PE
Free PE
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(S o Joe 25 Fo P VG SIPV K 05 S e sl
Al# vgreduce testlvm /dev/sdb’Z
1iled: No medium found
02" from volume group "testlwvm"
Al
[root@localhost DATA]# wvgdisplay
/dev/hdc: open failed: No medium found
Volume group ——-
VG Name

(D

[

Lk

4
r

o re
0
1
1

b C

Total PE
Alloc PE / 3
Free PE / Size 38 / 752.00 MB
VG UUID ysD7D2-1gaK-T51R-]

R N BT N S
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o ol B 03,5 BLAIVG 4 PV 6 cal o bo 5 Sl oS 52556 &5 o ST 55 s

ODtWlocalhost DATA|# vgeXtend testlvm /dev/sdbZ
v/hdc: open failed m found
Volume group "testlvm" successfully extended

[root@localhost DATA]# _ :

/dev/hdc: open failed: No medium found
— Volume group

VG Name

System ID

Format

oL

sSequence NO

B B
D ¢

== O

b

Max PV

Cur PV

Act PV
Size
Size

Total PE

Alloc PE /

Free PE /

Py
1o

-,
et
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:ﬁaété\LVr»qdiufSﬁ\}ﬁ-@b

oo 8 sl bl s s il 311, 0T ,\s!):@g,.a),\frf\) > Ll 5 @V.alvresize By
3T 313 oo plowil 15 S rem sy o 18 A #5G 1k, KT B wlv i b o ol s
Joe ool a0y loxisl 3 il 03 8 3bu DS o8 el LV s 087 o550 bowtsl s S
oo OT e o0 0315 OLis Lo L BUSY ol bl g0 odms 55 ol (Sies 5 o plowil i o L TESIZE
150 o 9345 L3l oo (mennl 5 DL @ s e 0 o 55 5500 (5555 15 4 el
05 TSIz 1) 0T day 503, SUMOUNT | 355 50 (65555 5l Il L
[rootitlocalnost DATA|¥ Lvresize -L 4G /dev/mapper/testivm-datalvm
/dev/hdc: open failed: No medim found
Extending logical volume datalvm to §.00 GB

Logical volume datalvm successfully resized
rootélocalhost DATA]Y |
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M:wuubuww‘f\M@df)jbwéjfabtbu\breﬂzeJ.‘..ol.a

: = 3 ( i U s Mounted on

0
0
stlvm-datalvm

69M
[root@localhost DATAl# W

.w@@)JJﬂTjdf)&{QTJ?Jﬁ‘as;b@‘w&\é&ﬁb)ylv53)3&.:5&0_?’-
S ailagly OT & (b 4 Ll b cas (i DL |y o i (Jg AST (g0 ok o go b o2
:réf@obu;ﬂ‘#.})féuéOMOJW‘&@&‘ﬂﬂ)’)}LﬂJ}H.ﬂ Sl 03 S % L

s e Ol b w Iy resize ds s 4§ ol i-p

Mbuarbu‘ ‘) &w‘;ﬁ-}))gforce Q)y‘bﬁ@.;w“f

esize of /dev/mapper/te

//mapper/testlm-datalvm 15 now 2097
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-\:So-&uwbr»ﬂ.gﬁif‘j@df 'ah)}‘@aa.\u\?uQJ;JJ‘)l{

on

[root@localhost DATA]#
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W o wuad yloy 40 LVM Partition sl
Sl oly e ol 53 ¢ 3ls el B GlS Dyse 4 1) LMy e 5 1T ol (S 23w 5o

.S” Ul |y Create Custom Layout a5 5,5 s o o 45 CentOS 6 s o‘:, S

. N\

Witich type af iretallation would you like? p

use All Space
Remowes all partkions on the selecied desiceisl. This Includes partiions crested by other operasting

P aystnme

Thpt This opekan will ramowe dacs Troen the salected devicaish, Make sure you have bacaips.

Replace Existing Linux System(s)

Remowes only Linux partiions (created from a previous Linue Installaibfon). This does nok remmove other
- martibors you may havn on your slorsge davice|el [such ax VAT or BRT32),

Tipi This optian wik remove dats from the selected desices). Make sure pou hawe Lackups.

Shrink Current System
Eall  shrinas existing partitions by create free space for the dersult layout

Use Free Space
H Retalrs your owrrent data and partiions and uses only the unpartiioreed space on the selected device
{a) axnumir w3 you have encugh froe space availabie

- Create Custom Layout
A “onusly crestn your own ceiom lymut on b selnched cavicels) asieg cur pRrsan g tosl

4 gack i Hext

)

s oLzl LVM PhysicalVolume ous 3L s o 51 5 ol |y Create 5 IS o oy 51 s
Group .g\!LV&Physical Volume ¢ s le oeide. S eSS | Create
4 5 ils |y G S S sl ) e Logical Volume c.lg ;5 53!, WVolume

Agd amount b et b 6,68 4ls
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Dewice

= Hard Drives
= da

VMware Ly« S <ublS 50 51 o
ozl LVM Physical Volume i, !

yJL.w ‘))Q‘Lg‘jrfdwu‘g

Dirlve (devisda (51200 MB) (Modal: VHwara, Viware Virtual 5}

Frem

S11%% MR

Craate Storage

Size Mo
(MB} Rl Create Partition
) Stardard Partition
| Create Software RAID Infarmation
1 HAID Fartban
Crate LVM Irfanmation
% VM Fhysical Volime ~saljsm
| Cancel Create

Ll ‘VM LU boot s

Rosef

4 gack
R

W hext

S } T o3Il Al 5 on 5 S b Gollae e
$ 45 |, -,L&. 45000 il el o

R RPCOUR: g S S

Device

= Hard Drives
- tda

Dirlve jdevisda (1200 MB] {Model: VMware, VMware Virtual 5}

|hll
M

Mount Podrt:

File System Type: | physical wolume (LM} ——

g

|____Free IR

ILinux Cookie in Persian

Size (MB): 45000

% ¥

Acditicnal Size Optians
@ Fised size
0 Fill all space up to (ME]
2 Fll te maximum allawable size
[ Force to be a pimary partition
[ Encrypt
Cancel

Resel

4 pack ) Hext
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6 5 4t bl LS 45 e 4 LVM Physical Volume & s aalys 5 JSK8 L Gilas
LVM Physical 5, » Group Volume e, il e 8 55 ile oalizaldly 55 <y lKS

.05 sk Volume
I ]

Drlve (davisda (51200 MB) (Model: ViMwara, Viwarae Virtual 5}

et wiudnl Fram

AS000 MR G1EE M \\
[oice Size  Mouri Pointf Type e

(ME}  FaiDholume

= Hard Drives ; r
= £da

| =dal L physical walumie (L] v |
Frisa 6199 —i—

Create Edit Deigte Resel

4 gack i Hext
[/ @

ﬁwowbd“&bd&wagq te s, » LVM Group Volume ¢ sl sl

( : S Ol 1, LVM Group Volume e 5555 5L 555

Dirlve jdevisda [S1200 MB] {Model: VMware, VMware Virtual 5}

rdawsdal Frem
G000 KA G1RE M

o Size Mol

Device

e (MB} Rl Create Partition

= Hard Drives ) Standard Partition
¢ \ = cda )
1

=l 25000 Create Software RAID Infarmiation .

Fsa B1aG 1 AAID Fartitian

\ : Create LvM rfanmation

= VM Volurne Group =l

) VM Fhriysical Valume

Carcel Croate
Delote Raget
4 pack ) Hext
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LVM k> 51 .S Ol |, LVM Group Volume ob 25 JSK8 odd 5L ooy )3 e
ST Ol Group Volume s &y i ol 1) T Wls o Auil aalsPhysical Volume

.L5L aals |, Physical Volume ., a> &l o Group Volume s ws wif o shailes

Drlve iwia i].'.bﬂﬂ MB !Mmﬂil! 'I.I'MIMI'II Whdwa re Wirtwal Si \

Wolume Group Mame sl (vg_centossm P
Dewice |Ehysical Extent: 4 &
w Hard Drives *‘- sl; 00N O P
w &da
I = Phiysical Volumes o Use: '
Fres
Used Space: CLO0 ME (| 0L %)
Free Space: 458800 ME [100.0 %)
Total Space: 2459600 ME

Leglcal velumes

Logic Wolume Name Mount Paint | Size [MEB)

- A
Edit
Dealete
Raset
Cancel OK
4 gack i Hext

O\\

OK (3, ¢SUS™ 51 2w 5 0T sPhysical Volume _il s Group Volume ol e 3l g
Ui oS s Logical Volume - s 5 S oSS YL S IADD (o) Lils o0 YL S S
LS Juaze CENLOS. Colas 3 350 40 i Slb (6555 5l 4 15 LT 5 S slowl Ll 1y s ,L
Colg s g s G&p%ume o~ 3 1 Physical Volume sl o cuss Jb= 2 4
Logical &x“ 5 S OK YL s 5l ilg oo o) S sbwl | aLogical Volume
o514 Logical Volume ¢ sl K8 Add (g5, KIS s 25 S8 . 5LuVolume
Ol e?<t4 BB o LTOOL (5,558 510 b/ (5558 51> 69, 6 1y L&KL 10 L LKL 10000

.Mbda
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Driva fdevisda (51200 ME] (Modal: VMwara, VMware Virtual 5]
Make VM Volume Group

Volume Group Mame: |v-3_cent<lssnu |

Dewice  Ehysical Extent: 4. b ]

= Hard Dirives sdal 45000.00 M3

TR o v R T S
e s = I

—p—— | MOV
Fres
e (Fil2 System Type: extd b
Used Space:
Fres Space: | Logical Volume Name: |Lug‘u‘nll2|l:l i
Tokal Space:
Loglcal Violu| 522 (MB): [10000 |
Logical volu] ) ENCYRE [Max size ks 44936 ME) {
Cancel oK add
Edit L
[palete
Roget
Cancel QK
4 gack W hext

4 Q \
Logical Volume << Add w,ﬁ&K,og;m,'!u;ﬁwaﬁgiom;miiﬁ;p,;g
BE) bOOt/ LGJijf.‘J L.X:Skscc.x.au...o U‘ﬁl;- & 45)}2.:“4.& ms‘so.bbaﬂ C,ﬁi‘.:L:? 10 a)‘ab‘tb

s | bl Cd

Dirlva jdevisda (51300 MB] {Model: VMwara, Viware Virtual 5)
Make VM Volume Group

Velume Group Marmse: |[va_centassr |

Dewice Ehysical Extent: 4. g ]

w Hard Drives sdal 45000.00 M3

Physical Yolu e
T int Paint: | v I

Mea
Frea
File System Type: d
X Used Space- ' iham |
Fre= Space: | Lpgical Volume Name: ©0
. Total Space: fmp
{ Loglcal Woluy 522 (MB): fuss
@
@ Logicad volug — EMEYEE rebr
Logveldn Assfacal arid
\ 4 D ————T [ Edit
’ Delets
Roset
Cancel QK
4 pack ) Hext
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S @SS OK (55 .05 0 Ol 1y o sl LOgical Volume 55 5,5 K

Drlve iﬂia il.'.bﬂﬂ MB !Mﬂdll! 'I.I'MIM“I Whdwa re Wirtwal Si

wolume Group Mame:

wg_cEnbassny |
Dewice |Ehysical Extent: 4 &

]

= Hard Drives

sdil  45000.00 MB l \\
= £da
mpﬂ}ﬁﬁ| Solumes o Lse:

Fres
Used Space: 20000000 MB  [44.4 %)
Free Space: 2954800 MB [958 %)
Total Space: 2459600 ME

Leglcal velumes

Logic Wolume Name Mount Paint | Size [MEB)

Lol oo 10000 | Aod |
Logvelan ! 10000 Edit
Dealete
Roset
cancel aK
4 gack i Hext

%geﬁ}f&eate S3) S Ko ey o

LT dal = W Group Volume 51@J@?\ S>3 .S Okl 1HLVM Logical Volume
Logical Volume eitb.x,s SUSTCreate s, ol 5o 5 ol 1y 5 5550 055 L &S
L;,,é@f;\ws‘g\om).rgf;@!tmp/ &b&ﬁ:é)}fﬁbé})ﬁJW\é‘ﬁﬁs

\ - (Gl Yo ey Sl (s Al = 5LCreate
L\
N A
4

< 5 0T 51 3 544 5L Create Storage
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o LuM ol

= wi_centossry
Logvolal
Lagval Ol

= Hard Drives
- sda
=dal 45000 wg_centossny physic
Free 6193

LVM Violusie Graup vg_cantossry (44996 ME]
g _tantous ne-Logidvg_taninisne Frue
10000 KB 10000 MA

Z4EPE M

Size  Mounk Paint

CEUice [MB]  RAdDValume
ume Groups

4995

10000 fhema

L0000 ¢

extd
exlq

Create Partitiofi ———————
) Standard Partition
Create Softwane ReD Infoemartion

3 RAID Partition

Create LV !

= | Ly Logical Walume Eg_-:tntﬂssn'

Infeermatian

=

) vt Phiysical Volume

Cancel Create

boset

4 gack

N\

) ]

W hext

Jskiles .05 S sl VE_CENtOSSTV o,,?c.aaLogNIVol Me 4w &S Ws sl 5 S s

6 ol 3 el ok s Jl sl o ULS 6

*‘.f‘.;45 MJ}@&JJJ‘A%LSOM

=S MOUNt 0T (555 21y POO/ (35S 15 b 08 o oslial ey I Lz K

\

LVM Violumne Group vg_cantossry (44996 ME]

ut;l_:-llllnu|mL:-q’-1u:_:l||lnl.1m u:_:nulnn.mlhl-r |
1LOnDD MR [{elujeay Llil TOOD MO 1 T#3G Hi
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! e QUErY M;\ﬁj,,wu;or\_:;fvuow\dhcpd 2SN 0351 i ) il
#irpm -qa | grep dhcp
DS (oo eslizul yum ‘dhcp(;,«a.;@g@;,‘_;uw,uo;ﬁ;@@,yﬁ
#yum -y install dhcp
53 LI o b ol 0t o e (695 2ANCPA =S LT o7 (57 Joolo Oliabl il ¢ i 31 ey
DS o QUETY (e 3l 5
#irpm -ga | grep-dhcp
Imf@é.i:ﬁ»&i«u‘}u:@\uT).awjﬂ&i\Lng;’BShihwjh&l.&ﬁ))p:bw
#rpm -ql dhcp
:r..vJﬁT‘_gawbgwjﬂd‘@gi.?)}ajbbr}y&‘&W\rﬁJﬁﬂbaH{j
#rpm . -qi. dhcp
sl Wb ol run level s oS o eseis chkeonfig ) sus b

# chkconfig --level 35 dhcpd on
# chkconfig --list dhcpd

:m;fuareset Ly s gl 5
#iservice dhcpd restart

ILinux Cookie in Persian A5 ol plus oM}i



http://www.softgozar.com/

180
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Gl il aslsl 55 oS 50 405 [etc/dhep/dhepd.conf o ;s L6 . S p las |
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T
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e 4 ANCP oy s o 45 ol pl o OT o 3515 ol KBS 5035 JI (03 iy ) s
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S s Mol 658l wdpo Tl & Sl 4 5 515 55 e js dhep gin S 65as LG
3 oS

# cp/usr/share/doc/dhcp-4.1.1/dhcpd.conf.sample /etc/dhcp/dhcpd.conf

“
%upuskgwgﬁy&uowerwriteg&u\iTMgwruﬁJﬂbwc&ny

5SS by oT}ou Kals b ol s 3505 (oS3l A oS o 3G 15 LS pl YOS walS
b 3o &8 Sl s S gla Option 5 Lol sls Sidw 51 LB ol 08 (o0 5L s 50 slay sl
wles @ F 15} Ol Loption 5,8 o« 5135 G) 09 emw e OPLiON L 5 i

sk o p o S S S b D g
S Jyl a8 o J xS 1 DHCP JSG 5 50 5 550 5, Shee a5 ol (6305 SUGI ol (g S 0L
A s L3 S 500 6,80 |y oS sleul =53 dhepd wis’ e J 5”5 Deny 5 Allow
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)\Jé:)lidj.é:)y‘_gw\jﬁ-):qﬁgogﬁéwwdpsqdenyl.la”OW)}:..».aL:Q)L.&

DA Hle cog‘..a L;H\.:lfs\.‘..lfm.:yi@jl.&jwﬁf
unknown_clients .1

bootp 2

booting .3
\

> N\

Ca 5 5 Azt LET G g gl ST oM 51 S sl g 53 :u\knowrkclients
sE 02 st Bl Usd 25 IS Gl A sk 4 sk 25 (L JBBIE e ol e
3350 o DHEP gl LB 51 5 1 &) ot

S 5L Jes 1y T e boOtp LD 1 aST Sl sy (sdu 56 Ll 5 5, tbOOTP
S MNS plad am 53 i g Gy Sy 55w o) Lng S 3l bootp sl o 4 e ook«
Al M\;&.«\Q& 59 0 &S baw s DHCP sbootp

aS U S e s 4 53 ptae o5l ho{t ",_ms); deny booting = ,Ls :booting
S el Gl B e S ey ) e e IS S el 53 Al s e
.C—ws allow booting CJ)‘._‘A_.: =Ll 954 osls Olp > b glad gy
S Als s s gl Sl Sy %‘—‘“ﬂb‘i Al ools s YL 534S Dyls a1 ol

033 8 LT 5l Sl j3 a8 wiS e Sl SO Slles

# vi /etc/dhcpydhc?&conf
5l a8 Lg\&,:ﬂ\\;‘opjf AL s S i Sy bl e 0l sz « dhepd.conf L6 51 eslial U
:m.wu.ec:qu\)JiléO.i\Lgl.@:.wé)'!d@ub\):.:}qjvﬁ\}baﬁf@mjﬁww
ddns-update-style interim;
ignore client-update;
LU IP S 2w klegs sdhep 4 s ol ol dNS eSalils lea L AANS Co e s -y
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Joo ol ped Lo 4 S 5,8 o )5 eslinal 3550 VL 05,5 gl dhep ys 4§ ol :interim o
.;,:u.aw\.m\wa,"r.a‘ywj.m@bdhcpfailower

oo 13 eslimul 3550 e d8 slayg,m dhCp Js 5 ol wdd s oK aw S ol adhoc e

Ry
.ﬂ@dwj?‘)ddnS;ka)Lf&‘an‘ .
>
)

;( authoritative;
égt'. u% )‘ Cy U"‘ )J J}.w LSA oé\.a...w‘ dth Rouge u}&»:» )‘ Lg,fjb LQ'J" M; U”‘)‘

S, s gl 33 8 0T uwwww\,,ow&l\;)b;gﬁ&bywdhcp
3 SR 6 Ks ssm 3) ool s 3l e 4 oS il b S 4 e 4 Al OO £ 5
L I N T e d\\eu" L pen s> w5 ol
LS S48 wles S jasie s nl 3. a8 a3 Jlis authoritative  192.168.10.1;
Sy 1y sl a5 e S IR CM‘)‘ﬁgﬁT ol 3 b K0P ol 5 3l Azl 5

' ‘ 'r:'.‘fbi‘ﬁ‘j".'&l’u’ii"liﬁr"’f"

\ default-lease-time 84600;
‘)é)l?-‘db)u-hw%;‘(upﬁwdu))-\.Sdoupwbé.u\; u,ul.w‘ IP GJB-'QLA)

"j.‘.;d‘jb)\f“)'{ii‘.’.°)‘>"GL‘)Q“ML5‘J’UPJ3J*_:’.)}J’A"ﬂ‘)u\")d‘w"’t‘g"ub"":"‘

\ max-lease-time 604800;
Ol icode gl L8 o Ol )87 awl g 53 Olej Sode 3 8 ka5 53 0ab 1y IPojlart Ol ke o 2t
-.)j j‘o A Ol ": 4 “;U a
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get_lease_hostnames flag false;
deas e oylol 48T 5T a6l o e sSae (s Sodhepd it true o, flag [ S

"’L‘i‘jg U"-’-‘ -L.f‘_s_ﬂ JLMJ)\ %%MJOJM C;._e\i‘).b DNS )‘ b OL_’J.:A rU)cJ‘J .A._:a:u_n (bu‘

Oy se 4o flag w\.;,_;af,ﬁéu&_;LS”HJ_M;_QQV_?QJ_;,YL{Q_;\{A_;\):@

S Ssy—e DNS 5o e asc il false T
3 N\
N
(Options) & i1
Joo Slabs a8 b 108y LS 4 1P, o5 dhep S\m el Olehs b T
L35 ¢35 OPLIONS «alS L il ez L33 oo O grames 2T 52 ST bl ... 5 dNs,gW, NP
. e s
option ‘domain-name tohid.com;
,..csd, Uasda |y s domain pb Lyl

N\
option domain-name-server 4.2.2.4;
‘ ‘ .xguﬂrﬁ.ﬁ‘ju@&;&ﬁ‘)dnsw}ﬂ’
option router 10.6.4.1;
AST oo Dol 5 jateda ) default gateway .7

N\

N option time-offset +12000;
ST e el Lo location gl esgdows 2T !

option nntp-server 192.168.1.100;
M@Lg)b‘))jﬂﬁbﬂ&&):&))fﬁ\aﬁ\M@rﬁﬁ!\))jﬂﬁ\:wjﬂ

option subnet-mask 255.255.255.0
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option broadcast-address 10.10.10.255
S o el LS s [y oS S el o sT

Option Lgvels
G5 A 5 03 8 ) sy AT mhae sy dips Jlesl Wil e e S Joee b3 i aT

u\.&\a < U’lei ") YL» )‘ a ‘f:aiT dLm.G‘t,:S‘JS | OFT C“‘.’Jjﬁ‘
N

host e

N D group e
subnet e

shared-network e

N \ global e

ST LG 0T w5 5055 55 6l 1y S5 s S 1 dhip 55 Option at Host level
25h oo dlasl ol SN S 4 STl 2T ehOst TP 555 e oS e 3 ae hOSE
olv oy Mac 4 4 gl IP‘%R Gaia @ils o T Sl sl ol s Sl
S el sla Policy g 5T Gl asd osls 0T 4 Slasin 4= L 5 (Reservation IP)s &
o WS 4 Sl pols gl gudS Ol e 4 s4ls 3 oSt Cjle 3 &S 5 51 wyaT sl
okd et CHISIP 3T 50050 pb el )3 55 oo o3linl AT oo 5L 5 (s S Sledb|
Ll U:u.u);T aAQmJ&S 4 Cl::o-l ool 2l 5 sd s esls L] LSL‘”J"JQT lacudMS 4 .ol
ol 8 35 STl » dhepd s jasie CaudS (ol hOSt ke )3 487 SLSbI 1 8 4
oy a5 L;.,\.qjiﬁ bbb pgee Cad ) Sjiile- D9 uﬂ))T} DNS ,; LSLAJU)JT cdls

s ke
host myserver {
hardware Ethernet XXXXXXXXXXXXX;
fixed-address 192.168.6.200;
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option router 192.168.6.1;
}

el sl BB o asie 5 5alS w37 5 g5 o) :OpPtion at group Level
LS5 host &iljle 51 glas sazme 3103 8 sl bl o aasls hOSE Sljle Loy § oK g S
aad gl oS 55 esleul Use_host_decl_name i L i host Ciljle 53 Olg, (ol ol

Do g o dles! LOL S

\
‘( R

group {
option [use—-host-decl-names true;] \ DI
host PC1 {
N\
4
}
host PC2 { \§:‘

C\)
} \

} | \
X

sl o Jlasl LB Lol IP g, & ol 4T 51 65 ) Option at Subnet level

C))L:.G DL dUJJT ji.“ di.i_g uﬂ)Jng.L Ja.wj.? Mbda 45‘)‘ m_gjw QTQ. dthd 66‘&«3
Ly Ldien U Lls 13 aKd ol 55 ST LSS & ks dhepd s ys e esissubnet
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<l b subnet &jle 53 e ul)l 5 baay § A8 o S50 g e (dilodd asie hOSt Sifjle
L Sl (gl oadows 93 slyls 5 Jbs 4o Subnet o le 345 oo Jles! OT leuMS 5 8 55
1ol b e 5T (slas ¢ 0l oo das oo OLE cpl il Ly sla 3T (6l Ijme 05 5

LLalsrange Ohle L

I
subnet 192.168.6.0 netmask 255.255.255.0 { \‘
range 192.168.6.1 192.168.6.200;
} o )
subnet 192.168.7.0 netmask 255.255.255.0 {
range dynamic-bootp 192.168.7.1 192.168.7.200;

} N N\
subnet 192.168.9.0 netmask 255.255.255.0 {
range 192.168.91 192.168.9.19;
range 192.168.9.31 192. 168.9. 2(
option domain-name-server.4.2.2.4;
option router 192.168. 9&50 \

}

¢ L4 03,41 SUDNEL & 5 )5 6)51& el .fg;\.x? L3020 ¢IP jlL =T Cwd s
uL,a\N;\,sw%l{uguﬁéu&gT.sﬁ@dwagu“;ﬁuguou@u&u

\ ™ Lsd Jesl OT 4 b 5,5 55 07
el g5 53 L;\su{net 53 DHCP oM™ a5 sl o 0l &ole ¢ s range el $1:asS
Sl S db o olamst sy 5m o ysT SIS 0T 4 il s s go 5T 4SS5 6 cdyles o sT

Ssd gas b b g a3 sl Aab edis Ol range
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3 b o Jlsl IP g5 w4 2T ) (Option at Shared-network level
T o U158 (o s SO LIS (o IP S )8 555 2 015 (2 IP s sl 0 oS 52

ol it Sl VIAN b gt g &S5 3 IP s Cad ol sl Sl o g 3 S 518 5 T

shared-network tohid { N\ r
option ;(

subnet 192.168.5.0 netmask 255.255.255.0 {

a >
W\

}
subnet 192.168.6.0 netmask. 25.255.255.0 {

L\
)

) N

93555 s JL.;\ihcp 65 o35 oles 4 52T oyl o s :0ption at Global level
2 OPtioN Ol 5 o bl 3505 jloj s Olen 3 L b {} /3L 5V ST 0 S ola Option S
< routers usb option ¢ ws” 5 5 .astglobal bl &y geas S5 S (a5 5
(azw/ 3 >Y;TJ>1>)L;»¢,MVA3‘_;JM\,W S op s (e Ol |,default getway
& Option T xSl Joes OPLION L o Jsl oy g opl 53 el o plia o2 L O ki Ll il

23515 6 gl s OPLION & Lo (6 5V Sy AL (0 (Joes 0 53 &S
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Dhcp g gw s 4 &g g

L i o 3035 Jool Olabl Dl i ()3 S 1 il Il Dlalas 5 Loy yle5 OLL Sl s
Conﬂg &b&@db}@%)wbd‘ﬁj@o*dhcpd )juﬂb‘)‘)‘sui‘&‘ﬁr.r;d)‘)bﬂ‘
d}W)jJé4.3)}3.«4.50.l‘.J‘JM‘jﬁ-OW‘)OTM‘{M‘JJﬁ)ﬁwsg)j@).’}c:;%-vﬁb

1. No Configured to listen on any interfaces ( X
2. No Subnet declaration for ethxx t

=N )

S D)5 a5 ol ol iy ol xe (NO Configured to listen on any interfaces
bl OT sl 55 bbedit L.as : 8 Dora L;Lg&;’\uﬁ\ 03 SO adie s, S 1) &
\

#vi /[etc/sysconfig/dhcpd
DHCPDARGS=ethxxx 4

L8 sue 10,jﬂ¢wt¢,§w.¢,~6@ Mléojv\{b&,.ﬁaajlfcb'ca)l?c ol Sl s
A8 LI P Lls gnnS. oo patniin bnt) &7 (o) 4K S8 0T (J il axsls S5
M@yglpﬁé\&.&a}\f&w&ﬁﬂpsj.&@walndlnngfw\m”Jﬁj);

.@1554&,awﬁ@\4§r_&5u@m)

{’Tsdﬁ y2ein b(’)y

™

=) ¢SS 68y { S o, w S o el ol :No Subnet Declaration for ethxx
o3hs L YKL 05 ST o b 5l dw (sl ois (w5 0T (gl sl subnet jga Lol syls 515 e )sT

jou\.»"}ﬁ- b w)ﬂconfig Jib &Ll‘ﬁojj&)jhb U’-’~‘ V?'S@‘j,.‘ bdhcpd D a)L:}J ol

s SEAME ) s 3l oslinul 4 3L s 10 .uS™ o StArt 1) g 5 ¢S 1y 0T Cmno

g o gmmes INIT 48 sas 15 503 S 418 Standalone & 50 o dhepd a5 o 145
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oo yliSty s IP 4T
o 33 S A4S o 610K dhepd.leases L6 s 1, ods S8y sl e,sT LT dhep
IS Slors ewg e LEL Il 34y bbb ol BT syl 415 /var/lib/dhcpd/dhepd.leases
S b oK s e Skl 5 s L dsl Gl e S oK s Al (g
ST @ g ey 4l 3l g @é@‘dhc}d.lease
Sl s 4 bl 5 b o ok 5 0l oslizal dNCP Lo 55 Ladd Iease\&\; Sl J‘?s 4 Y
sl 3 sdn S syse Iy dhepd.conf LBl Lis )8 s 0w 08
Dyl aeg pyla CU }Jilé m)VE\I’/“b/dthd U

dhcpd.leases
dhcpd.leases™
\ dhcpd.leases.rpmsave

dﬁﬁgwf‘ Ji= 5,05 i s dhcpd.leases  L6ys LIS 4 os 51081y gla wyoT LT
Iy ods ,1i81s sla IP LT Wi s dhcp c}.:w Sdzme UP 53 5335 oo 5l sl opl 5 S Crash
o) ST (oo pliie ety DL &5 5o g 35 1)l 0 5T OT ol O 255l Sl
B o s JSKie Ss Sy s 536 S se 3 dhepd.leases™ Lk s a8 S eSS b

AL iy mwd 3 g eslnd 4 Ll Lol b

\ ™
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DHCP Relay Agentp ggo

] tw

. o retay agent | é@ N\
B - &0

TN

dhep i, 1) 358 o Jyl dhep o sle S 50500 &u‘@\jsﬁ relay agent
LS e S ols adeine 45T s (gl
dades j e 355 i1y Broadcast (ol e aS i) IKCP Relay Agent jleslal JJs
Broadcast g Dora sl oﬁjmdthora J=1,» 4L IP ua}? Gl b oS,
DHCP Relay Agent eﬁ;",'\\_‘J§_:.aQ‘J{;\ﬁu*%‘mdg.s,;f;\\,tpThjjjw\
S 0l
5 sées Jloyl Broadcast & 50 4 J&u& Izl (S Jos w5 5 pu DHCP Relay Agent
Ceil g5 33 55 o DHCP, punicasf\,),_@.sy’.w, 03,5 637 o 1y S IP Lol
) il 28 @l 53 LK JLyl Client stﬁbcmafqﬁw.w@c}mbﬁ;,y
N .J;s.@ |
:r:;fsglf\,dhcrelay bB s asdy 55 e 4 o S Ll edit o,

# vi /etc/sy\onfig/dhcrelay
il 5l a5 B ol slead o g
INTERFACE:"eth1"
ST sl 55 |, Broadeast oSGl 5 as SISl oS oo et bl o

DHCPSERVER:"192.168.7.1"
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dl>.J}.«:fu66dl}ém};wOﬂ‘c.h}jéJ‘Jmﬁd'\.:.V.:lfdaD)‘jbdhcp)jﬂw).ﬁ.‘iba‘)éj
sl s 5 da ol IP 4> & 1, S Relay Agent S atie 5 e surOULE Sl &S WL

S Sy 1 o9

#route add -net 10.0.0.0 netmask 255.0.0.0 gw 192.168.1.254.

# service dhcrelay start \

\NO

= >
Sk ,h Sy 55,5 % 1y IP cwl = 5 Broadcast eSS w3 S (gaiaroute L ool o

0P S TOUTR 554l oS 0nh g 2wsTOULE o1qusc}5§¢.~wbnetw)ﬂ

258 oload gz
U\
¢
O\N
)}
N\ e
N\
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dhep Cadls’ g 59w Oloalads
b S8 i S oS OBl DHCP outins s g o Olsims 1) 48 187 S5 il 59 g0 3
g 1P K 0T sy 5 558 oslizal DHCP s ol L T 51 S s NE R
L6 S /ete/sysconfig/network-scripts/ s s &s &8 5o 133 8 (s (Bl
e P E3r5 Ao e I 5 AL o i O, oyles X 455%\: ifcfg—éthx el 4
oS or ool s 1 €O ol LS8 ol
#vi [etc/sysconfig/network-scripts/ifcfg-eth0
ol oS eSS e p3las L1y o5 sl Sekie b Sh LI 4B PR T S 0ol ¢l
G PR G L TPF 23 Olhle
pon ot 05 SIS 4 (B8l o 45 Sl (25 IP 55T 0Ls IPADDR
.l subnet mask ols :NETMASK
Ju33 8 o jamie TANGE 4 a5 byl s ops,s e3T e (NETWORK
| .10.10.10.0 . ,T
b3 gh dlesl L6 5o -*ie.r-‘“ L.S"\f” Ll L 5d (23 JMie o Lo b UL YL O le an
AS” 14y x5 static 4 BOOTPROTO o jle jldas LiL lasl @
AS Ay x5 Yes 4 L ONBOOT o jle s @
Ji\ép«uwﬁs\m&ﬁr—ﬁm&fou@y;wnumwwu@cw
.Asbdhep b 1, BOOTPROTO jldis S ,a ,sifcfg-ethO
%, BOOTPROTO=dhcp
oS el 5 g 3l o1y s I8 Obtain a8 oS5 C5 e Sy g 4 ol i
# dhclient ethO
5 Lo IP 3T ANCP 5l 2l ase oS oslizal 5 sws 51 8
# ifconfig eth0 dynamic
03133 s Sy b 9 355 (o0 o 3l 0 @S STkl S j g0 4 45T I P s ol b a4
w38 Sk JE e
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sses ol 513, IP 5w dhep a8 oS lsly 1) Ss S, ¢ dlS L ey 55 el i S

Zréfdaoéulw‘

netsh int ip set "local area connection” dhcp

03,5 oslizul dhclient | gus 02l55 oS (dykad) (S5l 4l | de 5 50% ol m,a\js%f\ Ji>-
BL =1 0T (sl 4 ol IS (ot [P o 9) 5 (5300 42 87/5% 6L walyi S
# dhclient -r eth0
. . . . ‘ -—
AL . ipconfig /release gipconfig Mnew Oy 525 OT (659 9 Iolaa
dhep s 1 adeas b o8 Jleb 1 s L8 Obtain ¢S asls Sy @ NPEIgN Ky
m—fc}k&‘bﬂ)‘bjb-job;)bbégda&ﬂ‘w\b‘yf&b.’g.bu\..fw)b.\’@b:-)s

#vi /etc/sysconfig/network-script/ ifcﬁ-etho

BOOTOROTO=dhcp N\
PEERDNS=yes
bl cpl 5 558 o Zib,ys dhep )’Nf ' dns oLy asls yes L, PEERDNS &le S
Jﬁwd\.«&\&»\&W@joMoﬁ)
N3P s 51l b 0l 1T ST bt 5 B 03 S L ol 5
#vi /etc/sy&:onfig/dhcpd

DHCPDARGS=eth0;
DHCPD_INTERFACE="ethQ";
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g0 o6 S e

Pl ode T ANCP 35 (g S b1 4 505 &S5 gl o
# Define global values that apply to all systems.
max—lease-time 604800;
default-lease-time 86400;
option subnet-mask 255.255.255.0; g N
option domain "foobirds.org";
option domain—-name-servers 172.16.55.1, 172.1@5.1;
option pop-server 172.16.18.1;
# Define the dynamic address range for the subnet.
subnet 172.16.55.0 netmask 255.255.255.0 { N
option routers 172.16.55.1; 2
option broadcast-address 172.16.55.255;
range 172.16.55.64 172.16.55.192;. .
range 172.16.55.200 172.16.55.250;
} \

# Use host statements for.clients that get static addresses
group { \

use—host-decl-names true;

host kestrel {

hardware ethernet 00.. c7:3a3:a8:04;
fixed-address 172.16.55.4;

} N\

host ibis {

hardware ethernet 00:00:c0:al:5e:10;
fixed-address 172.16.55.16;

}
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=)

Xinetd (gm
AN\

¢
@\

C \\)
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XihEtdw’,ﬁg’ L

SANP ps 2 Ol Slhes b (s Sas S i Ol (o0 LKL Sy b sl NI S
oy telnet L s ping & o iNit aiby Llosd o 1855 &b 4 oa NNt LS I sl vy
:,\SJ,.LoW@u;ua,gg,\,\,,bg\¢j6ﬂ¢g5@\d1j|@j&x§§;1x\
4 LINUX Jale @2 Cond sla)l 530 o 5.l SUpET SETVET L Xinetd w{{J 3 &}j,u -
RS o e g o 4K o5 00,80 5 530 33

(Standalone) Jews s a ®

xinetdtwjﬂjffjc),%coa o
S XINELA £b & (s (o o 5 S5l o telNet oo Gl o) S0 sl s 51 (5oL
Ayl 315 55 e ol 5= SUpET Server "-Sa|
23 AL les S I8 OT LB 5o il 5 o 505 6la s 5,0 457 ol A 3B o 5 yor IS 550y 5
xinetd i ;5 o plas 5 il init,laﬁ}otzi()\p\ b5 3 Pl S K s O
N LS
e S5 Sl e 558 20 0 gt 4 1y s S Sle Sl 53 e Laib Xinetd
3,03 1 3Standalone w.ys J)?wb; sl 5 olgs 4 gyl C;J?L Sl OT 355 odge &
23 (B Ve STy e |y S ouies g Sl e Ll5 e 45T el (5,131 ¢ 5 XiNETd
QTSV,SM@&config Lgu,u\JQJMJJﬁsjfcs;\vuub\,,,ﬁﬁqu};g
2sss Ixinetd b cos L ssi 1 >Istandalone & 40 4
StaNd il p, S 58 o 4 bl odind g 35 s g s e o 4 3 Sl 2 3l S
s 40l 4 Xinetd s xinetd L5 & s e LS . 25 5 alone
&L@Lﬁ&l&WMJJ&U\:’-Lg\.a)‘)é‘rJJM.M@o\fT\)L@JTé)‘gfp’é‘y)JstGauij?
dr W Bl o o 4 by CONFLDL AT (o YU o8 Gl b s il oS

s plsil L (6,8
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b Olej 53 358 0wt inetd ol L Unix L Linux la 45 5 oan 55«8 Xinetd s .
03leT 5,37 o Caws a5 a7 SleMbl 05505 ST L 5 o gl amrl e 55 (6555 pls 5 Job 4 (Ol
P P oI

etc/xinetd.conf/

etc/xinetd.d/

Jols clile €EC 6y 5 pls Cow g S sl bbb ST Wlea oS )(Qetd cor}w b
L o5L 5 sluns 5 ete/Xinetd.d/ s s 15 S 5035 d5h ol 85 o g o st{dlfd)lp)‘\b\
se 5503 odalie ol Oloa b cze L Ol se (telnet ") u\ﬁ,ﬂ,ﬁ@;tg,ub S e
23 kBl 31 a3 s S35 2 1) S JAS WIS A G L 55 051 ok b g
Lt i BB VIM WSl 20 ola Kl s L s dizes text base, s S sla L6 ST S 5
LI B i 3,0 1y T L regeditb.,,u,b)lﬁkgfm*}, JHlo e Jb g g onl Sodus 5s I
OT &8 a8 o Cdld (5L Sl ol pondioes St ¢ Sl Oy 520y 53 05y &K Ak shell
Sl 03 ity OT ome &K S Wu S & Daemon Jolss opl & dads as g o Ll gt O g2
45@Laa.ubgwﬂ,wuuwfwzbw,ﬂ&\ﬁwa,@ubyﬁ xinetd.
s b A e o S e Al e il 53,8 el et S
sixinetd & Wl ods Ca s OLs psliag s zelyl € ls asl  usle {f JIs Xinetd.conf L6 s
.L:ftelnet.u\,:@,é;MM:U.\».\{w}ﬂ.\i\{,&&A{SW@omTw{éﬁL@;ﬂ\w,
4?,.\;\}:gwfag.%,ub:ij,;uf;,u&u xinetdéb,;.,\;{ftp,wmi
\ Il S (S a5 LS (oo (oS
DLl asly s Xinetd wal s oy gr Gaseid DO Les 1 0L 55 B S sk Oles
ST e 613 45 5 1y SleMbl il 4 game 5 457 0 b identication
35 S 53 3,13 I8 S 4 L Sl 53 )ls 0 S 1, (iP) ixels Xinetd us telnet .S 5
i Sl sd oo o 3yls I8 51 L oS 1y nST sieylS oyled 5 odiS dnl e slulid o)l

C}i‘ ded 456/: Ca y Sl W LSSJ L) < oWl |Og out failure c.ilw Lsf.L““'L""‘i' o lad
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9'\i}‘f“s‘ui\""'u“\:Sd#@bgf\S@‘&:wq.sﬁ@(lqu’\ xinetd L. g la,lS

s sy odlgls w4 B g gl WSTed s e oS Ll ip Js @yl userlD

xinetd oo g LI N
O3 Bl s dal gy SleS 4 s s il ails e e 100 S S Sl 5k o
L dal e (gl S b (23 e g 03 g OT ltalae 3,5
wly T sls Sl s Qﬁhjosjfc)l:s- absl> 11, m”\LSJJR‘A{&L% 9 Xinetd
6.5, sstandby Sl a ity bisyse gws e 53,5 ool gl 5 T gl 4 g 4 S odge
>,1,\)J£;>UﬁM,ﬂ,w;@\?@1,oTxinethﬁ&,ﬁQT‘_;!ﬁdmjs.p&;i\um
>;L;5u;\°|)xinetdc,oao\js@\)um,ﬂrwwiﬁsgcﬂ.wwfgmjﬂ@ﬁ
Ll s S il ol y standalone a,y‘gu\i\,b(ﬁsg,dhcpy&s\;ﬁéuw,ﬂmc
s 5 S ebslXinetd Cow 05 e Indiyls listen " telnet b 5 ftp sssh fze sls w5
356518l oy Standalone & s 4 Wb L= ¢ 2515, 5 gl gla
jpum,ﬁisqﬁ;,,\mdwwﬁa)*ninwajsﬁ@¢u1wg@utqveiixinetdLf
LXinetd s Ltk ooas 513 XiNetd Co 1) wal GV 28715 (Sl1s o qms e S350 o
e 53 b6 V el s by e Xinetd Kl L el anle gd S
Cos &S gla g w6 gl b ~» [etc/xinetd.d ,s 5 5,05 51,3 /ete/xinetd.conf

13 513 5 Sl a1y JL S ol (6, dial s e g Ligd e oylsl XiNetd
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xinetd Jb &y 30 992 90 S (P T (w3 »

ML o (2 T s Sk 5o el U palie sl 5 ¢ -, Man Xinetd «

b instancés =60

gks;xiinstances=60..m@@gou;ﬁ@\yﬁ%guﬁjﬂf@@pﬂTd\
% S 61 i ftp 515 5 s telnet 545 31Vl das o s o 51,860 51 5 i
2l e Olesle ¢S o 1) sde plass 44 CONNection, refused plag b o5d oy S
o Sl b Olejle 53 sde ol 3L 2 S 5 5 Skrgle S5 Gl 5 ol (2 600

ty s2ss LLwss stand alone 57 L

» \ log_type =SYSLOGautjpriv
@;516,\5@@1,&Lalogj,\.a,g”,wsyslog&ﬁ!)ﬁvtwwwwb@\
O\ AL Sy S

)
log_on_success =HOSTPID

Jﬁ@ﬂ;logQTé\ﬁwﬂ)ﬁld)‘Jgobmﬁ‘)b})ymjﬂ)‘ﬁﬁ@y%%f‘
N\

\ log_on_failure =HOST

S o (5513 2108 e pU L IP 51 3 8 s s G0 2SS

cps =25 30
ail oy ijrﬁw‘jﬁ-)g.ug-u\.fdﬁuba&n:x o990 3,15 39 A > ﬂTw‘ Sol>= >
Qmpw.\;..x;{retryl.x?u.u{«:sl;".x.;g-.u“;)!}ﬁLg:,!f!ﬁwogﬁgxwﬁjgﬁiﬁ

WQM‘}:‘SAJM@‘}})JZS 4:.:‘5).) V"i‘ oJ;wa‘)J C,u.»‘tlme OUt QL&J
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&y o ol s 5, Jlasl b S s 4l 30 Wb ) 26 Culsys STl Lgd fuos
L CPS 3,0 5 .L3L INSTANCES L Cwle L CPS sus .ail » DDOS ool 1 6,5 5l
oo baan 5 il wils 3 b 408 10000 147558 4 5 w1l connection per second
axd> o dS Sl opl aie s Lsd BB S 50y ands ¢ L6 10000 &8 ol ot oo L 58 o
c>s (Xinetd.d) xinetd (g, &S 05 3 55550 la g S Led syl & 25\3\5’ (450)
aw placs 55l e, ad g Chargen , ftp ¢ telnet wslk & @'!,.\ xinetd . 4

@
= . 1
("'.’.J‘J‘S‘..A’KJ'ibdgi Xlnetd.d Lg)j:fﬁ‘s)éw)ﬂﬁgb’q.w@)\{m)ﬁ

&
"\ disable * =yes or no
LSl 0T Ko 45LN0 1555 o Jb 8 s w dsbyes S

N\

wait =yes or no
w:xbyes S1.Single Thread b .l Multi TI;ead by e sl 0 AST e atee T ol
N .

Ll 5 N0 ST Ll kS Sy Gy iy 53 s 3 ey oy Sl 53 4 1l

' \ .M:?Q@!?)au\;g-@oujr_a

server =/usr/sbin/sshd
L L6 ol oS 5l 1 Bogge s ol BB (6l o Sl psT il 4w 5l i
N LSl 4 bt 1 OT BBl s s e G ST i Bl L AL

N\

user =root

sock_type =stream or dgram
dgram s, » )l 5 L8l (o TCP § 51 eSS o 358 b5 Stream gy, » b= ol lie B

g ks UdP 55w s ol eSS o i
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server_args =/etc/ssh/sshd_conf
ri;\jsdw,ﬁ&ﬁmwwwainetd@\Q&JJJ\JQu;,\érsiwjﬂﬁ
Llg o cnl e 35h 0D ool Oap LS sl BB L (6,58 s &K i ST 4 oS Ll
bl opl ol ST AL 3 5 ey XINEd s Sl (S S5 Bl g 5 S S
3300y 55500 e KBS b1 s usT T uﬂé,u,;mr_s@ﬂxmetdm,
v\,y@wﬁw,ﬂ&,&K&u,;uﬂj@u}!,\vwg;}rf@

(AN
bind =192.168.1.1
o3 ey 1) aS0s D)8 PSSl ks (6l a3y o g S e T

access_time =19:12-19:16
S a3l g e ol 515 Sl 5o 01 oSn bt Lot oyl

¢

O\\
)

N
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o9 3w 8l ¢ Xinetd 40 oud Sl b 3f (ol Ag0d
Vsftpd
Xinetd s ;5 s onl ealsm S1J- w8 8 standalone o, « vsftpd s

X|netd LGJ}:fjf.") J‘f.) 229 ol YES J"‘J" QT di,'mLf J.ib B b ||Sten=??? 4.'..;; v\i\}‘}»ﬁ;’ o)‘J‘
{ =
NGO PSS cJJJTJ.i\éJ" (5‘ Q}Nﬁ)).).)i)[m} dgn.e.)‘.?‘}ibéii
>

Servicevsftp 2, )
{
. N\

socket_type =stream .l .tep § 5 eSS, o
user =r00t 55wl ol GuSpder Law s Lewsm ol ol S Sl s adetio
server =/usr/sbin/vsftpd L5, e s 22 BB s 2L g Sl o ysT
server_args —/etc/vsftc’d/vsft d.conf gl &7 mlis Cgmr K8 L6 o yoT
nice =10 \
disable =N0. ol JBE s g o0 s o Ol
flags =ipv4

N
}

N\
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o 9d 4 Repository ¢y 5 43Lof

S aslrepository os S alsl -1
I sl pAf L L sla )53l s Jre dls (o 1y of SRCTEBERERIS I PRI 47 u‘e ™3l se
@
Iy 6l Jls Hsb 4 AiS eslanal WS o) 5 xul O5les s YUM S Al g @,'t“sajy,b@'u; 03 S

.mfgaau;w\ﬁjgquyumﬁw,psj\p U:J”L‘.s,\jé\pso;;
# yum search pdf ey, N

Gy Sl odd adeiin O36es FPM Cond 1 Kize 4571y 55 sty 1ol YUM ¢y gzas ol b L
.AAJLSA&L«J')J)‘bsﬁjQijpde&KQ@&(wC,.“:jwwj.&lfd,cjj)

Cnd L 58 o (1SS T s WS gl sl 1581p 5 a5 dies (g 5lw 6,503 slelKa Sl O
\

C\\

3,5 add e 655 2 1 LT SHELSalun b g aen L5 (S5 5,03 555 (9L Olee 550 655
= P . . - .
J..Sdnwg..wd)ﬁbbyu M}ﬁb&ﬁ}@)ﬁb@‘@h‘#&‘y@rﬁdﬁc

2 Dase O 0)3T5.S o lahepel 5 Dase O 4 015 oo S 5ud O5Bee p e 5 o Rege )

Dl S BB ol ot 53 O5bee

e e (S 9) \J”JN 3o 4 €PRl Jy )l sy Casy  gme sla s pled )

I(})@ﬁjuﬂ)JTQMQQT%Lﬂﬁ.mf%@w:d))y@‘)OTQ[{}Q@

https://fedoraproject.org/wiki/EPEL

. 3,15 35>3how can | use these extra packages? ol 4 (towd okl L ammio 5L o
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How can | use these extra packages?

EPEL has an ‘epel-release’ package that includes gpg keys for package signing and repository information. Installing this
package for your Enterprise Linux version should allow you to use normal tools such as yum to install packages and their
dependencies. By default the stable EPEL repo is enabled, there is also a ‘epel-testing’ repository that contains packages that
are not yet deemed stable.

(-;) NOTE for RHN users.

\:' You need to also enable the ‘optional’ repository to use EPEL packages as they depend on packages in that repository. This
can be done by enabling the RHEL optional subchannel 2 for RHM-Classic. For certificate-based subscriptions see
Red Hat Subscription Management Guide 2

[fyou are running an ELY beta version, please visit here to get the newest 'epel-release’ package for EL7: The newest
version of 'epel-release’ for EL7 B9

Ifyou are running an ELG version, please visit here to get the newest "epel-release’ package for ELG: The newestversion of
epel-release’ for ELG &

[fyou are running an ELS version, please visit here to get the newest 'epel-release’ package for ELS: The newestversion of
epel-release’ for ELS &

You can verify these packages and their keys from the Fedora project's kKeys page: hitps:/ffedoraproject.ora/keys =

‘ :
3p—1ﬁ@~‘~.wwbﬁ°°;¢§:1§@)&6wx&bMdﬁ‘%‘\%ﬁ‘e
http://mirror.switch.ch/ftp/mirror/epel/6/i386/repoview/epel-release.html

¢

.\ N
epel-release - Extra Packages for Enterprise Linux repository configuration

Website: hitp://dl fedoraproject org/pub/epel’
License: GPLv2

Vendor: Fedora Project

Description:

This package contains the Extra Packages for Enterprise Linux (EPEL) repository
GPG key as well as configuration for yvum and up2date.

Packages

| epel-release-6-8 noarch [14 KiB] Changelog by (2012-11-04)
- Fix URL bz #870686

W)n;&beTw):T‘uéJ ijbaﬁ;gw,ﬁ,Packagesw«eu\i,\?w‘g;,,,p
S i ) STrpM L syum  gws bw g terminal aie s
# rpm -Uvh http://mirror.switch.ch/ftp/mirror/epel/6/i386/epel-release-6-

8.noarch.rpm
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s D la 6)}1.1)\.&) &:Mv.;.‘ -Lf s g_‘u,é.’ 9 J}.U‘J b J.b )40 C"&i s‘.g:flﬁj}" Q)y @ W
AiL s .FePO Lo g 45 5415 4l 3/etc/yum.repo.d/
:@‘mm&\sﬁ;,,w\{6;,\5,\;&\;5@&d\&b

#rpm -qlp epel-release-6-8.noarch.rpm
LT e =25 ol 3550 53 oS UMb (15 e 2 S L s

# rpm -gip epel-release-6-8.noarch.rpm > . N\
3
s
s repository s Swslsl -2

< . . ‘ - .
S il 5 S g OISl (51 iy o b 5 WgmmsSy i (Sl N 205 a3 ems

Sl s 03 YUM S ()18 L 1ol e sl b (GiaBls v 05 PM o s o
) Gl A8 s O o (el ol o 4y 1y ks 255 S P showe O e S5 595 1 5 Sl &
e e I e Tl - B R T sl =S5l b b Ll
e 4 Ll 5 iy b s e S oS ole I S s 1, Jolo ot i AV L s

. Fory /etc/yum.repos.d
# mkdir -p /opt/dvd/pkg & N\

# cp -rf /media/dvdrm-na fopt/dvd
# cp -rf /media/dvdrm-name /RPM-GPG-KEY* /opt/dvd/gpg

# cd /etc/yum.repo.d/
# mv CentOS_Nedihepo dvd.repo

N\
#vi dvd.repo

[dvd]

name=dvd

baseurl=file:///opt/dvd/

gpgcheck=1

enabled=1
gpgkey=file:///opt/dvd/gpg/RPM-GPG-KEY-Cent0S6.0
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:VT:{JL“'G‘).L;J:)JALSLAWJJ‘)JT’.).QL“':B.@‘J:GA‘@JD"JL&:’“‘Q)M)"

[dvd]
name=dvd
baseurl=http://ip-address/ opt/dvd/

A
gpgcheck=1 : \
enabled=1 @ N

gpgkey=http://ip-address/pkg/gpg/RPM-GPG-KEY-fedora \C
g, )

b oS 505 4 LYUM oy g GLIEPO o bl s V‘( o BB oS o3 1, Ol i

cache sl 15 duotr PO 5 03,5 535 4 1y YUM il 50, s U 10 ¢ dulidy 1) oot e

PAS oo YUM e g
, ¢
# yum repolist
#yum clean metadata ' \

e L) 4 Jlail 4 G s VUM ) s L il 5 (0 Al g5y S S A 25 g b e

# yum -y install_bind --disablerepo=* --enablerepo=dvd
N
\
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< P Sodge sbil gl sleal,

&)w‘)ﬁg%u)bcuf;&wéﬁdb

\ ( LPIC2 5 RHCE (sl o5 s

centos .org &L

( \tk skywan13@yahoo.com o4, Juo!
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