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Account created, Identity validated

Create, trust the unique key
User unlocks Authenticate by validating singed request
with PIN or Bio

Identity Providers (IDPs)

User _ Adive Directory
Azure Active Directory
Microsoft Account

- Other IDPs
Intranet % %
Resource Tokens from IDP IDP provides
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Windows 10
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Choose how you'll connect

You can connect 'Windows 10 your organezation in one of two ways

Jain to Asuie AD
Set up a acal account (domain join later)

Chogse this opton if your arganization uses Office 365 or other business serices from Microsoft
Your crganization might collect info about you, Install or remove apps, change settings of disable
features, delete content, or reset your device. Talk to your support staff to learn more

Conftinue
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Let's get you signed in

Wark ar school accouwnt

Which account shoubd [ use?
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Create a work PIN

You'll use your work PIN to unlock this device and access your
organization’s apps and services.

A PIN is faster to use and more secure than a password
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- Use mry ative W app to get a security code

g in 17

n Send a notification tomy authenticator app

E Lise my authent app to get a security code
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Bitlocker Microsoft

Your potential. Our passion.

BDE offers a spectrum of protection allowing
customers to balance ease-of-use againstthe
@ threats they are mostconcermed with.

TPM Only ’
“What it is.”
Protects against: |  DonaleOnly G
SW.only attacks | /Vat you have.
Prot against: .2

Vulnerable to: HW . “Two what |
attacks (including '::." :"w auackts inst. have's.”
potentially “easy” Losing dongle Many HW altacks | protects against:
HW attacks) Pre-OS attacks | “Lunerable to: TPM | ntany HW attacks
breaking attacks Vulnerable lo: HW

attacks

BitLocker & TPM
AL oo sl 5 S se Clable Cgr 53 el Wi LB S Windows BitLocker Drive Encryption

JJ.:J.: & Q)‘)ﬂp Ll e eﬂﬁ-s L&VOIUme BE) LY t‘.}[) t.i?;}g oladad 6)‘J§JAJ u.z-fl...u‘ 2 )KS U'l‘
b Seoassls g, sbs b

ol Pair ulS g5l 0,03 iy &S 5505w - TPM — the Trusted Platform Module
odd 0,3 TPM o 1 55 ol PaIr WS 5l sdge 5 15 558 s ol Endorsement key «s
il o alzes BB Ll e e

5 o atle g8 Rootkey ool o ot | oK K eSS ADMIN L 5 18 O 5
Pyt e walS G 5 el ale Endorsement WS Ll TPM Lo s ous Pair s
")‘:@’L?‘i‘("”‘“?‘“ﬁt" sy

S S ol s e edal (s S UIS) Attestation Identity Key «5 K5 uls
L;e)lS LJ'l‘ J&:ﬁ)ls LAJ'.'.}'“‘,'.J'QL.’.J‘J'Q‘ €f S 4.1.:...»‘)4 )buj:& Q‘M JJ‘J.! B (a 0L<7~u.>)‘ CLadle

25



.;j;bumi:»w&\h?os;&azﬁj))ﬂ&gsﬁw&igbwuiﬁ)\}w@}j
g;w«.).;.\)&i@;j)jdl_{ﬂ\wJ}Jﬂe;ﬁ\HaShingﬁéﬂ:ﬁ W)W‘@)’LT“-BMJ;‘
.QJJTL;Q-.’

e LS oslizad Of slalos plod 5 Jolo ptcs 5l Zbli= g TPM 5 Windows BitLocker
AR dl.w )\ el Jj; = )\}‘5 salae! S50 V-A TPM )‘ oslazal Q).,\.’ BitLOCker ‘Jj...i': & 41.:25
Al Y Al S TPM a5 clils dalss 5L ole 5 50lS 4 aS ol als il (60l cila Gl

aS 345 bl (5,9 Bitlocker g Sy b ey ol TPM 5l aslizad 050 15 L1 ool L S
\)o.LZofbéLALiib.L:"MA‘)P-CJ)JJ&QTJ‘J;u«gbj:fﬂﬁddﬁ&é‘j)fo“é)&f‘)éuw
oS oslanal (g gee A8 )l aas )3 sl 3 46

u&‘ Q)MMQ}J:-‘JAW“ ‘}LS)U'GK’
GPrae Dy g el S (Gl danl 5 Al sl
cloud :.. s, »»root of trust sk

s malicious L s lsmalware .l ;3w pled 51 bl

AL o kB (6 Al 4 s il Gla
el ol Sy 55 oSt 5 Oode slas bl S S 5 3 K 50,

s ol Sgr (5 Sl Uedd 050 s s S (555 i pdy Sllasd]

dab asls

ngLw oJL:.:.: J.w‘).w 02 S s (bu«)‘

26



3“%‘)6 ‘5)‘;@}0) —g> BitLocker G;)U ‘;3:?

SLdS SITPM & STl o o Clabbns Lo i 51 lals o (655505 L pDIS s
fl?u.“JTPMLﬁm)w‘j'wlsdsglﬁjULéJﬁlstchquoJLm‘WoJJsL}ijd‘ﬂé)ijﬁj
s eslezul LS U sls dal 5 o3| TPM cajﬁrig@a:m|;yj|6|dmﬁ;\

(s (g slalus S o Cbilee o 4 5l L daVolume (ss5,5 (sl K5, L
e 3 35Mus &ty s LU s LG temporary (sl

oK 6})J.3QT Sl 5 5gd edonds Lt Suussyla ST o> il okl &8 TPM Lo 5 Lauls (5o
.ml{mbszmwdul;i;gm):w;@usﬂfj\géﬁis

aslis L glasnapshot L1y wledss sas hash slejluis TPM ol o sy |y o&as 2355
.sﬁfjuir;w@)b\éwjﬁ%Uj\.&{)w;

s UNloCk Wis oot ()50, slus 5638 ST S TPM sl aul 5550 3,050 ples S
S Gsb Olen 3 3 a1 AUS s OLES 1 (6, I s L Windows installation S|

27



S PIN Ll 5 o e kS JETPM L oS o plnil (5,50 BitLocker wiledas 53 iy &5
TPM S L 81 doled oS 5 o o 3 (il alable )3 451 (6,503 3,8 IS'L S (5 e 5l
Al e 5SS Sl I ey
L;a@'ﬁ\‘o-\t.:@'ﬁ\Y/\6&@5\{‘))jﬁ-éL&ﬁde)‘K}A)ﬁjb-‘Q‘ﬂ)S‘\.}?C.,\m.:a.-BitLOCker
I 5 AES (6108 5, V;,”Min s &1, Enterprise ; Ultimate sl asevista jas 5 51 .aas
! CBC

S SWL Al S ilen 55 o 18IS b e 5l I G :CBC- Cipher Block Chaining
ol Cou b SO S b sl oy O 81 3 e Jlesl SO S « Cipher s &G L
XS

Lol 6Ll pa b USB o Sus S slaVolume ()18 5, o 5Dl BitLocker o Ll 5o

JJ‘)OJL@&JJ‘)OMLSJ&J&)QLQ%‘M45“[.:&[.@))‘).!))“(5})])%&TPM

1SN 30 dwg

..5)‘.) .IaLJ)\

23S dal g
s Volume 0T s 5K 50, sl osls 51 :Full Volume Encryption Key — FVEK -v

Sy oo eslixl u@:ﬁéjlij}») sl » FVEK .J}.L'JoLSJKJ}»)VMK Ly 5ol

..sfidao:LiL.«\LAonJSLg)LQFJLguFVEK.,l:lSL:.iL@_})FVEK J‘\"%JSLSJK-;}U

)L:&(J..:.ilj
AL o PIN Number gles uS cpl 5 (550, b oals b led o 3505 1) 608 008

J_ﬁ”"g}‘LS)K"J") ok b)“j PlN JG,»IJ:"VMKJ.:J\S -y

28



by 5ok £l saslVolume Oles o &K e, sla 3ls 31 Volume Lol s -y

Byh g eslixal la osls IS (gl ol K5, FVEK s 5 L-ﬁ\«.pj&dad)li}y)VMK
:USB al_<3.w.3
Ssd 203508 Lug USB ol s & s (=L<;A -

33 o 580505 USB alaile 53 5 50 S Lo 5 VMK IS co3Y e 51 gy =

v

oxlizal Ws esls IS (6,505 sl o FVEK 55 o 55050, VMK Lo 5 s gl A FVEK
.Jjﬁf& ~°
S pll bl oS ol J 1S 5 S b a5 S G TPM (Trusted Platform Module)

)\ AJW\LJJJJJMMJJJJJJLA Lg‘g)jTPM Miuﬂrl}u\ \)WW\ LgLah.LJ)B

Sle Jsile SiS 015 o L)l aled 53 e sls Caond il b (1531 i BUS S

(Lol g 52 5l
TPM S 558 s S ads Wrapping S ool w 5,8 o S 3 TPM 505 55 (6 K5, sladls
Caand 3,8 o 513 TPM 5,5 SRK 555 e 4uS Storage Root of 4 45 5,05 <oy S &
53 GolRl e atd gl Olse e Sl 4 3 3 TPM 0555 53 48 S €l e 5 o g
=S 5e, Platform Sles ol glaslns lav s w015 o Jais LS g5 cpl g il g o s
o 5l Platform TPM 5 slis w0 ax 5 b el 0558 ol 5 polis ks &g 5 s
Sl Con bl 108 5e, Liss TPM 558 e aS Unsealing LiS o) Glles 358 o

Al

Encrypted Encrypted
Encrypted Data
Valume Key Ful Uqlume
Encryption

Kuy

= e s

Voluma
Master Key

Cleartext

Full Vol
L oiume Data

Encryption Key

29



o e sl LB (S 5a s g 5o Sl ol il 03 S Ve Sadn s s 3 S ol BitLocker
S bl gl Jbo oy o aS ol 4 S ) go J 53l opl S 15 eslinad 3 5e Ll
4 Jb w3 AL T S ol [y ool sla LU dalsn S1.08 8 o 15 eslinal 3550 513
.JJJ*:LS)\KJ-A)JJ”G

S Gyor pled Jlo cpl 3 dules sl Save as Coand 311 Olisls Ll ()5, Al O )18
L LG elos il s encryption option 4, ;3 Ol 5 b 5, 5 SIS conly Ll L 18
Koy ol 0ds b )18 558 o e ol cpl 358 s 03l Sioled e S e 5 0l (5K 50
el 0 Clibloes La b 45 355 4 e

WJie cpl 53 il o ol 0y G 31 wla sladiw 55005 BitLocker 1 eslizal o 5 CUBIN
MalS oMbl a8 sl ol a5 ged Sl 3 (il o (65505 S35 s 0 oy sla LU

vb‘ ol 6‘)@}4)

Device Guard

= Microsoft

o.bl.jl.l'.w‘QTJ‘MAS&KL&J\A‘J;S&QﬁéwwéueJ‘J}%ﬁj‘}oﬁj&{wJ@tﬂjﬁu

T dal ot a AeSo

jdpuduc,wlmog;au\.;)bsﬁjo@gos;;i‘y%dawéu)@b\~)-j.x;w)s

G35 21 6l os sl sla LB g 0Ll il oo LaySaly cl 1 pdny Sl 2l 55 sl

30

SOTU SDEAr - Com



oSl 4 b 4 3500 (B pme |y (S s Dl SOl pl b duled e 5 5R 5 e
J.Abg;aba-‘ o)b-‘ u.aL>- LSLQ
g&j\é@&dtﬁrﬁ&f\;@\..L',\aw.gibcﬁét&jﬁubjow‘bjﬂéuubﬁ
255 o ol Device Guard > bl pl ol o Jlos! s

M}ﬁ‘)“}a}jav\,ﬁ ‘F‘J‘f‘@&))é@‘)ﬁf}‘ L;J.:J:—W&DEVICEGuard
b\;\,py@ﬁu454,%;@\,?\ajtz\@u%ﬂ@juuuﬂgw64;@@6,,%&&\);
sl g Sy (3L Cape Sy cnl Al e

538 G Sy S S A3l e Ol Bl e 5 s Ul ce gle &G 51 S 5 Device Guard
ja.\...i':‘_}ﬁe&w) Qﬁ; C)J}..o)tsu.:‘ Lf:';) .l;)\.))kfﬁ&@d)‘f‘ rfvjéjbﬁ‘wal;-
A Ll g |l Oliebl 5550 la 4ol Jaid

S ot S LSe35l 18 Ve a5 a5 el (gibee Ctla g 3 eslanad L LB
L;Gwﬁxjum:ﬂéuwuwu‘fjoljsdjﬁ‘)j@jM)H)Lﬁ&jﬂ))@))&;éuﬁ
AEL AL e mes S ar g Al g S 4 S Ll

.QL@MJ;JEA{)L&TOM 55 S oS Gl awy o aS ol ool Device Guard Lol il
g o 6S e Ol s x5l el cillas b gls Signature U gl aws p < 550 o
Aoy sgh o el opl 55yl Sl 3 )|j~_é\¢>'wcjla..u 5> Device Guard oslizal 5,50 (5540 65
Gy Slasenad 3551 5l ol Solme (S5 965 50 Sy pl 3l eslizal S Ty rals lalles
|J.>-‘QLAS&LAW)ﬁJJ}A)JoKJMJMASJﬂJAJLQ&‘L;MQJJJU.&JJJjﬁ:dncbw.w‘
D o Jae oY Dt 258 Il LWL 5 550
oKJMJLS_})J._sUJﬁf@)baib-‘joﬁ;ﬁﬂumalwareJﬁ&@b&)ﬁdﬁﬁ‘j‘&.ﬂ&‘

035 54 Ol Ll 15 s (S35 (M s Oeerlee S WAL o el 5 sl gl s ]

!.u)\x\,pw,ﬂmalware

31



mwyijfJJYLdu.ﬁ‘_;bﬁwjf)dbicww)) J‘)Jw|wu‘5}.§abd&d§&k

el 63 S 1y (5 g Bl 5 b S I S e (65580

Device Guard !y 531391 £ 9 9 &1 cdew S (G LS

b 5L s bl s 5 a1l e Sl Sy @ Device Guard ;| eslizul gl » L
A 48V s L Las Device Guard v
Sl S o 53 68z 5l aslwe — UEFI Secure Boot v/

ol o b Laro0otkit s Sl il 3 bl g — Trusted Boot v/

Hyper V — Virtualization Based Security v’
aslp b s LL oS ol LU 51 2d b s SGS 01,8 « Package Inspector Tool v/

235 slowl 5 antle L 52 SIN oy sl
¢ pmles oalisl Device Guard i 1~
o bessle 4 5 guin 5 e dd Sla s, Sl ealiiad Ll g odd atlo didor O 5 LU lads o5, o
s o
b b ol glgme a5 bl opl 4 s 55005 |, Lamalware wily o 0l 8 Device Guard L
DB TrUSt 5) 00 all s o 505 g o by 2SI das A oy 31 LaSl e Oluabsl 55 50

35 i Lol iSOV s Uil SO 1 of s (ST 0 Jls a0 O aal Ko a5, 8
5,85 513 Trust 5,5 Jsl e

23 Al e ramen 3 S dal gt Clailws b 0 51 Z€10 DAy o> ol o Device Guard

Sl e sbo o B Ll 1 el L sl ool Device Guard ;I Las &l 51 L3

LSl el

5,8 dalg LIS pl 4 and (g5 Device Guard o)) g ool 5l de

32



|y 255 A5l55 Lrootkit 558 o w15 ol el sl YL Secure Boot il L olKaus -
a3 ks Dokl 3 0Ad g oK

Kernel Mode o pmas ol <ol L) 5ok dalys tadas 5 ol il sl =Y
SheBilbes ol l 55 e el Hyper Vsl (5lee qtas olol 5 Integrity
S5 sk Kernel

pled 48 353 ytedao U das o )13 ) 5550 1wt Device Guard UMCH i eslizal -¥
AL o= Trust —olabl 5 4 s 33 0 |2l 55l 5

s ol Sl 5l bl Cgr 55 U e.\,ibz\(._aTPl\/l sd o FUN Y Goduy By -f
ol S 15 500lS (5SSl Al esls b 5 B 00 S LS8 Oles S (3L 1 ol
Chblone 3 5 Sl 3 8 il gla a5l b wlial S5 aS SL s

EDP-Enterprise Data Protection
ol Sledbl L5 51 68 sl g DLP o s G il S

)JJML‘&&)JJLSLAQLAJbJLQC,SJJQTJLp‘&JM‘LSJfLLSAaJW‘Wkﬂ‘)‘éb-)a
3,8 o3 eslinal 5 5 Jjbzﬁjg.ﬂb'utgbol.iwzpwjﬁézw:\Mé&uo&
53 Bl pl Ll sy o VU 1y alus 5l eslanal & g Sy calises g5l 5l oBiws (63b sl 54

.JJ,S&)‘}bJL&LA‘A)}AL&@KZMJ@‘

33



L o Ll o3 a s lse

L;Llﬁ M‘}LQMLJJMJ‘ éﬂngPd‘M)\s‘)u‘fle)‘ CMN‘?)J Lole L;.'.L“(_}}J,)
a6l g Q\ﬁ)lsjaaﬁ.?blS)Jj}».:Lu'Laui))w\éwldyijjcfquu\bb:ﬁjj@
Las o Ol s )lse gl

&l cilas Gl L 5 «s— Enterprise Data Protection — EDP AR RIS PRIVPINIRE JUWHE
bl o KaS e w0 dlojar ool 03,51 Ol o bo (gl 1) ndids (68 (6 @ o ol 0l
Aoled SS8 Ml aseds sl cllad 11 50 Slesla sl culled
-L.iLcuwl}wo)L@.L»‘9y~f|j)>)j>6um‘jﬂjuubj)‘u.MLN@&%LAQL&)LAMEDP
iled ol diSn IS OT L o oo 53 1y 153 U dinl oy 1S 51 4l 05k

L glsle slalus 51 EDP — Right Management Service — RMS L LUl 55 ol 5 esdle

Al ol axsliS S1asl 4 balus oS By o cbled oo Shible aiie Ll Wl

S 15 43> EDP

1wl odd b 5 sls (A ples 03 sl e Enterprise Data Protection

34



ks 4l n DLP IS0 b a8 ol e b O 4l e 4y b

ot o el S e 5 5

odd eai b Llge 55 2 o ook 4 s LiSas Sl b S ol ISl e e
nY

S Osm s 5 o3l o5l o) s 4 45 (6 1S olSais U3 503 JB JS2e 055 b

das e 1y olejla

bl  shaw

:.)H:l{&b\.»bg;wb-j\a}wachwi)sm.la;&c,.:l{uEDP
5035 conlia L3 01 35508 5 a5 b 5 035 s (1S 5121 ol o5 55 Block
da&u)Léjj°>;@6)|;\§5\J;,;U\bo\ﬁ)ssupwg)ywwous@;
sl
2L Iy andls 508 s (18 STdl g e gl Cllb pl s k4 :Override
AL el las
Sl bgpe sl SY plas 5 0l [l wn) 3 Mo 5w o L EDPAudit
A A8l S (i et L S Ll JSKie aS 1 T s a0 1 Lalys sla (6,108
s o b g ) yile b
LSS Clbloe Lol s Lol 5l 5 005 Jlad EDP Off

35



Sl gy s 5l Sl 5 s Lo i (35 355 (slalens 51 Cblim S Olia S

28 el Iy Rl sl BB ,e 5 b w5 sl Do S e s e Ay o S B0 S
DL 5 Al o 555 ol Loyl 03,5 S e 3 din IS S5 45 Al o o) e s Jlis S,
el 53 o0 o5 ol o Olsle & b g e Jaes 51 Ayl Gl 40 S 3L el o) SO

25 dalgt sdalin dis S o

36

OT D EAr - Com



L Cioga 13 (595 3 (ol T gl O g
JJJ‘) C)‘Mé}) b EDP L)'qu‘J" oMr.;Ja.JL;.]aﬁbw C‘)Ja.w C)‘Jx;ﬁ &L‘jj Q‘J...A)ls

(o e B 5 sl Do b s e et LaasS1s 45 300 s O Ll s o
SY sl i poms o A3 ool 1y el ol 0lislS (0T plondl (61 Al ks Jlasl bt

3}"’:’@Ju)‘Wﬂhé‘fOMwwugyd‘}aM

Enterprise Data Security

S Sl g edd Chdls S g 4 ey sla oiws 5y 3930 slalus &S yls bt

Al el szl Jl s o&aus

Mbwgbﬂ&&w‘f@T‘ﬂ c.\.'».'»g.;ﬂJL?H‘oli’;ﬂ)éj)ﬁbé).u_}éli&ud‘.ujlsgfé‘)
Sl slalys Clatlus S s 0 AL S5 s ol STG S s L il e el s oyl

28 3 oS

37

OT D EAr - Com



Wipe Enterprise Data Remotely
03,8 Jl.l Ol 31 b sl G gend |y Ol e B Oi‘ EL L;Jl}- ;M e Ol e« EDP

S dadee 5 el 5 5o GLET pldsles eslinal 5as ol Go b Sl ey S seslS (65 51 S0 glals
Ale oo Bl (g mks 058 et O olSis g5, p e glalus s eld SLOLI Sl glalys
S e S5 Ol Ol S L 5 358 e 0 donn oBiws S das e Ol |y B3 B Cose ol
U PP U S SN PSRN R ORI R T
38 Do s (6,108 50

d ol 35 OF 1 das Als Sy 53 4kl 6 A G Al 1 s 03,5 Wipe dal s 3,
o 1) iS5l BB e bl g 4 K, A ldS 5 35 e SIS Lalus wd fuate 4SS
Loy ool

O 5 Jbo 5 dlS ba ol s s 53,8 o g (Ca ) a5 50 oK (55, p hais DB
Aas e aalsl s S 4 IS

20 LS o 5 dglite/ (5

Sy G s 4358 e 3 5L0s Office 365 L SharePoint Jue o525 o) o G 3l s 335
25,5 0 S poy it IS 35l (55 o ps Sl B 50k i mS0hs 5 ol

AWl ol s ass o S USB G (555 » a8 ul o 6,5 ol slalus sl Sl e ailice
Slole |, 01 585 5 Lo 32 4 o LS 0 Sobeodig g olr g |y s Lt By Sl esle

'V\iudﬁé)\“l;}‘)\)LGJT°J‘;JML5)‘J§JSL5L’”ﬁ)jﬁ‘wb|ﬁ)u\> RS

38



1 Codgusno g b Aol 9 A (w wd

E

s Slosle s ois slalus 4 Llg o gl sl am Ll o yesiie oS diea Lad ol EDP L

b asl b ast axsls

CAM.:I@U;«SL;\MUJ{JJA.JﬁLQ;L?%H)UpB-Lg\ALg;qubwuubﬁjlw.,\g\j&

lpbs s sl o3l ol ased e mas bl das o jasid ) el pl 4l o mes S

Al Sl Ll o8 el

rK;Adb;LJiu&s;)me;.ﬂMsdmuﬂym, Sleole lalus b asle 206 jases SO

JSJ@MLL‘JJQJ‘[;JQ

".M:dqu..i‘\.gb el g2 53 eSS o3l iy ol 53 55 50 sla Cus e

39

OT D EAr - Com



Persistent Data Encryption G y2wb (5045 30

a data

encryptlon

Safe .il .« Roaming il 55 olKaws a5 Jloy o= 1) 5 slalus B sy o o3l Lo 4 EDP
Alld 856 aS s 8 EDP L bLs,l s il s OneNote sl gle asb o ol (51065

Lt 50, SNl Ld s SIS a3 L 5 e s
tc/-w‘ ok LSJK"J‘A) EDPL")J};A w\éw)bOUﬂOOk .hsz b &&i‘ M)S&cdtﬁ 6‘f
u;wwwu;Jﬁuaﬂ}sé%kﬁ\p\;Iswu;wwj,u@@de\ﬁg\M
o.BJS J.:iU b EDP )Sb}} Q)M‘bé}bj‘ |Ji) S AJWLAU:JW U‘i‘ (LQJ’JLLJ JL? JAJ Lol

..vyidaL;)U@_ij&i‘d@Q)yag)a.,\,iLg)liSJu)\JWowsbg\éQ:j\v\iv\g-éw)wl

39 Bl Sy 1yl 4 31 5 05 k>
Jls sl ayls g ol bz s Slesle slalus o108 STzsl & 51 g S 5 sl 4 22 EDP
G&@&U\}Jﬁssﬁyéjlﬁ}w J;'—béa.wﬁ))&lnj.ﬂjé B Al e e sla sl

oS o S s OT 5Ll 51l b s a3l 508 sl s b

40



Sy it K03 e 3 by Mo day 5 ld (sl (e SBLET S35 OISl oy B (sla s 3
Lol s ot o il 25 e b (s o L5 48T SOl (o Jime S0s s )
Ml g5l [2ds 0T 48 S oo b g lhs 2l gy 1y oS i Sledibl e, IS S e (gl 30

AL e sl sl
s o8 50, Sbey U ssd o ould8 50, Al o st lus Lol an a5 Jlej U Slejle Sledib|
Sboks (5, Do 4 s 350 e Ko olius 4 Al G5l s ST oS 551 el

Ll e

SEDP bl 30
: Lols EDP (L5

o
5 e Kot 4 5L 0u Slosle Sledbl 5l pases Sledbl gslulis v
28 o e b S

LT Slasisn a5l 0ad Olosla 3 3 g ge Lol slalys 5l Clable ¥/

S5 o b Ol Sl S oS al s Slesle Sledbl plas (g3Ls kB V7
SO s sl A g s

o g Sy o)l S Y

S blige oo e s b bl Ul e s b WS e Y
L olSKaws opl S pide 5 anw i e Olojlo b &S 5 sl EDP g S

ol oz az2lIS ST zil w aS lalus Slens sla chasls v

45y S g3 3w

Ly 6 e Ol 8 oKis b Olojl olKiis Il 55 8 6oy p Lilg e ol slalus

Lad SLals o )8 s glalus js SIs G 5 503 6l 3 el slalus

41



@Sdéjbcsj,;@o,\cﬂb ML’JJ wﬁﬂ56¢xﬁ@uw| °}lﬁ Q)j“”“’u‘.’.l‘“ 4.AL>J.’
Azea ol 4t Ll Ml o L s ol ol dsl atils o tes ol slalys 4 Ll
--13)—5“uﬂ55)\»,)oMszAyl&é&@)@dﬂjw;jlvuj\xdw:glﬁAS&LAMUJ..,
e 3ol e 5 DI e Gl sla IS G 0355 s 4 3L OIS

.:;deo‘_gjlfél.a‘ui}j&:é)

Windows Defender

#) Protect against spyware,

popups, and slow performance..

A4l 5L La malware | clbsles g anti-malware <G jea Ve Ssuns ol 8

o Pl sl Eel s Sy p0n 3 45 Malicious sls wsl il 3 Lis Device Guard
led o el |y et L5

) 35S 0dge 1y s 5l CBli> Eou B il a3ls 13 1, Windows Defender csl., Sl
52 5o b s (53, L8355 &) 50 « Windows Defender s 8 slul A 555 51 cukls
> pin Ll o] 4 e a2y
ujsgua;touwj\gﬁwwq@dgguuﬂ;gmalj}s;};¢>@\}qu|dl
u:‘.):‘"‘“uﬁd):"x‘%'ﬁ"’)b")’-'ﬁl"‘*:'r:"“ﬁ“éj)ﬁﬂ‘bwiﬂﬁduiévsb"““’f?ti@lf
|)5_57'4"‘I’}"J"')lsc;"bi‘\")m{f&‘)‘L‘*"‘:’LS‘J"C"EB""Q:’,‘\' )'jJL{Q})JLA‘:C,.:L‘JJV‘}jJ;{J)J

42

OT D EAr - Com



o3l L Windows Defender s foe ool doles Jlad 18 |y pps 5 Cliblons Aal = 0 55
S35 g S o SUIST s 530015 355 e S0 p Bl Sl 4l (B4 3L e
S o5 05k S35 e lad oSy 5 s 052 # Jlé Windows Defender

Ll 3L anti-malware

Ll bbels 38 o lxllho 5 w002l o« Microsoft Security Essentials (U L S

Aol 5L Lt Lb ol dal s Led oS 51 L aS e oSl

3ph s LA G Lk sla BB L 5 e 512 45 53 L Malware Ol |, LG S
Ales o SLL s ade 315 01 585 5 g 4 dnled Iy

b= 5 sl 03,5 pluls Malware G Defender <ol 5 s 1S o il oly K L
& 63 Lok ag s ol 53 5 355 o Sayl 5ok sla Sleyian Lolien ey 51550 Sl
A s 035 Dl

QE P PRTTRUSY
Gob 3l Oledsl @ o rs Ll 0l S 5V s s L Windows Defender L L o coladas

S35 YalS 5 58 i s a0 il e s oSGl Update & Security caad s coslial s
@@Lébudl:b]a@ﬁl.:j:a.k@.oﬂ\)chﬁlé_éwa}j real time &0 & 5ol Jled
U ol Jld Isdzes S5l 51 ) 50 4 Windows Defender sl Jli L& 1, real time o 50
o)1= Defender « wlis gls © 5ed 5l oslizad b claslos 5 (5 ol I 55 a3 315 &K ool s
G AS eoslgly ciley Sl 5,13 Spdla s S g Cowl oy 534S ) Sledbl a b das .
Coge Bl e ol WS 6 et s 5 ekl Las deas bl el s Glayssp JolS s

2,5
DB Ll Ly s e 51 pams g Lyl s (ol L« ol (gl Uil s ol ool 53 iomes
Aan
Q_<M|6%\&5;&“\ggp&wW&\JEﬂS@pDefender 63l 5 Sl gl

s B Ll byl s L

43



UEFI

© Advanced options

S old Jluyis s s« UEFI Secure Boot L Unified Extensible Firmware Interface
Wo%bﬁﬂg&idMQ)b\wwﬂj&mQ)}pMASBIOS.,\.JabLfaBOIS
e 53> I sl GUlg g pa s e malware b el sas > b (5, 4k Secure Boot
S Sl il gt s 3wl S ola aslial S OB 5 5 51 sy cansdS 5 adl sl |
53 e 4 352 ol

Lodoled el |yl oy (6 amsn B ias oo o3l Ol 0 5oy 5 oS 5d Joo ola o
ity dealyt BTG o8 Sl i 5635 5L L malware ¢y | b s e SIS cnl el
Ailed 3515 Lok s 4y 5l s g3 a By eslel L

Sl gy adaen LU CLB ol 505
&.ﬂ)rf‘jﬁwabg)JQfﬁﬁP&\JJQJJJTV.Q\JA}J.&LOW}DMbASﬁw\
Lzl Wl (6 S5 s 1alS wiSe o3 )1 13T s 0 Do o 3 ST, le malware 3,4

5 ik s Secure boot CllB 05 8 el aS 5ls sliel Sl SSle s fpean a0 5 AL

ML’ Tad Ca.w‘)JL;

44



OT D EAr - Com

G5 g gouio! NN Julex g 4 325
L;atf.usgj.u&:éjf})é;ﬁo,,\g.xlomawom@jﬂiﬁ)\ﬁ‘puﬁjl.,ﬁdgwlowo;;fl
SIS Sl s ol b 3 5 4 8 515 e 5550 Lk oS (53 AiS e eslizud O 5l Lt S
ol S EslE o s a1 o Oladr 5)l5e pl 4 G AlS pad ek Wl es S 5580 el s 5o

S 98 £ 50 50

&;MLA))JA‘ Qb‘)@f.béouglﬁ;ﬁ) (‘GJ.

Oles B 5as Yoo 5l i gl lad ot 53 Ol 3L 5 03 8w attacker < !,
Slestinad Ul s 5,8 o g T Loy o5 slaslS il o Jpame 5 (3le (50l glulid
Sod 03,3 Olasg 038 ke 5 Ol,)l8 gla COlST 5l eslanal lows e (sla ow s sl
s oz Ala b SBLET

Sk Do 4B s Lsl A nl O3 sad s 5 038 Iy 3 te o a0y Sl (5SS
AL e OLlS Cypn Sl O3B et 6 (5 e 3 K S gy Ao VO I i
(0L 35 58 Sl gay 5l ol i 5 o 53 0118 233 pa5)

g ke Gl Gua L4 (hlen o ( w3a el (63,5505 SY5 s5bke 000 51 i
ol ab S

w st g ekl phme glals Cul SlaS 84S el (gl aypp Lo g Y5 05 Y0

I35l 5 o el o

45



>,l5 Advanced Threat Analytics or Data ¢U L gt &b b il Sl 150 wisl opl s
uwaﬁﬁ@p&wy&rbﬁ;6u)t;)jQ\%J@&uucﬁﬁ-ww)\ﬁ\@\.u)bp
g e 53 ol L
a,\;;SJJLpQ,SJ*Z}Jwb&)L::;\Q)lsgi.:M.mﬂ;&gmuﬁi@bg&l}wbﬁjgﬁj@
JiLoJL;GMJbLAMJAJLM‘)m)Q)Sw‘

ML{OMJ 43\)‘ C,A.Mt‘ JLAJ.’)LB))‘ C)b-ds&“:jwhéj@)w‘) MﬁjﬁéoMLﬁ;ﬁ QJ}J)J
Sl ol a8 5505 5y OG) pl ol g Al w |y a5 e gl cJs B as S Ll
53 blas Sole a5 Gl o sage opl 35,8 jolo Lk lav g5 4l aS Jley U s pd (b g e )8

(ATA Ul

A S S s i &S Sl s e plelid Ol glajli, LT L cluags
.Jj/:aL;GJJLﬂ 6)[14}‘ .Lw‘)@
iises glalsy 51l 5 e ol s S Sol any p ae g 5 Sl s J= s Ll ATA
Al e anlsl 1 35 i bl s w by 5 axdls p S0l ,l8
203 0l e 4
555 o s False Positive ials o ATA
B SS (KS
» Active Directory U ks, sla sl 5 5 Port-mirroring . S plo ATA =2 3l ax
.JJ;@Q)M iz f>l e ol (aLo.?ASJ.:.‘LLg adls e g A dal S ATA 65,
5361 1, 5,15 SIEM- Security Information and Event Manager L« _ls,lS 5 ks ATA

2 gn 0,75 JS ) o so 4 el plad 5 S dal

46



b (3)\1 6LA &)}AT LGJT LQLA)LU) Cj))‘jo.}; BBy ‘_) Q‘j)lSWéLﬁ)LB)ATA d&)jﬁi)j}jﬂ
jobﬁuTmSWoJcJ‘jjdLﬁ)‘.ﬁ)l{.J)}T&JA&\)(}YLSUEeb%‘L@JIJ‘WJ))TL;AC,‘MJJ_

LS oo pleld et o 2 5 e el
)JLﬁ b rJYPYTw\ LSLAV.:;)QJ\.J °‘>)J'°)5(">:ﬂ c.,\.:.i:.f éLﬁ‘j}lSW)‘w}&dLéJb)Jf‘
O 2 o2 il bt 5 23l il Gl g8 oyl b Lot ol (gl (85 S o
a8 malicious ool 5 4l ialS L False Positive gl Llalis (ols 553 o o Ll

%b@cMmﬁjﬁj@)séuﬁdeJQ

Malicious attacks

ATA detects known malicious
attacks almost as instantly as
they occur.

Pass-the-Ticket (PtT)
Pass-the-Hash (PiH)
Overpass-the-Hash
Forged PAC (MS514-068)
Golden Ticket

Skeleton key malware
Reconnaissance
BruteFarce

Remote execution

LS SIS 3 SISET Al O ey e 3 o 5 e 2 45 ol et ATAC L Sls

Virtual Secure Mode (g jlw cuo! <Ib>
Syl L8 Jele e Y S el ol antl cONtainer pols dkie slss 51V 55
b 5 s dade |, OUs st 0S5 (6 4 o mws o3l (6558 s ST 6l el S -l L

Hyper V sV js 8 auils 513 alflter la zlS 55 0T L dad o gla s 5 LSA o g 51|

LSl e el O (gl Bda oS s el gla S 5 L

a7



s 53 el iy Ol b oS 5 5 S 4 e s (iSae Ll 1y s el 5 Al 1y paesl o e
13 g s W g e 3 g 0 LS O 5 Aien
Sl e b 28 Wls 0 &S jskailen diea IT (50550 cms o 55 gl edbdy Jol )3 b 288
(Resource Controlled) s1s J 5 mls 5 (Portable) Lo~ LG (Isolated) oas oy 51 Sl
b Lo ol 53 Ciliss (sl 2L o dimn (g o ) DS sla e s uslS 8l 55 s
o S el i Sl ST s ekt sl sl e b Sl sl US55 e O
&
PasE s 4
LS gl s Hyper v G =1s 5o 1y el sla 3315, Virtual Secure Mode
ASe |l amlS 2 1s 5a 15 5 S 555 VSM
o don s S5 il il o Sl (5 e 53 oS Sl s St il J S 51 VSM

Al e

1Cdlg Silo (5 3om0 Catal 5 31 i

BH Application FA Q S

Virtualization

AL e Dbl (65 5ls a3 el th.a Emloe o 855 5l S axsdS dle os s (ke (5 ils

W|Jb‘))l""“"f‘u")|Wb—él"‘f‘)‘”b@c‘pb)@"’))wgvﬁf‘ ‘J.JJ

Oyl 5 Olo3 S s g 5 b Sy a0y (6ol 58l S sl b b sl eslanal Ul (g5l (65l

Lly o et Soeel by down time « 5L o be pile gl 05 ol cllB 5l

48



Al e

S 3 el 3lpe ol ool b s il andls il 5 ) Wl 5l ol 3l S35 UL
S5 eepl ok
)MJHJ‘)HyperVUOJ;L}.E‘)wawb)ﬁue)jﬂ)j)u{‘j.&bdu491-..“.’).)
Lo eliys 53 51330 05 i b (839555 515k plad oty el b S o) OF 51 1 0)lss U5
il

multi-tenant 5 <o ;. LB sla w)JTIP (Sl o> glalad 59w 59 5 L;J.;'—To'w.}js 3

Ll sl 5 2s Site to site vpn

storage e s mim sls Sl L ohen A5 dalpt sl o Ol sle Skl bl L YOV s

Replica
ol gty O gagd

BR Windows Server 2016 jh

-

O 5 s Malware el 5l s ,8 o g 5o il SIS pl Ll i ~1 b Hyper V. s

.l a.,\.ai:)e-ﬁjiibgjﬁu

49



b Sl 0l S aen Sy sl UL oS LY 5 Son sl S oS el W8T LS il Sl

.JJ)\JJ;Lq.:.o\w}ﬁw(g;f)ﬁéu&fijﬂjsﬁn;é@uw&4_34;.-}?

S e LTy s o 2aS Bl b mlns el gl (gl L5 e gl Kl oS
dades ) Sl VM (55 5 oS (5lms TPM G 1 Sl sl YO 5 5o s

Some b o id (el (G3e sbs e (5 aen gl BitLocker gl Jles LB ol ol e
ASe gty gl by LU s«

Q)M‘UCML&)‘VM Mbwo)b\ﬁw‘aw JW‘&QJ}&W‘@BY'\-\))JMJJMJ)J

)}Lﬁbﬁﬁb&&)%uwﬂjﬁj&ﬁ}cﬁ.ﬂ)i6guw‘J;dwg:)‘)yé.)\d&‘)bﬁ
Sty

ASL e 0l & J= s

50



Enterprise Mobility
= @ @
Enterprise Mobility

Aas ey aB iy aduge S Ll o3l s ol ay ae pl 5o Sl Sledg 4V el
s ebra dfhlf:w:.sfaj\b",\JJBJJ“LJL&JLQASC}\JULSW:&LZWLg)'Lwe:L:45L§LA)KA\)
Al sy e tes (S A w

Sl e Sl ol Chable 5 el s 4S5 W gd hedae j S ST g aes L1 Ll Ol 4k
A eslital SLSS (las g 5 mle a4 3555 Gl O | Al dal g 1 (K

ﬁwbﬁ&oz‘b.})_}%ﬁLSL,au.:dﬁ)chanﬁM@ﬁd‘f&m\uﬁwsL)b)J

Sl oo b ) slite las, ey pled ple O s pd e a 0a03

GO bl 5 Jeal 28 sl 3l s Slasle adose (51 xal 53 sl a1 s aea V0 el
Sheslanal lpls 1) Olesler Jowe Slaa 53 o Cu g (6351 2l La Ol Cdol Sl Jb s S

el 0 dd el Olojla 59 s S JIy 0 O:.;:b)uwj:sﬁb,ii;)@jsﬂ\;xs\

03,51 Dbl ar 355 L1y (i V0 S 3,18 3 Lo Cotl 3 03 00 sl STl o (o 2

ils dal ol e a (ol g DB S 55 45 S S i S S

51



Windows Azure Active Directory

Rich Client Apps

O Olad )3 (s g ga 0313 13 oa JUS 55 5353 0 o0l Azure Active Directory i |
Syl elen a5 5 b 5l wxas b

et &S plaslil plad Ve Sadas 5o Lisd oo Jate oo bosle DLETGSG 53 b 5L &S oy ples
a oo el Jlall g ol 05N

s S Al LS Al e Gl 01l plas SSO Lot das e ek 4 Azure AD S (55515
S e DUl 3 e s 4y Lo Sl 51 18 Al a2l o 2 515 515 oS o g plad 4 15

I bl ol 5550 55 (6 Rie olST U oIS 35 Azure Active Directory s,se 53 (oS o

!?Qmﬁlﬁ‘,

So5S 213 s e

4 iy oyl

ol oo s S pe

el i3 S sl s developer sl oS )ikl ol
.m@muwﬂsul}ﬁ\“';;»);6}?;4.3550QSMJ@\)QKA@|JJ{)\S@AD)}5T
il gl Shsax by dulo jasie das ol b w0 oS Wil o Ol ol 2 0

52



le 2 Sl bz 5 gLl o e Slal 5 esle | ol G Lt eslizd (gl Olu]
S SLS sl en b cole s S LS Gl b s o s b g 5 Sl
Ll o plesl Isszes SSO Sl Slnty bl Yoow 5l i 5l Jl= s s cloud s,
Al Lo (sl el b DLl e g 55 G

ST L O 3yl S Ol 4 Osls ol b sy 101,805 S daei 8 g (b
Sl L Olesl 5o g0 Sla asli b (6l (Sl ol s & g 2d Gl ol SIBTL (0
o ADMIN @ bg o oS LlaslS 5 gl das o o3l )8 4 &S aseie gla s
i helpdesk |y 0 5L 5 esls planil 2355 1 L

Coolio sla o s O3ls L ilg o lad SlaS 1083 55 ol il sloml L 05 S 1 b
o bt il e 1) Olsla 5 sz e slalus b gl slalus Sl il SIS s
bl [ el Sl 5 daled Aoy 1 Lls Jsana b sl cled & ol e L5
220 ge S (S Rl B das e ol led 4 S s pl 1S 5 sla S gp sbml
s pala 5 el Sy 53 a a Glasle e 4 Al e OIS 55 S lesl 1 Ol
Gl s ol J Ctle s s dilg e ADD L jascie CSST G L dais il axils
3,8 515 eslinal 5y g0 Jlail (la aol 5 ol Sl ol e

Sl Sl 3 ol oS ot 1 o g 4 328 paler BI85 035 slml g (55100 e

s = b L;:LA)L.» 6[.&)\5 )‘ oslazal Q‘J:.a QJJS )j;'.:.’lﬂ o‘}b‘-‘ 9 bj.{:: =

¢ADD

@) s Aal u:\\.um

33 Sle b 4 ol J g s sl gl gl w5 szole o511 Cloud app discovery

.Laj:u@o.bl.n.’;»\ QL“«W‘ LSJ}L‘A Jo-\j .hwjf sz.s‘ L;LA Ml.sff.&.fl.:)b\' S gl

oslazu! pfﬂ oS a5 e g eslinal Jl= 5 asl pliS oS ey e LS L Cloud App Discovery

e Sy ot G158 O 5 A0l e Lk s e 031 DL wm eslizal Ol (pimen sl OT S

'J‘ij.‘.i'.' L;’-‘);’.‘

53



Cloud 4 ‘S)ﬂﬁ‘é - P

Microsoft ciles Sl olalbis o pde sl ol oS ADD ;5 o8 (5,5 e LS
Olod 53 1y oms o Co e U das o o3l lad 4 ol 0 sl .« Identity Manager

.%}JJ@‘A)}}T&)}Sﬁ\J@job\)rbvjo&n
Lo ol gl gla aal o L il g oo s 4ol ol aS 5 15 555 S@@S (g sl o YEr e 5l i Lol Jl= s
) s Ol 5 i s (g aiby 5 4 S 15 Lauly G Olga ADDL S plesl b 5 LS
.J)‘Jo%Qﬂ\)u;MSjJibyéuo&wz

o)lrl g el Juate 34lS 4 S5 s 4 &S WL e sliS e S Juls ADD App Proxy
.m@\ﬂpww@pr@

u,oLAMWLQScu.w;\6J~SJAL5MJ.:M>L5)'LWVA\]§Q?C&qﬂmdjd&d»uADD
A3l o Sl Sl ST s A 5 s el s (5l Ll Jol aS L
s s el 5ol sl 08 SS
ks et slie s sl a0y S pl g S 13 e gla ey S 3 0lp,l8 Y
L:aJJ“GL;)LKSV.&\mebﬁﬁj\dijjd\.upb'-LgLauUﬁd\ﬁo}uLgLa@lS\mﬁ;S v
355 03,5 5158 ol Ol 51 s lS ST o b e b s bl 1) 01l s (el ¥
s resd plod OAS Jlad o Lol s 2l 5 355 oo I 8 S0 55 5o 5055 (2 O
Sgi oyl pa s
:j\J\S\Q)L.&Ub;ygé@é»\é&@.}gl})\ﬁ:dég

ol i ,m sl SSIL asline gla o iws glalid 505 S 5 smile aiby & ol 315 v
Syl edge

S w8 Sy M . led i a8 MUlti-factor Ly wl p GG sl gl o3 V)
bl a4 5 e et bl el oy B LTS Lsd e S S )lS
.mpwu.:j%uﬁ&ilu&www&“mwfﬁ ol sl Lol

54



&J;»Lguwjf);g;i}wjo&wscﬁjﬁ&@(}zgﬁzﬁjﬁgw};@éu ok v

50

3 35 wWblgd Cdadlono lo 1 COlwg ySulo Vo jguing 495>
w)s@wm_@\muﬁoiﬁéx@¢Kaujﬁusw\w‘ujto>;¢ww

Aled Chablwe Lok Sledbl 5 s 51 der gl > ol sl L

Jb—@u\éuw.ul{d«udlﬂjuj&gﬂuélﬁuiﬁqdjL)liﬂjdﬁj.?&.)q-ub":é:):
VLJJJLQSQ)M@.Q;j\wwo&lJM@wwwéQJJdq.:jwv\;-)'l.b.ﬁ.éyb-

ERR ey
S el Sl sl o Joate Lol 4 OB S 5eS L s Bl 6 s 4 Ll &S Sleg
53 Salay Sl s el s 4 S0 & Cnl S 5 e axlge (90L3 sle S,y L s

Azure rights Management and ..l « g5 ol Solo spiee SU e 51 s B
Sl cdiilbus ae 53 SLLe WS Led 4 ol ol syl Information Rights Management

.JJ&AA.LZ L.Sl.: Q‘M}L&bﬂ.}

Azure w o R4

. http://myapps.microsoft.com cole ods bl s o e <oy 5l b Ol Ll8

SUGl ol ook 3l s b bl 1 10S 5 gyl sla asl 5 b 5L 5 s el Ll

LSl sl ey (gadane sls ael 4 Calis (gla oLf.t..«;Lf.x:\;\jJJaQ\ﬁ)Li

3,5 35 lad 5L bl a8 W s ayls 355 Ve Ssdu s 1s 55 Azure Active Directory
Free

Basic
Premium

ukfﬁw\&vuﬂ)@usw\ag;qﬁADD>%6|ﬂ\,6>g,~6@ﬁjou;@w,§iu
Zobﬁ

Loy S o sl ol gslulis b — Admin Units

55



bk b sl SIS S il 4 S s &S gLl LB — Business to Business
k:,\.w‘ OJ.’{JJ§ Jl?uj ADD J‘ c}l.ﬁ.w‘ lJ &)L}vj

- B2C
o sl e e 05 S SO <L — Conditional Access

J&s;@\be\j}dscbgwﬂwﬁmév_zu@}f—jmcﬁj.ag;{ﬁ.u
313 399 Ve Sakuy 53 oS &y 50 4 &S ADD J s — ADD Join

Azure 5o Lo 3 cdadlxo
ssba Lsd e Jeme alaly cpl gl BlaS pla s 5 AL e Al Jb s (6l DVl slel
il Baee 53l al Ao s Vo (JIN0 a8 508 e 03] e AL o SRl Tl s (gl el 53

2 gn 2]

Sy sl Sl Ao s Al G 0kldSD) 528 55 dads azd S Jle 5s s ol o gla 218 b
Aoy3TE Ol s YO E Jlo 55 a5 1 a3 8 515 6 mlo SBlam 5550 S S 6la o ylod dsys o
el 0355 Y3 G5k SV S5d 5 (S mle OV (g A 3a S 55d e 03 e Ll andls S,
Azure 51, sl Sl sl Sobe 0L zie 5 01 )18 slalus 51 bbb | ghae 40 5 s 5l &
5wl onls S35 oyl sl b (g nie 3l clables ADD 5 5 iy s ol 4 S L5 AD
s rl s bl bl Consy 4 A s el led Jls | el sls SlbB cnl L 0118
:mﬁib.mb

s s ls 5358 eeslial HEPS ST 5 5IMelS 5 sdie ol as g o 0l 5 08 o slos 35
338 o Jame oad 5,5,

Byd o oS pe, V0 s sleslizal L s BitLocker L. s oul export s import glalys ples
o sSL ks 13 cilas Sole malns 5 g3le o3 Sl G 2 &S Obide glalts omen

3,13 35 0L zie law 5 https 5 http IS5 5 o ! Q&\.sfiuadjlfijw ws iy sla
.L.::l.' ~° https )‘ oslaul CA.%L»}JK.’:LA 4.:,.9‘55 LY

56



AL e S (gl ealy 1 TLS b Lz plas Sl DS g Ja 5 1 s Jlo ) (g e S S
CobB aS das ol o3l Ll sls el 4 oS el IS5, TLS: Transport Layer Security
B axdls [ odd J 555 sbalus g5 1 me Slral b (5,88,
o1 LR e S 5 S s 2 a8 el plin ase o e oo (S S s 35 o b B
) e ol a8 WysT e s e s gl 1 gl e bl Lal i il Sole sls S
Virtual Machine — Windows / Linux
Virtual . .S 2J ¢l DM-Crypt 5 ;55005 ol BitLocker ;l eslizal L Azure Sos (¢l 5,
S 3l 1y ol nl g ke Nisd e o150, S5 gl b 5 354 sl e Hard Drive
2 oo oS key vault s K 5, LS Ll bl VOluMe 5 &g o 3 15 (5108 50,
LS L8 o

a3 3 g AZUTE SIS o saad 3 1) 355 el 65550, VHD (¢ 2t

VM key value s _.s ;) passphrase L BitLocker ¢,138 50, 4S5l osbal

355 o plil Sgs o 53 (SIS el 3

o G Sleadis 553 s Sleyss e key value lestisad b3l o pde s e

55

Sslms ptle 505 ok (53 sl
Key Value Security
S5, SIS § sl odd 053 nS IS ol e, 0 ke Value w gl s 5050 ples 23 S
Joee cpl il s e oSS sl ol 5 3 LS cpl S e Cliblows Lk (slalys 3l aS s
L3 O odys s Ol oS il axils 5 5o b Jy Aol o Ldg 5 20 )3 doe LAUIS ol 505
S 5o L s Al e S Jaib |55 s5ued (6333 et 0L & 035 (oS S (g 03l 5 A o

Al s s Dl 5 K wax s

.;,\s\)m.sﬁfui\yj&value J-’“SL;iL“J‘:-lS“-.’vjj;SwaJLS e load

57



5okd SY s s plas b s b st SlST s 1y S pile Sokl Wls e s ke
& s g S s e 45 25dis o ol al 3y Do 05V S e
el 03,5 256 vault

sl Glad 5 K e o3 (g rte ST 4 b e slad s eld (05 sle S
2ls JulS J xS s S slaws g5,y (6 rde s replicate | gl S5 o) 50
read / o jzes 1L 6 rie 3l e zes L Key Value & 55 2w &sw a5l
Aas Write

KPR Value 3 ol LSJKJJ;U sl Sos w o~ );)'”T

Blobs, Tables, Queues — 93T (g3l 6 g

5l o &5 L el s ELL S S Ll S 5l 1 Cuge oS o (0505
35 o S Dile ol o il pran el o LS 5y plB) 5 el 13 555 53T (S a) g e
WJA‘M‘)J“SUNOMLM‘JLAJ.\KOLSCQLg)Lwoj&Ju.u‘)ﬂ)Lg ol s cte SIS
o2l LK 513 gl s s 53 S lalus Gl s e I bales oLiS e, OIS 5 50 e
& SIS )Jﬂ)-’p—’ﬂd% el S 5 ok (5, Joee 53 s a5 AL e WS s Ly,

g

,_,ugl:gé SQL 9 39w SQL

Microsoft*
7 SGL server

3yly Sl 534S ol g oS AL e 554 255 — Transport Data Encryption — TDE i eslix
sslizl AES-256 V.:Uﬂl SIS ol bl s encrypt g a8 e, ulS K sleslanal bs s el

58



Cliils 55, SQL Database Ly oS 55i o Clabloes aslinl S o pds s e SO LS
Li 5 e certificate oGl S cl ot s 055, 40 a2 2 S s certificate s
o 2 ks BBl 4 enls 38,5 13 et (5 me 50 Sy ol et 5 205 0 0 O GRS

Ll
lalus 5l cblis b aSn 550, 1) L panltrs 5551 SQL 5 03 S eslizel 557 5Lz 51 HDInsight
Casd oo ag bod sla enlus Sl s 5 ol )50 4 Ol o e e Ll el

.;)J.S&ﬁ)'\ u_,LZ.:b

$Auditing g (ow ywd J g
LSLQ.LASJC,\M‘ oals rl}u( \)M&L&bﬂ) rw )‘ C/\-bl}hﬁjé)&lﬂ)Azure AD C_,\.Bl.wjjg.:u ‘u'l‘f’t""
)‘ 6.5[._1‘) J\J\Jﬁ )j—\.ﬁ J".'.)b L;""j:""’; L@JT‘D Lq.\:a .E.E_e aS ol cﬂ.>-> LJ'A‘ LS.;K.A DL 6)&;&) A L‘)JJA

.L)|>Jﬁjr€,«6u&mﬁ)

1520 Gb b 4 oo s als
2By cins Slas s AL 0 i seauthentication ol ;s sulds 5 Lol Sl
oy o Sy edd edinss Sladspeg b5 Ll e IS SIRil 0 b 5 Ll o wdy o5 Lo
Ol Bl 55 SN geams plad 3 ol oaly Jlis 4 Cdlos SSlo llly o S8 S 6l ao

A azsls authentication gl guds sla, sSB 5 xsldS SLS | Las ) gus
Sl s 31038 eslanal L oogd el Ll o AzUre MFA 51 eslaal U g 58 sla s (aLQS
s CuSS L5 wles 3l eslizal oeen Azure Active Directory s federation (¢S 415 481

S PRI 115 o 0,8 553 plosl SIS ol 5 cytadan SIS G 56 pa 511 5l Sl
bl eslinad ADFS tlu 5 5 eslinad L s 555 gla 38T 51 bl

Permission < gusxe
PErmission Cow Lol ool s 2y 03,551 Sy axdls 35 5 08 5168 el 5 S 31 SS

ju.a_&hi.ad));i.idsﬁweslbg)jﬁpﬁwf,ﬂ;:db))k@.JQ“LQ@;.)[;QH)LA&JJVS
Jsy Yr ls ,sl= J= 5 Azure RBAC- Role Based Access Control .»s 3 skl ol

555 e 03ls s Contributor 5 L owner Ll , ol )8 @ oS Wil o oglite 5 Calises

59



o b diss slsl bowner o Wil o oBus oS lie Wl JelS oz s 4 s Owner
,u.;\):dpbéﬂg@Aj,u)b\)tiwx\)}'a&\uReader.x,)\x\)@tsrte,_;\gliﬂ\asgujw

LS Jlas

Privilege Accounts:
Sis e gl bl b s hls 1) ks Co e Jal 3 s Super USER 55 0l 18

o SO Sy 03 e 3 diled Jlé Wil o L JIT-Just in Time s o sl 1 ol sla

olie Gl g mees sl b 5 pmen sl 3 b )

Cde S sl LT &S 54 o bl Sled 5 et ol das el el s 8 S JIT
03,5 V.,JG.«J Ol wde 5311 ool 1) QLA v s ol lads 5 s a3l sy ol 4 AU S
Privilege Information — PIM .. s |, Azure AD PIM il b cllB o~

Management

Boles SUS a5 Lsls s SLeS am i 03,5 5 58le |y e W15 0 LT oS ol ol
AL Al s g Cdge 4y ells o s JWl O] S S 3l gl sl 5 W5l ot
SV el ol 68wl Ll ) O s sla cled &S 1 06 Logging 5 Auditing sl eslacl
sk S b iy SLabs laylpl 5l eslind Gk 5l aS QS mla ls 0l Down il gl
5 S Ll ok 5 od plalis Slag hs 53 ks S e ol ples sl el

g Sy altee S s LT oSl 31 15 553 s

Operation Management Suite

an g 5 AT e (5l oslos g 53 48 Wil Vo o 53 Sledir sla Sl 51 Ks (S

el 03 S Ty
sLinux OpenStack VMware AWS ( Azure AD I 45 dil o 68 dor 5 pde s o SO
Ll 55 )5 a8 oo Ly al Sla s 5 ol Ll 28 5 iled oo Sl s ,m Sk
5> e 5 LT s (6ol e 3l S esls JU sy SCIT Ol e w515 sl 1) ol 5l
ot 1o s 8 Ll andls sy Bl g0 w0 a5 plea) S5 5 Ll 5l end Ol Ol

V-

60



My Dashboard

Soly

3

L Lrsange A

System Update Assessmaont Backup Automation

25 k2 12

D

Servers backed up 5/6,/201% 77 é-' | g
TotAL COMETED W1 TH LR
30 3

Eroes in the last hackug | o

3
Ed EO;

Alert Management Change Tracking Security and Audit

® o Tl by 1
Gorsguey  Ameomatwes IIIIII

: ﬂll W- - 4676
gove === Mall =il ==

bl 2 aS ol sls w5 Al s 3sm e 0L slus ol sy ok Sl e,
A dalg g, bl 51 S5 K ol 0l p2me (gl Sla s e sl gla Sl

m,.:&Jmu@wéuw}ﬁwmﬁsﬁﬁwﬂﬁsws

by a8 xS ol 58 8 15 53 O liyls alis (gl ool 5 o pde 3550 53 oslby 55 T O s

:JJLK:.A LA JL“J}‘ DL OMS LY L}'-"LL‘JA

035 gl glalus o) guw a8 Sla Sl 5l (6ol sl OL:.A)JM}&)}T@}_-:LA KY}QUT

B e sbml plosl el Slles w3 S50 &S By

rL«Jrl.'c;\J»LiOMS Lol g s oS ol iS5 lays w8 ,8 a0 55 O s pdy o 2 3
el o b (55 e g 4 85 ABL e 00 sl el

O3 e 3 fber GMalIS 045 pal 3 L (55155 sl dlad 5 s Sy 51 sl 40 pema 13l lS3
L;ch,ﬁﬂ.udwafpp

B B L L5 I s bLMalware caxsy ol 5 055 5l LUy ol

Conds Jelowi 5 a6l el b o e slaslts (sl e gl (3l o3l

61



G e b bead oS 5 et ol bt wte LOMS Extended System Center

23,8 Jos 5ol S 5 oS s 6,500 el o b 6l e o e Bes S Iy
sAlan S 5 zils s S S gl olesle 31 gobew o= J= s :Hybrid and Open
S3FFS LSS I 5 OB A 53 s s il 055 (0 L ide Gl e Sl 02l LOMS

.J)}I&Ql;'u)\igl.a...f:d\ﬂb&)}Q@joxﬁ%}'%ﬂ{&w%‘dbjbé

.Jﬂ.lg:d))j«é

2 b g0 Cuo!

sl (T 51 4l i o oslisl s sl IS (5l Olas po (sl olSies 51 L & Lo classs ol

el oA S s ol gla
o esbinel ot ot b o s s 058 planed 51 0S5 L s e eyl (sl s S 8 Ol S
S Sosb 4l odd A )8 5 el sl ol g blise V0 Sy 5 Aoled

.%WWWS&JSJMéuaﬁ)gdlﬁ\)gﬁj&mcﬁw.L:.}i‘,sdal.QJ

62



Gl 5 Lot ol b= 3 5 il o 6l S S Koslad Gla bilse sls oSans
Al e S s T
.Q.w\w;iéu\jj.&u(:Ji‘dg:@u”‘jlil{jﬁLgLAoKT..»JﬂU.‘)L;\QJSL}{G&M‘LSLAA{Y@LAJJQLA
OLLS WS B a5 (sdie Ol S 0 0315 o311 G malicious s malware el sl a3l
.w\gj}lq\fijcsﬁJ;;S@JL@ﬂWc,_:ij45.5),;&);;).\:;@@}\)

TPM %dej%)%&éuo@mbw.MQ&)‘P‘&MW‘M%&GJE@J}‘
5035 dus Sl 5l Sl ol sl Jle LT Secure Boot bl 5 Ll ol jgmes ¥, asens
AL Disable 15T Wl s o5 S

s 2 s TPM (s QS (ph gy e 4 a5 ol b g5k UEFI Secure Boot System
3,8 oy e T 054 SIBN 5 055 gENUINE
L;\ﬂj-ﬁw:ﬁp’b\aﬁ)@!j;uwp;ﬁf\ﬂ\éﬁwuszowﬁby|fjfl
A el S Jele a5 Windows Boot Manager 1> ;s UEFI ol JLe IS Sl
>j,ic)ﬁ)'j.)~;.ué_ulaj\.,\j|}3dajwSwl@ujé\ﬁ:)\:;ﬁ)db-w\)sﬁ&ti‘;ﬂ\k@:;
3o Syl pl o ndy Sose 04 D s sl lasll s Sl eslaad L L
A el g s s

ol Lleas hash e sesddS 51 ol & ad 5 aolp Jsb s $a40s 5525 UEFL 55 ol shan

.l.o‘ ol &:.S aKIMJ J>—‘.> DL Lﬁ'iu oI R LY la haSh

63



LQ.L:S (Lo.: UEFImL’ZiJ 9 ol S|gned .kil.a UEFI J?-‘b DL )}'“’."Jé B} LQ MLJ; CLA‘)J_)J cb)ﬁb) Ao

o b s el 5 S S s eseis CAjgimage hashes (isle o |,

o den 5035 ol s des S A el 5 e S | e UEFI LS, sl rolIbACK (2
LS bole a5l gl a4 C285L Sl oS ol Al ol rollback st .« Genuine
das e ojlrl 53,8 Cibge Iy L malware s SulS b 4 kS S 55l 54 sl -
UEFI.l.A.LLo.,erﬂbM}ciﬁl.}jj&bw&u&bbqi&&f€@juwbuuay
.5)}«&J:ﬁgwﬁ(émp&ww.pw\.x\oud}ﬂh}ﬁbwj\uwéguj
.:)\JJJNJLAJL@JQSA{@J»L&WL?JJK:@)\JBAJ;MAJJJJAJ?SQTJJ:Q)(JSM
Dol 4Bl 3 g Dl da A Sk

Shles 655,06 sl B L 5 BitLockerSecure Boot fols vl sis Sor a5 sl LG

64



ol g b A S el ) n adsl gl s Sl one Core ;i el g g &Y
3o50 ol gl blse oy V0 Sadus By das o Ol ol Jeddl S 4 01,8 5 bt

.J;&)bﬁebl.m‘
el oY bled oo Slarly L2l e s 4 sl g S RT L 5 i sla 2SN 51 L8 Ve 55

Sl oo 5 20l et S e Sl il ol L

423l g s O 45— Trusted Computer Base- > 55 o |~ TCB s lolo oo
e sl OF 53 (6 ks Ll55 od

S8 Ll edsinstall Kos oSaws L ol shipped bl o devp 45 s asl
g ool 3L el iy 0T w0 5,8 e L5 Chamber & 515 55 4l
Coge Wl 3 i Slonisn L ka5 L a5 Cobl 6l A b b ez
2S5

Tt S A dalz dlledd il 13 51 (5wl galdad Lol Jobige (sl )0 S

Microsoft universal Windows apps
|

)L}}\)b@b)ﬁbﬁé%b 6LACA¢LGLJJ4}AZ@JL»)J)JJMA[§)°J};J{J>LAML’J.: u-i‘(L":’
ot 3heslinad b LT asl ool hilise by 51l 4 3l Slosisp g Do el 0313 13 0,18

333 oo okl Windows As Service <l -pl b o Sleyisy ol

65



il ,Sele 58 o il b es 0 b SIS e dpen b s s s b g e

o8 Dl 1y ol Jibise 5 OlSKss S 53 8 s &S e Sl W sl B 51 (gsluas

Ll o el 1 Ol gla o mes 5 esls
Ol Wl as bl ol sl o Lal0 OLis 35 s o= = 50 aadS 5l (605 Ol )8
Ll a5 G b el a8 Wyl Jolane 5 calies sla ID w0 5L a8 5505 55 (ol e O

Masl ansls calues JKATL gl gla o ius (6l 5

o3 o3 e el cpl il il 006 sy e IS A Rl b oSl
S oyl 53 A3l e DL 555 5l S sl 5 o pill DlAE Laseds el L3l o Ol S
ssd o3l Hello oy b st Sl
oM g il o SOISS A filse 5 QlSns i S s allas Lo (g 4o
AL o K el pfee G Windows Hello
A3l o SIS L g plalid 035 S5 oS 0T eslizal 3550
La flbse o3l A3l o 5065 ) oSS 5 A8 sl st slasll cosen a4 5L
by oiws 3l pdm S Ll 1) Sl il e 5 4l ) Oy g jaseds bl
Ol G azils Sl s 2 4 3L Windows Hello e Ll Ll b6l 1) eSSl aseds <l
Al s 2 7D s
adimen ;S5 0T b e S 1) Slaladl Ol B a8l e L8 b s oo Sl Sile
Ll e 8l
it MDM Lo s altece ol 3 sl Ll i eslinad 5 sin ol 5 Ses L PIN L L 5y
BYOD > ;5 yosast 4 558 000l
 hilge s PUSass 6l aS 3l 3 pmm s N Sadis 53 oS el 6 803 wxee Microsoft Passport
P RIS G s e A8 S gy Gl ) e 0 4 e a0 B Gl ) s S
Sl o35 IDP L s atle )8 oSl 5l a5l o PRI SUSC L oS o g LS

ety

66



03,5 Sl 1y 355 oS el Ol l8 35 el la OF 51 58 8 5 0 PaIF oSaus b o g LIS
s Facebook Google Microsoft Jols as . aib FIDO 4l 5 S 8 Ll g o bl ol

LU syd el Gl gl &S con 11 Passport g ol 5 golbew oS ool
el gt s oslitul b sl e SIS S 5 ool gl 1 ST Ol Clo LT aS 558 asiin
Lol el oo diilon Cusn Sl 51 poss 6 aY s w30 IDP 558 ol 3 )8 S 5
Text

S5 K e oki Validate e 5 spie g S 58 6 Sose Sl S LS
Sl S 5 cpl b as third-party sl 5l G gss 0S5 255 o Jll Authentication
5,8 )5 eslital 3 40 Aitees

S oo Kl o led das e ol MDM e |y J 28 5 o axlu Access Token

AL sdeee )18 555 rL«J Ol ol STl V.:la..? Codgdowe S Sl a3l 3 ls e s &S

sl s ol 3 gla oz Ll U5, Authenticate

o315 Ol 3 IS 5o M adas 5 el s min (ol a Obey o T e e 6l Slesl ol Uil

el 0

Enterprise expectations for corporate access

Access from Protect Access Easy Audit usage and
anywhere using to corporate Management &  protect against
any device resources Deployment data leak

B ym- |

7 - a2z 0O
A®A —

67



sl 0315 axws 5 1, VPN L;u%&uu},gusw&wﬂum- adug o

ol o oo jtees Jais Ll ot Joate VPN (g alve o 8 SLS B3l last) s 15 OSGel ool IT
pleol Enterprise Data Protection L MLl -l sl axils | sl i 25 5 Lot sla
RGN PR W
o ol Ol o mes aiean VPN (¢ dv s oS aiL o e opl & Always-On LG
Ll Lol ) e ts o3l )8 G a8 S (6,8 el &S el 1T Ll sl il
5 i
Sl oK 5y oS plalus I Clibles gz 53 5 atdls 555 b oSaus ol 5, BitLocker
plad el (63,58 5l Ol sl Jj.\idao;)':l.ljrfalf;»: By Celodd b ssls J1 3 L g
S ooy Wals 31 bl 558 o 5050, 1S o LI 0T 3 s &S Sl 4 by e slalus
S 2l Jb L Secure Boot UEFI sl ol w555 o ol Cold boot =Mex 3l (5 .8
213 35 se Llise Vv sk o) skl D)5 4
OS5kl o b OSius 4 4 Ll sbs oKas g5, » Enterprise Data Protection
Ssh o o3le Cusa Sl e by e
Jobs sla bl las s 1 s (sl oS 5 el g (S sla L Wilg e IT
2l by J S 5 0l (3l o o3 DUl 5 St 0118 51 cdablons 5 s 2 SThI o las (lads

Slr ol Slg Sle oo L3 o mils 5 ps) JolS el Cons & s s pp ol by
o e ol aS sss oAl Ll s 5L, sl template G5 5,5 JB S L STk
Al eslinal dad &S 5 gl b el ased 4ol Sl eslinal gled asiie Al
eSSl Sl sl G| opl oS Jm 3 558 el (5,0 50, Lyls s 4 45 Sl
Apd o 5550, Ll plas 5 Bl e

L olesle glos 5l tend Kl Jlie (gl 5 5,108 o zws COPY/paste wsbe s 281 6l 1T
25l e IT sl paste / S 0Us s gl dalsr ol Cole s b5 e G5l S

A Lo |

68



Block altogether
Allow
Or Allow the user to decide

Ol s by o Sledbl ol aS 558 eoels il sl 4 doled bl | s 05 S Paste ¢ )8 31
k;lat»‘u.li.Lfi;‘_;ac)l;'-ijb;lé\)‘_;;\}\wjzwsx\jleéw\;s&G&d\L@:;U:
L ol 31 ol 5 Jlail g o s o3 a8 ol bine s ol lled SL Lpd o plel oo
ERIR ey

MDM - Mobile Device Management and Business Store
Ly am i o e slgidg Gl SGle 15 en 4 5 53 o e dS Jb s slasls Jelie o el
wgfﬂ%mJ)Jarwasu;uvo)ts.;}u@@;uwéujgp\ﬁ,-,mdc\~jjv\;iw;
el ol o e 5 el Olesles Lo 55 a5 ola 5 5eslS (il oo 4Kt 4 faate LT (gla 5 5elS
bewgwﬁh}ﬂbw&bbe@bw6”&0)@\0&)&)\@
S8 s s 68w cunl Wil s ool il Vb as s b s o&iis cpbw ol s
s g S Olasle ples bs aal ;0 L
Al o Jes o ol e S wSles Network Perimeter s s 5, S
j‘&m&an:bﬁ‘.W\wbmﬁbﬁM&Qﬁého&w}i}#??@‘obﬁﬁiﬁéﬁq
.x,ﬁ,}aﬁ%kéu@ﬁ\,uﬁ:Ju”t,_.u)to\ﬂﬂ)@u@mw,srt?;\éu&pf
daa:\.&;,w\u,a;'ui‘_;\ﬁv.ajjliévV.a‘ff,-:%:-\/)),;u.ualiz,mw\SMQL;«@M@J{&\@\
Dl
Olaibise 55 12 1y 252 a8 Lo AN Sl G ol fuate ST GUSs 55 2 035 )8 gl w

thidumUﬁj\L@ﬁd.Ml{aMdel&fqﬁp@lﬁ&l{ywSmﬁs&flqu'\
M.lc.nC)eK.:...»Jt_{.:ng)fC)Bu_ﬂw\r@jé&e}%\ﬁ&u)béuML;J.')(A_{L

69



.MQ@})Q}W}rJ;} iOSc.kw_).LS\J»LZASﬁLQaJuZM\WHMJAJW:S\)S‘;«LA
o b OlSs 4 and Olasiie 5 (gl o Bl I3 sl p“}l GLL b gls olKaes

sl

e AN
w /

.

Lo 503 1y ) ok lais 0l Olon 55 oS la pSll 5 (55 i sl asb s 51 eslinal (sl &,

J S oS me l 4 emled enlind file-sharing apps LG ;I L oles o3lize SAAS Sl sl o0
b o&ius 5 0ly8 wlal o Lasl 552 ssdoee Olojle &0 4ol Glr 0 1) odd 5 Coew o 2
3,88 Dy g0

Ol o pen bl sl p 5 5 axdls 55y (6 iy J 184S A2l o ome o2l & Cloud base & 0
oz S woled Jor (b AL ol b sl Lpd oo o sl gl onlinal 3550~ S
Ol dal = 3Ll as anils Bl 5l = 55 1 Lles S Iy 5Kk La

Lyd o 5 e gl gla (Wl bl es S cosle BYOD & oS Jlae,lS 5 2i sla Oleslu b
x| Ll obs Jams 5, s 515 0 3l Lot bs a5 b Sl s oS 5SS
el 03 VL s 1y e

sl ol i 018 A 30 51 s YOA L OLL s oS @35 (gl b L 0L = cpl &
PS5 5LS  elS 4 a3l o GBI Jl 55 ol 5 ol deal alil filge Ga b 511 355 solr

Sl by dedisa b ol Ol Camer 5l Ao pnte 51 2 YOO JLe OLL s sy Ll L

70



axr sl Lol Sl e eslanad Jb= s oS oty 2SO O 0,0 51 i 08 Ll s g sl gt
djub@q\.x.a\jju..ﬁpm e sl 0l 5 sl Olojlu 505 S 1oy ol 53l O e Ol
Gl ol by EBAy 5S0Nny wile Slis 5esy s (655 0 OMas sdad ot Jlo b 55 L Gl

el andls gl el 5h Aul il el g

al 6oy 2 SIS 0SB il e 4l ol sj,i&;ﬂ‘}au@ujﬁué&slgy&ﬁi
gl sl slems by ¥ Ve saaus bl ongd Wlad o vl 535k ol a5 8 &S s
LIVE j‘jos‘}q.; Jjb‘i)é)‘)\i).ﬁ- b Jyg.bu.ﬂ&lﬁmb}_v Jd‘jj‘g;au‘f‘)lsw‘ ol ‘\J:L,b‘JJ‘}A

S eslaial Olas o ID

J513 50 asls s e el Y 2 g Ol sl ol oy 5 sl s o ki s
0313 513 Lo el y 4 5L a5 (o313l 4 pla o 2ud Samen 5 3503 5 s I o850 S 2S L E U
sl Loyl el Bl 5l e 5oty O ane 5 358 o Bty D g s el A5 50 e
258 Jool Olesla sl s 5

eled s System Center Group Policy .1l o Ol pde gl (65500 s bl Vo 5l
53,8 SLETA Soaus 5l s e 5 s ST 0o 5,15 3505 MDM 1515 53 a3 e sla 2 gualS
R I e AN EENE ISR R

il sl Olesl/ oS 8 Sledbl 0 o s g L os AN 05 Sy 5 A Sadus b
S o el sl Sl (5l Jld e 4 oS AN 055 Sk sk o350 p L 1 gl 4B i
B (5o S b el 5l e gl g Sl e oKiis &S el w5 S

LiSoo o3linal V0 Sadu g p iy 1 aS la oKas dole b o sdalive WSo 534S 458 Oler (ol 5o

A dxw s il S e S s

71



Mobile Device Management

Significant investments in added functionality
for both mobile and desktop devices
Fully managed

corporate device
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BYOD: simple
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MDM in Windows 10
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capabilities
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Azure Active Directory

Simple

connection
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Access control to SharePoint from OneDrive mobile apps
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