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OWASP

*OWASP SQL Injection Prevention Cheat Sheet
*OWASP Injection Flaws Article

*ESAPI Encoder API|

*ESAPI Input Validation API

*ASVS: Output Encoding/Escaping Requirements (V6)
*OWASP Testing Guide: Chapter on SQL Injection Testing

*OWASP Code Review Guide: Chapter on SQL Injection
*OWASP Code Review Guide: Command Injection

External

+«CWE Entry 77 on Command Injection
+CWE Entry 89 on SQL Injection
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OWASP

*OWASP XSS Prevention Cheat Sheet

*OWASP Cross Site Scripting Article

*ESAPI Project Home Page

*ESAPI Encoder API|

*ASVS: Output Encoding/Escaping Requirements (V6)
*ASVS: Input Validation Requirements (V5)

*OWASP Testing Guide: Chapter on XSS Testing
*OWASP Code Review Guide: Chapter on XSS Review

External

+CWE Entry 79 on Cross Site Scripting
*RSnake’sXSS Attack Cheat Sheet
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WASP
+ESAPI Authenticator API
*ESAPI User API
*OWASP Development Guide: Chapter on Authentication
*OWASP Testing Guide: Chapter on Authentication

External
*CWE Entry 287 on Improper Authentication
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1. Insecure Direct Object References
2. Mapping to the direct reference
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String Query = "SELECT * FROM accts WHERE account = ?";
PreparedStatementpstmt=
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OWASP

*OWASP Top 10-2007 on Insecure Dir Object References

*ESAPI Access Reference Map API

*ESAPI Access Control API(See isAuthorizedForData(), isAuthorizedForFile(),
isAuthorizedForFunction() )For additional access control requirements, see
the ASVS requirements area for Access Control (V4).

External

+ CWE Entry 639 on Insecure Direct Object References

*CWE Entry 22 on Path Traversal(which is an example of a Direct Object
Reference attack)
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2. Unpredictable token
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WASP
*OWASP CSREF Article
*OWASP CSRF Prevention Cheat Sheet
*OWASP CSRFGuard-CSRF Defense Tool
*ESAPI Project Home Page
*ESAPI HTTPUtilitiesClass with AntiCSRFTokens
*OWASP Testing Guide: Chapter on CSRF Testing
*OWASP CSRFTester-CSRF Testing Tool

External
*CWE Entry 352 on CSRF
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OWASP

*OWASP Development Guide: Chapter on Configuration

*OWASP Testing Guide: Configuration Management

*OWASP Top 10 2004 -Insecure Configuration Management For additional
requirements in this area. see the ASVS requirements area for Security Con-
figuration (V12).

External

+PC Magazine Article on Web Server Hardening
*CWE Entry 2 on Environmental Security Flaws
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OWASP

*OWASP Top 10-2007 on Failure to Restrict URL Access

*ESAPI Access Control API

*OWASP Development Guide: Chapter on Authorization

*OWASP Testing Guide: Testing for Path Traversal

*OWASP Article on Forced BrowsingFor additional access control require-
ments, see the ASVS requirements area for Access Control (V4).

External

*CWE Entry 285 on Improper Access Control (Authorization)
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WASP

*OWASP Article on Open Redirects
*ESAPI SecurityWrapperResponsesendRedirect() methodExternal

External

*CWE Entry 601 on Open Redirects
*WASC Article on URL Redirector Abuse

*Google blog article on the dangers of open redirects
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OWASP

*OWASP Top 10-2007 on Insecure Cryptographic Storage
*ESAPI EncryptorAPI

*OWASP Development Guide: Chapter on Cryptography
*OWASP Code Review Guide: Chapter on Cryptography

External

*CWE Entry 310 on Cryptographic Issues

*CWE Entry 312 on CleartextStorage of Sensitive Information
*CWE Entry 326 on Weak Encryption
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1. Insufficient Transport Layer Protection 2. Transport layer
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OWASP
*OWASP Transport Layer Protection Cheat Sheet
*OWASP Top 10-2007 on Insecure Communications

*OWASP Development Guide: Chapter on Cryptography
*OWASP Testing Guide: Chapter on SSL/TLS TestingExternal

External

*CWE Entry 319 on CleartextTransmission of Sensitive Information
*SSL Labs Server Test

Definition of FIPS 140-2 Cryptographic Standard
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