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y )

Standard Topic

802.1 LAN/MAN Management (and Media Access Control Bridges)
802.2 Logical Link Control

802.3 CSMA/CD

802.4 Token Bus

802.5 Token Ring

802.6 Distributed Queue Dual Bus (DQDB) Metropolitan Area Network (MAN)
802.7 Broadband Local Area Networks

802.8 Fiber-Optic LANs and MANs

802.9 Isochronous LANs

802.10 LAN/MAN Security

802.11 Wireless LAN

802.12 Demand Priority Access Method

802.15 Wireless Personal Area Network

802.16 Wireless Metropolitain Area Network

802.17 Resilient Packet Ring

802.18 LAN/MAN Standards Committee
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Description

Ring networks. It is rated at 16 MHz and 10 Mbps speed.

Used far vaice transmissions: not suitable for data transmissions.
Used far voice and low speed data transmissions up to 4 Mbps.
Used far both voice and data transmissions. Used in Ethernet, Fast Ethernet, and Token

| GREEN 4
UNSHIELDED WHITE/GREEN €4—FAIR 3

CAT-4 Used far both voice and data transmissions. Rated at 20 MHz and 16 Mbps speed. Used in
Ethernet, Fast Ethemnet, and Token Ring networks.

CAT-5 Used far both voice and data transmissions. Rated at 100 MHz. Used in 100 Mbps
Ethernet, 10008 aseT Fast Ethemet, Token Ring, and 155 Mbps ATM networks.

CAT-5e Used for 100 Mbps and 1000 Mbps Gigabit Ethernet networks. Rated at 125 MHz.

CAT-6 [sed for both voice and data transmissions. Rated at 250 MHz. Used in Ethernet, Fast

Ethernet, Token Ring, and 155 Mbps ATM networks.

CAT-6 (STP) Used for data transmissions. Supparts up to 600 MHz and used in Ethemet, Fast Ethemet,

Gigabit Ethemet, Token Ring, and 155 Mbps ATM.
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An example of an ST connector

A sample SC connector

F N
A sample LC fiber-optic connector (D
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Aopd osw |, MAC Address ¢ 1S (sw LIS Data Link auV 5 Bridge ailos =Y 1A
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<)o LS| .S s Jlw,l abgyyo wygy @ |, packet xaso MAC Address jwlwl 5 Gugw.ad> (swi polxsl packet
55,5 (sw s Store and Forward g, @y Switch sl busy abgy o
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(55 Lo
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58 Network+ Ulssol S o > vy ()68 oslaiwl welain Sla g, 5l walizo byl i

B O

)1

e

Frame Sent to 0200.2222.2222...
Came in Fad/A

Forward Out FaQ/2

Filter (Do Net Send) on Fa0/3, Fa0/4

Wilma
Fred [ Dest 0200.2222.2222 | 0200.3333.3333
-—
11— -
—

Barney Betty
0200.2222.2222 0200.4444.4444
Address Table
020011114111 Fad/1
0200.2222.2222 Fal/2
0200.3333.3333 Fa0/3
0200.4444.4444 Fa0/4

L |
A@ Router

o csw oslaiwl Subnet s> L g w bli)l L8, sy Router 51 =1Y#
S w8 Network aV > OSI Model > -1 YV
S Csw oslaiwl packet aase wS,S Laxwiw S|y IP Address 1 o Router -1 YA

sSla Subnet a4, 59,9 S juuwo Table ol )5 aS 5,5 39>9 Routing Table <, Router ,a ;> -1YQ
wowl oo

.59 sw i Dynamic Routing U Static Routing wlwl 5y Routing Table ug,s wleMbl -1Y ¢
.S sw Table s,lg manually jeb a |, wleMbl aSiui a0 Static Routing wJi> s -1

OSPF g RIP :3ule (syl® Routing Protocol jwlwl o Table ug,> wleMbl Dynamic Routing «Jl> ;> =1YY

Y WIE VY
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51 eslaiwl U |, s9= Routing Table wleMbl asw sla Router 51 & ;& Dynamic Routing <> 5> -1TY
ol @ aS syl Subnet ;I  Router ,lw axwis > 1S sw Jlw,l aSw sla Router,,Lw a Routing Protocol
g s 08T cewl Joaio Router

Metwork A: 131.1.0.0 Metwork B: 131.2.0.0

J !

131.1.0.10 131.2.0.10

= ]

Q

Il

XP1 Router XP2
IP:131.1.0.101 IP:131.2.0.101 1 '
Subnet; 255.255.0.0 Subnet; 255.255.0.0 ;
Default gateway: 131.1.0.10 Default gateway: 131.2.%10
y N
(b Gateway
A ,ues Llgi sw |, packet S wsla prot Cowl )38l wxw Gateway -1 Y'Y

wsw Protocol Translator ol ;5,5 U -1 Y0
, U,S route plKis Router aS Ll 5| -1\Y#

Uz Gateway Ko ,ad> (sw s |, 0l MAC Lu)sl

A

9 (0
(Network Interface Card) asaw w,ls

1S sw LIS Data Link a4V ;s OSI Model ;s -1 YA
river LU sSusud wai 5l g LS Sla L8l caew a6lo aSuw w)lS -1YA

)S.QJLAAJJDLCMM 9)).;|)
|

(Modem) p>90

S A0, uuSe 9 Analog sla JUScw « |, Digital sla JUScw aS wowl )39l csow Modem -1 ¥ e
290 s weawxo (NIC) aSiw w)ls S5 -1

Infrared
S 503 LBl wsew 95 e (Point to Point) adass ay adass puw (v blo,l wlgs (sw Infrared =Y ¥Y

S o o lasiwl pudioue He0 S5l wleMbl Jl 9 Jss5 |y Infrared -1 YY
DS Heae (8Sumd Rilgo b laus 5l ailes (swou Infrared zlgol =Y ¥Y
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il (s 16 Mbps wleWbsl Jbil 5 J& wacyw ,iSlas Infrared s -1 Y0

AS oo J3 550wl sla puwlS ;e L Infrared sla uwilS,9 -1 ¥$
ool e 3.6 m Ll 1mu.uJ.«S.,_s\obs\quS@.a9Lum)S|.\>'\‘iV

Bluetooth
il v 3 Mbps ol wleMbl Jol g Jé cacyuw i -1 YA
ol o Ve AS o by aS sad Y4
QS (s woglio Csauublisog Sl sla &0 )5 =10
Sl 5k bls)l sl peasi S @ -10)

C >

o
b JUSuw v as dolge

1lo (sSu5ud ol -YOY
once) Csawublico S J316 -10Y
ulos
ence) csuosh, pwlS,d sl sl -10Y

oo wueai 1) JWSow )18

G385 wilgi s oslaiwl 3,90 il £95 =100
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B >,l05buwl ¢ & JgSig

OSI Model

International Standards Organization lo.wgi Open System Interconnection (OSI) Jiao YaVA JLw > =10V

Ao aid,S L s aSiuw s wleMbl Jlil ¢ Jss Sy s,lailiowl vlgie @y OSI M

«Network . Data Link. Physical ;5| a,le S5 o)lonis 5l vy @ aS g s Y wasd Jolu
.Application g Presentation .Sess .Transport

55 50 LLC 5 MAC 5l ol @, (Sublayer) acsocea » Y 55 ok Data Link a =1+

;,I:L;'I »&ia Data -1 £)

D9 o Sy Ul @y JgSiigy ol ,d 53 g ook Y wad ol slg Il ass
)Wd\ou;SyDatanL@UT)lgs\SJbSSLolb)lb >9 US gS)l_\,v_'iq__!U).&)b'\FT

AiusS s Encapsulati@;ﬂ VLD Sy Joc a4 -1 FY

P 4 i

Wants to view website > |
homepage on Server B i

SERVER B
— > Application—wwiv-syngress-eom-#= Application A

§ Presentation ——Asci—p  Presentation .§

—— - - K]

1T § Session ——Buplex—m Session bl g,

IO © Transport —FGP-por-80p Transport % 8

Dm 5_' Network BT 2 e Network E ;,

IO 8 Data Link——84-3-4B-3D-4c-+6p= Data Link T H

C 11111111 \ J Phy;‘.lcal +0046464446484881p F’hySI;eﬂ 5
’ OSI Layers

Application

Ol @y 53155 035,.8 LigaolS 55 9 35948 (sw WY Gl 3)lg 1l 0w, yigawolS ;> Data -1 £¥

50 58 aS Sl anliy g95 aab Sl L Julao SiguolS 5l 5ulS wowles,s g95 Application a,V =1 £0
LS Lo
.U (s DNS g POP3 . SMTP.FTP . HTTP ul sla JgSig,, 5l Sslasi -1 £ 8

Presentation
.Compressing g Encrypting .Converting Translating :s,ls oapc  aadsg jlp> @V ul -1 FV
9 EBCDIC (ASCII :Jolw 9 wawl yuSe 5 g Binary a text Lo welizeo Sl g, & Standard Code -1 #A

.50 sw Unicode
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|, o Standard Code | Presenatation a,V. 1S oslaiwl (sigleio sla Standard Code 5l igawolS 95 ,SI -1#4
.(Converting g Translating)asS (s Juauw ops

(Encrypting). .S (s S5 50, |, wleMbl ayV ool -1Ve

(Compressing).asS (sw S;Lw 05,08 | wleMbl @bV ¢ul -1V

.U _sw Unicode ¢ EBCDIC.ASCII suss o Standard Code vlos ol sla JgSig,y =1VY

Session

sel 1 o,Slhie gul Guses aS wygw ol 4 vewl Joléo igolS L 0,Slio o @V gul LS gujyiopo -1VY
b, s ploil @ 1) 0)S1ie Juww 9 8> (sw el 1) 0,STae S sw

D9l s pasiw Y ulys Full Duplex L Half Duplex bls,l =1VY¥

S Jluwyl omiiw,d a4 (ule> Wlgi (s 03558 9 diw,d sw 1) 393 pley oxiw,d aS sbli,l a4 -1V
(Csi9s5usli S 010,58 9 0auiw,9 bla,l 1auls). ausS (s Simplex bl

ol @ |) 593 plaw blie Db pupwidiS o bl Jlio Byb @y | 593 plawy 1anl oxiiud aS (bl @ -1V#
(walkie-talkie :2lo). 0588 (sw Half Duplex bli,l (sgi s plzil wugi @ 58 ol 9 1S (w0 Jlauyl 0uiw,d

9 Ad> (sw &, collision (aiuSy 395 S pley Jlw)l @y o8l Ul pd Wb g5 ,a 31 Half Duplex bl ,> -YVV
Aoy o Jlie Bk @ 55,8 o play

39> Ug 1 plawy (ol 9 1S Jlw)l pd Sl | 593 S play Uloj pd ilei w0 Byb 9> 18 aS (sbli)l a4 -1VA
(il blal aile).aiusS sw Full Duplex bla,l (aow, s Julio B,b ay collision vl

.NetBIOS g Winsock ;| aii,le ol sla JgSig,y -1VA

Transport

.Error Detecting ¢ Flow ControliWindow . Re-assembling. Sequencing :s,ls oapc @ asdbg guy @V ¢l YA«
iiud SPX g UDP.TCP @)V (ol sl JgSigw =1A)

aSei w8 abdl> asiul s au bosgyi w3l data JS aacs collision s 31 asiyl sl YL o=x> L Data =-YAY
paonidi 5iS>9S wlehd @y laul W ol Jlw)l i Sby Guizxod 9 ol awly | b o GwlsS cowl $Sow
w9S Lsw Sequencing IS ¢l @ aS digi (s Jluoyl wawiyi @y 9 0aus SH1S o)loni wiklad Gl Gaew gud (5w
wowl eyl oliS1.5 iSlas S8 wlahd (il o> =1AY

S ool @ aS S o S, b W Ol 0)lonis wawiyi U 35S sw widl,s aS | S>0S wikhd ul 05,8 yigaolS -1AY
.JusS _sw Re-assembeling

539400lS 350 (s Ll aS S¢S wlebd 51 S, e Sl @y sguh (s oslaswl TCP JgSig,y 5l aS (slaulg, 5> =YAD
S v Jluw,l 0asiw,9 JigarolS sl (Acknowledgement) suow, S 035,.8

L8 ol aS sei wdl,> Acknowledgement s 9 JLw,l packet [l b 3ei couwd e Data S, 31 -YAS
S, packet > Skl @4 a5 LS o 0)Slie Jilio LiguolS L @V il ululs (S s S |, Data Jlaws!
AiusS (s Window LS ¢l @ aS 9.5 JLw,| Acknowledgement

Il (sadly,s sl packet ol cowl i oleMbl Gl cac w51 oleMbl il 9 Jé e w Ygomo =YAV

g (w0 Uil Cugl A Guew 9 0L aSul w8 alkdls s)lg
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ol J> Sy sei sw axlge aua> sl packet ws,SS WL, Ll U LigaolS g full aScs w,lS absl> 31 -1AA
5l G 9 disiw,a packet Ol @ wdgo jeb 4 aS 1S (sw el cowl bla,l s Ol b aS (suld LigaolS 4 JSLio
Flow Control ,IS ¢l @y aS 35,,5 w5l |, W packet JLuw,)l aS aslgs (o W O 5l 0,Lgs> aSus )8 abdls> vaw
33u9S (o

@ |, b packet JLw,l us,S start ¢ stop pMel )8 (ool o Network @V Sla JgSigyy 51 aS ICMP -1AQ
Syls oape 5 Jilss Sld JiguolS

9 LS sw S, olul |, Transport @V wg,s sla 1 ¢ 0 slasi Cyclical Redundancy Check (CRC) i3l -1 Qe
8L, 5l g Joléo LigaolS Gugaw3iS Lo wd 3,ls 5L Transport header > aS Checksum (i s [ ol Olg>
551asS (s auuwlao ckecksum Giusw J3Is Clg= U 1) 595 Olg> 9 485 sw plzl Ol Sg, 0 |y 5,80ee uod packet
a4V oyl Error Detecting >,Sloc Ulod ¢l 9 ol oauiw S)Siuws ol o > packet (suey sg UbwsSy B Olg> ¢l
Al

ai,S JSw acgozo U 394 (sw Wlol Ul @y Transport @,V JgSig,y 9 dow, s ¥ il @ data aS swulKis -1

AiusS s Segment

Network

Ul Shy oo Gussigr 0SS 1oy 80> ¢ Logical Address usi (sSy 50> oape 5 aabg 95 @V ol -1AY
.owl routing ulod asS a1aso @, packet

OSud (83 Al Lo weldio LS s odlaiiwl aS (sJoSigy wlwl Ly d router ;s e iy Wkl =1QY
S o Dl by o G S0 (83 9 Al o Gusips | o

ARP ¢ IGMP,ICMP.NetBEUI.IPX.IP :;| aj,lic Ol Sla JgSig, 5l (Sslasi -1q¥

ai8,S JSb acgaxo s d9ui (s ol Ol @y Network auV JsSig,y 9w, (s Y il @ data aS (swlSia =120

iueS _sw Packet

Data Link

9 Media Access Control (MAC) sl oL a (sublayer) acgoxo iy @V o5 Jolw a¥ ol =-14°F
Aud> (swnpl=sl sublayer o> ¢l |, Data-Link ayV waylbg aS s9.0 (sw Logical Link Control (LLC)

391 (s Cad MAC @iV 5 (MAC Address) (sSu5u8 ww,sl =1V

gk sw ozl MAC a0V > Access Method ozl =YQA

18> (sw Ulin ;590 oslaiwl PPP JgSig,y 5l )31 Jlo Ulgic @y 395 (s paswino MAC a4V > Sjelessi €95 =144
5 bl aS ads (s vl sgi oslaiwl Token Ring JgSig,y 5l 531 9 cwl 5.8 JSoiw JI> 55 WAN bls,)l S aS
.Zowl RiNg S39)9167

g sw plzul MAC a0V s Error Notification =Ye ¢

@ oauw wdly,> packet sopay U 36S (s oy b O LLC auV ) sw yisasolS @y packet S, aS swol&id =Y )
o> b syl Galei yigaolS Ol

Bl HigaolS s oai wdl,s packet aS aopd (sw Bk ol 5l 9 wled sw | igaolS IP ju,sl LLC @V -YeY
o> b osyls
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Ch.9)§ JS_uJ ACgoxo U >l (SO aslol ol «, Data Link auV Jgs;ig)g 9w, (5w )V L')-.’.l a, data as @pm =YY
.Ju9S s Frame
.802.11 ¢ DSL. PPP. Token Ring. Ethernet :;| x,le Data Link a,V sSla JgSig,y 5 Solass =Y ¥

Physical

ol guSe 50 9 JUSw a4 19 0 S vy Juas Y ol LS pusiogo -T+0
. Broadband (SglUl) U Baseband (Jluzs) b JUSw ol -Ye 8

il Gsugosl gloel b 9 95 cpudblinng iSUl wyso @ ilgi s @ JiSuw ol -ToV
il Csw IEEE 802.X o ISO 2110 a0V ¢l Sla JsSig,y -Y oA

S w ot Ethernet osly | packet auusaiaww ISO 2110 -Y+Q

A3S Lsw pasaiwo IEEE 802 aSd S s |, W frame lisLus IEEE 802.x -Y) +

Protocol Stack

S s B LigeolS bl sy aial o wliseo S JgSigyu 51 Sl aego=xo aS & protocol stack ;1 o39,0l =T
Do (s 03 lasiwl aSuw

.l wsw W protocol stack g>,0 OSI Model =YY

AppleTalk ¢ IPX/SPX. NetBEUI .TCP/IP :;| ai,le & protocol stack .l =Y1Y

A6S s oslasiiwl SHeS Sla ¥ slass 31 OSI sla a4V us,S S5 L W protocol stack =YY ¥

39S sw 3w protocol suite a protocol stack a, -Y10

Transmission Control Protocol/Internet Protocol (TCP/IP)

Network Interface <, o)loi 5l i @ B @Y (ol aS >e s aV > Joluw protocol stack ¢l -YY#
.3,l> oU Application ¢ Transport (Host-to-Host).Internet

S s wuS i |, Physical g Data Link sla U a, OSI a4V g5 Network Interface «,V -Y1V

.0, |, OSI > Transport g Network sla a,V 5,8)oc Ulod TCP/IP ,> Transport g Internet a4,V g5 =Y1A

S (s waS i |, OSI s Application ¢ Presentation.Session «sla a,V TCP/IP ,> Application &,V -Y14q

S Csw oslaiwl IP 51 s,138 Gw,sl sty TCP/IP =YY e

S Csw osleiwl Hostname 5l W LigaolS g, 5 )38 oL sl TCP/IP -YY)
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Z
6
|
4 |
3 Network Internet
= B
1
OSI Reference Model TCPRI/IP
NetBEUI
sl GiiwS |, of Microsoft S i pagw 9 Jub SLIIBM &S i bhwgi =YTY

VRSPV

@
‘NetBIOS Name ;| -YYY
I0S Name aS Ll 5| -YYO

S, S aSei sl protocol stack ¢l 5l esleiwl 5yl |, v route ¢

MNetBIOS Protocal Stack

Applications

Session Management Protocal (3MF)
Mame Management Protocal (NMP)
User Datagram Protocal (UDF)

Reliable Stream Protocal | Datagram Transport Protocal

/ Packet Transfer Protocol
« Link Access Protocol
§ Physical Media

AppleTalk

Ao sl Macintosh e yiguolS ¢ bli)l )18, sy Apple &S oo lowgs =YY #

ww osulwiay |, Ethernet g >0 55 g1ow aS AppleTalk v 2.0 (0l wols 5l Jlsswl 51 guw =YYV

Sl oapce ) AppleTalk sa iguolS o |, File Sharing w00 AppleTalk Filling Protocol (AFP) -YYA
o v oslaiwl blg, 5,8 JSLw sl AppleTalk Data Stream Protocol (ADSP) 51 -YYQ

AS o o wliko (s>lgy a4 |, AppleTalk as.wi Zone Information Protocol (ZIP) =YY ¢

g v oslasiuwl W connection ws,S gld L 51,8, Sl Appletalk Session Protocol (ASP) 51 =YY
A osw @byl |, print yuwg,ww Printer Acces Protocol (PAP) -YYY

S, 0ape |, Routing 9 Addressing iuwss Datagram Delivery Protocol (DDP) -YYY
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AppleTalk
Filing PostSeript
01 Model Applefalk Suite Pratacol (AFP)
] ]
AppleTalk Zang AppleTalk Printar
Application AFP Data Stream Information Session Aocess
Protocal (ADSP) Pratocol ZIP) Protocol (ASP) Pratacol (PAP)
° v+ ¥ i |
Presentation Routing Table AppleTalk AppleTalk MName
Maintenance Echo Transaction Binding
Praotocol (RTMP) Protocol (AEP) Protocol (ATP) Pratocal (NEP)
Session ASP ADSP ZIP PAP ¥ 1 ; ;
Datagram Delivery Protocal (DOP)
Transport AEP, ATP NBP. RTMP AURF
v v '
Network AARP DDP Token Talk EtherTalk LocalTalk
Link Access Link Azcess Link Access
Protocol (TLAP) Pratocol (ELAP) Protocol (LLAP)
Data Link EtherTalk, TokenTalk by ps ¥
Token Ring Ethernet LocalTalk
Physical Ethernet, Token Ring NG LEILETE P

Internetwork Packet Exchange/Seque xet Exchange (IPX/SPX)

&etware Sla asow > IPX/SPX -YY'Y

Service Advertising Protocol (SAP) -YY0
Uting Gugsaw 9 5138 uw,sl sl IPX 51 =YY 8
X/SPX sla routing protocol ;1 NLSP ¢ RIP =YYV
wlS 18> _sw o;l=] Open Datalink Interface (ODI) -YYA
;1> Hostname o Server lpis Netware sl aSow > =YYQ

29,5 Lsw b9 osla

e gMbl UL @ | 3593 S Guwgyw D Sigaso

£ 5,5 o3l TCP/IP 5 IPX/SPX sl> @ s a2y Novell Netware -T¥
051 Model IPX/SPX Suite
" Application SAP, NCP, NetBIOS
;&
Presentation
&‘ Session
Transport SPX
Network IP¥, RIP NLSP
Data Link
Physical Etherned, Token Ring
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ASuaw D tS)l.\S uu)bi
MAC Address

05sS Gsw Lb s  aSw o)8 51 KU L Sy aS cowl 3,9 A axio (6 byte) 48 bit Lu)sl -TF)

g csw A-F WBg,> 9 0-9 slacl Joli Hexadecimal asS (>g.i0 (swo aiigs Hexadecimal gwlwl 50 =YYY

2wl MAC Address Jls S, 02-96-A8-CF-43-B4 =YYY

Sl eape |, MAC Address a0 Data Link auV OSI Model ;s -YYY

S)ls oape 5 |, Ol IP Address Lwlwl 5 yigauolS S MAC Address (sulwloi 58 ARP JsSig,y -TYO

wolaiz! GuwiVeaxo 4y 01jlw wS,uw |y Ol 9> 24 bit 9 0153w S i @y IEEE |, MAC Address Jsl 24 bit -Y¥#

ADD (S0
TCP/IP Addressing

S (s oslaswl Guysl wlgic @y IP 51 TCP/IP aSw 5 B yigawolS -T¥V

D94 (50wl (i A Caoaad Hlpsau @S 39 (s aw YT Jolis IP Guysl -TYA

aisS octect Su b caomud ol 5l plaS 18 W g il oo oz od 5l ahss o Aiws U Caood Llpx ol ~TYQ
9 (0

Al wilgi s 255 (sl 0 s Of sae cccwl e A octect ,a aS Ll 51 -Y0«

b Subnet 5 )y Ol TP gusl aS aiules 513 50 bli)l od U losdiwo iilgi (o csuld LigaolS -TO)

Aiglos 51,8, bliyl o b lowdivwe Aiilgi (sw aS cowl (v @ 4igaolS 5l Sl acgoxo Subnet -YOY

o s i YY o)lons S sl wls 518 subnet S s uld LigaolS as aSiul Usges Laxuiw Sl -YOY
o csw oslaiwl Subnet Mask

il sw 255 4 0 sac Vgoso Subnet Mask -YOY

b Ol 55 ) aS uld octect @y 9 Network ID il 255 sac subnet mask b ol L5 55 aS suld octect a, -Y0O
.AiusS _sw Host ID osb 0 sac subnet mask

il uluws; Tads W ol Network ID aS 16,ls 1,8 Subnet G 55 (silos yigasolS 95 -TOF

Ailos w8 blosl ed U Default Gateway (s.,b 5l 36,0s 51,8 (siglasie S Subnet > aS (suld yiguolS -YOV
5l aS pgdui (s 9 U 9y S sl aSi SO L Nand swi pwdi lio Sla subnet a4y  igaolS 31 -YOA
390 s Hlown b 5 el bl @ ol 9 s o JuSei SigaolS e Ugulio

] TP sl Jlie Sy 172.40.0.53 -Y0Q

b (s 255.255.255.0 L g 255.255.0.0 L 255.0.0.0 <90 @ Vgoso Subnet Mask -Y§ +

subnet S, subnet mask ,> & 0 slasi JualS U g ,38,5 subnet S, subnet mask ;> W 0 slasi Giwl38l L =Y #)
odls pudles jiS>gS

Sals,h8 jeb @y | IP Sa Gyl (il polais! IP Gw)sl olaS @, subnet mask plaS s painw aSiyl Sl -TFY
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DS o Say b Cog B Al juMS a
& ol subnet mask g a,l5,1,8 A (wMS s il (sw 126 (sJl 1 sac o W ol Jgl octect aS IP Sl Guw,sl =YY

2wl s 255.0.0.0
> ol subnet mask g 15,l5,1,8 B LwMS 55 3l (s 191 (JI 128 sac o b ol Jgl octect aS IP sl Gl -T ¥

ool e 255.255.0.0
o ul subnet mask g 1,l5,1,8 C wMS 5 3wl (sw 223 (I 192 sac G W ol Jgl octect aS IP sl Gw)sl Y50

jon Prope et Protoco

il Wlgi (swi 255 9 0 Vgomo i Ul p,lp> octect uizod « 255 9 0 yigauolS Sy IP sl
A

General | Authertication | Advanced General |

Connect using:

‘ ES D-Link DFE-530Tx PCI Fast Ether

Thiz connection uses the following items:

S Metwork, Monitor Driver
T Link-Layer Topology Discovery

You can get IP settings assigned automatically if your network. supports
this capability. Otherwize, you need to azk pour network. adminiztrator for
the appropriate [P zettings.

() Obtain an IP address automatically
(&) Use the following IP address:
IP address:

192 168 0 . 1
%= Intermet Protocal [TCPAP)
Subnet mask: 255 _25£ 285 .0
£
Description

Transmizsion Control Protocal/|ntemet

(&) Use the following DMS server addresses:
wide area network protocal that provid

acrozs diverse interconnected networl Prefered DNS server: i 3 :
L i Alternate DMS server I:I
Show icon in notification area when o
[ Motify me when this connection has li
[ ak ] [ Cancel ]

Yy

IPv6 Addressing
@

olmly 0350 (88 i YY aS IPV4 Sl L)l sl il 53 B igaolS slasi w38l 59, iwlél L =Y EA

Ao bl auwl s (i VYA as IPV6

5ol Sy aw FY 9 aSinis Mg Sy o FF 1l Gw Giusw 95 Shls IPV6 Gw,ysl S -TFAQ

w2l 9 wowl hexadecimal sace [l Shhls conwd 1 aS il o Conwd wuid Shyls IPV6 =YV e

0l o 1o ,S01Ss 5l s 85 Ay
il (s IPV6 Lyl Jlio S, 2001:0db8:85a3:08d3:1319:8a2e:0370:7334 -YV)

NetBEUI Addressing

S (s oslaiwl 5138 Lw,sl slyy NetBIOS name ;1 NetBEUI -YVY
Sod s JaSaaws ,sSEHIS Y0 5l sSlas> NetBIOS name -YVY

Page 23
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94 wsw plzil Broadcast gl oo aSisis 55 yigasolS &, NetBIOS name a0 -YVY

I System Festore | Autamatic Updates I Fiemote |
| General Computer Mame | Hardware | Advanced |

i Wi
iy Y Computer Name Changes
Computer desd  “You can change the name and the membership of this
computer. Changes may affect access to network resources,
Full computer Computer name: ; Q
ol arkgraup: | | ‘ \ o
. N d
oA Fug:lcomputer name: -
domain and cf PSS! ®
ID. )
Tao rename thi
kember of
) Domain:
(&) workgroup:
|WDF|KGF|DUF' |
o

‘,

AppleTalk Addressing

o v JuSiiw 24-bit 51 AppleTalk 4 jp=xo0 o igauolS uw,sl -TVO

a3 sw uolais] aSuds Gyl @ |, 16-bits aSuis o -YVE
, random gl as 5, slei aSul Sd LigaolS @ oile (8L 8-bits -YVV
9 @S sl LSLiu 5 sac aSy el wowl AppleTalk Gw)sl Jbo S, 5.48 -YVA

»i900lS sl ,Silin

2ol v

IPX/SPX Addressing

S (s oslaiwl cowl 32-bit aS Hexadecimal Gl S, 51 NetWare sla aSow -YVA

S Gsw oslawl il (s 48-bit aS Hexadecimal Guw,sl &G 5l aSois £95 ol S LigaolS -TA«
S (s wlziil LigaolS Lyl Ulgic @y |, MAC Address (b,8 i ek 5igasolS =TA)

33,5 3,8 4 yazio WolS 03wl 5991 u,ysl U 53,35 (swo a8lol iguuolS sl au aSisis gyl =TAY
owl IPX Gw,sl Jbe S, AC74E502:02254F89AE48 -YAY
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WAN S S;59)9iSi

Integrated Services Digital Network (ISDN)

usS sw Leased Line b oyl @ aS s,y 5L swolais| ali bs &, ay ISDN -YAY
.S Lpo Leased Line Sgp | las 9 wleMbl Jlsul g Jai 1lgi (g0 I =-YAO

.3,l> zla>| ISDN Adapter oU @, 158l caw So @ aiS osleiwl ISDN las 5l aidlgs (s aS v NF
590 o PRI g BRI g5 95" Joluis ISDN -TAV
il sw 1.544 Mbps 9 128 Kbps «uiyi @ PRI g BRI sl wleMbl Jlawl g <l pw =YAA

)

e

ngh Speed
Counter Flntuﬂng Links

(Adds Redundnnqr R“U*Ef

(oucmmmon J

S Jaiio L 1o pd 9 leMbl o 1ilgi (o g diiwd vt yaw 5 boww T-Carrier bghs -YQ¥
g oo oslaiwl Loyl 5> W E-Carrier 5l =YQ0
g v osleiwl oy > W J-Carrier 5l -YQ#

WAN, INTERNET, etc

OTHER NETWORKS

T-Carrier
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il o 44.736 Mbps o 1.544 Mbps iy @ 1 Ol wacaw a5 aiil o T3 ¢ T1 L T-Carrier ¢uide 20 ~YAV
il (sw 2.048 Mbps ul wuc,w aS 3wl (sw E1 W E-carrier (89,20 -YAA

0l zlasl CSU/DSU ob @ 138l s S @y T-Carrier bglas 5l oslaiwl Sl 1 yiguolS =YAQ

39S Lsw 3w Leased Line bghs (il @ =Yoo

Optical Carrier (OC)

S (o pasio SONET aScw )y 1) wleMbl Jlssl 9 Jas wae juw 0593=0:d Level =Y+ )
aS Fiber Optic ,» wiwo wewl ol asSaw Synchronous Optical Network (SO =YeY
> agwgi 1, 0l Bell Communication

ansl yasssd 9.5 8 10 Ml (ASis (ol s @ @53 Uy To ¥
s

)90 U d OC Level =Y+ ¥

1.84 Mbps > X o,lou =Y +0

Al Cowd Jail 9 Jai e yw U sguis cswou

L N
Lawvel Data Rata
0c-1 51.84Mbps
0C-3 155.52Mbps
0C-12 622.08Mbps
0C-48 2.488Gbp=
0C-192 9.853Gbps
e
%; X.25
° .S w8 packet-switching o 9.0 a4 X.25 =Y« £
ldo Hw S)laxl ; &y as circuit-switching s aSow WM, packet-switching sl aSow > =YV

) o Aadio 9 1w Ludl S)ls g oo Juaw packet oygo 4 data ,d «,ls 39>9 Lado 9

Al s 56 Kbps aScw ol Jlssl 9 J& e yw HiSlas =Y A

S sw o3laswl DCE g DTEPSE jubh (silsMasl 5l aSicw g95 ol S;Lw osly 5> =Y eq

Al w X225 asuw sla switch wlod Packet Switching Exchange (PSE) =Y

Al sw LigasolS VYgoso aS cowl aSuis ¢l host « Data Terminal Equipment (DTE) -Y))

.Zowl CSU/DSU g o390 diilo (sdoli,l sSla 138l wsaw Data Communications Equipment (DCE) -YYY
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Customer Premize Equipment ader B

Wodem & CFE

Data Circuit Eguipment
DCE

CARRIER METWORE

[

===
.25 AN SWITCHES

3

- \7
Emous Transfer Mode (ATM)

packet-switching w,g.0 4 ATM =YY
ol coleMbl Jul g Ja5 oK ATM -T1E

.2iusS _sw Virtual Circuit (VC) ol @ v9 S;5l5e0 o, S5 1ado g 1o w ATM aSius > -Y10
wey,w 4 Ulgs sw Fiber Optic sla LIS

.dew, 10 Gbps

Frame Relay

.S Lsw LS packet-switching w,s.0 @4 Frame Relay =YV
T g sw oslaiwl CSU/DSU ;| Frame Relay S @ v Juog Sy =YYA
o (Virtual Circuit) sslzo Sa ol 51 wleMbl Jlail 9 Jss5 Sy aSoin oul 5> =Y14

ol @ asS seui 39lgi swils wL Sligy Sy ,w » Frame Relay sxids all wS, b 9 Sypiio Gw =YY

.J9S s Commited Information Rate (CIR)
los a8 1) CIR b sligy wowl wbgo Frame Relay oxuas il wS 1w =YT)
i @ ax>gi b il oS Sl Frame Relay aSew s ,S1 aS cowl ol Frame Relay sblo 51 =YYY
558 ol W Ol Hlasl s Ol e Ulae a4 b Ol Jeb @y oS i b Sligy
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Dﬂ
|s:M compatible
|
L
Router
|
Frame Relay cloud
T O
== mm
Hu;lnr HU;[ET e

=)

|EM compatibla

s 0l Download c.c,.w Asymmetric Digital Subscriber Line (ADSL) -YYE&

Cawl WS, ol Upload 9 Download e ,w Symmetrical DSL (SDSL) -YYo
@

51wl 53w 8ol SDSL L 5l oslaiwl a8 swo0lEid 9 1S 5w LIS Symmetric v, 5.0 @, ISDN DSL (IDSL) -YY11

.owl ol Upload wae,w

9 Lsw oslaiwl ol
) a>gi b xlgs s aS wowl Asymmetric DSL scq; Rate Adaptive DSL (RADSL) -YYV

S iwl Twisted Pair sla LIS 5l aS wowl Asymmetric DSL ¢4 S, High Data Rate DSL (HDSL) -YYA

Sl Vb wepw as wowl Symmetric DSL gg5 S, Very High Data rate DSL (VHDSL) -YYAQ
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DSL variation Download speed Upload speed Phone usage
ADSL 8 Mbps 1Mbps Yes
SDSL 1.5 Mbps 1.5 Mbps No
IDSL 144 Kbps 144 Kbps No
RADSL 7 Mbps 1Mbps Yes
HDSL 768 Kbps 768 Mbps No
VHDSL 13 Mbps 1.6 Mbps Yes

s b oyl 4 awpiowsa,ls sape p 1) sd=o (sugueli Sl aSew il ulopchabI :
S Lpo >_9>(ub)qumﬁ.s|y Algi Cswo

Sl JSew Joo a4 v Syaw 1L Sbgy Jals, a9Sal 5> eslaiwl 5,90 coamM as Ll 5l -YTY
L oo Ll b (sigasels
alyiwg JS ol -YYY

o Jog ISP @y oli s 5l oslasiwl b Giug,y ol L> =YYO
L PSTN aS 5,5 (sw ,l8 el wlulso aSiois ISP g jiguolS w =YY
56 Kbps g, ol wuey,w 5S> 9 owl Modem ob @ S)138l wzew 51 ISP @y ws,S dial sl =YYV

2ol s

PC with Modem PCI Card r
( INTERNET
( PSTN

Modem Speed

V.90 56 Kbps (receive only)
V.24 33.6 Kbps

V.32 bis 14.4 Kbps
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Satellite

55 CATV | DSL aS g swo oslaiwl 0l 5l (solEid e 1wl sw ulS satellite 51 oslaiwl aS ol 51 -YYA
el pwyiows

.owl i gul, 2 Mbps (download) 9 512 Kbps (upload) 1L Sbgy bl 2,1y (siglasio wuc,w =YY Q]

35S (w8 o> bl Ll s @S cawl ol U Caowd UILS 5 0gMe Ol e =Y E o

9 o J85iio ;S SigaolS @ o)lsdle Basb Sl Garpaw 9 0315 0)lsalo @ |, JLSw ISP -YE)

9w oslaiwl GEO ¢ MEO. LEO o,lgalo

Sl 518 oy SYL Julo 2000 b 1800 w0 Low Eart i ) =YY

Sl 5538 oy SYL Jule 10000 G 9000 (0 Medium Eajh@(MEO) -Yee

S 553 uo; SYL Jule 23000 G 22000 0 Geosynchronous Wrbit (GEO) -Yeo

S o csvlsiiny | oSy wslbuwo auib i )-;::)Zﬁto o5lul e -YEa

N

e N

gle=—s Satellite (LEO)

Wireless

39S s Wreless ISP (WISP) (3iuS (sw bpo | oyl a0 Csawpiows wireless si b 5l aS syl ISP a, -YEV

5 1) 3935 sla Access Point (AP) g 15,8 sw Lk 53 ) S5Shho Lols Sl esgaxo wsls Giuigs sl ld WISP -YEA
AiGS w wa She Ul

51,8 wireless gy 515 03930 0l JS W hotspot ¢, blil 518, b 9 59 (sw @isS hotspot 5510 ol @ -TEQ

35 5w
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ASoaw v iy 9 S Lw ool

S ainS IS S 1l

S Juasio JS @ | wowlio connector wlgi (sw 9 390 (s oslaiwl IS glad 9 wayu Sl wire crimper ;| -Yo e
e csw oslaswl patch panel S, a0 LIS Jlail sl punchdown ;i -Yo)

Fiber Optic sla LS )5 sSicwSew J=o wsulwliow sl Optical Time Domain Reflectometer (OTDR) 5l -YoY

. Q o oslawl

U ghd olid lgi (s By 3 9 sigasolS Ul 8,5 L1, L Uninterruptibel PowerBupp}y UPS) &, -Yo<
35S S,Sal> |y yigasolS gy wleMbl Uas ! b Osls caows o%)m Syl &SI L B,
®

An example of a punchdown tool An example of a crimper

ac | acroe | AC c
I 7~ | RECTIFIER RELAY il

POWER oG T-‘C
POWER
oUTLET  ©ORD h o
S DCTOAC
BATTERY CONVERTER

LA Lot g SHEE
Ak ESEE
[T A==t S| v RS ER

UNINTERRUPTABLE POWER SUPPLY (UPS) SEAVER

Power o MS.ino

S sw Spike (0ligS Uloy waw > By 5L sb; Uliwe @ Giwlsdl @ -Yoo
iusS Lsw Surge (oligS Uloj waw 55 By 5y oS Ulhwo @ Giwlsdl @ -Y01
.2u8S sw Sag (olisS Uley Wi > B 5lg b Uhue 4 JualS @ YoV

www.hrnikkhah.com olg> S Lo, Juo> fodiawwgi 9 ywy o

www. Par sBook. or g



www. Par sBook. org

2iusS _sw Blackout JolS ,eb @b (9, wsls cows 5l @ -YOA
39S Lsw Brownout caxgi L1 Olo; waw 5> By lids juslS @ -Y0a

Ping ,g9iw>

3igaolS 9> w TCP/IP lulg, Usgos S Shuauwl sw Packet Internet Groper waaxo aS ping giw> =Y&+
39500 LS

SJleo ool 5l (suls> (su=y Request Timed Out (s>9,5> ¢ wowl ;18 alul, iy Reply (s>g9,> =Y¢)
| s @l

owl 05,55 I 1) b 5,90 LiguolS (susy Destination Host Unreachable (s>9,> -Y#Y

IPConfig ,giuw>

A s Wi 1) yiguaolS TCP/IP Sg) 50 00ui plsul wlewdhis jgiws ul =YY

aS LigaolS aSi Sld w)lS aod Sy ) MAC Gyl aile Syiiny wleMbl g i oslaiwl /all guisw L 31 -YE¥
2D sw Ui i Jled

Wi> |, DHCP Server ;| oai «dl,> IP Address wlgi (sw 39 osleiwl /renew o /release guisw L ,SI -Y50

oo S0 Wl wowlgs s 9 2SS

G:\WINDOWS\system 3 2\cmd. exe

C:~>ipconfig ~all
Windows IPF Configuration

Host Hame
Primary Dnzs Suffix
Hode Tupe
IF Routing Enabled
WINE Proxy Enabled

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix . :
Description : D-Link DFE-538TH PCI Fast Ethernet A

dapter <reuv.C>
: @B-@5-5D-93-8F-DB
Dhcp Enabled : Ho
IP Address. . . . . . . - . . . . = 192.168.8.1
Subnet Mask : 255.255.255.8
Default Gateway H
HetBIOE over Tcpip : Disabled

arp ,g9iw>

asl |, b ol ARP JSigy aS suld IP Address a, bgs,e MAC Address wsls wliu Sl arp Hgiws 3l =¥
g v oslasiiwlecowl
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awiow Sl oslaiwl b Olgi (s (g (50 0,5 tdgo H9b @ igauolS )5 ARP JgSigy Sla aidly aS il 5l -YV
3900 oadliw |, W ol -a
-S awgw Sl oslaiwl U (saws j9b | LiguolS S @y bgy 0 MAC Address g IP Address wleMbl ulgi (sw =YT1A
5,5 35lg ARP 50w 0,055 J=o0 5>

ommand Prompt

C:s>arp —a

Interface: 18.8.8.2 ——— Bx108883
Internet Address Physzical Addre Type
a.8.1 88-BAc-29-77—fd—d1l dynamic

G

netstat giuw>

A8 (sw Wlin Iy igaelS €Sg,y 5 Jled wlbly,l s bgsso wleMbl g lol jeiws ol -Y£Q
sy 9 foreign address.local address.port number.protocol : Jolis s9iws ol @ beso wleMbl g Lol =YV
S sw blo)l

ommand Prompt

C:“rnetstat

fictive Connections

Local Address ign Address State
srud2 18037 ‘remote— i ESTABLISHED

srvB2 1862 TIME_MAIT
sruvB2:1863 tnethios—=ss TIME_MAIT
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Swow S W,9) 9 ASuuw UHS LED U vl wuc

awiow e b aSids )8 aS ol Gl (simo @ o390 55 355 b g Uugels audew wig b aSiuds )8 LED 31 =YV
] JSuio Shls of @ sdlasl LIS b g canl 0553118 5l

9 pllw awisw e 9 A )8 aS ol ol ume 4 39 K ew awisw e b aSw oS LED 31 -YVY
2 cswod ool alisd O s 1, oleMbl Jsl o i cadled Lol ol pllw 50 cslasl IS

Bwisw ey 9 St S aS ol ul (imo @ 55 sw flash ¢ &) sew auisw wygs b aSiew w,lS LED 31 -YVY
e s ploel abisd O s | oleMbl Jlsl ¢ i cadled opuimnd o ol ol 30 csdlasl S ¢ allw

9 Jai pSl b aSii aS cowl ol (imo 4 55 (v flash g 590 Sy sx)b @wisaw gy b aSow w,lS LED ST -YVE
g oswo el collision g wewl o5 @ g, wleMbl Jlas]

Bus S® aSuui WU wuc

IS w9 2ulou 558, blo)l od U awilgs s LS Wb 95 Sl igaolS I3l s9 ghd coaxial .S SI -YVo
sl s Ll 5l aSas

o oo down aSes JS iew LIS 51 terminator o5 e L S, JS1 =YV

38l o LS Sl aSii g Bi> W T connector 5l Sy S| -YVV

A5S cswou sbal S 53 | (sdSidie aSees 1S Wsdl LIS 51 b igasolS Wsgy Livgols ~YVA

Star S asuuw Il wuc

il ansls blo)l aSow b ailss (swoi segment Ol e LigaolS (swlod iaw S 51 switch/hub 31 -Yva

L, LS 9 2SS subs s, switch/hub b LigaolS Of 51 L, LS Jlail ccciols (sbola,l JSiio sigaolS Sy bhad S| -TA«
S pase | LS b asS Jaie 550 wies @

S S | ol o1l 9 LS £95 cdiulos 58,0 bli,l aSiui b awlsi (sws segment &G s W LigawolS aosd 31 -YA)
Aiouwd Juaie (siiw)> @0 W patch cable g patch panel aS ag.0 Gioloo =YAY

segment 9> Sl LigawolS 9 3e.i (s &lad ,S,s segment L segment S, bls,l caiay LIS 5l bridge <, SI -YAY
iglos 518 5 bl 3303y b awlys (s

subnet 9> S iguolS 9 390 s ghad L5, subnet L subnet S, bl casaw LIS ;I router S, 81 -YAL
iglos 518 bl ;30aS0 b awles (s

andl sl aaly Cewpiws oyl @ Nlgi s puSzd (uew S 5l ol a0 Juaso router S, S| -YAO
. L ododao wVlail wsgs pJlw 5l tracert/traceroute | ping jgiaws L router Usgos S> 5l Jud wowl gy
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Ring S asiui b wac

238 G LS 5l asew JS casaw LIS 51 MAU ST -YAT

Aiiowd Jaie (siaw)s @ Ring out g Ring in ke w g0 aS 3yg iodoo =YAV
A0 ulS) wew B aSius WylS aed aS g hedas =YAA

S down | aSeis JS wilgi s 9. ghd LigaolS @y (slail LIS S1-YAQ

>35> subnet > S90S U bl

S (s S |, TCP/IP JgSign Wsgs pllw 9 Usgs s LIS ¢l b «awiS ping |, 12’7‘&@>T Ll -Tqe

A4S 0 S b SWIT/Ub @ igesalS JLadl IS il b 43S Ping |, 0lisgs JigugolS TP sl =¥ )

S (v S | router g 595 5igasolS bla,l IS ol b «auS ping |, router @ bgy o IP Gu,ysl -YAY

boio JSuino b ol 01 J> JSiso @S s (w0 iedao IS ol b S pin
(59 Lyl 2o 9asolS S, 51 b (5l Uloo wnnl i subnet 51

2 )‘J‘Mls IP u,u)bi -Yay
SS1). el Julso subnet a

wvb wue Sl usawl

VLRV IWIFICR: JSCine 02,0 39201 aiMe o o @il -YAE
S bl | JShise 5l s 4>l -Y0
ul;‘djl |, JSiise 00l 399 Jus i Joso =¥ AT
28 1>l 9 S50, 25k |y ol J> ol, YAV

S Ulssiol | Ol azis o(J=> ol shal 5l guy =YAA

2 S o b J> ol azws Ll -Y¥aQ
S wgiSe sob @y |yl osls plal aS azil g J> o, =S
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SEGMENT 1 SEGMENT 2
BUS WS WS
ETHERMET
[=]

PRINT
SERVER

PRINTER

SERVER
FARM

ROUTER SERVER

MALL HUB

%

ent ¢ topology.subnet 1> Shls as aSuw Sy VL JsSow

® : &lo

MS Press wl,liuil Network+ oULs -)
New Riders wl,Liusl Network+ oUls -Y
Sybex wl,liil Network+ oUs -Y
Syngress wl,liuil Network+ oUls -¥
Cisco Press ul,Luwl ICND1 OUs -0
Sybex wl,Luiil CCNA OUs -#
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