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Characteristic Description

Direct Sequence Spread Spectrum (D'SSS), Frequency Hopping
Spread Spectrum (FHSS), infrared (IR)

Frequency Band 2.4GHz (ISM band} and 5GHz
1Mbps, 2Mbps, 5.5Mbps, 11Mbps (11b), 54Mbps (11a), 54Mbps
(11g)

RC4-based stream encryption algorithm for confidentiality,
authentication, and integrity. Limited key management.

Operating Range About 150 feet indoors and 1500 feet outdoors
Throughput Up to 11Mbps (54Mbps planned)

Ethernet speeds without wires; many different products from many
Positive Aspects different companies. Wireless client cards and access point costs
are decreasing.

Poor security in native mode; throughput decrease with distance
and load.

Physical Layer

Data Rates

Data and network security

MNegative Aspects
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Security Issue / Vulnerability

Security features in vendor
products are frequently not
enabled.

Remarks

Security features, albeit poor in some cases, are nof enabled
when shipped, and users do not enable when installed. Bad
security is generally better than no securily.

2,

Ws are short (or static).

24-bit IVs cause the generated key stream to repeat. Repetition
allows easy decryption of data for a moderately sophisticated
adversary.

Cryptographic keys are short.

40-bit keys are inadequate for any system. It is generally
accepted that key sizes should be greater than 80 bits in length.
The longer the key, the less likely a comprise is possible from a
brute-force attack,

Cryptographic keys are shared.

Keys that are shared can compromise a system. A fundamental
tenant of cryptography is that the security of a system is largely
dependent on the secrecy of the keys.

Cryptographic keys cannot be
updated automatically and
frequently.

Cryptographic keys should be changed often to prevent brute-
force attacks.

RC4 has a weak key schedule
and is inappropriately used in
WEP.

The combination of revealing 24 key bits in the IV and a
weakness in the initial few bytes of the RC4 keystream leads to
an efficient attack that recovers the key. Most other applications
of RC4 do not expose the weaknesses of RC4 because they do
not reveal key bits and do not rastart the key schedule for every
packet. This attack is available to moderately sophisticated
adversaries.

Packet integrity is poor.

CRC32 and other linear block codes are inadequate for providing
cryptographic integrity. Message modification is possible. Linear
codes are inadeguate for the protection against advertent attacks
on data integrity. Cryptographic protection is required to prevent
deliberate attacks. Use of noncryptographic protocols often
facilitates attacks against the cryptography.

No user authentication occurs.

Only the device is authenticated. A device that is stolen can
access the network.

Authentication is not enabled;
only simple $SID identification
ocours,

Identity-based systems are highly vuinerable particularly in a
wireless system

10.

Device authentication is simple

shared-key challenge-response.

COne-way challenge-response authentication is subject to “man-in-
the-middle” attacks. Mutual authentication is required to provide
verification that users and the network are legitimate.
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8 2.734375 213.207.207.34 213.207.207 .88 TCP 1455 > 2745 [S¥YN] Sec
9 2.734375 213.207.207 .88 213.207.207.34 TCP 2745 > 1455 [RST, ACK
10 4.000000  213.207.207.34 213.207.207.88 TCP 1463 > 5000 [SYN] See
11 4.000000  213.207.207 .88 213.207.207.34 TCP 5000 > 1463 [RST, ACK
12 4.734375  213.207.207.34 213.207.207.88 TCP 1463 > 5000 [SYN] Sec
13 4.734375  213.207.207 .88 213,207,207, 34 TCP 5000 > 1463 [RST, ACk
14 5 437800 711 INT INT 34 713 IN7 INT 8RR D 1453 ~ AN [<vM] Sar
4] |
f+ Frame 1 (62 bytes on wire, 62 bytes captured)
p Ethernet II, Src: Bc:08:20:00:01:00, Dst: 00:00:01:00:00:00
b Intarnet Protocol, Srec addr: 213.207.207.34 (213,207.207.34), Dst addr: 213.207.207.88 (213
b Transmission Control Protocol, Src Port: 1447 (1447), Dst Port: microsoft-ds (445), Seq: 0,

1 < L 00 45 00 Guseeaans vane B
010 00 30 08 4a 40 00 7f 06 a9 63 d5 cf of 22 d5 f .0.3@... .c..."..
020 «ef 5B 05 a7 01 bd 92 bE 00 bb 00 00 00 Q0 70 02 sl aiaais an P
030 22 38 of £5 00 00 02 04 05 b4 01 01 04 02 "BOiaa s wiaen

| Fie: {(Uinkitled) 3570 bytes [P 31 0: 31 M: 0 5

A5 opl s S e D3l Ol bl s S el 3L slaans
L 5 5 aks e sla sl 0l Jla, Vsl 5s Ole catn olod ol
w5l e Sledlbl 5w g5 Foml Cod 5 Sl el ool
SEICIETS i L bl s g O g haie \.L.» Ll (Llods
RSV N VoI P DN L <=l5- Sl pee Lol (5o
Ao B i L Ol e el s
Sl 0,03 OISl OF 3 a5 pambn 5 S5 5500 0,003

pdas o LA syl sy s

Slijgel IS 4ylial Ty 9 Fjgel Sglas
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(@ Ethereal: Save Capture File As

Newrokler | oceteFle | genamerie |
c:m:mudmhgstsm[:l

Folders | =] |pes 1=

A NTUSER.DAT

i | ntuser.dat LOG

Application Datal | ntuser.ini

Cookies :

Desktop

Favorites|

Local Settings)

My Documents) =
Packet Range

(" Selected packet onby 1 L
) Marked packets oy 0 o
) From first to last marked packet o 0
C Mupﬂdﬁt;m; i i}

File type: libpcap (tepdump, Ethereal, etc.)
RedHat Linux 6.1 libpcap (kcpdump)
Selection: C:\Docu ¢ o\ 6.3 lbpcap (tepdume)

I modified ibpcap (topdump)

Mokia libpeap (tcpdump) :
Mowvell LANatyzer oK

Metwork Associates Sniffer (DOS-based)
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ol iy a5 BB kS ¢ 5 e Shee Gl dle 3 ol s

Capture sla zls -

rales sl S -

S la ik~

Capture 4. 3 Capture .. s Lapture s s sleslizal gl

b e 3 s IS 4 e oy oS e Sl | Filters

(@ Ethereal: Capture Filter

Hose|

‘Properties
Fiter name: [Simpie |
Fiter string: |host 192.168.0.1

|
B | (s | xooe |

S st ks NeW a8 sl L
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A3, 192.168.0.1 o sz b u.,u).:T S AS o ysbe glaanay ol s 4 s
oS o ST, CAPLUre Lee 0 ST iy o by o oy oS a0 o3 1) A

(& Ethereal: Capture Options

Caphre
interface:  [\Devics\PF_{BFE 130E7431D-44 24 BEEE-01 1244815684 |

Likdsyer header bype:  Etfwrnat |m sze:[1 *| megabytets)

7 Caphure packets N promscuous mode

CaptreFlels) . Display Cptions
Fie: B

| —I I Lipdste kst of packets in red time
[ Use mudupie fles :
T Nt fie evary |] ” megatn e |2

I ALitesmatic. Sorolineg in e caniine
Fextfeenry |1 Bl mirtecs) < o =k il
P Angbufier w2 [e} s [ Mamme Resohution
T‘mzﬁvmeza'mrh Hﬂpfﬂ
| ¥ Enable MAC name reschution

Stop Capiure .. |
roote o Flpesere) ™ Enabke petwork Nname resckuton
(S :| megabyte(s) :
[ .. s |1 2] | minciteds) -|  F Enabke framsport name resol.ion

_ﬂl:leb-| : [ @ | *cava |

ilters cad s ol Lasie YU K2 55 4550k
el i sla il GG 5o S s ) (g akd
il ,s |, slass s Ethereal Capture L.«
451192.168.0.1
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@ Ethereal: Open Capture File

Fiy

it B
Wyeiter: ||
F Enable MAC name resolution
I Enable petwork name resolution
F Enable transport name resolution

Selection: C:\Documents and Settings\Sam\Desktop
Jout

X cace | [ Dok

e o 4.:.@5[.&4:@ C.Aﬁl.i‘)b‘_}.o.i«‘)‘ &A.vj.‘u Q‘j...&d.v o.b.)ﬁ: U'i‘

So o D cC.a.éli‘)b JA.F uﬁJ"T 0> D4 4e LSLAA.’M co.b'jﬁ: U’i‘
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M5prox Client message:

e
.
BE
2
=

0288 192.1

10. 0.2 0.1

2 0.00 68.0.1 68.0.2 Msprox server message: Helle acknowledge
3 0.000333 192.168.0.2 192.1658.0.1 Msprox Client message: Hello

4 0.000530 1%2.168.0.1 192, 168.0.2 MSprox Server message: User Info acknowle
50.000573 192.168.0.2 192.165.0.1 Msprox Client message: Resolve

€ 0.797593 192.165.0.1 192.168.0.2 MSprox Server message: User Info Acknowls
7 2.245646 192.168.0.1 192.168.0.2 MSprox Server message: Resolve Acknowled
8 2.716964 192.168.0.2 192, 165.0.1 TCP 1445 > epmap [SYN] Seq=0 aAck=0 Wir
92717119 192 .168.0.1 192.168.0.2 TCP epmap > L1445 [RST, ACK] Seq=0 Ack:
10 3.165526 192.168.0.2 182, 165.0.1 TCP 1445 > epmap [SYN] Seq=0 Ack=0 wir
11 3.165674 192,168.0.1 192.168.0.2 TCP epmap = 1445 [RST, ACK] Seq=0 Ack:
12 3.668357 192.168.0.2 192.165.0.1 TCP 1445 » epmap [SYN] Seq=0 Ack=0 wir
13 3668513 192.163.0.1 192.1658.0.2 TCP epmap > L1445 [RST, ACK] Seq=0 Ack:
14 3.671299 192.168.0.2 192, 168.0.255 HBNS Hame query N8 SHETABSERVER<20-

15 3671432 192.168.0.1 1692, 168.0.2 HENS  Hame query response MB 192, 168.0.0
16 3.671476 192.168.0.2 192.165.0.1 TCP 1447 > netbios-ssn [SYN] Seq=0 Ach
17 3.671567 192.168.0.1 192.168.0.2 TP netbios-ssn > 1447 [SYN, ACK] Seg:
18 3.671603 192.168.0.2 192.168.0.1 TCP 1447 > netbios-ssn [ACK] Seq=1 Acl
19 3.671606 192.165.0.2 192.168.0.1 NB5S Session request, to SHETABSERVER«<:
20 3.671724 192.1638.0.1 192.168.0.2 NB5S Positive session response
21 3.671823 192.168.0.2 192.168.0.1 SHME  Negotiate Protocol Request E

l P |

» Frame 1 (230 bytes on wire, 280 bytes :a.pturld}u

i Ethernet II, Src: 00:20:ed:52:5e:ac, Dst: 00:20:ed:59:6b:dl

» Internet Protocol, Src Addr: 192.168.0.2 (192.168.0.2), Dst Addr: 192.168.0.1 (192.168.0.13)
» User Datagram Protecol, Src Port: 1444 (14443, Dst Port: L1745 (L745)

b M5 Proxy Protocol

010 01 Oa 21 3¢ 00 0O &0 11
020 00 01 05 ad 06 dl Q0 fe
030 03 00 00 00 00 00 00 OO0

Im:umlwm:m lmmu:mn: a i
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{3 Ethereal: Display Filter

Fiter name: [Simpke
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Figure 1. Honeypots can be deployed from a variety of locations.
This diagram shows four different possible locations. The optimum
location for deployment depends on an array of factors, such as the
type of information the organization is interested in gathering, and
the level of risk that organization can tolerate to obtain the max-
imum amount of data.
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Figure 2. In this Honeynet (a research honeypot used to gather
information), the Honeynet Gateway is a Layer 2 bridge that
isolates the Honeynet from the rest of the production network. The
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