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#include <linux/module.h> /*needed by all modules */

#include <linux/kernel.h> /*needed for Macros like KERN_INFO */

int init_module(void) /* this

function is called as initialization for all modules */

printk(KERN_INFO “Hello World1.\n");

/* if this function returns non
zero means init_module failed and

this module can’t be loaded. */

return ;.

void cleanup_module(void) /* it is

called when module is terminated and unloaded */

{

printk( KERN_INFO “Goodbye World).\n");
}
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obj-m += hello-1.0

all:

make -C /lib/modules/$(shell uname -r)/build M=$(PWD) modules

clean:

make -C /lib/modules/$(shell uname -r)/build M=$(PWD) clean

Sl KO W 5l s s Y a5 S LLalS 1) 555 Jsile Make [ sus gl > L Jl-
ODJeCt sla bbb sy aS 0 3l jund LB i1y 40 a5 ol o eslizud ates sbad 55l OAwls
S Ll 5 stes 355 Jaile 51 5Dl 051 s (6l

#modinfo hello-1.ko
oS eslaial 3 psnes Sl atea j 3 Jaib 055 55l <l

#insmod ./hello-1.ko

A Al s OF slgsl 4 s 03 5 50 1 var/log/messages Lb sz ool gl >l 5l da S
s deal g 1 e l0ad Jssle 5o ISmod | szes b el s 108d azs s hello-1 Jg3k o<

PAS eslinal 5 g 4 IMMO | s 5l s 51555 I3l 03 S 7,1 Lo unload sl —

#rmmod hello-1
Jojle & W sl Ly, of leml & 5 s 5L |, var/log/messages LG S1o Lo

CN-U‘ ol C)L?- LR J‘ he”O'l



P99 cwowd — hello world Jte

5 Init_module( U3 Slp Al o YT ans 5l i L5 el 55 S 5k Oles
G S 93 by Ol oS Sl o Ks el cleanup_module()

35,5 o e Kl ol iy 25 <linux/init.h> L 5 «s module_exit(); module_init0

Sl sl 8 ps KL edd a5 SLe s pl S B el 95l OLL 5 g0 w0
)JS.L:.Q\}?- &:Jli).) ‘)JL"L;AKS
S 4> g5 hello-2.¢ U 4 o0 (pl OMd phgs sl

/* hello-2.c */

#include <linux/module.h> /*

needed by all modules */

#include <linux/kernel.h>/*needed

for macros like KERN_INFO,KERN_ALERT etc */

#include <linux/init.n>/*needed

for module_init() & module_exit (*/

static int __init
hello_2_init(void)
{

printk(KERN_INFO “Hello, World 2\n”);

return O;



}

static void __exit
hello_2_exit(void)

{

printk(KERN_INFO “Goodbye, World 2\n”);

b

module_init(hello_2_init);/*sets

hello_2_init() as initialization function */

module_exit(hello_2_exit);/*sets

hello_2_exit() as termination function */
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All

make -C /lib/modules/$(shell uname -r)/build M=$(PWD) modules

Clean:

make -C /lib/modules/$(shell uname -r)/build M=$(PWD) clean
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I* hello-3.c */

#include <linux/module.h>
#include <linux/kernel.h>
#include <linux/init.n>
static int hello_3 data

__initdata = 3;



static int __init
hello_3_init(void)
{

printk(KERN_INFO “Hello, World %d\n”, hello 3 data);

return O;

}

static void __exit
hello_3 exit(void)

{

printk(KERN_INFO “Goodbye, World 3\n”);

h
module_init(hello_3_init);
module_exit(hello_3_exit);
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I* hello-4.c */

#include <linux/module.h>

#include <linux/kernel.h>

#include <linux/init.n>

#define DRIVER_AUTHOR *“Peter Jay

Salzman <p@dirac.org>"

#define DRIVER_DESC “A sample

driver”

static int __init
hello_4_init(void)
{

printk(KERN_INFO “Hello, World 4\n");

return O;

static void __exit
hello_4 exit(void)

{

printk(KERN INFO “Goodbye, World 4\n”);



module_init(hello_4 _init);
module_exit(hello_4_exit);

MODULE_LICENSE(“GPL”);/* macro for setting license information/s
MODULE_AUTHOR(DRIVER_AUTHOR); /*idenfying module author/:
MODULE_DESCRIPTION(DRIVER_DESC); /*describe module with this macro;

MODULE _SUPPORTED DEVICE(“testdevice™); /* identifying devices module can

support and work — here is test and is not important/s
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#insmod ./mymodule myvariable=250

int myarray[4];
MODULE_PARM( myarray , “3-9i” );/*setting an array of integer with max & min

values 9, 3 respectively */
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/* hello-5.c */
#include <linux/module.h> /* needed by all modules */

#include <linux/moduleparam.h> /* needed by macros like module_param,(

module_param_array(),etc . it also has definitions of many functions and structure
like kernel_param */

#include <linux/kernel.h> /* needed for macros like KERN_INFO */

#include <linux/init.n>/* needed for init and exit macros */

#include <linux/stat.h>/* needed by macros like S IRUSR , S IWUSR , S IRGRP |,
S_IWGRP */

MODULE LICENSE(“GPL”);//setting the module license
MODULE_AUTHOR(*“Peter Jay Salzman”);//setting the module author
/* defining some variable for input from shell prompt */

static short int myshort = 1;

static int myint = 420;

static long int mylong = 9999;

static char *mystring = “blah;”

/*S_IRUSR, S _IWUSR, S IRGRP,S_IWGRP macros are used for setting
permissions to access to variables and fuctions as common Linux permission
management system . you know in Unix systems we have 3 group of people
(owner — group — others ) and 3 kind of permissions ( read — write — execute (rwx))
for each group. in modules we use bitwise OR of these macros for setting a user to

set or get a variable or function . */

module_param( myshort , short, S IRUSR | S_IWUSR |S_IRGRP | S_IWGRP );

MODULE PARM_DESC(myshort, “A short integer”);

module_param( myint, int, S IRUSR|S_IWUSR |S_IRGRP | S_IWGRP );

MODULE_PARM_DESC(myint, “An integer”);

module_param(mylong, long, S_IRUSR);



MODULE PARM DESC(mylong, “A long integer”);
module_param(mystring, charp , 0000);

MODULE PARM_DESC(mystring, “A character string”);
static int __init hello_5 _init(void)

{

printk( KERN_INFO “Hello, World 5\N"============-);

printk( KERN_INFO “myshort is a short integer: %hd\n” , myshort );
printk( KERN_INFO “myint is an integer: %d\n” , myint );

printk( KERN_INFO “mylong is a long integer: %ld\n” , mylong );
printk( KERN_INFO “mystring is a string: %s\n”, mystring);

return O;

}

static void __exit hello_5_exit(void)

{

printk( KERN_INFO “Goodbye, world 5\n”);

}

module_init(hello_5 _init);

module_exit(hello_5_exit);

o> /Var/log/messeges LL) ps Ll zin Jsile ool 8 e LE S 1l 1 5 ol sz
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#insmod ./hello-5.ko mystring="bebop” mybyte=255 myintarray=-1

#rmmod hello-5

#insmod ./hello-5.ko mystring="supercalifragilisticexpialidocious\ ”

<mybyte=256 myintarray=-1,-1

#rmmod hello-5

#insmod ./hello-5.ko mylong=hello
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[* start.c */

#include <linux/kernel.h>

#include <linux/module.h>

int init_module(void)

{

printk(“Hello, world — this is the kernel speaking\n”);

return O;

}

[* stop.c */

#include <linux/kernel.h>
#include <linux/module.h>
void cleanup_module(void)

{

printk(“<1>short is the life of a kernel module\n;)”

b
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obj-m += hello-1.0

obj-m += hello-2.0

obj-m += hello-3.0

obj-m += hello-4.0

obj-m += hello-5.0

obj-m += startstop.o
startstop-objs := start.o stop.o

All:

make -C /lib/modules/$(shell uname -r)/build M=$(PWD) modules

Clean:
make -C /lib/modules/$(shell uname -r)/build M=$(PWD) clean
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Lzes QNX Nutrino ; GNU Hurd s sl e 3 &g 53

(Device Drivers) & jlwif of

osla il gl {’JN lasgy S daes o)l Covw Oladad glalul ol s J 55k df‘ 5SS

MJ&)‘JBJW\)J‘))JL“’JMCJ)}:ETVQ)SMD&J\}\WQM}‘
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S ankd b il glaasl LU g5l 3 gl 5 S (device file) o2& s | Lo
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arkad ol sy e )5 Ol S gladel p BLS I Llie 53 osd 0 by e LB pla a8 (g5l Sl el
/dev/sound oiKes |16 €51370.0 wsle s 1S 51T el cpl s by e o el (131 S
5l Ly . mp3blaster sl wl, S s ez ENsONiQ 1S1370 gl o8 o 1

LS eslizad Gl ol gldeo &S 4 Ll 2= S0 s /dev/sound

(minor ) &9 g (Major ) ket slus!

oLz MAster sssla Jsl ol ¥ s Jbe s eeas S5 s 3550 | dEVICE LU dr dul

(| el 63l

$ls -1 /dev/had[1-3]

brw-rw---- 1 root disk 3, 1 Jul 5 2000 /dev/hdal

brw-rw---- 1 root disk 3, 2 Jul 5 2000 /dev/hda2

brw-rw---- 1 root disk 3, 3 Jul 5 2000 /dev/hda3

oSaws ol 3o O oplos sde gl S ar 5 Khad o s LIS LaS Syt 4
device L oKiws o3 sde Ot cplid sde pess 548 0 ol OEVICE Major number L
o3lital 3550 oSaws il (31 ol ax S S o led 4 ol sie il s MINOT NUMber
ol sae b slaolins ples il o osls o LSS sde G 3 oy a4 ol a3 S 13
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Aoz slize oaws aw Lo 1 5101 ol s 51 4SO g LGl
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( character devices ) s s, glael&Kiws ()

(block devices ) sl glaelKews (¥

) AL ) il sbalols pll gl 2 (S CelSius a5 ol pl s arwd 53 pl e Sl

Cogo 4 Dbl xs 5 b 0kl Sledbl (g5l o laelKiws 53 .S s eslizad ( buffer
Rl g5 53 cplom S0 oulis el sy pVL el (S b SHL ) (glas sz
(3l 4xils (6 pate o311 Lls5 o a5 ) U ool 51 Ssh Sypo & ais S5l slaolKins o5 ool
s s S laolSiws oS b= 3 Wils S 0 o s S 5 S e Sl (93505
Al S s s S Sl (3, Ll S e ol
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& B 5 S e 4 ol 21 SKulidiagd (8l S ol IS e eals 51 16 Sk S L
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$ls -1 /dev/ttyS[0-3]
crw-rw---- 1 root dial 4, 64 Feb18 23:34 /dev/ttySO
crw-rw---- 1 root dial 4, 65 Nov17 10:26 /dev/ttyS1
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crw-rw---- 1 root dial 4, 66 Jul 5 2000 /dev/ttyS2
crw-rw---- 1 root dial 4, 67 Jul 5 2000 /dev/ttyS3

M@ﬂﬁ);ﬂj&u@MOM@FB‘JB‘)JLA&‘J‘J&‘@;‘6.@‘.’%“‘?—&;\
P S anl e S g
linux/Documentation/devices.txt

L e sl MKNOA | g2is L b ol (gla LG o plad S o il ) s oS oIS

LY 5 e ol slael L coffee pb o SIS g5 3 L oKaws bl S sl
125 Jes Olgier 5 oo

#mknod /dev/coffee ¢ 12 2
ol sl Sleel&ans b Ll sullss 5 esd 5,8 e 013 /HBY 3 e oSius sla oL Vs e
d‘jjlﬂ s 6‘): )—f‘ dL?— L)'i‘ L: CAM‘ okl f}”’f Li)i? )L_g U_i‘ 9 )\) )‘J.; /deV P )L}
ol S pls 5o 1y Ol &S il g S sl aiis Lb Al e Llai g 4 S (glaraa
.J\.:.ﬁ.))‘}
PSS a5 e a

$ls -1 /dev/fdO /dev/fd0ul1680
brwxrwxrwx 1 root floppy 2, 0 Jul 5 2000 /dev/fd0
brw-rw---- 1 root floppy 2, 44 Jul 5 2000 /dev/fd0u1680
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NEC LB Y L s dals OB (s 3 i Ky & ais Lk S Soge 5> Las e 0L
A L3l W 55 48 ol s ooy i 55 Dl il Sl § ol 0l bl 0T (51
ol bl S8 Olen L s S e asiie |y kil MBYY L Ls S LG - Jyl
super gl « a5 ) MBYSA a3l > L, gla D5 i 5 ollys LUly &S ool
s |y oSy K ol&iws bL g &S S e edalin ol ol | (Ao S . formatted
4 Craond u.ﬂl;y.l\): .L;.«::L sl 4.>-‘53 )\Jﬁ‘ WJ OKLAJ JM MM QLA &i&u.)) U'.'.\J"l’“" J-SL;G
o 0L
S5 1,0 soliws sl jlwl of
file_operations sls Ll
e plS ol s cud s iy <linux/fs.h> s file_operations «sls =L
LS)‘J 4_<.a b MJJA rl?u‘ oL<.I...~.> XD B Lfd':m CJL:.L».P 9 ol Q_.Q_ij.’u J‘-/\.’\ cb .b.wj.’ aS ;.Q.L:?;A
S Wl g e S el I ol Sl edd iy m b eosl blae esls bl ol 5 gl e LS
Sl &S syl b w5 g ST oK Il ol A Jle Olge a4 ssle eaysl o |y sl g 5o
"L"}}" eKle
313 g0 a5 35 3w e plnil ) Sles opl S 5l w5 o) file_operations esls Ll
struct file_operations {
struct module *owner;
loff_t (*llseek) (struct file *, loff t, int);

ssize_t (*read) (struct file *, char __user *, size_t, loff t:);

ssize_t (*aio_read) (struct kiocb *, char __user *, size_t, loff t);

ssize_t (*write) (struct file *, const char __user *, size t, loff ts);
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ssize t (*aio_write) (struct kiocb *, const char __user *size_t, loff t);
int (*readdir) (struct file *, void *, filldir_t);

unsigned int (*poll) (struct file *, struct poll_table struct: );

int (*ioctl) (struct inode *, struct file *, unsigned int, unsigned long);
long (*unlocked _ioctl) (struct file *, unsigned int, unsigned long);
long (*compat_ioctl) (struct file *, unsigned int, unsigned long);

int (*mmap) (struct file *, struct vm_area_struct: );
int (*open) (struct inode *, struct files );

int (*flush) (struct files );

int (*release) (struct inode *, struct files );

int (*fsync) (struct file *, struct dentry *, int datasync);
int (*aio_fsync) (struct kiocb *, int datasync);
int (*fasync) (int, struct file *, int);

int (*lock) (struct file *, int, struct file_locks );
ssize_t (*readv) (struct file *, const struct iovec *, unsigned long, loff ts);

ssize t (*writev) (struct file *, const struct iovec *, unsigned long, loff t

ssize_t (*sendfile) (struct file *, loff t *, size_t, read actor _t, void: );

ssize_t (*sendpage) (struct file *, struct page *, int, size_t, loff_t*, int);

unsigned long (*get_unmapped_area)(struct file *,unsigned long, unsigned
long, unsigned long, unsigned long);

int (*check_flags)(int);
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int (*dir_notify)(struct file *filp, unsigned long arg);

int (*flock) (struct file *, int, struct file_locks );
Y
Sl S S Il el S e Ol g 0 g g (Gl o3l 31Ul o]y Ly e S _as 31 —an
o3y |, (directory structures ) s, s ,ls glalitle 5l oWl 4 by s =6 S s gl

Sis NULL @ 552 o oslizal oS file_operations esls skl 5 blee b a8 g3l
.inda L

Dy eals jlla plas Osls Hlade 4 S 5515 55 > ( GNU C Compiler ) gcc s UGl
mc/-c‘L’Ca_A.M‘b&mﬂ45./\:!‘.3%.““9?—LSJ)JA\QJJ\ALSLQJ‘J\J‘O‘)Jﬁ‘jﬁj‘jﬁw‘L@-«.:JJ\.AS&C,\?"‘)

o oo SUG cpl 5l eslizad L1y as Sllis oo 25 3 355 L
struct file_operations fops = {
read: device_read,
write: device_write,
open: device_open,

release: device_release<
4.:.&‘55 J:.,J;ﬁ.a LS)K)L_MJ LS‘)" 45 Ca.w‘ ng kf;-ﬁ—) o)‘b )b?Lw U'i‘ @ Q)‘b ‘)‘Jjﬂ 6‘).’ J; C”‘b SyntaX
J\?de odalis b U‘:’)J Cﬁ‘)‘ij)b .).ﬁjf oaleul &}‘) U'i\)| 45J>J§L;c
struct file_operations fops = {

.read = device_read,

.write = device_write,

Yy



.open = device_open,
.release = device_release

Y
osls Hltla gladl 8 a4 a S WAL adls 4 5 Cul ade L@ Jlle 9 s e
NULL £ gCC L 5 55 5 asin &oyso 4 a3lie YU 25, 53 ku s s file_operations
Sah e o2 )l
file oats yLa>lw
i s <linux/fs.h> ;s o< S o 03ls OLLS file osls Jlrl v & Loy atan 3 oKaus o
cbaasl s, 5 5 S a5 Col aren Clzw,t;}u S oltla cpl a8 WSl atils a5l sl
b e slite ol ol iy a5 C 0L 5l ksl wbuls
(abstraction ) w s < letle ol Gl s S ozl Jles 1 L el S Skl gl ol
Ol 1y 35 5 o Lasie INOE sl L oS Ko 5o LB SO bl opl a1 jpad 5 ASL 0
RGN oL;‘..::‘ WLS Jﬁ" MJ&
YN as s file jhsle o 5 5s s e ol TP Vsans file osls jile 4 S o il
e o
struct file {
struct list_head
f_list;
struct dentry

f_dentry;

struct vfsmount
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% T vismnt;

struct file_operations

f op;

atomic_t
f _count;

unsigned int

f flags;
mode_t
f_mode;
loff t f_pos;
struct fown_struct f _owner;
unsigned int f uid, f_gid;
struct file_ra_state f ra;
size t f_maxcount;
unsigned long  f_version;

void *f_security;

/* needed for tty driver,and maybe others */

void wprivate_data;

#ifdef CONFIG_EPOLL
/* Used by fs/eventpoll.c to link all the hooks to this file */
struct list_head f _ep_links;

spinlock _t f_ep_lock;
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#endif /* #ifdef CONFIG_EPOLL /s

struct address_space *f_mapping;
Y
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int register_chrdev(unsigned int major, const char *name,

struct file_operations fops);

el Lt ol&aws o CONSE Char *name 5 ol =53 5,50 ol 5= UNsigned int major
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ol Ol Wl e e 3 jls e 4S5 1 S e ealiel Jsile 51 aS ola ey p Slias 45 el 55l
Sfed A3b io i laie ol S S saalie /proc/modules als s s s 1 el
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Ll dsled esldial ot sk 4y b opl 5l ol Lad s 5ol STl (gl
Ly odisled opl odalie 5 2alS ¢ il o3l a8 ol 0 iy 25 <linux/modules.h> ;s ol s

e Ol ge 4y das
try_module_get(THIS_MODULE)

),USL;aJLi)'ch\j)w.)\}U&.ists

try_module_get(THIS_MODULE)

.MJ&&AS\JcL)w Jo—b&.ists
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#cat /dev/chardev
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#echo “Hello” > /dev/chardev
25 03 el el COMMENT &y w0 e US 53 e opl oS Slens 35 Li S5 45 £55 Oles
ﬁf@d\ﬁkﬁ@d\y&iL\)dbw‘@u%@).}jo.};o)u\ dl.wu_l‘)\é_&j.}u
Wl ot o3lined PUL_USET b 51 aS oo sdalie 4 S 55 b Oles device_read =t 0
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ons i Olies g il 4 ax 5 L I device_read ol b Sl go 5l 0l (sl 4
static char msg[BUF_LEN];
RS pem g5 D)o 4
static char *msg;
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>, » segmentation fault el o S 1S o sdal s tas elwil |, CAL Sllas 5 03 S
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(3L 5) e oS 555 00 035 1o Procfs_read ol s o ol LB cnl 5l oS ol
338 o Sl L6 ol cleanup_module wb s il 55 ls S e

Create_proc_entry b L.y spd o 3505 a3 dsile o5 oK /proc/helloworld ..
$l— S ol 'struct proc_dir_entry ' &b ool 255U i 38 e sl
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#cat /proc/helloworld
/proc BB &S 49 (s g g 3 Wil g
o=l 03 el e S GlaSS L dis | 55 /PIOC L6 S 3l Ol 5l gl esle Jle aST L3 Jle
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void kref_put(struct kref *kref, void (*release) (struct kref *kref))
{

WARN_ON(release == NULL);

WARN_ON(release == (void (*)(struct kref *))kfree);

if (atomic_dec_and_test(&kref->refcount))

release(kref);

}
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struct sysfs_ops{
/* method invoked on read of a sysfs file */

ssize_t (*show) (struct kobject *kobj,
struct attribute *attr,

char *buffer);
/* method invoked on write of a sysfs file */

ssize_t (*store) (struct kobject *kobj,
struct attribute *attr,
const char *buffer,

size_t size);
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#include <sys/ioctl.h>

int ioctl(int fd, int request, ... );
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debian:~/lkmpgl13/blockproc# insmod sleep.ko
debian:~/lkmpg13/blockproc# cat_noblock /proc/sleep
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Last input:

tail: /proc/sleep: file truncated
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debian:~/lkmpgl13/blockproc# kill %1

Terminated tail -f /proc/sleep +[1]
debian:~/lkmpg13/blockproc# cat_noblock /proc/sleep
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debian:~/lkmpgl13/blockproc#
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e Linux Kernel Source Code

e Linux Kernel Documentation ( Linux Source Code/Documentations )
e Understanding the Linux Kernel,2nd edition, O'Reilly.

e Linux Kernel Development, Sams publishing
e Linux Device Drivers, 3rd edition, O'Reilly.
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