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About the Tutorial

Windows Azure, which was later renamed as Microsoft Azure in 2014, is a cloud computing
platform, designed by Microsoft to successfully build, deploy, and manage applications and
services through a global network of datacenters. This tutorial explains various features
of this flexible platform and provides a step-by-step description of how to use the same.

Audience

This tutorial has been designed for software developers who are keen on developing best-
in-class applications using this open and advanced platform of Windows Azure.

Prerequisites

To learn Windows Azure, you need to be familiar with the Windows environment and have
a basic knowledge of cloud computing.
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1. Cloud Computing —Overview

The popular trend in today's technology driven world is ‘Cloud Computing’. Cloud
computing can be referred to as the storing and accessing of data over the internet rather
than your computer's hard drive. This means you don't access the data from either your
computer's hard drive or over a dedicated computer network (home or office network).

Cloud computing means data is stored at a remote place and is synchronized with other
web information.

One prominent example of cloud computing is Office 365 which allows users to store,
access, edit their MS Office documents online (in browser) without installing the actual
program on their device.

Laptop

Mobile Network

Cloud

Server Computing -—s Database
Desktop Other
Architecture of Cloud Computing

The architecture of cloud computing comprises of the following components:
e Front-end device
e Back-end platform
e Cloud-based delivery
e Network
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Front-end Devices: These are basically the devices that are used by clients to access the
data or program using the browser or special applications.

Back-end Platform: There are various computers, servers, virtual machines, etc. that
combine to become a back-end platform.

Types of Cloud
The storage options on cloud is in 3 forms:
e Public
e Private
e Hybrid
TYPES OF CLOUD
Public Clowd Private Clowd Myseid Cloud

Public Cloud: A service provider makes the clouds available to the general public which
is termed as a public cloud. These clouds are accessed through internet by users. These
are open to public and their infrastructure is owned and operated by service providers as
in case of Google and Microsoft.

Private Cloud: These clouds are dedicated to a particular organization. That particular
organization can use the cloud for storing the company's data, hosting business
application, etc. The data stored on public cloud can't be shared with other organizations.
The cloud is managed either by the organization itself or by the third party.
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Hybrid Cloud: When two or more clouds are bound together to offer the advantage of
both public and private clouds, they are termed as Hybrid Cloud. Organizations can use
private clouds for sensitive application, while public clouds for non-sensitive applications.
The hybrid clouds provide flexible, scalable and cost-effective solutions to the
organizations.

Benefits of Cloud

There are many benefits of clouds. Some of them are listed below.

SPI

Cloud service offers scalability. Allocation and de-allocation of resources is
dynamically as per demand.

It saves on cost by reducing capital infrastructure.

It allows the user to access the application independent of their location and
hardware configuration.

It simplifies the network and lets the client access the application without buying
license for individual machine.

Storing data on clouds is more reliable as it is not lost easily.

Next comes how cloud services are categorized. S stand for Software, P stands for Platform
and I for Infrastructure in SPI. SaaS is Software as a service; PaaS is Platform as a service
and IaaSs is Infrastructure as a Service.
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In the SaasS Cloud Model, the seri the SaaS

Software as a Service

Platform as a Service

Infrastructure as a Service

Following are the live examples of these models.
e SAAS Model: E-mail (Gmail, Yahoo, etc.)
e PASS Model: Microsoft Azure
e IAAS Model: Amazon S3
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2. Windows Azure

There are many cloud computing platforms offered by different organizations. Windows
Azure is one of them, which is provided by Microsoft. Azure can be described as the
managed data centers that are used to build, deploy, manage the applications and provide
services through a global network. The services provided by Microsoft Azure are PaaS and
IaaS. Many programming languages and frameworks are supported by it.

Azure as PaaS (Platform as a Service)

As the name suggests, a platform is provided to clients to develop and deploy software.
The clients can focus on the application development rather than having to worry about
hardware and infrastructure. It also takes care of most of the operating systems, servers
and networking issues.

Pros
e The overall cost is low as the resources are allocated on demand and servers are

automatically updated.

e Itisless vulnerable as servers are automatically updated and being checked for all
known security issues. The whole process is not visible to developer and thus does
not pose a risk of data breach.

e Since new versions of development tools are tested by the Azure team, it becomes
easy for developers to move on to new tools. This also helps the developers to
meet the customer’s demand by quickly adapting to new versions.

Cons

e There are portability issues with using PaaS. There can be a different environment
at Azure, thus the application might have to be adapted accordingly.

Azure as laaS (Infrastructure as a Service)

It is a managed compute service that gives complete control of the operating systems and
the application platform stack to the application developers. It lets the user to access,
manage and monitor the data centers by themselves.

Pros

e This is ideal for the application where complete control is required. The virtual
machine can be completely adapted to the requirements of the organization or
business.

o TaasS facilitates very efficient design time portability. This means application can be
migrated to Windows Azure without rework. All the application dependencies such
as database can also be migrated to Azure.
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o IaaS allows quick transition of services to clouds, which helps the vendors to offer
services to their clients easily. This also helps the vendors to expand their business
by selling the existing software or services in new markets.

Cons

e Since users are given complete control they are tempted to stick to a particular
version for the dependencies of applications. It might become difficult for them to
migrate the application to future versions.

e There are many factors which increases the cost of its operation. For example,
higher server maintenance for patching and upgrading software.

e There are lots of security risks from unpatched servers. Some companies have well-
defined processes for testing and updating on-premise servers for security
vulnerabilities. These processes need to be extended to the cloud-hosted IaaS VMs
to mitigate hacking risks.

e The unpatched servers pose a great security risk. Unlike PaaS, there is no provision
of automatic server patching in IaaS. An unpatched server with sensitive
information can be very vulnerable affecting the entire business of an organization.

e It is difficult to maintain legacy apps in Iaas. It can be stuck with the older version
of the operating systems and application stacks. Thus, resulting in applications that
are difficult to maintain and add new functionality over the period of time.

It becomes necessary to understand the pros and cons of both services in order to choose
the right one according your requirements. In conclusion it can be said that, PaaS has
definite economic advantages for operations over IaaS for commodity applications. In
PaaS, the cost of operations breaks the business model. Whereas, IaaS gives complete
control of the OS and application platform stack.

Azure Management Portal

Azure Management Portal is an interface to manage the services and infrastructure
launched in 2012. All the services and applications are displayed in it and it lets the user
manage them.

Getting started

A free trial account can be created on Azure management portal by visiting the following
link - manage.windowsazure.com

The screen that pops up is as shown in the following image. The account can be created
using our existing Gmail, Hotmail or Yahoo account.
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[ =~ —r = = u_n.
G@{F hitps:/logen dvec.. O = AMao-G]! £ Sign in to your Microsoft ac... [j {2} 5.2 823
A
Microsoft Azure
Sign in
Microsoft account What's this?
I kman! or phone
S Ig n I n Password
to Azure Keep me signed in
@ i e ATxe Can't access your account?
@ Don't have an Azure subscription? Create one now. Sign in with 3 single-use code
Microsoft
ContactUs Termsof Use  Privacy & Cookies  ©2015 Mirosoft v

Once logged in, you will be redirected to the following screen, where there is a list of
services and applications on the left panel.

e @| = https://manage.windowsa... O ~ @ G ” =8 Microsoft Azure

Micr t Azure |~ Subscriptions @ ersanil_1987@nhotmail.com

BEE e all items

NAME TYPE STATUS SUBSCRIPTION LOCATION b

Qservices +  Webapp " Running BizrSpark EastUS

TestGroup Directory W' Active Shared by all TestGroup...  Asia, Europe. United..

W Active

Default Directory Shared by all Default Dir..  Asia, Europe, United...

When you click on a category, its details are displayed on the screen. You can see the
number of applications, virtual machine, mobile services and so on by clicking on the menu
item.

The next chapter contains a detailed explanation of how to use this portal to manage Azure
services.

' tutorialspoint

EIMPLYEAGSYLEARNING



3. Azure—Components

Categorizing the services would help you understand Azure better. These categories are
termed as ‘Components’ in this tutorial. The Individual components are explained with
detailed pictures in subsequent chapters.

Compute / Execution Models

This is the interface for executing the application, which is one of the basic functions of
Azure.

Microsoft Azure |~ Subscriptions

S8 Auwnmews all items

3\ wEB APPS

NEW

@l comeute @ WEE APP Create a backend service for your app running in Windows Azure.

DATA SERVICES @ VIRTUAL MACHINE

gn-n APP SERVICES E MOBILE SERVICE

Lol
1***} NETWORK SERVICES @ | CLOUD SERVICE
e

MARKETPLACE Eh BATCH SERVICE
gy

As seen in the above image, there are different models such as Web App, Virtual Machine,
Mobile Service, Cloud Service, and Batch Service. These models can be used either
separately or in combination as per the requirement.

Data Management

Data management can be done by using SQL server Database component or the simple
data storage module offered by Windows Azure. SQL server database can be used for
relational database. The storage module can store unrelated tables (without foreign key
or any relation) and blobs. Blobs include binary data in the form of images, audio, video,
and text files.
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manage.windowsazure.com/ @ersahil1387hotmail.onmicrosoft.com#Workspaces/BatchServiceExtension/list @ || Q Search wBa 9 ¥

Microsoft Azure Subscriptions @ esa

batch services

COMPUTE SQL DATABASE Build your app using App Service web apps, Virtual Machines, Mobile
Services, or Cloud Services.
DATA SERVICES STORAGE

APP SERVICES HDINSIGHT

NETWORK SERVICES RECOVERY SERVICES

MARKETPLACE

MACHINE LEARNING

STREAM AMALYTICS

Networking

Azure traffic manager routes the requests of a user intelligently to an available datacenter.
The process involves finding the nearest datacenter to the user who makes the request
for web application, and if the nearest datacenter is not available due to various reasons,
the traffic manager deviates the request to another datacenter. However, rules are set by
the owner of the application as to how a traffic manager should behave.

The virtual network is another feature that is part of networking in services offered by
Windows Azure. The virtual network allows a network between local machines at your
premise and virtual machine in Azure Datacenter. IPs to virtual machines can be assigned
in a way that makes them appear to be residing in your own premise. The virtual network
is set up using a Virtual Private Network (VPN) device.

The following image shows how these two features actually look in Azure portal.
10
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Microsoft Azure

//manage.windowsazure.com/ @ersahil1987hotmail.onmicrosoft.com#Workspaces/All/dashboard & || Q Search w8 O ¥

Microsoft Azure |« Subscriptions @ e

EEEE ALLTEMS all items

COMPUTE (s> VIRTUAL NETWORK Manage Traffic Manager profiles and virtual networks, and connect to
on-premises networks.

DATA SERVICES e TRAFFIC MANAGER

APP SERVICES

NETWORK SERVICES

MARKETPLACE

Big Data and Big Compute

The large amount of data can be stored and managed using Windows Azure. Azure offers
HDInsight which is Hadoop-based service. Organizations often need to manage large
amount of data which is necessarily not relational database management. Hadoop is a
prominent technology used these days. Thus, Azure offers Hadoop service on their
platform for clients.

The term 'Big Compute’ refers to high performing computations. This is achieved by
executing code on many machines at the same time.

Messaging

Windows Azure offers two options for handling the interactions between two apps. One
falls under storage component of the service and is called ‘Message Queues’. The other
one comes under the app service and is called ‘Service Bus’. The messages can be sent
to initiate communication among different components of an application or among different
applications using these two options.
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{fmanagewindowsazure.com/@ersahil987hotmail.onmicrosoft.com#Workspaces/ TrafficManagerExtension/Profiles g 7| € || Q Search e @ 4

Microsoft Azure |~ Subscriptions

traffic manager

COMPUTE MEDIA SERVICE QUEUE Create and manage Service Bus in
Windows Azure
DATA SERVICES SERVICE BUS TOPIC

APP SERVICES MOBILE ENGAGEMENT RELAY

NETWORK SERVICES VISUAL STUDIO ONLINE NOTIFICATION HUB

MARKETPLACE

BIZTALK SERVICE EVENT HUB

CDN

AUTOMATION

SCHEDULER

Caching

Microsoft Azure offers two kinds of caching which are in-memory Caching and Content
Delivery Network (CDN) for caching frequently accessed data and improves the application
performance. CDN is used to cache the blob data that will be accessed faster by users
around the world.

Identity and Access

This component is about management of users, authentication and authorization. Active
directory stores the information of users accessing the application and also the
organization’s information. It can synchronize with the related information on local
machines residing on premises. Multifactor Access (MFA) service is built to address the
security concerns such as only the right user can access the application.
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Microsoft Azure

manage.windowsazure.com/@ersahil1987hotmail.onmicrasoft.com#Workspaces/ActiveDirectaryExtension/authProviders

Microsoft Azure |

active

DIRECTORY

I3l comeute
DATA SERVICES

APP SERVICES
NETWORK SERVICES

MARKETPLACE

Mobile Service

directory

ACCESS CONTROL NAMESPACES MULTI-FACTOR AUTH PROVIDERS

DIRECTORY
BIZTALK SERVICE
ACCESS CONTROL

MULTI-FACTOR AUTH PROVIDER
AUTOMATION

SCHEDULER

APl MANAGEMENT

OPERATIONAL INSIGHTS

REMOTEAPP

ACTIVE DIRECTORY

& ersahil_

Subscriptions

RIGHTS MANAGEMENT

Create and manage Multi-Factor
Authentication providers. These
providers let you enable additional
security for directory users and
applications that use the Multi-Factor
Authentication client libraries.

Windows Azure offers a very easy platform to develop mobile application. You can simply
start using mobile development tools after logging into your account. You don’t have to
write big custom codes for the mobile application if you use this service. The push
notifications can be sent, data can be stored and users can be authenticated in very less

time.

Microsoft Azure

DIRECTORY

I3l comeute
DATA SERVICES

APP SERVICES
NETWORK SERVICES

MARKETPLACE

manage.windowsazure.com/@ersahil1987hotmail.onmicrosoft.com#Workspaces/ActiveDirectoryExtension/authProviders

active directory

ACCESS CONTROL NAMESPACES  MULTI-FACTOR AUTH PROVIDERS

MEDIA SERVICE

SERVICE BUS

MOBILE ENGAGEMENT

VISUAL STUDIO ONLINE

BIZTALK SERVICE

AUTOMATION

SCHEDULER

indowsazure.com/@ersahil1987hotmail.onmicrosoft.com#
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Backup

The site recovery service replicates the data at secondary location as well as automates
the process of recovery of data in case of data outage. Similarly Azure backup can be used
to backing up the on premise data in clouds. Data is stored in encrypted mode in both the
cases. Windows Azure offers a very effective and reliable backup service to clients and
ensures they don’t face inconvenience in case of hardware failures.

[/ manage.windowsazure.com/@ersahil1987hotmail.onmicrosoft.com#Workspaces/ActiveDirectoryExtension/authProviders ¢ || Q Search wBa @ 4

Microsoft Azure ~ Subscriptions @ ersahi

active directory

DIRECTORY A 0L NAMES S MULTI-FACTOR AUTH PROVIDERS  RIGHTS MANAGEMENT

I3l comeute 5QL DATABASE SITE RECOVERY VAULT Create and manage Machine Learning

workspaces
DATA SERVICES STORAGE BACKUP VAULT

#aﬂ APP SERVICES HDINSIGHT

Ea
{:-:} NETWORK SERVICES RECOVERY SERVICES

ﬁ CLITEn b MACHINE LEARNING

STREAM ANAIYTICS

Media

This service addresses multiple concerns related to uploading media and making it
available to end users easily. Users can manage tasks related to the media like encoding,
ad insertion, streaming, etc. easily.

Commerce

Windows Azure offers the opportunity to users to buy or sell applications and data through
their platform. The applications are put in the marketplace or Azure store from where they
can be accessed and bought by other users.

Software Development Kit (SDK)

Azure applications can be produced by the developers in various programming languages.
Microsoft currently provides language-specific SDKs for Java, .NET, PHP, Node.js, Ruby,
and Python. There is also a general Windows Azure SDK that supports language, such as
C++.
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4. Compute Module

In the last chapter, we explained how to create an Azure account. In this chapter, you will
find step by step explanation of each component:

Step 1: First, login in to your Azure account.
Step 2: Click ‘New’ at the left bottom corner and drag your cursor to ‘Compute’.

Now you will see a list of models under Compute Model as shown in the following image.

'manage.windowsazure.com/@ersahil1987hotmail.onmicrosoft. com#Workspaces/CloudServicesExtension/list c Q Search ﬁ

Microsoft Azure - Subscriptions @ ersahil1

services

WEB APP Get access to premium App Services and Data that can be used with
Azure.

Al comeute

DATA SER @ VIRTUAL MACHINE

ﬂqﬂ' APP SERVICES MOBILE SERVICE

2T,
\ “': NETWORK SERVICES
-

| CLOUD SERVICE

MARKETPLACE Eh BATCH SERVICE
=T

Create a Web App

Step 1: Click Web App.

Step 2: Click Quick Create and enter the URL and choose a service plan from the dropdown
list as shown in the following image.
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Microsoft Azure

/manage.windowsazure.com/@ersahil1987hotmail.onmicrosoft.com#Workspaces/All/dashboard

Microsoft Azure |~

Subseriptions @ ersahi otmail.com &
ALL ITEMS

all items

URL
COMPUTE | @ WEB APP QUICK CREATE

tutorialspeint
DATA SERVICES @ VIRTUAL MACHINE azurewebsites

CUSTOM CREATE

AP PLAN
APP SERVICES E MOBILE SERVICE

AEIETES Default1 (East US, Shared) v

NETWORK SERVICES @ | CLOUD SERVICE

MARKETPLACE Eh BATCH SERVICE
By

CREATE'WEB APP- ¥

When you go back to the main screen, it will show the website just created. And when you
click the website URL, it will take you to the website.

Microsoft Azure |~

Subscriptions @ ersahil_1987@

hotmail.com | 8

web apps

WEB APPS
2 NAME

STATUS SUBSCRIPTION LOCATION PRICIN... = URL pel
Qservices %/ Running BizSpark East Us Shared qgservices.azurewebsites.net

tutorialspoint >

futorialspoint szurewebsites,net

FoRHalgrEl

o =

DELETE WEBMATREX

I'l
-~

The following image shows how your website will look when you click the URL.
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Microsoft Azure Web App - W... >

@ tuterialspoint.azurewebsites.net

This web app has been

successfully created

There's nothing here yet, but Microsoft
Azure makes it simple to publish
content with GIT, FTP. or your favorite
development tool such as Visual Studio
Visual Studio Online or WebMatrix

Tell me more (3)

Similarly, you can choose ‘From Gallery’ when creating a web app instead of ‘Quick Create’.
This will let you choose the development framework in which you want to create your app.

eb apps - Microsoft Azure X

https://manage.windowsazure.com/@ersahil1987hotmail.onmicrosoft.com#Waorkspaces/WebsiteExtension/websites

ADD WEE APP

Find Apps for Microsoft Azure

ALL AZ L
APP FRAMEWORKS @ s
n ASP NET

BLOGS us ‘ . ASP.NET Empty Web App

o 1
s | ) ASPNET Empty Web App i
ECOMMERCE _I
FORUMS _ Start building your ASP.NET web app with this template. It
GALLERIES | . ASP.NET Starter Web App creates an empty web app and can be further customized

TEMPLATES . to your requirements.

TOOLS
VERSION 10

WIKI Azure ML Batch Execution Service |
SIZE (KB) 50
RELEASE DATE 3/22/2015

PUBLISHER Microsoft
Azure ML Request-Response Servi

Windows Azure supports .Net, Java, PHP, Python, Node.js and Ruby. There are several
ways of publishing the code to Azure server. It can be published using FTP, FTPs, Microsoft
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Web Deploy technology. Various source control tools such as GitHub, Dropbox and
Codeplex can also be used to publish the code. It provides a very interactive interface to
keep track of changes that have been published already and also unpublished changes.

Create a Virtual Machine

Step 1: Click on ‘Virtual Machine’ from the list.
Step 2: Then click ‘From Gallery’.

achines - Micros... 3
/manage.windowsazure.com/ @ ersahil1987hetmail.cnmicroseft.com#Workspaces/VirtualMachineExtension/vms

Microsoft Azure Subscriptions @ ersahil

virtual machines

INSTANCES IMAGES DISKS

i3l compure @ WES APP ¥ ovcccreme Create a virtual machine by specifying
advanced options.

DATA SERVICES | @ VIRTUAL MACHINE || FROM GALLERY

ﬂqn APP SERVICES E MOBILE SERVICE

el Y
fses) NETWORK SERVICES @ | CLOUD SERVICE
AT

MARKETPLACE BR reemrn
2, EA

Step 3: Choose the Operating System or Program you want to run.
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Microsoft Azure

Choose an Image

ALL FEATURED v
MICROSOFT
- Windows Server 2012 R2 Datacenter
WINDOWS SERVER -
SHAREPOINT
SOL SERVER - Windows Server Essentials Experience
BIZTALK SERVER - Windows Server 2012 R2
VISUAL STUDIO
- Windows Server 2012 Datacenter
DYNAMICS -
UBUNTU
COREOS Mg Windows Server 2008 R2 SP1
CENTOS-BASED “‘.
SUSE
Windows Server Remote Desktop Session Host
ORACLE - )
- Windows Server 2012 R2
PUPPET LABS
- Windows Server 2016 Technical Preview 3
MY IMAGES -
MY DISKS
_ Windows Server Remote Desktop Session Host
[ mson - with Microsoft Office 365 ProPlus

Windows Server
2012 R2 Datacenter

At the heart of the Microsoft Cloud QS vision,
Windows Server 2012 R2 brings Microsoft's
experience delivering global-scale cloud services
into your infrastructure. It offers enterprise-class
performance, flexibility for your applications and
excellent economics for your datacenter and
hybrid cloud environment. This image includes
Windows Server 2012 R2 Update.

05 FAMILY Windows

PUBLISHER Microsoft Windows Server Group
NUMEER OF 1

DISKS

PRICING INFORMATION
Pricing varies based on the subscription you select to
provision your virtual machine.

Step 4: Choose the configuration and fill in the details.

es - Micros... X

0 e.windowsazure.com

Virtual machine configuration

VERSION RELEASE DATE

| 9/16/2015

VIRTUAL MACHINE NAME

| tutorialspointyi

TIER

BAS| STANDARD

SIZE

| A0 (shared core, 768 MB memory)

MNEW USER NAME

sangeeta

NEW PASSWORD CONFIRM

Il \Windows Server 2012
Ml R2 Datacenter

At the heart of the Microsoft Cloud OS
vision, Windows Server 2012 R2 brings
Microsoft's experience delivering
global-scale cloud services into your
infrastructure. It offers enterprise-class
performance,  flexibility for  your
applications and excellent economics for
your datacenter and hybrid doud
environment.  This image includes
Windows Server 2012 R2 Update.

05 FAMILY
Windows

PUBLISHER
Micresoft Windows Server Group

NUMBER OF
DISKS

PRICING INFORMATION

Pricing varies based on the subscription you
select to provision your virtual machine,

“«

The Username and Password you set up here will be needed to access the virtual machine

every time.

On the next two screens you can leave the default values on for the first time.
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Step 5: The virtual machine just created will be displayed when you click on ‘Virtual
Machine’ on the left panel as shown in following image. It might take a few minutes to
show up.

X

achines - Micros..,

//managewindowsazure.com/@ersahil1987hotmail.onmicroseft.com#Workspaces/VirtualMachineExtension/vms @ || Q Search ﬁ [:=] ¥+

hotmail.com | 0

Microsoft Azure  ~ CREDIT STATUS Subscriptions & ersahil 1 a

virtual machines

WEE APPS INSTANCES  IMAGES  DISKS

VIRTUAL MACHINES NAME +  STATUS SUBSCRIPTION LOCATION DNS NAME el
1

tutorialsVM = Starting (Provisioning) Central US tutorialsVM.doudapp.net
MOBILE SERVICES
o

CLOUD SERVICES
o

BATCH SERVICES
0

5QL DATABASES

! Manage all your virtual machines in the Azure P ortal. TRY PREVIEW @ NOT NOW ® DON'T ASK AGAIN @

1 OPERATION IS CURRENTLY RUNNING, 1 HAS COMPLETED DISM oMPLETED X A

Creating the virtual machine... DETAILS @

Creating web app "tutori succeeded. DETAILS 0K @

1dlh 2

windowsazure.com/@ersahil1987hotmail.onmicrosoft.com#
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Step 6: Once the machine is created you can connect to it by clicking on the connect icon
displayed at the bottom of the screen. It will save a .rpd file on your machine as shown in
the following image. Chose ‘save file’ on the screen and it will save in ‘downloads’ or the
in the set location on your machine.

Bl machines - Micros... > | Microsoft Azure Web App - W... X 4

ps://manage windowsazure.com/@ersahil1987hotmail.onmicrosoft.com#Workspaces/VirtualMachineExtension/vms c

You have chosen to open:

% tutorialsVM.rdp

which is: Remote Desktop Connection (77 bytes)
from: https://manage.windowsazure.com

What should Firefox do with this file?

(®! Open with | Remote Desktop Connection {default)
() Save File

[] Do this automatically for files like this from now on.

The portal is retrieving the .rdp file. You will receive a prompt to open or save the file shortly.

wiBe 9 ¥

Step 7: Open that .rpd file and you can connect to the VM by filling in the credentials into

the following screen.

Search Downloads

v o

Size

Date modified

Type

File folder

PDF File 302 KB

Enter your credentials
These credentials will be used to connect to tutorialsVM.cloudapp.net.

| sengeeta |

o == |

Domain:

[7]Remember my credentials

OK Cancel

|ATION

Virtual machines - Micros... 3 | Microsoft Azure Web App - W... X =+
"AEn AN Downloads
Home Share View
(€ (3) ~ 1 8 ThisPC + Downloads
L0 Favorites 2 Name
B Deskiop SignalRDemo
# Downloads 1 0211 Windows3:20Azure%:20Developer...
3 Dropbox 5 AnkhSvn-2.5.12703
£l Recent places || archive
[ chosen_v1.42
+d, Homegroup 3 Dropboxinstaller
[Zl Easy-Customizable-jQuery-Dropdown-D...
% This PC 1LY Firefox Setup Stub 40.0.3
m Deskiop {2 Firefox Setup Stub 41,067
| Documents 1 Getting Started with Entity Framework 6 ..
& Downloads = jquery-ui-1.104.custom
o Music =l Minimal-Date-Picker-Plugin-For-jQuery-..
=] Pictures B2, PlagiarismChecker¥_2015
B Videos [Z signalR-Code
&, Local Disk (C:) & tutorialsVi
ca Data (E]) UpworkSetup
(a Official (F2) V¥ vipersetup
s XTraWork (G:)
s Softwares (H:)
s Local Disk (1)
. v
17items 1 item selected 77 bytes

[H=

Subscriptions

wBa @ &

@ ersehil_1987@hotmail.com

DNS NAME el

tutorialsvm.doudapp.net

You can also use your own image by capturing the image of an existing virtual machine or
virtual hard drive. Virtual machines are beneficial in several ways.
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e A user can try new operating system without actually installing them.

e A VM can be deleted when you are done with the operating system.

¢ New versions of an operating system can be tried and tested before the user installs
them on the machine.

e VM provides a very economical and hassle free way of using a development
framework or a tool that runs on specific version of OS.

Creating a Mobile Service

Mobile services compute hosting model is optimized to provide a cloud backend for
applications that run on mobile devices. For creating a mobile service:

Step 1: Select Mobile services under Compute and click on create. A new window will be
open as shown in the following image.

22 Batch Services - ..

manage.windowsazure.com/@ersahil1987hotmail.onmicrosoft.com#Workspaces/BatchServicebxtension/batchAccounts/tutorialsp c Search

This field is required.

Create a Mobile Service This field must be a string between 2 and 48 characters.

The name must contain anly letters, numbers and hyphens, and must not be a reserved
word. The first character must be a letter, and the last character must be a letter or number.

.azure-maobile.net
DATABASE

Create a new SQL database instance

REGION

West US

BACKEND

JavaScript

D CONFIGURE ADVANCED PUSH SETTINGS

Step 2: Fill in the URL. Select the database, region and backend.

Step 3: Tick the check box if you want to configure the advance push settings. This option
allows us to configure our Mobile Service to use an existing notification hub or specify the
name of a new one. If you leave this checkbox unmarked, a new hub will be created in a
new namespace with a default name.

Creating Batch Service

Batch service is needed when a large scale application is run and a parallel high performing
computing is required. The developers can create batches to run a task parallel that eases
the workload at no extra cost. Azure charges for only the virtual machines which are being
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used. They can schedule a task, put them in queues and manage the workload in cloud.
Batch creation does not involve setting up a separate VM, cluster or job scheduling.

To creating a batch service follow the similar steps for creating other services under
Compute model. The following image shows how a batch service can be created quickly.

Microsoft Azure  ~ Subscriptions B ersani

services

ACCOUNT NAME
I3l comeure WEB APP , QUICK CREATE
tutorialspaint [/]

DATA SERVICES VIRTUAL MACHINE westeurope.batch.azure.com

REGION

o SrRVICES JOBILE SERVICI
uﬁ APP SERVICES MOBILE SERVICE West Europe ©

{eee}  NETWORK SERVICES
s

ﬂ MARKETPLACE

Once you have created a batch service, you can see the details by selecting it from the
left panel. The following image pops up on the screen.

Microsoft Azure |« Subscriptions @ ersanil

tutorialspoint

&3 PROPERTIES

—I Your Batch Account has been created!
— w Here are a few options to get you started:

tutorialspoint

[ Skip Quick Start the next time | visit

y Get the tools
~

Install Microsoft Azure PowerShell

Get Started
Microsoft Azure Batch Overview

Microsoft Azure Batch Sample Code

n Support Forums

Microsoft Azure Batch Forum

23

@ tutorialspoint

EIMPLYEAEGEYLEARNING



5. Fabric Controller

Fabric Controller is a significant part of Windows Azure architecture. When thinking of the
components or services provided by Windows Azure, we wonder how all this works and
what is happening in clouds. It seems very complex from our end. Let us look into the
physical architecture of these services to have a better understanding of Fabric Controller.

Physical Machine

4 N N N

Root Partition Guest Operating Guest Operating
System (VM) System (VM)
Compute
Role Compute
4 Role
A

Guest

Agent Guest
Agent

Fabric
Controller Hypervisor Optimized for Microsoft Azure

Inside the datacenter, there are many machines or servers aggregated by a switch. We
can say that fabric controller is a brain of the azure service that analyses the processes
and makes decisions. Fabrics are group of machines in Microsoft’s datacenter which are
aggregated by a switch. The group of these machines is called cluster. Each cluster is
managed and owned by a fabric controller. They are replicated along with these machines.
It manages everything inside those machines, for e.g., load balancers, switches, etc. Each
machine has a fabric agent running inside it and fabric controller can communicate with
each fabric agent.
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When selecting a virtual machine offered by Windows Azure services, there are five options
to choose from. The configuration is as follows:

Memory CPU Instance Storage
Extra Small 768 MB Single core 1.0 GHz 20 GB
Small 1.75 GB Single core 1.6 GHz 225 GB
Medium 3.5GB Dual core 1.6 GHz 490 GB
Large 7 GB Four core 1.6 GHz 1,000 GB
Extra Large 14 GB Eight core 1.6 GHz 2,040 GB

When a user chooses one of the virtual machine, the operating system, patch updates and
software updates are performed by fabric controller. It decides where the new application
should run which is one of the most important functions of Fabric Controller. It also selects
the physical server to optimize hardware utilization.

When a new application is published in Azure, an application configuration file written in
XML is also attached. The fabric controller reads those files in Microsoft datacenter and
makes the setting accordingly.

In addition to managing the allocation of resources to a specific application, it also monitors
the health of compute and storage services. It also makes the failure recoveries for a
system.

Imagine a situation where four instances of web role are running, and one of them dies.
The fabric controller will initiate a new instance to replace the dead one immediately.
Similarly, in case any virtual machine fails, a new one is assigned by the fabric controller.
It also resets the load balancers after assigning the new machine, so that it points to the
new machine instantaneously. Thus, all the intelligent tasks are performed by the Fabric
Controller in Windows Azure architecture.
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6. Storage

The Storage component of Windows Azure represents a durable store in the cloud.
Windows Azure allows developers to store tables, blobs, and message queues. The storage
can be accessed through HTTP. You can also create our own client; although Windows
Azure SDK provides a client library for accessing the Storage.

In this chapter, we will learn how to create a Windows Azure Storage account and use it
for storing data.

Creating Azure Storage Account

Step 1: When you login into your Azure account, you can find ‘Storage’ under ‘Data
Services’.

//managewindowsazure.com/@ersahil1987hotmail.onmicrosoft.com®Workspaces/BatchServiceExtension/batchAccounts/tuterialsp c Q Search ﬁ E ‘

Microsoft Azure | Subscriptions

tutorialspoint

&3 PROPERTIES

COMPUTE SQL DATABASE Create and manage storage accounts on Windows Azure for Blobs,
Tables, and Queues.

DATA SERVICES STORAGE

APP SERVICES s HDINSIGHT

NETWORK SERVICES RECOVERY SERVICES

MARKETPLACE

MACHINE LEARNING

STREAM ANAIYTICS

windowsazure.com/@ersahil1987hotmail.onmicrosoft.com#
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Step 2: Click on 'Quick Create’ and it will ask for ‘Account Name'.

/manage.windowsazure.com/@ersahil1987hotmail.onmicrosaft.com#Workspaces/StorageExtension/StorageAccount/tutorialspoint || Q Search v a 9 3

Microsoft Azure |~ Subscriptions

@ tutorialspoint
&2 DASHBOARD MONITOR CONFIGURE CONTAINERS IMPORT/EXPORT
URL

COMPUTE SOL DATABASE ’ QUICK CREATE
tutorialspoin [/]

DATA SERVICES STORAGE *corewindows.net

LOCATION/AFFIMNITY GROUP

APP SERVICES HDINSIGHT Central US w

NETWORK SERVICES RECOVERY SERVICES

REPLICATION
CORLTET 1 MACHINE LEARNING Geo-Redundant
Locally Redundant
Geo-Redundant
Read-Access Geo-Redundant
Zone Redundant

STREAM ANALYTICS

CREATE STORAGE ACCOUNT ™ &

You can see there are four options in the ‘Replication’ dropdown. A copy of the data is kept
so that it is durable and available at high speed. It is retained even in case of hardware
failure. Let's see what these options mean:

¢ Locally redundant storage: Copy of the data is created in the same region where
storage account is created. There are 3 copies of each request made against the
data that resides on separate domains.

¢ Zone-redundant storage (available for blobs only): Copy of the data is created
on separate facilities either in the same region or across two regions. The
advantage is that even if there is failure on one facility, the data still can be
retained. Three copies of data are created. One more advantage is that data can
be read from a secondary location.

e Geo-redundant storage: "Copy is created in a different region which means data
is retained even if there is a failure in the complete region. The numbers of copies
of data created are 6 in this case.

¢ Read-access geo-redundant storage: This option allows reading of data from a
secondary location when data on the primary location is not available. The number
of copies created is 6. The main advantage here is that availability of data can be
maximized.

There are different price plans for each replication option and the ‘Local Redundant’ is the
cheapest of them all. So, choosing the replication of data depends on the cost and
individual requirements.
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Storage Account Endpoints

Step 1: Click on the ‘Storage Account’ it will take you to the next screen.

Step 2: Click on ‘Dashboard’ from top horizontal menu.

/managewindowsazure.com/@ersahil1987hotmail.onmicrosoft.com®Workspaces/StorageExtension/StorageAccount/tutorialspoint, (< Q, Search 1& E ‘

Microsoft Azure |~ Subscriptions ersahil_1987@hotmail.com
p

&3 DASHBOARD  MONITOR  CONFIGURE CONTAIMERS  IMPORT/EXPORT

0 AVAILABILITY(BLOB) o AVAILABILITYTABLE) Q SUCCESS PERCENTAGE(BLOB)] 6 MORE v RELATIVE ¥ 6HOURS v D
portalvhds8xI83j2...
tutorialspoint
1230PM 130 230 30 430 530 630
services quick glance

@ visit the new portal prEviEw

SERVICE ENDPOINT

@ view Applicable Applications and
Blobs https://tutorialspoint.blab.care.windows.net/ cervices
Tables https://tutorialspoint.table.core.windows.net/ @ Download drive preparation tool
Queues https://tutarialspoint.queue core.windows.net/ @ Create an impert job
Files https:/tuterialspoint file.core.windows.net/ G) Create an export job

@ o . 5= @

S5 MANAGE DOMAIN DELETE

Here you can see four items under services. You can create blobs, tables, queues and files
in this storage account.

l4

There will a unique URL for each object. For example, here account name is ‘tutorialspoint
then the default URL for blob is https://tutorialspoint.blob.core.windows.net. Similarly,
replace blob with table, queue and file in the URL to get the respective URLs. To access an
object in the location is appended in the URL. For example,
http://tutorialspoint. blob.core.windows.net/containerl/blob1l.

Generating an Access Key

Access key is used to authenticate the access to the storage account. Two access keys are
provided in order to access the account without interrupting it, in case, one key has to be
regenerated.

To get the Access Keys, click on ‘Manage Access Keys’ in your storage account. The
following screen will come up.
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Microsoft Azure

1987hotmail.onmicrosoft.com®Workspaces/Storagebxtension/Storageficcount/tutorialspoint Search w8

Manage Access Keys

When you regenerate your sterage access keys, you need to update any virtual machines,
media services, or applications that access this storage account to use the new keys.
Learn more,

STORAGE ACCOUNT NAME

tutorialspoint

PRIMARY ACCESS KEY

IUZNee)D+ChFHESXHLED SrkkFWzyW4FhVOiLy

SECONDARY ACCESS KEY

Tafg//IgNK3 Y WWSodIFUTZGNWgNFBsaXI4ME +,

Regenerating the key at regular intervals is advised for security reasons.

Managing Data to Azure Storage

How can you upload or download data to Azure store? There are many ways to do it, but
it can’t be done within the Azure portal itself. You will have to either create your own
application or use an already built tool.

There are many tools available for accessing the data in an explorer that can be accessed
by clicking on ‘Storage Explorer’ under '‘Get the Tools’ in your Azure storage account.
Alternatively, an application can also be built using Software Development Kit (SDK)
available in Windows Azure Portal. Using the PowerShell commands is also an option to
upload data. PowerShell is a command line application that facilitates administering and
managing the Azure storage. Preset commands are used for different tasks to manage the
storage.
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You can install PowerShell by going to ‘Downloads’ on the following screen in your account.
You will find it under Command-Line tools.

ittps:// manage windowsazure.com/ @ersahil1987hotmail.onmicrosoft.com#Workspaces/StorageExtension/StorageAccount/tutorials; = | & || Q Search ﬁ 8 U § d

CREDIT STATUS Subscriptions € ersahil

Microsoft Azure | A~

HOME  PRICING DOCUMENTATION e NITY  SUPPORT

&3 DASHBOARD MONITOR ~ CONFIGURE CONTAINERS  IMPORT/EXPORT

portalvhds8xig3j2...

tutorialspoint

Your storage account has been created!

Here are a few options to help you get started.

[ Skip Quick Start the next time | visit

y Get the tools
~

Storage Explorers Install the Windows Azure SDK

Get started
Storage Overview
Learn how to: Create a Blob, Create a Table, Create a Queue
Learn about: Windows Azure Storage Architecture, Storage Abstractions and Scalability

@

MANAGE DOMAIN

soft.com/fwlink/LinklD=2859708clcid=0x409

There are specific commands for each task. You can manage you storage account, create
a new account, and create a container. Additionally, blobs, tables, queues messages can
also be managed using PowerShell.
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7. Blobs

Let us first understand what a Blob is. The word ‘Blob’ expands to Binary Large OBject.
Blobs include images, text files, videos and audios. There are three types of blobs in the
service offered by Windows Azure namely block, append and page blobs.

e Block blobs are collection of individual blocks with unique block ID. The block
blobs allow the users to upload large amount of data.

¢ Append blobs are optimized blocks that helps in making the operations efficient.

e Page blobs are compilation of pages. They allow random read and write
operations. While creating a blob, if the type is not specified they are set to block
type by default.

All the blobs must be inside a container in your storage. Here is how to create a container
in Azure storage.

Create a Container

Step 1: Go to Azure portal and then in your storage account.

Step 2: Create a container by clicking ‘Create new container’ as shown in following image.

25 Storage - Microsoft Az.. X

New container

NAME

images

ACCESS

Public Blob

Private
Public Container

Public Blob

There are three options in the Access dropdown which sets the permission of who can
access the blobs. ‘Private’ option will let only the account owner to access it. ‘Public
Container’ will allow anonymous access to all the contents of that container. ‘Public blob’
option will set open access to blob but won't allow access to the container.
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Upload a Blob using PowerShell

Step 1: Go to ‘Windows PowerShell” in the taskbar and right-click. Choose ‘Run ISE as
Administrator’.

Step 2: Following command will let you access your account. You have to change the
fields highlighted in all the commands.

$context = New-AzureStorageContext -StorageAccountName tutorialspoint -

StorageAccountKey
iUZNeeJD+ChFHt9XHL6D5rkKFWjzyW4FhVOiLyvweDi+Xtzfy76juPzI+mWtDmbgqCWjsu/nr+1pgBlj

rd002+A==

Step 3: Run the following command. This will get you the details of you Azure account.
This will make sure that your subscription is all set.

Get-AzureSubscription

Step 4: Run the following command to upload your file.

Set-AzureStorageBlobContent -Blob Montiorlog.png -Container images -File
"E:\MyPictures\MonitorLog.png" -Context $context -Force

= Administrator: Windows PowerShell ISE

Eile Edit Miew Tools Debug Add-ons Help
U0 & - & g » 9 P = B W | & B OO & @®-
Untitled1.ps1* X

Fet-AzureStorageBlobContent -Blob Montiorlog.png -Container images -File "E:\MyPictures'\MonitorLog.png" -Context Scontext -Force

3

PS5 C:\Windows\system32:=»
Set-AzureStorageBlobContent -Blob Montiorlog.png -Container images -File "E:“MyPictures‘\MonitorLog.png” -Context fcontext -Force

Container Uri: https://tutorialspoint.blob. core. windows. net/images

BlobType Length ContentType LastModified SnapshotTime

Montiorlog. png BlockBlob 32262 application/octet-stream 10/16/2015 12:51:02 ...

PS C:\Windows)system32s

Completed

Step 5: To check if the file is uploaded, run the following command.
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Get-AzureStorageBlob -Container $ContainerName -Context $ctx | Select Name

Download a Blob

Step 1: Set the directory where you want to download the file.

$localTargetDirectory = "C:\Users\Sahil\Downloads"

Step 2: Download it.

$BlobName = "Montiorlog.png" Get-AzureStorageBlobContent -Blob $BlobName -
Container $ContainerName -Destination $localTargetDirectory -Context $ctx

Remember the following:
* All command names and file names are case sensitive.

* Commands should be in one line or should be continued in the next line by appending *
in the preceding line (" is continuation character in PowerShell)

Manage Blobs using Azure Storage Explorer

Managing blobs is pretty simple using ‘Azure Storage Explorer’ interface as it is just like
Windows files and folder explorer. You can create a new container, upload blobs, see them
in a listed format, and download them. Moreover, you can copy them to a secondary
location in a very simple manner with this interface. The following image makes the
process clear. As can be seen, once an account is added, we can select it from the
dropdown and get going. It makes operating Azure storage very easy.

2 Azure Storage Explorer =
tutorialspoint v H| Add Account || Remove
tutorials;
Stora:
myfiles blob container (0 blobs, )/16/2015 4:55:44 PM
< b * @ < E r E v o D = g
Refresh ~ New Delete  Security _ Refresh Select All Clear Al Filter _  Upload Downld _  View New Copy Delete  _
4 Blob Containers (2) Name Type Last Modified Length Content Type Encoding ETag Copy State
images ~ ®
myfiles
Queves (@) 1 L « Desktop b AzureTutorial » v G Search Azure Tutorial »
b Tables (4)
Organize v Newfolder =~ [ @

A Name : Date modified Type

1% This PC

. Azure Tutorial_Txt
% Desktop

File folder
. | Sangeeta File folder

locuments
- OpenDocument T...

& Downloads
W Music
£ Pictures
8 Videos
iy Local Disk (C)
—a Data (E)
(a Official (F)
a xTraWork (G:)
s Softwares (H:)

o Local Disk (1), ¢ 5

Text Document
49PM  HTML Document

|
|
{8 Documentation on Azure 1
[ ovenview 1

1

I Report_Overview.bt

File name: | Overview v| | Allfiles (%) v

Open Cancel
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8. Queues

In the common language used by developers, a queue is a data structure used to store
data which follows First in-First out rule. A data item can be inserted from back of the
queue while it is retrieved from front. Azure queues are a very similar concept that is used
to store the messages in a queue. A sender sends the message and a client receives and
processes them. A message has few attributes attached to it, for example expiry time.

A client usually processes and deletes the message. Windows Azure service lets the
message to be stored for 7 days and later it gets deleted automatically, if it is not deleted
by the client. There can be one sender and one client or one sender and many clients or
many sender and many clients.

There are two services offered by Windows Azure for message queues. This chapter covers
Windows Azure queue. The other service is called ‘Service Bus queue’.

Decoupling the components is one of the advantages of message queue services. It runs
in an asynchronous environment where messages can be sent among the different
components of an application. Thus, it provides an efficient solution for managing
workflows and tasks. For example, a message to complete a task is sent from the front-
end of the application and is received by a backend worker, who then completes the task
and deletes the message.

Considerations

The messages in the storage queue are not replicated anywhere, that means there is only
one copy of your message. The maximum number of messages that can be processed are
20,000. The maximum size of a message can be 40 kb.

Managing Queues using PowerShell

Create a Queue

Step 1: Right-click on Windows PowerShell in the taskbar. Choose ‘Run ISE as
administrator’.

Step 2: Run the following command to access your account. Please replace the highlighted
part for your account.

$context = New-AzureStorageContext -StorageAccountName tutorialspoint -
StorageAccountKey
iUZNeeJD+ChFHt9XHL6D5rkKFWjzyW4FhVOilLyvweDi+Xtzfy76juPzJ+mWtDmbqCWjsu/nr+1pgBJj
rd002+A==

Step 3: Specify the storage account in which you want to create a queue.

Set-AzureSubscription -SubscriptionName "BizSpark" -CurrentStorageAccount
tutorialspoint
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Step 4: Create a Queue.

$QueueName = "thisisaqueue”

$Queue = New-AzureStorageQueue -Name $QueueName -Context $Ctx

= Administrator: Windows PowerShell ISE
File Edit View Tools Debug Add-ons Help
O& 3 4 B » |9 B B % &8 500 8 3.
Untitled 1.ps1*(Recovered) X &
1 Scontext New-AzureStorageContext -StorageAccountName tutorialspoint -StorageAccountKey 1UZNeelD+ChFHt9XHLEDSrkKFW]zyWAFhVOiLyvweDi+Xtzfy7
2 Get-AzureSubscription
3
4 Set-AzureSubscription -SubscriptionName "BizSpark"” -CurrentStorageAccount tutorialspoint
5
[ SQueueName "thisisaqueue”
7 $Queue New-AzureStorageQueue -Name $QueueName -Context SCtx

indows\syste $QueueName = "yourqueue”
$Queue = MNew-AzureStorageQueue —Name $QueueName —Context $Ctx

PS5 C:\Windows\system32>

Retrieve a Queue

$QueueName = "thisisaqueue"

$Queue = Get-AzureStorageQueue -Name $QueueName -Context $Ctx

Delete a Queue

$QueueName = "thisisaqueue"

Remove-AzureStorageQueue -Name $QueueName -Context $Ctx
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= Administrator: Windows PowerShell ISE
File Edit View Tools Debug Add-ons Help
D@k 4 &Ba» |9 B =8 Boo w=m.
Untitled1.ps1*(Recovered) *
1 fcontext New-AzureStorageContext -StorageAccountName tutorialspoint -StorageAccountKey iUZNeelD+ChFHt9XHLEDS rkKFW]zyW4FhvoiLyvweDi+Xtzfy7
2  Get-AzureSubscription
3
4 Set-AzureSubscription -SubscriptionName "BizSpark” -CurrentStorageAccount tutorialspoint
5
6 fQueueName “"thisisaqueue”
7 $Queue New-AzureStorageQueue -Name SQueusMame -Context SCix
9 SQueueName — "thisisaqueue”
10 $Queue Get-Azure5StorageQueue -Name $QueueName —Context SCtx
11
1z  QueueName "thisisaqueue"”
13 Remove-AzuresStorageQueue -Name $Queuchzme —Context $Ctx
14
15

= Confirm = B

Are you sure you want to perform this action?
Performing the operation "Remove-AzureStorageQueue” on target "thisisaqueus”.

| Yes | |YestoA|I| ‘ No | |ND[DA|I| |Su5pend|

PS5 C:\Windows\system32> 3QueueName = "thisisagueue”
3Queue = New-AzureStorageQueue -Name $QueueName -Context $Ctx

$QueueName =
Remove-AzureStorageQueue —Name $QueueName —Context $Ctx

PS5 C:\Window: tem32s
$QueueName = "thisisagueus”
Remove-AzureStorageQueue —Mame $QueueName —Context $Cix

A

Insert a Message into a Queue

Step 1: Login to your account.

$context = New-AzureStorageContext -StorageAccountName tutorialspoint -
StorageAccountKey
iUZNeeID+ChFHt9XHL6D5rkKFWjzyW4FhVOiLyvweDi+Xtzfy76juPzJ+mWtDmbgqCWjsu/nr+1pgBlj
rd002+A==

Step 2: Specify the storage account you want to use.

Set-AzureSubscription -SubscriptionName "BizSpark" -CurrentStorageAccount
tutorialspoint

Step 3: Retrieve the queue and then insert the message.

$QueueName = "myqueue"
$Queue = Get-AzureStorageQueue -Name $QueueName -Context $ctx
if ($Queue -ne $null) {

$QueueMessage = New-Object -TypeName
Microsoft.WindowsAzure.Storage.Queue.CloudQueueMessage -ArgumentlList "my
message is this"

$Queue.CloudQueue.AddMessage ($QueueMessage)
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The ‘if’ condition in the script above checks if the queue specified exists or not.

Dequeue Next Message from Queue

Step 1: First connect to your account and specify the storage account, by running the
commands as shown in the above steps.

Step 2: Retrieve the queue.

$QueueName = "myqueue"
$Queue = Get-AzureStorageQueue -Name $QueueName -Context $ctx

$InvisibleTimeout = [System.TimeSpan]::FromSeconds(19)

Step 3: Dequeue the next message.

$QueueMessage = $Queue.CloudQueue.GetMessage($InvisibleTimeout)

Step 4: Delete the dequeued message.

$Queue.CloudQueue.DeleteMessage($QueueMessage)

Managing Queues using Azure Storage Explorer

Step 1: Select the storage account from the dropdown at the top right. Accounts will be
displayed if you have added them during your previous use. If not, you can add account
and it will ask for your credentials. After signing in, you will be logged into your account
in Azure Storage Explorer.

Step 2: You can add a new queue by selecting ‘Queues’ from the left panel and clicking
‘New’ as shown in the following image.
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Azure Storage Explorer

- #

Refresh New

[ Blob Containers (2)
4 Queues (2)

myqueue

yourqueue
I Tables (4)

Queue Name:

|tutcm'a| spointqueue

Step 3: Enter the name of Queue and it is created in your storage account.

Step 4: Add and delete the messages by selecting the queue in the left panel.

Azure Storage Explorer

e

tutorialspoint =

Storage Acccount
tutorialspoint tuttorialspointqueue queue (0 messages) as of 10/21/2015 12:57:43 PM
2 % % -~ B 51 =
Refresh  New Delete _ Refresh _  New Copy Pop _
I Blob Containers (2) Id StringValue DQCount PopReceipt InsertionTime ExpirationTime
4 Queues (3)
myqueus

tutterialspointqueus

yourgqueue

[+ Tables (4)

Message Text:

This is my message using storage Explurer{
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9. Tables

Storing a table does not mean relational database here. Azure Storage can store just a
table without any foreign keys or any other kind of relation. These tables are highly
scalable and ideal for handling large amount of data. Tables can be stored and queried for
large amount of data. The relational database can be stored using SQL Data Services,
which is a separate service.

The three main parts of service are:

e Tables
e Entities

e Properties

For example, if ‘Book’ is an entity, its properties will be Id, Title, Publisher, Author etc.
Table will be created for a collection of entities. There can be 252 custom properties and
3 system properties. An entity will always have system properties which are PartitionKey,
RowKey and Timestamp. Timestamp is system generated but you will have to specify the
PartitionKey and RowKey while inserting data into the table. The example below will make
it clearer. Table name and Property name is case sensitive which should always be
considered while creating a table.

How to Manage Tables Using PowerShell

Step 1: Download and install Windows PowerShell as discussed previously in the tutorial.

Step 2: Right-click on ‘Windows PowerShell’, choose ‘Pin to Taskbar’ to pin it on the
taskbar of your computer.

Step 3: Choose ‘Run ISE as Administrator’.

Creating a Table

Step 1: Copy the following commands and paste into the screen. Replace the highlighted
text with your account.

Step 2: Login into your account.

$StorageAccountName = "mystorageaccount”
$StorageAccountKey = "mystoragekey"

$Ctx = New-AzureStorageContext $StorageAccountName -StorageAccountKey
$StorageAccountKey

Step 3: Create a new table.
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$tabName = "Mytablename"

New-AzureStorageTable -Name $tabName -Context $Ctx

The following image shows a table being created by the name of ‘book’.

= Administrator: Windows PowerShell ISE
File Edit View Tools Debug Add-ons Help
b & Jd & B » 9 L ANE ] |8 (500 ®@®E.
Untitled1.ps1* X | » Commands X
1 #Define the storage account and context.
2 Modules: | Al
3 $5torag countName "tutorialspoint”
- . - N 3
5 Storag countKey " UZNeel D+ChFHEIXHL 605 rkKFW] zyW4FhV0i LyvweDi+Xtzfy76juPz]+mWtDmbgCWisu/nr+1pgBl jrd002+A==" ame
7 SCtx New-AzureStorageContext S$S5torageAccountName -StorageAccountKey S$5torag ountKey A
9 #Create a new table. Add-AppxPacka:
10 $tabName "Book" Add-AppxProvis|
11 Add-AzureA,
12 New-AzureStorageTable -Name StabName -Context $Ctx a-AzureAcco

Add-AzureAppli
Add-AzureCertif]
Add-AzureDatal)
Add-AzureDisk
Add-AzureDns

Add-AzureEndp

Add-AzureEnvir

$5torageAccountName tutorialspoint Add- AzureHDIn
§5torageAccountKey = "iUZNeelD+ChFHEIXHL6D5 rkKFW] zyW4 FhVDi LyvweDd +Xtzfy7 6juPz]+mWtDmbgCW]j su/nr+1pgBJ jrdoD2+A==" Add-Azurelnterr]

$Ctx = New-AzureStorageContext $StorageAccountName -StorageAccountKey $5torageAccountKey Ada-Azurehlatn
Add-AzureNode]
#Create a new table. Add-AzureNode]
$tabName = "Book™

Add-AzurePHPW
Add-AzurePHPW

New-AzureStorageTable —Name $tabName —Context $Ctx

Add-AzureProvi:

Table End Point: https://tutorialspoint.table.core.windows.nety

Add-AzureRem
uri Add-AzureTraffi
—-— Add-AzureVhd
https://tutorialspoint.table. core.windows. net/Book Add-AzureVirtu
Add-AzureViim
Add-AzureWebH
PS5 C:\Windows\system32> Ard-AzureWark

You can see that it has given the following end point as a result.

https://tutorialspoint.table.core.windows.net/Book

Similarly, you can retrieve, delete and insert data into the table using preset commands
in PowerShell.

Retrieve Table

$tabName = "Book"

Get-AzureStorageTable -Name $tabName -Context $Ctx

Delete Table

$tabName = "Book"

Remove-AzureStorageTable -Name $tabName -Context $Ctx

Insert rows into Table
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function Add-Entity() {

[CmdletBinding()]

param(
$table,
[String]$partitionKey,
[String]$rowKey,
[String]$title,
[Int]$id,
[String]$publisher,
[String]$author

$entity = New-Object -TypeName
Microsoft.WindowsAzure.Storage.Table.DynamicTableEntity -ArgumentlList
$partitionKey, $rowKey

$entity.Properties.Add("Title", $title)
$entity.Properties.Add("ID", $id)
$entity.Properties.Add("Publisher", $publisher)
$entity.Properties.Add("Author", $author)

$result =
$table.CloudTable.Execute([Microsoft.WindowsAzure.Storage.Table.TableOperation]
::Insert($entity))
}
$StorageAccountName = "tutorialspoint™

$StorageAccountKey = Get-AzureStorageKey -StorageAccountName
$StorageAccountName

$Ctx = New-AzureStorageContext $StorageAccountName -StorageAccountKey
$StorageAccountKey.Primary

$TableName = "Book"

$table = Get-AzureStorageTable -Name $TableName -Context $Ctx -ErrorAction
Ignore

#Add multiple entities to a table.

Add-Entity -Table $table -PartitionKey Partitionl -RowKey Rowl -Title .Net -Id
1 -Publisher abc -Author abc

Add-Entity -Table $table -PartitionKey Partition2 -RowKey Row2 -Title JAVA -Id
2 -Publisher abc -Author abc

§J
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Add-Entity -Table $table -PartitionKey Partition3 -RowKey Row3 -Title PHP -Id 3
-Publisher xyz -Author xyz

Add-Entity -Table $table -PartitionKey Partition4 -RowKey Row4 -Title SQL -Id 4
-Publisher xyz -Author xyz

Retrieve Table Data

$StorageAccountName = "tutorialspoint™

$StorageAccountKey = Get-AzureStorageKey -StorageAccountName
$StorageAccountName

$Ctx = New-AzureStorageContext -StorageAccountName $StorageAccountName -
StorageAccountKey $StorageAccountKey.Primary;

$TableName = "Book"

#Get a reference to a table.

$table = Get-AzureStorageTable -Name $TableName -Context $Ctx

#Create a table query.
$query = New-Object Microsoft.WindowsAzure.Storage.Table.TableQuery

#Define columns to select.

$list = New-Object System.Collections.Generic.List[string]
$list.Add("RowKey")

$list.Add("ID")

$list.Add("Title")

$list.Add("Publisher")

$1list.Add("Author")

#Set query details.
$query.FilterString = "ID gt @"
$query.SelectColumns = $list
$query.TakeCount = 20

#Execute the query.
$entities = $table.CloudTable.ExecuteQuery($query)

#Display entity properties with the table format.

$entities | Format-Table PartitionKey, RowKey, @{ Label = "Title";
Expression={$_.Properties["Title"].StringValue}}, @{ Label = "ID";
Expression={$_.Properties[“ID”].Int32Value}}, @{ Label = "Publisher";
Expression={$_.Properties[“Publisher”].StringValue}}, @{ Label = "Author";
Expression={$_.Properties[“Author”].StringValue}} -AutoSize
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The output will be as shown in the following image.

#reate a table query.
Squery New-Object Microsoft.WindowsAzure.Storage.Table. TableQuery

=z Administrator: Windows PowerShell ISE
File Edit View Tools Debug Add-ons Help
e & & B » £) P B 1 8 B o0 Caf [ -]
Untitled1 ps1* x| &
1 1 “"tutorialspoint"”
2 Get-AzureStoragekKey StorageAccuuntNa.me $5torageAccountName
3 ;C i New-. Azurestoragecamtext —StorageAccountName iStorageAccountMame -StorageAccountKey 3StorageAccountKey. Primary;
4 £TableName "Book"
5
& #Get a reference to a table.
7 $table Get-AzureStorageTable —Name 3TableMame -Context 5Ctx

12  #Define columns to select.

13 $list New—| Dbje(t System.Collections.Generic.List[string]
il Add("Rowkey™)

Add("ID")

Add("Title™)

Add("Publisher™)

18 £1ist. Add("Author™)

20  #Set query details.
fquery.FilterString = "ID gt 0"
5 +. SelectColumns §list

#Execute the query.

fentities itable.CloudTable. ExecuteQuery(iquery)

#D'lsp'lay entity properties with the table format.
ntities Format-Table PartitionKey, RowKey,K @{ Label "Title"; Expression {i_ Properties "Title"” StringValue}} @&{ Label

Er R T

W R RO R R R R R R R

PartitionKey RowKey Title ID Publisher Author

Partitionl
Partition2

Partition3
Partitiond

Delete Rows from Table

$StorageAccountName = "tutorialspoint™

$StorageAccountKey = Get-AzureStorageKey -StorageAccountName
$StorageAccountName

$Ctx = New-AzureStorageContext -StorageAccountName $StorageAccountName -
StorageAccountKey $StorageAccountKey.Primary

#Retrieve the table.
$TableName = "Book"

$table = Get-AzureStorageTable -Name $TableName -Context $Ctx -ErrorAction
Ignore

#If the table exists, start deleting its entities.

if ($table -ne $null) {
#Together the PartitionKey and RowKey uniquely identify every
#tentity within a table.

$tableResult =
$table.CloudTable.Execute([Microsoft.WindowsAzure.Storage.Table.TableOperation]
::Retrieve(“Partition1”, "Rowl"))

$entity = $tableResult.Result;
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if ($entity -ne $null)
{

$table.CloudTable.Execute([Microsoft.WindowsAzure.Storage.Table.TableOperation]
::Delete($entity))

}
}

The above script will delete the first row from the table, as you can see that we have
specified Partitionl and Row1 in the script. After you are done with deleting the row, you
can check the result by running the script for retrieving rows. There you will see that the
first row is deleted.

While running these commands please ensure that you have replaced the accountname
with your account name, accountkey with your account key.

How to Manage Table using Azure Storage Explorer

Step 1: Login in to your Azure account and go to your storage account.

Step 2: Click on the link ‘Storage explorer’ as shown in purple circle in the following image.

ttps://manage.windowsazure.com/@ersahil1987hotmail.onmicrosoft.com#Workspaces/Storagebxtension/StorageAccount/tutorialsy ¢ || Q seareh wia O 3 d

Microsoft Azure | A~

HOME  PRICING DOCUMENTATION COMMUNITY  SUPPORT -

CREDIT STATUS Subscriptions € ersahil 1987@hotmail.com .

&3 DASHBOARD MONITOR ~ CONFIGURE CONTAINERS  IMPORT/EXPORT

portalvhds8xig3j2...

tutorialspoint

Your storage account has been created!

Here are a few options to help you get started.

[ Skip Quick Start the next time | visit

Get the tools

Storage Explorers

nstall the Windows Azure SDK

Get started

Storage Overview
Learn how to: Create a Blob, Create a Table, Create a Queue

Learn about: Windows Azure Storage Architecture, Storage Abstractions and Scalability

soft.com/fwlink/LinklD=2859708clcid=0x409

Step 3: Choose ‘Azure Storage Explorer for Windows'’ from the list. It is a free tool that
you can download and install on your computer.

Step 4: Run this program on your computer and click ‘Add Account’ button at the top.

Step 5: Enter ‘Storage Account Name’ and ‘Storage account Key’ and click ‘Test Access.
The buttons are encircled in following image.
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=] Azure Storage Explorer

--- Select a Storage Account -— v Add Account

- X

® Cloud Storage Account () Local Developer Account

Storage account name:

‘tutDr\'aIspol'nt |

Storage account key:
}DS rkKFWjzyW4FhVOiLyvweDi+Xtzfy 76juPz) + mWiDmbgCWjsu/nr+ 1pgBljird002+A== |

(®) Microsoft Azure Default (O Microsoft Azure China () Other (specify below)

Storage endpoints domain:

‘core.wind ows.net |

[] Use HTTPS.

el
) o] [
S

 Account access successful

Step 6: If you already have any tables in storage you will see in the left panel under
‘Tables’. You can see the rows by clicking on them.

Create a Table

Step 1: Click on ‘New’ and enter the table name as shown in the following image.
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--- Select a Storage Account -~ Add Account

tutorialspeint x

Storage Acccount

4 Blob Containers (1)
images
Queues (0)
4 Tables (3)
Book
Employees
Mytablename

Azure Storage Explorer

Table Name:

|De partments

Insert Row into Table
Step 1: Click on ‘New’.
Step 2: Enter Field Name.

' tutorialspoint
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Step 3: Select data type from dropdown and enter field value.

Azure Storage Explorer

-— Select a Storage Account — Add Account

tutorialspoint »

Storage Acccount
tutorialspoint Departments table (0 entities) as of 10/16/2015 11:47:11 AM

& 1 * & = 2 T E v o L o £
Refrash MNew Delete  _ Refresh Select All Clear All - Query Filter _  Upload Downld _  View MNew Copy Delete  _
I Blob Containers (1) Partitionkey Rowl
Queues (0}
4 Tables (4)
Book Enter fields and values for a new entity. Add Field Remove Selected Fields
Employees
i~ Sting [ |
Mytablename
0 [o | [z~ [0
O |Name | |Slnng “‘ |AECDU|'“3i

<

Step 4: To see the rows created click on the table name in the left panel.

Azure Storage Explorer is very basic and easy interface to manage tables. You can easily
create, delete, upload, and download tables using this interface. This makes the tasks very
easy for developers as compared to writing lengthy scripts in Windows PowerShell.
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Caching is one of the ways for performance improvement. Windows Azure uses caching to
increase the speed of cloud services. Content Delivery Management (CDN) puts stuff like
blobs and other static content in a cache. The process involves placing the data at
strategically chosen locations and caching it. As a result, it provides maximum bandwidth
for its delivery to users. Let's assume an application’s source is far away from the end user
and many tours are taken over the internet to fetch data; the CDN offers a very competent
solution to improve performance in this case. Additionally, it scales the instant high load
in a very efficient manner.

Create aCDN

Step 1: Login in to your Azure Management Portal.

Step 2: Click on 'New' at bottom left corner.

Step 3: Select ‘APP Services’ then ‘CDN’.

Step 4: Click on ‘Quick Create’. The following screen will come up.

Microsoft Azure |

I3l comeure
DATA SERVICES

d} 4 APP SERVICES
NETWORK SERVICES

MARKETPLACE

//manage.windowsazure.com/@ersahil1987hotmail.onmicrosoft.com#Workspaces/Cdn/Endpoints

MEDIA SERVICE ’ QUICK CREATE
SERVICE BUS

MOBILE ENGAGEMENT

VISUAL STUDIO ONLINE

BIZTALK SERVICE

CDN

AUTOMATION

@ SCHEDULER

~

You will see three fields in the pop up:

Q Search ﬁ' =] ¥

Subscriptions @  ersahil_ otmail.com

SUBSCRIPTION
BizSpark v

ORIGIN TYPE

Storage Accounts v

http://portalvhdsgxla3j22prgbn.blob.core. windc |z|

http://portalvhds8xl83j22prgbn.blob.core.windows.net/
http://tutorialspoint.blob.core.windows.net/

e Subscription: There will be a list of subscriptions you have subscribed to and you
can choose from one of them. In this demo, only one option was there in the
subscription dropdown, which was ‘BizSpark’, the current subscription.
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e Origin Type: This dropdown will ask to select an origin type. The integrated service
will have an option of Web Apps, Cloud Services, Storage and Media Services.

e Origin URL: This will show the URLs based on the chosen origin type in the
dropdown.

Step 5: Choose one of the options from each dropdown as needed and click ‘Create’. CDN
endpoint is created as show in the following image.

[/managewindowsazure.com/@erszhil1987hotmail.onmicrosoft.com®Workspaces/Cdn/Endpoints ] B O

Microsoft Azure | CREDIT STATUS Subscriptions @ ersahil 1987@hotmail.com |

STATUS

SUBSCRIPTION ORIGIN

IE' VIRTUAL MACHINES
0
MOBILE SERVICES
0

@ CLOUD SERVICES
0

E‘ BATCH SERVICES
=T

SQL DATABASES
0
@ STORAGE
w HDINSIGHT
0

@ MEDIA SERVICES
i

[%L zEIWICE BUS

+ NEW u
DISABLE ENDPOINT

= &/ Enabled BizSpark .

Create CDN for Custom Origin Links

In June 2015, CDN was updated with one more feature where users can specify a custom
origin. Earlier only Azure services could be linked to CDN, but now any website can be
linked to it using this service.

When we are create a CDN service, in the ‘Origin Type’ dropdown, there is an option
‘Custom Origin’ as shown in the following image, and then you can specify the link in the
URL field.
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i//managewindowsazure.com/@ersahil1987hotmail. onmicrosoft.com#Workspaces/Cdn/CdnEndpoint/az820638/ Configure c Q, Search ﬁ E ‘

Microsoft Azure  «

az820638

sU FTION

Al comeute MEDIA SERVICE ’ QUICK CREATE

DATA SERVICES SERVICE BUS

ORIGIN TYPE

o € APP SERVICES MOBILE ENGAGEMENT .
Custom Origin

LY

%***} NETWORK SERVICES VISUAL STUDIO ONLINE Storage Accounts
Y

Web Apps
Custom Origin

BIZTALK SERVICE ttp://www.tutorialspoint.com/big_data_tutorials.htm

MARKETPLACE

AUTOMATION

SCHEDULER

Manage CDN

Step 1: Click on the Name of the CDN you want to manage in the list displayed in CDN
services.

Step 2: Click on ‘manage cdn’.

25 CDN - Microsoft Azure X

38/Configure e || Q Search

€ ) & hitps;//managewindowsazure.com/ @ersahil1987hotmail.onmicroseft.com#Workspaces/Cdn/CdnEndy /228201

Microsoft Azure | v Subscriptions

azB820638

820538 cdn management
az819278

For access to additional CDN features via the CDN Supplemental Portal, please click below

configuration

CDN ENDPOINT hitp://az820638.vo.msecnd.net/

ENDPOINT STATUS Enabled

> > @ U oo

DSABLEENDPONT  ENASLEKTIPS  ENABLEQUERY  MANA —

12:04 PM

- R ..«
P 8 oomns

Country filtering: You can allow/bock your website in specified countries. This is going
to protect your data for better.
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Step 3: When you click on ‘manage cdn’ you will be taken to the following page in a new
tab of your browser.

Step 4: Click on ‘Country Filtering’ from menu items at the top of screen. Click on ‘Add
Country Filter’ button as shown in the following image.

& || Q Search wB O 3 A4 8 =

& https://cdnwindowsazure.com/http/country/default.aspx
Language | Help and Support | Logout

M |Cr050ﬂ: Azure Account: 1E110 | 0624b266-5260-4073-b142-cebedbd4500b

HTTP Large Analytics

Country Filtering Cache Settings

Add Country Filter

Country Filtering

No Country Filters.

Add Country Filter

ttps://cdn.wi e.com/http/country/default.asp:

Step 5: Specify the directory and select Allow/block.

HTTP Large Analytics

Country Filtering

‘ Please enter the directory path to implement filtering on. Valid paths begin from the home directory. Select either "Allow” to allow selected countries access to this directory, o "Block” 1o deny selected
countries access 1o this directory

1] L

® Block) Allow

>> Next Cancel

Step 6: Select the country in the next screen and you are done.
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HTTP Large Analytics

ountry Fitering  Cache Seflings

<< Back Finish Cancel

|

Select which countries 1o block for the directory you have specified: /
Countries already selected

| Country Code Country Name

AF Afghanistan
9 by
AL Albania
Dz Algeria
AS Amernican Samoa
W
AN Andorra

Compression: It allows files to be compressed. You can enable/disable compression. Also
you can specify the file type.

Step 7: Click on ‘Cache Setting’ and scroll down to the bottom of the page.

Step 8: Select ‘Compression Enabled’ and click ‘Update’ button. By default, compression
is disabled.

indowsazure.com/http/cache/compression.aspx (] c Search A @ % A O
application/x-font-truetype

application/x-font-ttf

applicationfxml

font/eot

font/opentype

fontiotf

imagefsvg+xml

Wildcards ("text/*") are not allowed.

C compression Disabled

® Compression Enabled

File Types:

text/plain, text/ntml text/css, application/x-javascript text
fjavascript

Last Updated:
Expected Complete Time (1 Hour):

Update

Analytics: You can see very useful figures in this section. For example, number of overall
hits or in a specific geographic region. The report will also show how many times requests
are served from CDN endpoints and how many of them are going back to the original
server.

Step 9: Click on ‘Analytics’ in menu items at the top of the page. You will see a list of all
the reports in the left panel as shown in the following image.
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|~ Media Control Ce... X

€ ) & https//cdn /reports/reports/errmedia.aspx?mt=3 17 @ || Q Search wEa 9 ¥ A =
HTTP Large Analytics “

Status Codes: HTTP Large Object
Report is in GMT time.

~ Bandwidth
o HTTP Large

© HTTPS Large
g This Week ~| From’ |2015-10-14 [ To: |2015-10-20 ic] co @

~ Data Transferred

© HTTP Large

Status Codes

© HTTPS Large (Click to slice out or right click to choose rotation mode)

~ Hits

© HTTP Large

~ Cache Statuses

o HTTP Large

\ 400, 100%
~ Cache Hit Ratio /

o HTTP Large

~ IPvd/IPvE

< Data Transferred

Status Codes: HTTP Large Object

OERENOA Sl W I

Step 10: Additionally, you can download the report as an excel file by clicking on the excel
icon at the top right corner.

Map a Custom Domain Name

You might want to use a custom domain name instead of CDN endpoint that is auto-
generated by Azure service. Windows Azure has provided a new feature that allows you
to map a custom domain name to his application’s CDN endpoint. Let’s see how it is done
in Azure Portal.
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Step 1: Click on ‘Manage Domain’ Button on the bottom horizontal menu.

managewindowsazure.com/@

<3hil1387hotmail.onmicrosoft.com#Workspaces/Cdn/CdnEndpoint nfigure G || Q search wBe U % & & =

Y A

Microsoft Azure otmail.com | B

@  ersahil_1

Subscriptions

For access to additional CDN features via the CDMN Supplemental Portal, please click below

27820638

— configuration

CDN ENDPOINT

o.msecnd.net/

ENDPOINT STATUS Enabled
PROTOCOL ENABLED HTTP
‘QUERY STRING STATUS Disabled

MANAGE DOMAINS

DELETE

Step 2: Enter the custom URL in the text box and its done.

e || Q Search

@ httpsi//managewindowsazure.com/@ersahil|987hotmail onmicrosoft.com#Workspaces/Cdn/CdnEndpoint/az8

Configure

wlBe 9 4 A O

Manage custom domains

You can map a custom domain name to your Windows Azure CDN endpoint.
Windows Azure must verify that you are authorized to modify DNS records for the
domain. To verify authorization, create a CNAME resource record with your DNS
provider that points from < subdomain> .yourdomain.com to
22819278 0. msecnd.net, or from cdnverify.

<subdomain> .yourdomain.com to cdnverify.az819278.vo.msecnd.net.

Domain Names

az819278.vo.msecnd.net

[/manage.windowsazure.com/@ersahil1987hotmail.onmicrosoft.com®
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11. Applications

Windows Azure is usually misinterpreted as just a hosting solution, but there is a lot more
that can be done using Windows Azure. It provides a platform to develop applications
using a range of available technologies and programming languages. It offers to create
and deploy applications using .net platform, which is Microsoft’'s own application
development technology. In addition to .net, there are many more technologies and
languages supported. For example, Java, PHP, Ruby, Oracle, Linux, MySQL, Python.

Windows Azure applications are scaled by creating multiple instances of the application.
The number of instances needed by the application is specified by the developer while
hosting the applications. If traffic is increased or decreased on the website or web
application it can be managed easily by logging in to Windows Azure management portal
and specifying the instances. Load balancing can also be automated which would allow
Azure to make the decision itself as when to assign more resources to application.

Web applications support .net, java, python, php and node.js. Tasks such as scaling and
backups can be easily automated. A new feature called ‘webjobs’ is available, which is a
kind of batch processing service. Webjobs can also be scaled and scheduled. The mobile
application platforms supported are Xamarin iOS, Xamarin Android and I0S.

Azure platform is developed in such a way that developers need to concentrate on only
the development part and need not worry about other technical stuff outside their domain.
Thus most of the administrative work is done by Azure itself.

A marketplace is also set by Azure where its customers can buy applications and services.
It is a platform where customers can search applications and deploy them in an easier
way. Azure marketplace is available in 88 countries at present. An application purchased
from the marketplace can be easily connected to the local development environment by
the application developers. The pricing is done using 5 different models, which includes
usage-based and monthly fee. Some of the applications are even free of charge.
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12. Security

Security is about managing the access of users to the organization’s applications,
platforms and portals. Active directory is used to manage the database of users in a
protected manner. The same kind of service is provided by Windows Azure to keep the
users and their password safe. Active directory is a feature that lets you create users,
manage their roles, grant access and delete them.

Creating an Active Directory

Step 1: Sign in to Azure Management Portal.
Step 2: Click ‘New’ and then click ‘App Services'.

/managewindowsazure.com/@ersahil1987hotmail.onmicrosoft.com#Workspaces/ActiveDirectoryExtension/directory ¢ || Q search P =T - B

Microsoft Azure < Subscriptions B ersahil 1

e

‘__a snmmmnumm(s

active directory

DIRECTORY  ACCESS CONTROL NAMESPACES  MULTI-FACTOR AUTH PROVIDERS  RIGHTS MANAGEMENT

@l comeure DIRECTORY Create and manage a Microsoft Azure

BIZTALK SERVICE .
AD directory
DATA SERVICES ACCESS CONTROL
CDN

5, APP SERVICES MULTI-FACTOR AUTH PROVIDER
*
AUTOMATION

NETWORK SERVICES

SCHEDULER
MARKETPLACE

APl MANAGEMENT

m 'OPERATIONAL INSIGHTS

@ REMOTEAPP
| @ ACTIVE DIRECTORY

indowsazure.com/@ersahil1987hatmail.onmicrosoft.com#

Step 3: Click ‘Active Directory’ and then ‘Directory’.
Step 4: Click ‘Custom Create’.
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‘manage.windowsazure.com/@ersahil 1987hotmail.onmicrosoft.com®Workspaces/ActiveDirectoryExtension/directory [ Q, Search Y:Z E u ‘

Microsoft Azure ~ Subscriptions @ ersahil

active directory

DIRECTORY A CONTROL NAMESPACES MULTI-FACTOR AUTH PROVIDERS RIGHTS MANAGEMENT

DIRECTORY ic-"" CUSTOM CREATE Create a directory by specifying the
name, default domain, and
region.

BIZTALK SERVICE

ACCESS CONTROL

MULTI-FACTOR AUTH PROVIDER
AUTOMATION

SCHEDULER

APl MANAGEMENT

OPERATIONAL INSIGHTS

REMOTEAPP

ACTIVE DIRECTORY

Step 5: Enter the details and you are done. In the following image, ‘tutpoint’ is the domain
name. Enter a domain name which is a temporary DNS. Once its directory is created, you
can map it to your own domain.

://manage.windowsazure.com,/ @ersahil1987hotmail.onmicrosoft.com®Workspaces/ActiveDirectoryExtension/Directory/Sh

Add directory

DIRECTORY

Create new directory
NAME

tutorialspoint
DOMAIN NAME

tutpoint @ | .onmicrosoft.com
COUNTRY OR REGION

India

[ This is a B2¢ directory.
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Mapping a Custom Domain

Since you have provided a temporary domain name, when creating a directory in Windows
Azure, you can map it to your own domain using this functionality.

Step 1: Click on the directory name in the list of your directory.
Step 2: Click on ‘Domains’ from the top menu items.

Step 3: Click ‘Add a Custom Domain’.

https://manage.windowsazure.com/ @ersahil1987hotmail.onmicrosoft.com#Workspaces/ActiveDirectoryExtension/Directory/340cb? 7 | & || Q Search B ¥

Microsoft Azure | CREDIT STATUS Subscriptions 6D ersahil_1987@hotmail.com -

tutorialspoint
&3 USERs GROUPS APPLICATIONS DIRECTQRY INTEGRATION COMNFIGURE REPORTS LICENSES

m— Your directory comes with a default domain, tutpoint.onmicrosoft.com. Add
efaul irectory
i a custom domain to improve user sign-on experiences!

tutorialspoint

ADD A CUSTOM DOMAIN (3}

+ P DFOCEOOHE
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Step 4: In the screen that pops up, enter the details. You can choose for ‘single sign in
option’ if needed.

fmanage.windowsazure.com, @ersahil1987hotmail.cnmicrosoft.com#Work:

ttp spaces/ActiveDirectoryExtension/Directony/

Specify a domain name

Enter the name of a domain that your organization owns.

DOMAIN NAME

| mydomain.com |
CONFIGURE SINGLE SIGN-ON

Select this option if you plan
to configure this domain so
that users can have a single

| plan to configure this domain for single sign-on with my local Active Directory.

Microsoft Azure AD by
signing on to your local
Active Directory. Requires
deployment of Active
Directory Federation Services

or another supported security
token service (STS).

Creating Users

Step 1: Click on ‘Add User’ button at the bottom of the screen.

tips://manage.windowsazure.com/@ersahil198Thatmail.onmicrosoft.com#Workspaces/ActiveDirectoryExtension/Directory/340ck7 v | @ || Q Search

@ ersahil_’

Microsoft Azure Subscriptions

:ﬁ
&3 USERS GROUPS  APPLICATIONS  DOMAINS  DIRECTORY INTEGRATION ~ CONFIGURE ~ REPORTS  LICENSES

m tutorialspoint
Default Directory

s> Sahil Kata >
TestGroup

tutorialspoint

DISPLAY NAME USER NAME SOURCED FROM pel

X
®
&
8o
a
o]

+
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Step 2: The following screen pops up. You can create a new user or link an existing
Microsoft account. You can even import a user from other directory in Azure. Let’s choose
‘Create a new user’ here.

https://manage.windowsazure.com/@ersahil 1987hotmail.onmicrosoft.com#Workspaces/ActiveDirectoryExtension/Directory/340ch7 [

wBa U ¥ #

Tell us about this user

TYPE OF USER

New user in your arganization

New user in your organization

User with an existing Microsoft account

User in another Microsoft Azure AD directory
Users in partner companies

Step 3: Enter the user name in the following screen.

ps://manage.windowsazure.com/@ersahil1987hotmail.onmicrosoft.com#Workspaces/ActiveDirectoryExtension/Directory/340cb7 Search e U 3

Tell us about this user

TYPE OF USER
MNew user in your organization
USER NAME

sangeeta @ | tutpoint.onmicrosoft.com

dowsazure.com/@ersahil1987hotmail.onmicrosoft.com#

Step 4: Enter other details and choose the role for the user.
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hitps://manage windowsazure.com/@ersahil1987hotmail.onmicrosoft.com#Workspaces/ActiveDirectoryExtension/ Directory/340cb7 c Search wBe U ¥

user profile

FIRST NAME LAST NAME
Sangeeta Sharma
DISPLAY NAME

sangeeta

ROLE

i User

Global Admin
Billing Admin
Service Admin
User Admin
Password Admin

Step 5: Click next arrow and it will create a user for your application and give you a
temporary password which can be changed by the user.

Integrating with Azure Active Directory

Step 1: Locate and click ‘Application’ at top of screen.

Step 2: Click on ‘Add’ displayed at the bottom of the screen. A pop up shown in the
following image will be seen on the screen.

https://managewindowsazure.com/@ersahil1987hotmail.onmicrosoft.com#Workspaces/ActiveDirectoryExtension/ Directory/340ch 7 ¢ Search wBe @ +¥ & €

What do you want to do?

@ Add an application my organization is developing

@ Addan application from the gallery

hil1927hatmail gomicn
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Step 3: If you click the first option, it will take you to the following screen. You can enter
the name of the application and follow the wizard.

€ |l ' @ nttps://manage windowsazure.com/@ersahill 387hotmail.onmicrosoft.com#Workspaces/ActiveDirectoryExtension/Directory/340cb T c Search

Tell us about your application

MNAME

myapplication

Type

(®) WEB APPLICATION AND/OR WEE API
() NATIVE CLIENT APPLICATION

https://managewindowsazure.com/@ersahil1987hotmail.onmicrosoft.com#

Step 4: Similarly, if you choose the second option in ‘What do you want to do’ pop up, it
will let you choose an application from the gallery as shown in the following screen.
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https://manage.windowsazure.com/@ersahil 1987hotmail.onmicrosoft.com#Workspaces/ActiveDirectoryExtension/Directory/340cb7 Search {} B

Add an application for my organization to use

CUSTOM

ALL (2509)

BUSINESS MANAGEMENT (102)
COLLABORATION (291) Citrix GoToMeeting MNAME Box
CONSTRUCTION (3)
CONTENT MANAGEMENT (86)
CRM (111)

DATA SERVICES (107)
DEVELOPER SERVICES (84)

PUBLISHER Box

Concur APPLICATION URLhttps://www.box.com/

Use Microsoft Azure AD to manage user
Docusign access, synchronize user accounts, and
E-COMMERCE (69) enable single sign-on with Box.

EDUCATION (71) Requires an existing Box subscription.
ERP (38)

FINANCE (218)

HEALTH (47)

HUMAN RESOURCES (190)
IT INFRASTRUCTURE (124)
MAIL (22)

MARKFTING (A0

Dropbox for Business

Dynamics CRM

Integrating On-Premise Active Directory

Azure active directory lets you run an active directory in cloud and also lets you connect
it to your on-premise active directory. Basically, it will replicate your user database
residing on your on-premise machine in cloud. It will also automatically synchronize
whenever changes are made on-premise.

Click on the ‘Directory Integration’ from the top menu. An on-premise directory can be

connected using the three steps as shown in the following image.
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https://manage windowsazure.com/@ersahil1 387hotmail. onmicrosoft.com#Workspaces/ActiveDirectoryExtension/ Directory/340cb7 = | €@ | [ Search b3 B U ¥

hotmail.com |

soft Azure CREDIT STATUS Subscriptions @ ersahil_1 -

&3 USERS  GROUPS  APPLICATIONS ~ DOMAINS  DIRECTORY INTEGRATION CONFIGURE REPORTS  LICEMSES

integration with local active directory

tutorialspoint DOMAINS VERIFIED FOR DIRECTORY SYNC 0
Default Directary DOMAINS PLANNED FOR SINGLE SIGN-ON 0
TestGroup
DIRECTORY SYNC FYQ7NEVE DEACTIVATED
deploy and manage N
Add domains
ADD DOMAINS Go to the domains page to add at least one custom domain. If you have users in a

domain that will not use single sign-on, you need to verify that your organization owns
these domains.

‘ Install and run Azure AD Connect

Verify and manage directory sync

Reports

This is a very useful feature of Active Directory as it shows different reports such as
number of times a user is signing in, or signing in from an unknown device can be seen
here.

@ || Q Search Wl B +

mail.com |

icrosoft Azure | CREDIT STATUS Subscriptions @ ensahil

&3 USERS GROUPS  APPLICATIONS ~ DOMAINS  DIRECTORY INTEGRATION CONFIGURE REPORTS  LICENSES

SEARCH ACTIVITY REPORTS v
FROM (9/24/2015 | 1o 102472015 | user [search Display Name or UPN
tutorialspoint
REPORT DESCRIPTION
Default Directory
TestGroup ANOMALOUS ACTIVITY
Sign ins fram unknown sources May indicate an attempt to sign in without being traced.
Sign ins after multiple failures May indicate a successful brute force attack.
Sign ins fram multiple geographies May indicate that multiple users are signing in with the same account.
Users with threatened credentials Users with threatened credentials
ACTIVITY LOGS
Audit report Audited events in your directory

INTEGRATED APPLICATIONS

Account provisioning activity Provides a history of attempts to provision accounts to external applications.
Account provisioning errors Indicates an impact to users’ access to external applications.

EXTERNAL ACCESS
Invitation summary Invitation summary

PREMIUM REPORTS
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13. Datacenters

When we think of cloud, we imagine a place with large humber of machines in big rooms.
There must be a place where all the data is stored. Microsoft has datacenters all over the
world from where Windows Azure services are managed. Datacenters are divided in
regions. The exact location of these datacenters is not revealed by Microsoft for obvious
security reasons.

Following are the 20 listed regions as can also be seen in the image.

e Central US
e FEast US
e FEastUS 2

e US Gov Iowa

e US Gov Virginia

e North Central US
e South Central US
e West US

e North Europe

e West Europe

¢ FEast Asia

e Southeast Asia

e Japan East

e Japan West

e Brazil South

e Australia East

e Australia Southeast
e Central India

e South India
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'manage.windowsazure.com/@ersahil1987hotmail.onmicrosaft.com#Workspaces/All/dashboard & || Q Search wBa @ ¥

Microsoft Azure | v Subscri

ALL ITEMS

‘COMPUTE @ 'WEE APP ’ ‘QUICK CREATE

DATA SERVICES | @ VIRTUAL MACHINE E" FROM GALLERY _ -cloudapp.net

APP SERVICES E MOBILE SERVICE
Central US

NETWORK SERVICES @ ‘ CLOUD SERVICE North Central US
South Central US
West US

MARKETPLACE BB e scrnct Brazil South

2 North Europe

West Europe
East Asia
Southeast Asia
Japan West
Japan East

East US 2

How to Choose the Right Data Center for Your Application

When creating Windows Azure application, whether it is mobile application, web application
or database storage it asks to specify the region. Region here specifies a regional
datacenter.

Performance: You should select the nearest datacenter to the users of your application.
The performance can be affected by the relative location of the users who want to access
the application. If a user is closer to the datacenter, the performance will be better.

Cost: The price of hosting the application may also increase or decrease depending upon
the datacenter you choose. Price actually can vary according to the database hosting
location or any other service being used by the application. You should choose the same
location for all the services that are being used by your application. For example, database
or any media service. If they are kept in separate datacenter there will be charges per
transaction, but anything extra won’t be charged if they are kept at the same datacenter.

Legal Aspect: Laws vary from country to country and restrictions could be enforced in
some regions on what information can be shared and what cannot.
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14. Scenarios

Understanding the basic scenarios of Windows Azure will help us understand its use.
Additionally, it will help us understand the services offered. Three basic scenarios are
discussed here. In addition to the following scenarios, there can be many more ways of
using Azure services based on the needs of clients, but all the basic uses are covered in
this chapter.

Software Development

Software development is the most popular scenario of Windows Azure. The software is
developed and tested on local development fabric and then deployed in cloud of Windows
Azure. Azure hosts the web application and also the supporting processes, communicating
with other web services.

Testing of application in software development phase usually becomes too long for
developers, if they need to change the configurations of environment being used to host
the application. In Windows Azure, this is the not a problem as resources are absolutely
in their control and can be modified as needed by the application. Once a web application
is hosted in cloud of Windows Azure, it is ready to be used by the end users and
organizations.

Moreover, deploying the application is very easy in Windows Azure using the tools provided
by them. These tools are MS deploy, PowerShell, integration with Team Foundation Server
(TFS). The Visual Studio cloud project is also an easy option to deploy the application.

An application is tested in the staging environment and then it is deployed in the
production environment for end users to use it.

Enterprise Process Offloading

There are situations for an organization where they need to reduce loads from their on-
premise systems for a certain period of time or on a regular basis. This could be easily
achieved by using Windows Azure services at a very low cost. Clients have to pay for only
those transactions made on their application instead of paying for entire hardware and
software.

This is an extremely cost-efficient way of using new resources for the organization. Azure
in this context offers quite quick growth to businesses by extending resources on cloud
when needed.

Enterprise Application Integration

This is commonly called as EAI scenario. Let us think of a scenario, when there is need for
two different organizations to send and receive data between applications which is further
processed by those applications. The cross-enterprise application integration can be done
using Windows Azure. The service is called BizTalk service, which facilitates B2B messaging
between on-premise or on-cloud applications of different organizations.
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This service enables a connection between applications even if they are following different
transport protocols. The process also includes validating and extracting the properties as
required by the application at the receiving end. In a normal scenario, where
communication is needed between applications of two organizations, the interaction will
have to bypass the firewall by completing the due process. However, in the service offered
by Windows Azure, the communication between applications does not need to bypass the
organization’s firewall.
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15. Management Portal

As the name suggests this is a portal to manage Azure services, which was released in
2012. This is a platform provided by Microsoft for its Azure clients where they can see,
manage and buy the services offered by Azure. A different portal called ‘Azure Preview
Portal’ was released by Azure team in 2014, which makes it easier to access the platform
on mobiles and tablets. However, features are more or less same in both the portals.

To access the management portal:

Step 1: Go to https://manage.windowsazure.com

Step 2: Sign in with your Hotmail or live ID. If you don’t have Azure accounts, sign up for
one. You will get a free trial and you can explore, learn and create your own applications
using Windows Azure.

[ Sign in to Azure Portal X

| € ) @ Microsoft Corporation (US} | https:/login.microsoftonline.com/common/oauth2/autt ponse_type=code+id_tok direct_uri=h c || Q Search R dll:=] 3+ A O

Microsoft Azure

Cloud optimize
your business

Use another account

@

ﬁ Your work or schoola€coint Car el U3 8d dijvitisie joa $66 fHik
svmbal. & 2015 Mirrasoft Terms of use Privacy & Cookies
hitps://login.microsoftonline.com/c 2/authorize?response_type=code+id_tokengiredirect_uri=https: .sonation+op e=5883876-b30a-401c-910f-1581191 | - id=5008 ponse_mode=form_p:
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The following screen will appear.

fdashboard W v C || Q Search Wl B ¥

/manage.windowsazure.com/ @ ersahil1987hotmail.onmicrosoft.com#Workspaces/ 4

CREDIT STATUS

AL e all items

'WEB APPS
] MNAME TYPE STATUS SUBSCRIPTION LOCATION el
VIRTUAL MACHINES portalvhds@xl83j22prgbn Storage Account Central Us
o
tutorialspoint Storage Account +" Online Bizspark Central US
MOBILE SERVICES
o Qservices. Web app +/ Running BizSpark East US
T TestGroup Directory W Acive Shared by all TestGroup... Asia, Eurape, Unite...
o Default Directory Directory &/ Active Shared by all Default Di... Asia, Europe, Unite...
BATCH SERVICES tutorialspoint Batch Account W' Created BizSpark ‘West Europe
azB19278 CDN Endpoint +' Enabled BizSpark -
azB20638 CDN Endpoint +/ Enabled BizSpark Central US

+ NEW

AN DELETE

Since here we have an application already running, you can see a list of them. Your account
will be empty for the first time. Left panel categorizes the application and the middle part
lists all the application in the account.

Create a New Application

Step 1: Click on the ‘New’ left bottom corner.

'CREDIT STATUS
ALL ITEMS 1
all items

'WEB APPS
] NAME TYPE STATUS SUBSCRIPTION LOCATION 2
VIRTUAL MACHINES portalvhds8xI83j22prgbn =»  Storage Account J O BizSpark Central US
0

tutorialspoint Storage Account + Online BizSpark Central US
MOBILE SERVICES
° Qservices Web app +' Running BizSpark East Us
CLOUD SE ES TestGroup Directory &/ Adive Shared by all TestGroup... Asia, Europe, Unite...
g Default Directory Directory &/ Adive Shared by all Default Di... Asia, Europe, Unite...
BATCH SERVICES tutorialspoint Batch Account &/ Created BizSpark ‘West Europe
1

azg19278 CDM Endpoint +/ Enabled BizSpark -
501 DATABASES

az820638 CDM Endpoint +/ Enabled BizSpark Central US

0 2
DELETE
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Step 2: Following screen will come up and you can choose what you want to create.

hotmail.onmicrosoft.com#Workspaces/All/dashboard L+ c

ALL ITEMS all items

R

NEW

Gl comeure @ WEB APP Build your app using App Service web apps, Virtual Machines, Mobile
Services, or Cloud Services.

DATA SERVICES @ VIRTUAL MACHINE
APP SERVICES E MOBILE SERVICE
NETWORK SERVICES

MARKETPLACE BATCH SERVICE

Check Credit and Subscriptions

Step 1: Click on ‘Credit’ in the green block at the top of the screen.

‘managewindowsazure.com Thotmail.onmicrosoft.com?whr=

tmail.com |

Microsoft Azure |~ bscriptions @ ersahil_ -

ALL ITEMS a” items

STATUS SUBSCRIPTION LOCATION pel
portalvhdsaxI83j22prgbn
tutorialspoint +" Online BizSpark Central US
Qservices Web app +" Running BizSpark East US
TestGroup Directory o Acdtive Shared by all TestGroup... Asia, Europe, Unite...
Default Directory Directory W Adive Shared by all Default Di... Asia, Europe, Unite...
tutorialspoint Batch Account & Created BizSpark West Eurape
azB19278 CDN Endpoint +/ Enabled BizSpark
azB20638 CDN Endpoint +/ Enabled BizSpark Central US

MANAGE DOMAIN DELETE

indowsazure.com/@ersahil1987hotmail.onmicrosoft.com?whr=live.com#
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Step 2: Click on ‘View more details’. It will take you to the following screen. This screen
will show you all the details of your subscription, spending, and data usage.

Howsazure.com/Subscriptions/Statement?subscriptionld=0e24b266-5260-4073-b142- cebedb44500b

Microsoft Azure Q,  ersahil_1987@hotmail.com SIGN OUT

HOME  PRICING DOCUMENTATION DOWNLOADS COMMUNITY  SUPPORT  ACCOUNT

subscriptions marketplace profile preview features Portal (3

Summary for BizSpark

OVERVIEW BILLING HISTORY

m SUBSCRIPTION STATUS

Based on your usage histon, 6/day), you might have sufficient credit for the remaining billing period.
¥ ly credit expites on 11/19/2015 B pricing calcutztor
USAGE YOU ARE RESPONSIBLE FOR $ 1 | 9

credits remaining*

days left

our montl

0.00 GB $0.00
DATA TRANSFER IM (GB) - ZOME 1

Remove spending @

limit

0.00 GB $0.00
DATA TRANSFER QUT (GB) - ZONE 1

CURRENT BALANCE:

$0.00

0.09 10,000s $0.00
STORAGE TRANSACTIONS (IN 10,0005) - DATA MANAGEMENT

® & 6 6

DATE PURCHASED
0.11 Apps $0.00 4/20/2014
L ERFE ADDSERVICE. ATIIRE ADD SERVICE CURRENT BILLING PERIOD

As the spending limit is set here, it says ‘Remove Spending Limit’. If the limit would not
have been set, it would have said ‘Set Spending Limit’. This way you can set a spending
limit for you. Your services will be stopped once you reach the spending limit.

If you scroll down on the page in the above image, you can see all that is available with
your subscription and see the details on the right side.
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a

hdowsazure.com/Subscriptions/Statement?subscriptionl d=0e24b266-5260-4073-b142-cebedb44500b e Q, Search

(W] AL »ULUU 1l
FREE APP SERVICE - AZURE APP SERVICE CURRENT BILLING PERIOD

10/20/2015

81.00 Hours $1.05
SHARED APP SERVICE HOURS - AZURE APP SERVICE

9 Download usage details

° Contact Microsoft Support

0.00 GB $0.00
STANDARD CDN DATA TRANSFER (GB) - ZONE 2

@ Edit subscription details

@ Change subscription address

0.00 GB $0.00
STANDARD |0 - TABLE/ QUEUE (GB) - GEO REDUNDANT

@ Partner Information
@ Cancel Subscription

0.10 Apps $0.00
FREE APPS - APPLICATION IMSIGHTS

ACCOUNT ADMINISTRATOR
ersahil_1987 @hotmail.com

SUBSCRIPTION 1D
0e24b266-5260-4073-b142-cebedb44500b

ORDER ID
174049b1-0480-439b-b10a-cabe>6b1497

OFFER
BizSpark

OFFER ID
MS-AZR-0064P

CURRENCY
UsD

STATUS

You are absolutely in control of your spending. The green block in which ‘Credit’ button is
displayed will change color if you are about to fall short of your credit. This is calculated
by your average per day spending and it would tell you in how many days your credit is

going to get over.

Add a New Subscription

Step 1: Click on your account e-mail id or on the picture at the top right corner.

Step 2: Click on ‘View my bill" in the list.
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/manage.windowsazure.com/@ersahil1987hotmail.onmicrosoft.com: /dashboard 4 =

‘CREDIT STATUS Subscriptions

ALL TEMS a” items ign out

'WEB APPS i Change password
1

VIRTUAL MACHINES portalvhdsex|a3j22prabn Storage Account
0

tutorialspoint Storage Account +/ Online iz Contact Microsoft Support
MOBILE SERVICES
0 Qservices Web app +/ Running

" Give feedback

COUD St TestGroup Directory +/ Active
0 Privacy ookies

Default Directory Directary &/ Active

Legal

BATCH SERVICES = 4
- tutorialspoint Batch Account &/ Created itch to Azure Preview Portal

az8l19278 CDN Endpoint +/ Enabled

5QL DATABASES
0

ar820638 CDHN Endpoint %/ Enabled BizSpark Central US

e.com, rsahill onmicrosoft.com®

Step 3: It will take you the following screen. Click on ‘add subscription’.

l/manage windowsazure.com/@ersahil1387hotmail.onmicrosoft.com#Waorkspaces/All/dashboard @ v| ¢ || Q Search % B8 4+ & & =

Microsoft Azure CREDIT STATUS i B tmail.com &

ALL ITEMS a” itemS Sign out

'WEB APPS i Change password
1

VIRTUAL MACHINES portalvhdsBxiB3j22prqbn Storage Account
0

+ Online

tutorialspoint Storage Account

E SERVICES
+/ Running

Qservices Web app

' Adive Give feedba

TestGroup Directory

CLOUD SERVICES

o Privacy & cookies

o/ Active

Default Directory Directory

Legal

BATCH SERVICES
1

tutorialspoint Batch Account &/ Created

itch to Azure Preview Portal

azB19278 CDN Endpoint +/ Enabled
5QL DATABASES
(] azB20638 CDN Endpoint +/ Enabled BizSpark Central US

indowsazure.com/ @ersahil1987hotmail.anmicrosaft.com#
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Step 4: Choose the subscription from the list in the following screen.

hindowsazure.com/signup?showCatalog=True

¢ || Q Search

Add subscription

Microsoft Azure

afia

M iCrOSOft Azu re ersahil_1987@hotmail.com

SELECT AN OFFER

B B [

S

éPayfAs—You—Go

Flexible pay-as-you-go plan for all Microsoft Azure platform services.

@ Learn more

12-Month Plan (Prepaid)

Make an up front monetary commitment towards Micresoft Azure for 12 months and
receive discounts across Azure Services. Unused commitrment dollars will expire at the
end of the offer term,

@ Learn more

Developer Support

Purchase a six-month subscription of Developer Support and receive unlimited
break/fix web support.

) Learn more

Professional Direct Support

Purchase a six-month subscription of Professional Direct Support and receive all the
benefits of the Standard Support plus unlimited call back phone support, a pool of
escalation managers, and access to assessment documents and videos.

@ Learn more

Standard Support

Purchase a six-month subscription of Standard Support and receive unlimited break/fix

wieh ennnart nlie nhane connart far un bn 2 eall hackc ner manth

b

=]

Azure Preview Portal

Step 1: Click on your account e-mail at the top right corner.
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Step 2: Select ‘Switch to Azure Preview Portal’.

=i/ managewindowsazure.com/ @ersahil1987hotmail.onmicrosoft.com#Warkspaces/All dashboard & || Q Search Ww B 3+ & 8

Subscriptio ersahil_1

Microsoft Azure | A

HOME PRICING DOCUMENTATION DOWNLOADS COMMUNITY  SUPPORT

Sign out
STATUS

NAME

portalvhdsExi83j22prabn >

tutorialspoint Storage Account

Online

View my bill

Qservices Web app Running

Contact

TestGroup Directory Adtive

Default Directory Directory Adtive

Give feedback

tutorialspoint Batch Account Created 3 Pri

az819278 CDN Endpoint Enabled 3 Legal

L L L L € <«

Enabled

az820638 CDN Endpoint

e.windowsazure.com/@ersahil1987hotmail.onmicrosoft.com#

Step 3: The following screen will appear. All the functionalities are same. ‘Azure Preview
Portal’ is built for mobile and tablet screen with a responsive design.

€ & nitps//portal.azure.com @ || Q seorch T:{ B8 + &8 =

New

Resource groups Browse all 0
p Access all your resources, all in one place

All resources What's new

Web Apps
et Service health

MY RESOURCES
SOL databases

£
.
Virtual machines (cl . m ﬂ

Virtual machil

Marketplace

Cloud serv

Application Insights ‘

Browse > Help + support

How it warks
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16. Create Virtual Network

You can create virtual network on cloud or you can also connect to the on-premise local
network to the cloud network in Windows Azure. This tutorial will first explain how to create
a cloud only network.

Creating a Virtual Network in Clouds Only

Step 1: Login in to Azure Management Portal.

Step 2: Click on ‘New’ at the bottom left corner.
Step 3: Click on ‘Network Services’ and then ‘Virtual Network’.

Step 4: Click on ‘Quick Create’.

https://manage windowsazure.com/@ersahil 1987hotmail.onmicrosoft.com?whr=live.com#Warkspaces/NetwarkExtension/virtualnet ¢ || Q Search e 9 3 4

Microsoft Azure | v Subscriptions @ ersahil_1987@hotmail.com ﬁ

networks

VIRTUAL NETWORKS  LOCAL NETWORKS  DNS SERVER!

NAME

QUICK CREATE
MyNetwork2

CUSTOM CREATE

@l compute | +<»  VIRTUAL NETWORK

DATA SERVICES e TRAFFIC MANAGER
ADDRESS SPACE . MAXIMUM VM COUN

APP SERVICES IMPORT CONFIGURATION

v || 4096 [CIDR: /20]

@Y =

NETWORK SERVICES REGISTER DNS SERVER

LOCATION DR

DD LOCAL NETWORK South Central Us N

MARKETPLACE

Py
i<
L

CREATE A VIRTUAL NETWORK * v/

Step 5: Enter the name and leave all other fields as they are except location. You don't
need to specify anything in this case since everything will be decided by Azure itself.

Step 6: Click on ‘Create a Virtual Network’ and it is done.
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Creating a Virtual Network in Cloud Only (Advanced Settings)

Step 1: Click on ‘custom create’ instead of ‘quick create’ when creating a new virtual
network and the following screen will appear.

= Virtual machines - Micros...

il ) @ hitps://managewindowsazure.com/@ersahil1987hotmail.onmicrosoft.comiwhr=live.com#Workspaces/VirtualMachineExtension/ve v | G | | Q Search

Virtual Network Details

NAME LOCATION

myNetwurki South Central US

NETWORK PREVIEW

&> myNetwork

Step 2: Enter the name of the ‘Network’ and choose a location. You will see that it will
draw an image at the bottom.

il a https://manage.windowsazure.com/ @ersahil1987hotmail.onmicrosoft.com?whr=live.com#Waorkspaces/VirtualMachinebxtensions/vr c Q, search ﬁz E u ‘

DNS SERVERS

This setting is optional. You
can add DNS servers to your
virtual network for name

DNS SERVERS POINT-TO-SITE CONNECTIVITY

"] Configure a point-to-site VPN
ENTER NAME resolution. If you want to

have n;ame.re' lution SITE_TO.SITE CONNECT
between this virtua
and your on-prei ] Configure a site-to-site VPN
network, you should specify

the DNS servers that are used

for your on-prer name
resolution. You c 0
specify public DNS servers. If
you do not specify a DNS
server, name resolution will
be provided by Windows
Azure.

NETWORK PREVIEW

(‘ > myNetwork
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DNS Server Name is optional to enter as we are creating a cloud only network. Also, leave
the options 'Point to Site connectivity’ and ‘Site to Site connectivity’ as they are. The
subsequent chapters will have a demo on configuration of these two options.

Step 3: Click next and leave the default values on the following screen.

https://manage.windowsazure.com/@ersahil1987hotmail.onmicroseft.com?whr=live.com®Workspaces/VirtualMachineExtension/vr

BEATE AT NETWOR

Virtual Network Address Spaces

CIDR (ADDRESS
COUNT)
10.0.0.0/8 10000 /8 (16777... 10.0.0.0 - 10.255.255.255

ADDRESS SPACE STARTING IP USABLE ADDRESS RANGE

SUBNETS

Subnet-1 /11 (2097... 10.0.0.0 - 10.31.255.255

add address space

NETWORK PREVIEW

(' > myNetwaork

Step 4: Click the next arrow and a virtual network is created.

https://manage windowsazure.com/@ersahil1987hatmail.onmicrosoft.comiwhr=live.com#Workspaces/NetworkExtension/virtualnet ¢ || Q search A O @

Microsoft Azure |~ Subscriptions ersahil_1987@hotmail.com |
5 a

networks
VIRTUAL NETWORKS LOCAL NETWORKS DNS SERVERS

NAME STATUS SUBSCRIPTION LOCATION

Creating virtual net

+ NEW

You can add DNS servers and local network even after creating a virtual network.
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17. Deploying Virtual Machines

A quick process of creating a virtual machine was included in the chapter ‘Compute
Module’. This chapter contains the detailed process including how to configure virtual
machines.

Quick Create

Step 1: Login to Azure Management Portal.

Step 2: Locate and click on ‘Virtual Machines’ in the left panel and then click on ‘Create a
Virtual Machine’.

[fmanage windowsazure.com/ @ersahil1027hotmall.onmicroseft.com®Workspaces/ VirtualMachinebxtension/ vims 7| C || QX Search T e 9 ¥

Microsoft Azure | (CREDIT STATUS Subscriptions @ ersahil 1987@hotmail.com |

virtual machines

WEB APPS INSTANCES ~ IMAGES ~ DISKS
1

VIRTUAL MACHINES
o

No virtual machines have been created. To get started, click Create a virtual

CREATE A VIRTUAL MACHINE (3)

MOBILE SERVICES
0

CLOUD SERVICES
0

BATCH SERVICES
1

SQL DATABASES
0

STORAGE

HDINSIGHT
0

MEDIA SERVICES
o

SERVICE BUS
0

o nEw
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Step 3: Alternatively, click ‘New’ at the bottom left corner and then click ‘Compute’ ->
‘Virtual Machine’ -> ‘Quick Create’.

//manage.windowsazure.com/@ersahil1987hotmail.onmicrosoft.com#Workspaces/VirtualMachineExtension/vms a || Q Search wBa 9 3

Microsoft Azure Subscriptions @ ersahil

virtual machines

INSTANCES  IMAGES DISKS

DNS NAME

COMPUTE @ 'WEB APP ’ QUICK CREATE
tuterialspoint []

DATA SERVICES | @ VIRTUAL MACHINE || FROM GALLERY ° .cloudapp.net
IMAGE £

APPSERVICES E MOBILE SERVICE Windews Server 2012 R | v WYAD shared core, 768 M | v

Basic ~

NETWORK SERVICES. @ ‘ CLOUD SERVICE USER NAME

4 Al (1 core, 1.75 GB memory)
A2 (2 cores, 3.5 GB memary)

E% BATCH SERVICE A3 (4 cores, 7 GB memory)

S A4 (8 cores, 14 GB memory)
Standard

AD (shared core, 768 MB memory)

Al (1 core, 1.75 GB memory)

A2 (2 cores, 3.5 GB memory)

A3 (4 cores, 7 GB memory)

A4 (8 cores, 14 GB memory)}

A5 (2 cores, 14 GB memory)

A6 (4 cores, 28 GB memory)

A7 (8 cores, 56 GB memory)

AB (8 cores, 56 GB memory}

A9 (16 cores; 112 GB memory)

A10 (8 cores, 56 GB memory)

A1l (16 cores, 112 GB memory)

D1 (1 core, 3.5 GB memary) hd

MARKETPLACE

AFFINITY GROUP

South Central US

Step 4: Enter DNS name. This has to be unique. The DNS name is used to connect to the
virtual machine.

Step 5: Select the image and size from the dropdown list. The size affects the cost of
running virtual machine.

Step 6: Enter username and password. You must remember to log in to the virtual
machine later.

Step 7: Select the relevant region.

Step 8: Click on ‘Create a virtual machine’ and you are ready to use your new machine.
It will take a few seconds for the machine to be created.

Create Virtual Machine with Advanced Settings

Step 1: Choose ‘Custom Create’ instead of ‘Quick Create’ in the options and you will be
taken to the following screen.
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/manage.windowsazure.col erszhil1987hotmail.onmicrosoft.com#Workspaces/VirtualMachineExtension/vms C || Q Search wB 9 3

Choose an Image »

ALL FEATURED  ~ E SQL Server 2014 SP1

MICROSOFT Enterprise
SOL Server 2014 Enterprise Optimized for .
WINDOWS SERVER et DataWarehousing Workloads y Windows Server 2012 R2
-

SHAREPOINT ‘Windows Server 2012 R2

SQL SERVER SQL Server 2014 Enterprise Optimized for This image contains the full version of SOL
BIZTALK SERVER s Transactional Workloads Server. We recommend that you use a virtual
Windows Server 2012 R2 machine size of DS3 or higher with Premium
SOL Server 2014 RTM Enterprise Storage. This image has been pre-configured for
DYNAMICS * Windows Server 2013 R2 Windows Azure, including enabling CEIP which

UBUNTU can be disabled, for more info see here,

VISUAL STUDIO

COREOS SOL Server 2014 RTM Standard
CENTOS-BASED * Windows Server 2012 R2

SUSE
SOL Server 2014 RTM Web TVRE Premium

ORACLE Windaws Server 2012 R2 NUMBER OF 1
PUPPET LABS DIsks

os Windows Server 2012 R2

PUBLISHER Microsoft SQL Server Group

SQL Server 2014 SP1 Enterprise LOCATIONS East Asia;Southeast Asia;Australia

MY IMAGES ‘Windows Server 2012 R2
MY DISKS PRICING INFORMATION

SQOL Server 2014 SP1 Standard You selected an image that has special pricing

O] wson Windons Sarver 2013 F2 information. Learn More

Step 2: Choose an image from the list. In this screen, you find that choosing an image is
easier based on their category shown on the left side. Let us create a virtual machine for
SQL Server for which we have chosen SQL Server on the left side and all the software in
this category are shown in the middle.

Step 3: Click on the Next arrow.

//manage.windowsazure.com/@ersahi hotmail.enmicrosoft.com#Workspaces/VirtuaMachineExtension/vms

Virtual machine configuration

VERSION RELEASE DATE e SQL Server 2014
‘4/15/2015 """ Enterprise Optimized
for DataWarehousing
Workloads
Windows Server 2012 R2

VIRTUAL MACHINE NAME

‘tutoma\spoint

This  Enterprise  Edition image is
optimized for data warehousing

TIER

workloads and is intended for VM sizes
-1\ [el STAMDARD including A4, A7, A8, A9, D4, D13, D14,

G3, G4 and G5. Once deployed, the ViV

comes with Windows Storage Spaces

pre-configured. It has been
‘A0 (shared care, 763 MB memory) pre-configured for Windows Azure,
including enabling CEIP which can be
disabled, for more info see hereThis
AT (1 core, 1.75 GB memory] image supports data sizes of up to 2TB
A2 (2 cores, 3.5 GB memory) for A7, 4T8 for A8 and 6TE for AQ,
A3 (4 cores, 7 GB memory) respectively, using clustered
Ad (8 cores, 14 GB memary) P S .

A0 (shared core, 768 MB memary)

| | PRICING INFORMATION

You selected an image that has special
pricing information, Learn More

Step 4: Choose Version Release Date and enter the VM’s name.
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Step 5: Select the Tier. The size dropdown would change items according to tier. In the
basic version, you will get only first 5 options, while in the standard version you will get
more options. It should be according to you and you image’s requirements. For example,
in this case let's choose SQL server. It requires minimum A4 machine with 8 cores and
14GB memory.

Step 6: Enter the username and password and click Next arrow.

w B 9§

manage windowsazure.com/@erszhil1887hotmail.onmicrosoft.com#Workspaces/VirtualMachinebxtension/vms C || Q Search

Virtual machine configuration

CLOUD SERVICE

: Create a new cloud service HES

CLOUD SERVICE DNS NAME

tutorialspoint @ |.cloudapp.net

s QL Server 2014
7 Enterprise Optimized
for DataWarehousing
Workloads
Windows Server 2012 R2

This  Enterprise  Edition image is
REGION/AFFINITY GROUP/VIRTUAL NETWORK optimized for data warehousing
workloads and is intended for VM sizes
including A4, A7, A8, AD, D4, D13, D14,
G3, G4 and G5. Once deployed, the VM
comes with Windows Storage Spaces
pre-configured. It has been
pre-configured for Windows Azure,

South Central US 4

STORAGE ACCOUNT

Use an automatically generated storage accour ¥

AVAILABILITY SET including enabling CEIP which can be
(None) - disabled, for more |nfc see hereThis
image supports data sizes of up to 2TB
ENDPOINTS for A7, 4TB for AS.and 6TB for AS,
respectively, using clustered
MNAME PROTOCOL PUBLIC PORT ~ PRIVATE PORT el
Remote Desktop TCP AUTO 3389
PRICING INFORMATION
PowerShell TP 5986 5986 You selected an image that has special
pricing information. Learn More
ENTER OR SELECT A VALUE hd

Step 7: Enter DNS name which should be unique as mentioned earlier and select the
region.

Under the storage account, it will display the storage accounts that you have already
created. As seen in the following screen, an account name is shown in the dropdown which
is a storage account created earlier. You can choose an already created account or even
use an automatically generated account.
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htt manage.windowsazure.co ersahil1987hotmail.onmicrosoft.com#! c Q Search w B

spaces/VirtualMachineExtension/vms

Virtual machine configuration

CLOUD SERVICE -- Windows Server 2012
| Create a new cloud service v| .- R2 Datacenter

CLOUD SERVICE DNS NAME At the heart of the Microsoft Cloud OS
vision, Windows Server 2012 R2 brings
Microsoft's experience delivering

global-scale cloud services into your
REGION/AFFINITY GROUP/VIRTUAL NETWORK infrastructure. It offers enterprise-class

| mymachine @ | .cloudspp.net

| South Central US performance,  flexibility  for  your

applications and excellent economics for
STORAGE ACCOUNT your datacenter and hybrid cloud
environment.  This  image includes
; v| Windows Server 2012 R2 Update,

| kyportalvhds4zfpved 1mdyn

Use an automatically generated storage account
kyportalvhds42fpvedimdyn 05 FAMILY

Windows
(None)

PUBLISHER
ENDPOINTS Microsoft Windows Server Group

MNAME PROTOCOL PUBLIC PORT ~ PRIVATE PORT NUMBER OF
DISKS.

Remaote Desktop TCP AUTO 3389

PRICING INFORMATION

Pricing varies based on the subscription you
ENTER OR SELECT A select to provision your virtual machine,

PowerShell TCP 5986 5986

Step 8: Next is Availability set. This option lets you create a set of virtual machines that
will ensure that if a single point fails, it doesn’t affect your machine and keeps the work
going on. Let’s choose the option ‘none’ here.

ttps://manage.windowsazure.com/@erszhil 198Thotmail.onmicrosoft.com#Workspaces/VirtualMachineExtension/vms ¢ || QA Search w B8 4+ A& & =

Virtual machine configuration

CLOUD SERVICE Il Windows Server 2012
Ml R2 Datacenter

‘ Create a new cloud service

CLOUD SERVICE DNS NAME At the heart of the Microsoft Cloud OS
vision, Windows Server 2012 R2 brings
Microsoft's experience delivering
global-scale cloud services into your
REGION/AFFINITY GROUP/VIRTUAL NETWORK infrastructure. It offers enterprise-class

‘ mymachine .cloudapp.net

erformance,  flexibility  for your
South Central US P Y
applications and excellent economics for
STORAGE ACCOUNT your datacenter and hybrid cloud
environment.  This  image includes
‘ kyportalvhds42fpvedimdyn Windows Server 2012 R2 Update.

AVAILABILITY SET 05 FAMILY

F(N ) b‘| Windows
i (None

PUBLISHER

(None) Microsoft Windows Server Group

PROTOCOL PUBLIC PORT  PRIVATE PORT NUMBER OF
DISKS

Remote Desktop AUTO 3389
PRICING INFORMATION
Pricing varies based on the subscription you
select to provision your virtual machine.

PowersShell 5986 5986

&}

The last option is End Points. End points are used to communicate with virtual machines
by other resources you can leave. In a subsequent chapter, we will provide a detailed
illustration to configure endpoints.

Step 9: Click on Next and the virtual machine will be created in a few seconds for you.
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Connecting with a Virtual Network

Step 1: Create a virtual machine using the steps described earlier. If you already have a
virtual network created in Azure, it will be diplayed in the highlighted dropdown list as
shown in the following screen. You can choose the network as shown in following picture.

https://manage windowsazure.com/@ersahil1987hotmail onmicrosoft.com?whr=live.com®Workspaces/NetworkExtension/virtualnel c Q Search

CREATE A VIRTUAL MACHINE

Virtual machine configuration

CLOUD SERVICE ml Windows Server 2012
Ml R2 Datacenter

| Create a new cloud service

CLOUD SERVICE DNS NAME At the heart of the Microsoft Cloud 0S
§ vision, Windows Server 2012 R2 brings

| myViis «cloudapp.net Microsoft's  experience  delivering
global-scale cloud services into your
REGION/AFFINITY GROUP/VIRTUAL NETWORK infrastructure. It offers enterprise-class
H performance,  flexibility  for  your
applications and excellent economics for
VIRTUAL NETWORK SUBNETS your datacenter and hybrid cloud
environment.  This  image includes

| Subnet-1{10.0.0.0/11) v| Windows Server 2012 R2 Update.

| myNetwork

STORAGE ACCOUNT 05 FAMILY
Windows

| Use an automatically generated storage accoun '|

PUBLISHER
AVAILABILITY SET Microsoft Windows Server Group

NUMBER OF

v
| (Maone) | DISKs

ENDPOINTS PRICING INFORMATION
NAME PROTOCOL PUBLICPORT  PRIVATE PORT Pricing varies based on the subscription you
select to provision your virtual machine,

ENTER OR SELECTA VALUE |~ |

€ Ho

Step 2: When you go to your Virtual Network and management portal created earlier,
click on ‘Dashboard’. The virtual machine will be displyed in the resources of that network
as shown in the following picture.

ttps://manage.windowsazure.com/@ersahil198Thotmail.onmicrosoft.com?whr=live.com#Workspaces/ NetworkExtension/VirtualNe ¥ | @ | | @ Search e 9 ¥ 1

@hotmail.com |

Microsoft Azure CREDIT STATUS Subscriptions @ ersahil_19 -

@ mynetwaork

&3 DASHBOARD  CONFIGURE CERTIFICATES

myNetwork virtual network

&> myMNetwork

A
a
St

o

resources
quick glance
N, ROLE IP ADDRESS SUBNET NAM|
STATUS
myVM Virtual Machine 10.0.04 Subnet-1 Created

SUBSCRIPTION ID
0e24b266- 5260-4073-b142- cebedb44500b

VIRTUAL NETWORK ID
53e47c27-8915-4c65-bbab-5bcdT4cifaef

LOCATION
West US
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Accessing the Virtual Machine

There is a step by step guide on connecting to VM in ‘*Compute Module’ chapter earlier in
this tutorial. Please refer to it.

Considerations

While creating a virtual machine following considerations should be made:

e Choose the location according to the user’s location to avoid any latency issues. It
is best to choose the region nearest to the physical location of end users.

e You must go through the costs that will be incurred based on the size you choose
for the virtual machine beforehand, to make sure it is in control.

e If you use the already created storage account you will be able to manage things
better.
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18. Endpoint Configuration

When creating a virtual machine, we come across a part where endpoints can be
configured. The two default endpoints enabled while creating a virtual machine are Remote
Desktop and PowerShell. What actually is an endpoint? Virtual machine on same cloud can
communicate to each other automatically. But in case we need them to communicate with
our own computer, we will need an endpoint configured to make it happen. It is basically
accessing the virtual machine through a port. An endpoint provides remote access to the
services running on virtual machine. It has a public and private port that needs to be
specified while creating an endpoint. Additionally, an endpoint can be accessed securely
by activating Access Control Lists (ACL).

In the following section, it is demonstrated how a new endpoint can be configured for
virtual machine that’s already been created. However, it can also be done in the same way
as creating a new one on configuration part of wizard.

Step 1: Click on Virtual Machine in your Azure Management portal.

Step 2: Click on ‘Endpoint’ and then Click on ‘Add’.

https://manage.windowsazure.com/@ersahil1987hotmail.onmicrosoft.com#Workspaces/VirtualMachineExtension/VirtualMachine/0 @ || Q Search px =] B

Microsoft Azure ~ ‘CREDIT STATUS Subscriptions ersahil_1987@hotmail.com
p

myvm

&3 DASHBOARD MONITOR CONFIGURE

NAME PROTOCOL PUBLIC PORT PRIVATE PORT LOAD-BALANCED SET... & O

tutorialspoint

Step 3: Select ‘Add a Stand-Alone Endpoint’ as shown in the following image.
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https://managewindowsazure.com/@ersahil 92 7hotmail enmicrosoft.com#Werkspaces/VirtualMachineExtension/VirtualMachine/0 c Search B8 U &+ #

Add an endpoint to a virtual machine

Traffic coming to this endpoint will be sent to the virtual machine.
(@) ADD A STAND-ALONE ENDPOINT
ADD AN ENDPOINT TO AN EXISTING LOAD-BALANCED SET

(None)

indowsazure.com/@ersahil1987hotmail.onmicrosoft.com®

Step 4: Select the name from dropdown. Alternatively, you can enter a custom name.
Here let’s select Http from options. It will assign unused ports automatically. Or you can
enter it manually.

https://manage.windowsazure.com/@ersahil1987hotmail.onmicrosoft.com#Workspaces/VirtualMachineExtension/VirtualMachine/0 C Search

Specify the details of the endpoint

NAME

I HTTP

PROTOCOL

TCP

PUBLIC PORT

80

PRIVATE PORT

a0

CREATE A LOAD-BALANCED SET

[[] ENABLE DIRECT SERVER RETURN
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Step 5: If you tick ‘Create a Load Balanced Set’, it will allow distributing the load across
virtual machines. Let’s leave it unchecked here because it can be configured later, if
needed.

Step 6: The ‘Enable Direct Server Return’ is checked when SQL server’'s ‘Always On’
feature is required, so let’s leave it unchecked.

Step 7: Click on Next arrow.

ittps://manage.windowsazure.com/@ersahil1387hotmail.cnmicrosoft. com#Workspaces/VirtualMachineExtension/VirtualMachine/0 c Q Search

@ <

Microsoft Azure Subscriptions

myvm

&3 DASHBOARD MONITOR ~ ENDPOINTS ~ CONFIGURE

P —— © UPDATE IN PROGRESS  An update is in progress. You can change the configuration settings after it finishes.
orialspoint

NAME PROTOCOL PUBLIC PORT PRIVATE PORT LOAD-BALANCED SET ... & O

10PERATION IS CURRENTLY RUNNING, 1 HAS COMPLETED

=~ Adding endpoint HTTP to virtual machine m;

Successfully deleted endpoint HTTP from virtual machine myVM.

indowsazure.com/@ersahil1987hotmail.onmicrosoft.com#

Access Control of Endpoint

We can grant or deny the access of services to an individual host or network. If nothing is
specified, the endpoint can be accessed from any host and network.

Step 1: Select ‘Manage ACL’ as shown in the following image.
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https://manage.windowsazure.com/@erszhil1987hotmail.onmicrosoft.com#Workspaces/VirtualMachineExtension/VirtualMachine/0 @ || Q Search wBa 9 4

Microsoft Azure Subscriptions [i2:]

myvm

&3 DASHBOARD MONITOR  ENDPOINTS ~ CONFIGURE

PROTOCOL PUBLIC PORT PRIVATE PORT LOAD-BALANCED SET... & O

tutorialspoint

[ windowsazure.com/@ersahil1987hotmail.onmicrosoft.com#

Step 2: Enter access description.

Step 3: Enter Subnet Mask.

gewindowsazure.com/ @ersahil1987hotmail.onmicrosoft.com#Workspaces/VirtualMachineExtension/VirtualMachine/0 (& Q Search

Specify ACL details for the HTTP endpoint

You can create, manage, and delete rules that permit or deny access to the endpoints of a virtual machine through access
control lists (ACLs).

ORDER DESCRIPTION ACTION REMOTE SUBMET

I 0 |Team Access | [ permit 169.168.1.1/32 x

| pescriemion | | permit
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Step 4: Click on Next and it's done.

Titps//managewindowsazure com/@ersah I8 Thotmall onmicroso Tt comEWorkepaces VituaTachnebxtension VitusTschine0 + | & | % Search TTE 9 ¥

@ ersahil

Microsoft Azure  ~ Subscriptions

myvm

&2 DASHBOARD MONITOR ~ ENDPOINTS  CONFIGURE

© UPDATE IN PROGRESS  An update is in progress. You can change the configuration settings after it finishes.
tutorialspoint

NAME PROTOCOL PUBLIC PORT PRIVATE PORT LOAD-BALANCED SET ... & O

1 OPERATION IS CURRENTLY RUNNING, 2 HAVE COMPLETED OMPLETED X

rtual machine
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19. Point-to-Site Connectivity

In the last chapter, we saw how an endpoint can be created to access a virtual machine;
this is quite a tedious task. If a virtual machine in virtual network needs to be connected
with on-premise machine, the point-to-site connectivity is needed. Point-to-site
connectivity makes it very productive to work with remote virtual machines.

Basically, a machine on-premise is connected to virtual network using point-to-site
connectivity. However, we can connect up to 128 on-premise machines to virtual network
in Azure. The access to the virtual network in cloud is granted through a certificate. The
certificate has to be installed on each local machine that needs to be connected to the
virtual network.

Enabling Point-to-Site Connectivity on Existing Virtual Network

If you have already created a virtual network in Azure, you can access it in management
portal.

Step 1: Log in to Azure management portal.
Step 2: Click on ‘Networks’ in the left panel and select the network you want to work with.

Step 3: Click on ‘Configure’ as shown in the following image.

/manage.windowsazure.com/@ersahil1987hotmail.anmicrosoft.com#Workspaces/NetwarkExtension/VirtualNetwork/myNetwork_0 ¢ || Q Search

Microsoft Azure |« CREDIT STATUS Subscriptions @ ersahil_

&3 DASHBOARD ERTIFICATES

dns servers

[ enTer nanse | [0 aporRESS

. . o POINT-TO-SITE
point-to-site connectivity CONNECTIVITY
Define the address space for
VPN clients that will connect

CONNECTION Configure point-to-site connectivity from outside of your virtual
network address space to

your virtual network.

ADDRESS SPACE  STARTING IP CIDR (ADDRESS ¢ ARI £ ADDRESS RANGE
COUNT)
| 10.0.0.0/24 (10000  [@] [r2eaess | v ] 10001-1000254
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Step 4: Check the ‘Configure Point-to-site connectivity’ checkbox. It will allow you to enter
the starting IP and CIDR.

Step 5: Scroll down and click ‘add gateway subnet’.

//manage.windowsazure.com/ @ersahil1987hotmail.onmicrosoft.com#Workspaces/NetworkExtension/VirtualNetwork/myNetwork_0 [ Q, Search

Microsoft Azure |~ Subscriptions

192.168.0.1 - 192.168.0.254

192.168.0.0/24

192.168.0.0 /24 (254)

myNetwork

virtual network address spaces

ADDRESS SPACE STARTING IP CIDR (ADDRESS ;g1 £ ADDRESS RANGE
. COUNT)
10.00.0/8 10.00.0 /8 (16777... 10.0.0.4 - 10.255.255.254
SUBNETS
Subnet-1 10,000 /11 (2097... 10004 - 10.31.255.254
I Gateway [10.32.032] |[2e@m |+ ]| 1032036-1032038 x

I (S

add address space

Step 6: Enter the Gateway subnet and click ‘Save’. Message shown in the following screen
will pop up.

Step 7: Click Yes and a point-to-site connectivity is done.

Changing the configuration of a network that is in use will briefly disrupt the connection between the virtual network and the local network. Are you sure you want to continue? YES @ NO ®

You will need a certificate to access your virtual network.
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Create a New Virtual Network with Point-to-site Connectivity

Step 1: Click New -> Network Services - > Virtual Network -> Custom Create.

Microsoft Azure |

networks

VIRTUAL NETWORKS  LOCAL NETWORKS DINS SERVERS

I3l comeute | {s+>  VIRTUAL NETWORK QUICK CREATE Create and configure a virtual network

with advanced options.
DATA SERVICES e TRAFFIC MANAGER CUSTOM CREATE

ﬂaﬂ APP SERVICES IMPORT CONFIGURATION

MNETWORK SERVICES REGISTER DNS SERVER

MARKETPLACE ADD LOCAL NETWORK

Step 2: Enter Network’s name, select location and click on Next.

‘'manage.windowsazure.com// @ ersahil1987hotmail. onmicrosoft.com#Workspaces/NetworkExtension/virtualnetworks c Q Search w A

Virtual Network Details

NAME LOCATION

MyNet] East US

NETWORK PREVIEW

&> MyNet
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Step 3: On the next screen, Select ‘Configure a point-to-site VPN’ and click next.

lowsazure.com/@ersahil1987hotmail.onmicrosoft.com®Workspaces/NetworkExtension/virtualnetworks

CRE AL NETWORK

DNS Ser

vers and VPN Connectivity

DNS SERVERS POINT-TO-SITE CONNECTIVITY

Configure a point-to-site VPN

SITE-TO-SITE CONNECTIVITY

D Configure a site-to-site VPN

NETWORK PREVIEW

GATEWAY
<> MyNet

Step 4: You can select or enter starting IP and select CIDR.

://manage.windowsazure.com/@ersahil1887hotmail.onmicrosoft.com#Workspaces/NetworkExtension/virtualnetworks

CREATE A VIRTUAL NETWORK

Point-to-Site Connectivity

CIDR (ADDRESS
COUNT)
10.0.0.0/24 10.0.0.0 /24 (254) 10.0.0.1 - 10.0.0.254

ADDRESS SPACE STARTING IP USABLE ADDRESS RANGE

NETWORK PREVIEW

GATEWAY
&> MyNet ooo Clients
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Step 5: Enter Subnet and click ‘Add Gateway Subnet’ as done earlier and enter the
required information.

://manage.windowsazure.com/ @ ersahil1987hotmail.onmicrosoft.com®Workspaces/MNetworkExtension/virtualnetworks v Q search

b
CREATE A VIRTUAL NETWORK
Virtual Network Address Spaces
ADDRESS SPACE STARTING IP SIDR (ADDRESS USABLE ADDRESS RANGE
4 COUNT)
10.0.1.0/24 10.0.1.0 /24 (256) 10.0.1.0 - 10.0.1.255
SUBNETS
Subnet-1 10.0.1.0 127 (32) 10.0.1.0 - 10.0.1.31
Gateway 10.0.1.32 /29 (8) 10.0.1.32 - 10.0.1.39
T
add address space
NETWORK PREVIEW
GATEWAY
<> MyNet °o° Clients
vt
Step 6: Point-to-Site connectivity is done.
://manage windowsazure.com/@ersahil1987hotmail.onmicrosoft.com®Workspaces/NetworkExtension/virtualnetworks (<} Q Search ﬁ’ E ‘

Microsoft Azure | CREDIT STATUS Subscriptions @ ersahil 1987@hotmail.com

SRR BT networks

0

MACHINE LEARNING VIRTUAL NETWORKS LOCAL NETWORKS ~ DMS SERVERS
o

STREAM ANALYTICS NAME STATUS SUBSCRIPTION LOCATION el

0
MyNet 2 - Creating BizSpark EastUS

‘OPERATIONAL INSIGHTS
myNetwork w/ Created BizSpark ‘West US

E-windowsazure.com/@ersahil1987hotmail.onmicroseft.com#

Step 7: Click on the name of the network, as it is ‘MyNet’ in the above image.
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Step 8: Click on ‘Dashboard’ as shown in the following screen.

' manage.windowsazure.com/ @ersahil1987hotmail. onmicrosoft.com#Workspaces/MetworkExtension/VirtualMetwork/MyNet_0e24b; c Q, Search ﬁ' B 9 3

Microsoft Azure Subscriptions @  ersahil_1987@hotmail.com

mynet

&3 DASHBOARD JCOMFIGURE CERTIFICATES

virtual network

GATEWAY
&+ MyNet - o Clients
A\ THE GATEWAY wAs NOT
CREATED.

resources

myMetwork

quick glance
NAME ROLE IP ADDRESS SUBMET NAME el

STATUS
Created

SUBSCRIPTION 1D
De24b266-5260-4073-b142-cebedbd4500b

VIRTUAL NETWORK ID
b1d02066-70c8-4f51-2422-658bd24014ed

LOCATION
East US

+ - - 14 1— @

CREATE GATEWAY EXPORT

You will see that the gateway is not created yet. For it to happen, you will have to generate
a certificate first.

Generate Certificates

The point-to-site VPN supports only self-signed certificate.

Create a Certificate

Step 1: Go to the link *https://msdn.microsoft.com/en-
us/windows/desktop/bg162891.aspx’ or google ‘windows SDK for 8.1’. Then go to msdn
link or the version of Windows for which you want the tool.

Step 2: Download the encircled file as shown in the following image. It will be saved as
.exe file named sdksetup on your machine.
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Search or enter address v | @ || Q Search B ¥

Windows Dev Center Explore ~ Downloads Samples Community Programs Dashboard

Windows desktop applications > Get started

Windows Software Development Kit (SDK) for
Windows 8.1

The Windows Software Development Kit (SDK) for Windows 8.1 contains headers, libraries, and tools you can use when you create apps that run on Windows
operating systems. You can use the Windows SDK, along with your chosen development environment, ta write Windows Store apps and desktop apps for
Windows 8.1 as well as Windows 8, Windows 7, Windows Vista, Windows Server 2012, Windows Server 2008 R2, and Windows Server 2008.

The Windows SDK also includes the Windows App Certification Kit 3.3 (Windows ACK) to test your app for the Windows 7, Windows 8, Windows 8.1, and Windows
8.1 Phone certification program.

The Windows SDK no longer ships with a complete command-line build environment. You must install a compiler and build environment separately. If you require
a complete development environment that includes compilers and a build environment, you can download Visual Studio 2013, which includes the appropriate
components of the Windows SDK. To download the SDK and install it on another computer, click the download link and run the setup. Then in the Specify

L iondialog box. click Download the Windows Software Develog Kit for i llation on a

Last updated: April 29, 2015
Originally published: October 17, 2013

iInstall and download,
(974 KB, English)

Step 3: Run the file. While running the installation wizard, when you reach the following
screen uncheck the encircled part. By default they are checked.

bcreenshots

Select the features you want to install
Click a feature name for more information.

3 Windews Software Development Kit Windows Software Development Kit

dows Performance Toolkit Size: 869.6 MB

The Microsoft® Windows® Software Development Kit
[SDK) for Windows 8.1 provides the tools, header files, and
libraries needed to design, develop and debug both
Windows 8.1 Windows Store apps and Windows desktop
applications.

Includes:
. Tools
" Headers
. Libraries
Links to Samples
Links to Documentation

Estimated disk space required: 291.1 MB
Disk space available: 33.7 GB

Back H IS‘Install H Cancel
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Step 4: After installation is complete, run Command Prompt as Administrator on your
computer.

Step 5: Enter the following commands one by one for creating root certificate

cd C:\Program Files (x86)\Windows Kits\8.1\bin\x64

makecert -sky exchange -r -n "CN=MyNet" -pe -a shal -len 2048 -ss My

First command will change the directory in command prompt. In the above command
change the highlighted part to the name of your network.

Untitled - Notepad

File Edit Format View Help

X Administrator: Command Prompt

icrosoft Windows [Uersion 6.3.96081
c» 2013 Microsoft Corporation. All rights reserved.

wUHWindowsssystem32>ed C:vProgram Files (xB6> Windows Kits:B.1-bin“xb64

:~Program Files <(xB6>“Windows Kits-B.i-bhin“xb64>makecert —-sky exchange —r —-n "CH
=MyHet"” —-pe —a shal -len 2848 —==z My
Succeeded

:w~Program Files <(xB6>“Windows Kits-B.1-bhinxb4>_

Step 6: Next enter the following command for creating client certificate.

makecert -n "CN=MyNetClient" -pe -sky exchange -m 96 -ss My -in "MyNet" -is my
-a shal

Step 7: Look for ‘'mmc’ on your computer and run it.
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Search

Everywhere -

£ B

H 'H.-".Na

SQL Server Configuration
Manager
Become

Step 8: Click ‘File’ and ‘Add/Remove Snap-in’.
Step 9: In the screen that pops up, click ‘Certificate’ and then on ‘add’.

Step 10: Select ‘My User Account’ and click on ‘Finish’.

=1 Consolel - [Console Root]
E File Action View Favorites Window Help
= = Add or Remove Snap-ins
L EE S i
" Console Root Name ‘fou can select snap-ns for this consale from those available on your computer and configure the selected set of snap-ins. For
- extensible snap-ins, you can configure which extensions are enabled.
Available snap-ins: Selected snap-ns:
Snap4n Vendor ~ " Console Root Edit Extensions. ..
-] ActiveX Control Microsoft Cor... —

»'-\uthorizaﬁon Manager Microsoft Cor...
. Certificates Microsoft Cor...

?'ﬂomponant Services Microsoft Cor... Move Up

_'_!,‘ Computer Managem... Microsoft Cor... P
&=n Device Manager Microsoft Cor... -
=¥ Disk Management Microsoft and...

E Event Viewer Microsoft Cor...
| Folder Microsoft Cor...
= Certificates snap-in “
EEL
Hp
‘g P “This snap-in will always manage cerificates for: ]
(®) My user account
Desain Service account
The C| — Liter.
(_) Computer account
Cancel

< Back Cancel
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Step 11: Expand ‘Current User’ in the left panel, then ‘Personal’ and then ‘Certificates’.

% File Action View Favorites Window Help

es | 2EHBcE BHE

- re——
] Console Root I#:_., Issued By Expiration Date ntel Friendly Name
- =
4 Eﬁ‘ C_ertplflcates l— Current Us; @Myl\let MyNet 1/1/2040 Al
4 [ Personal i IMyNetClient MyNet 10/28/2023 <All>
| Certificates Mo

> [ Trusted Root Certification |
> [ Enterprise Trust

> [ Intermediate Certification |
[ [ Active Directory User Obje
> [ Trusted Publishers

> [ Untrusted Certificates

1> [Z] Third-Party Root Certificat
[ [] Trusted People

> [ Client Authentication lssue
1> [ MSIEHistorylournal

[ [ Smart Card Trusted Roots

You can see the certificates here.

Step 12: Right click on certificate and click ‘All Tasks’ and then ‘Export’.

ﬁ File Action View Favorites Window Help

e |2 4 2XE = HE

[7] Console Root Issued To Issued By Expiration Date  Intended Purposes Friendly Name
4 Ifﬁ‘ Certificates - Current User [T 1/1/2040
a [ Personal - Open
- MyMet 10/28/2023 <All» <MNone>
|| Certificates z Y one
1> || Trusted Root Certification | All Tasks L Open
» [ Enterprise Trust Cut Request Certificate with New Key...

i || Intermediate Certification ,

» [ Active Directory User Objel Copy Renew Certificate with New Key...

3 :I Trusted Publishers DEkEle Advanced Operations 4
[ :l Untrusted Certificates Properties

» [ Third-Party Root Certificat | Eport.

> || Trusted People Help

> ] Client Authentication lssue
[ MSIEHistorylournal
> || Smart Card Trusted Roots

Step 13: Follow the wizard. You will have to name the certificate and select a location to
save it.

Upload the Certificate
Step 1: Login to Azure management portal.
Step 2: Go to the network and click ‘Certificate’ and then click ‘Upload Root Certificate’.

Step 3: Click browse and select the location of the certificate you just created.
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Download the Client VPN Package

Client VPN Package will connect you to the network.

Microsoft Azure

Step 1: Go to network’s dashboard in azure management portal.

Step 2: Scroll down and locate the following options at the right side of the screen.

=

soft Azure |

mynet

£2 DASHBOARD

B & B

virtual network

myNetwork
..>
L MyNet
® DATA IN
@ resources
8§> NAME ROLE

°

CONFIGURE

DATA QUT

OB

nanage.windowsazure.com/ @ersahil1987hotmail.onmicrosoft.com#Workspaces/NetworkExtension/VirtualNetwork/MyNet_0e2db; +

IP ADDRESS

GATEWAY IP ADDRESS

SUBMET NAME

@ || seareh wi e
CREDIT STATUS Subscriptions @ ersahil_1987@hotmail.com
CERTIFICATES
GATEWAY
°°° Clients.
0

‘quick glance

@ Download the 64-bit Client VPN
Package

Download the 32-bit ClientVPMN
ckage

Step 3: Select the suitable option and download it. You will see a similar file on your

computer. Run and install it.

View Manage

isPC » Downloads »

MName B Date modified Type Size
. SignalRDemo 3112013 9:07 AM  File folder
I.'J 0211.Windows%20Azure%20Developers..  10/13/2015 10012 ... PDF File 302 KB
ﬁ' Ankh5vn-2.3.12703 9/8/2015 6:31 PM Windows Installer ... 4,220 KB
|| archive 9/26/2015 5:01 PM File 286 KB
AzureStorageBxplorerIPreview 8/20/2014 %11 AM  Application 3,574 KB
. A il 2,927 KB
3] b1d02066-70c8-4f51-a422-658bd8401ded  10/23/20153:57PM  Application __p®  207KB|
=1 chosen_vTg2 e 20T L P H File 37T KB
£3 Dropboxinstaller 9/8/2015 6:40 PM Application 646 KB
Easy-Customizable-jQuery-Dropdown-D...  5/10/2015 4:47 P ZIP File 21 KB
I | - R4 PR 1N/I9/I015 2,19 DR DNE G EEE VD

Application Tools
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Step 4: When you'll install it, Windows might try to prevent it. Choose ‘Run Anyway’ if
this happens.

Step 5: Go to ‘Networks’ on your machine and you will see a VPN connection available as
shown in the following image.

Metworks
Wiewr Cannection Setings
Airplane mode

on

Connections

n.au Pt ist

Step 6: Click on that network as in this example ‘MyNet’ and connect. You will be
connected to the network.
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20. Site-to-Site Connectivity

Most organizations already have a network on their premises and would want to connect
it to Windows Azure rather than putting everything on cloud. It is also called hybrid
network connectivity. It is connecting virtual net in Azure to on-premises network. Setting
up a site-to-site connectivity network is quite easy for someone who knows the basics of
networking like IPs, subnetting and default gateways.

The things that are required before configuring the network in this case are:

e A VPN device that can be configured.
e Externally facing IP address for that VPN device.

Creating a Site-to-Site Connectivity Network

Step 1: Select New -> Network Services -> Virtual Network -> Custom Create

virtualnetworks c Q Search ﬁ :=]

/manage.windowsazure.com/@ersahil1987hotmail.onmicrosoft.corm#Workspaces/MetworkExtension/v

Microsoft Azure Subscriptions @ ersahil 1

networks

VIRTUAL NETWORKS LOCAL NETWORKS DNS SERVER!

I3l comeure | G+  VIRTUAL NETWORK QUICK CREATE Create and configure a virtual network
with advanced options.

DATA SERVICES @ TRAFFIC MANAGER CUSTOM CREATE

uﬂ-ﬂ APP SERVICES IMPORT CONFIGURATION

NETWORK SERVICES ( REGISTER DNS SERVER

AAR G »
MARKETPLACE 3 ADD LOCAL NETWORK
*
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Step 2: Enter the name of the network and select the region.

== Microsoft Azure

ure.com@ersahil1987hotmail.onmicrosoft.com®Workspaces/All/dashboard

CREATE A VIRTUAL NETWORK

Virtual Network Details

NAME LOCATION

‘ MySSMet ‘ | South Central US v

South Central US
Central Us

East US

Morth Central US
East U5 2

Morth Europe
West Europe
Southeast Asia
East Asia

Japan West
Japan East

Brazil South

NETWORK PREVIEW

&+ MySSNet

Step 3: Enter the DNS name for name resolution if you want, otherwise you can leave it
empty if you want it to be automatically done by Azure.

Step 4: Check the ‘Configure site-to-site VPN’ option.

28 Microsoft Azure b4

manage.windowsazure.com/ @ersahil1987hotmail.onmicrosoft.com#Workspaces/All/dashboard C || Q Search

REATE A VIRTUAL NETWORK

DNS Servsg

DNS SERVERS

Tt

DNS SERVERS 0 POINT-TO-SITE CONNECTIVITY

to your
virtual network for name
resolution. If you want to

[] Configure a point-to-site VPN

have name ution SITETO-SITE CONNECTIVITY

between this virtual network

and your or mi Configure a site-to-site VPN

D Use ExpressRoute

ecify a DNS
server, name resolution will

wvided by Windows

MNETWORK PREVIEW

<> MySSNet 9 MNew Local Network

106

@ tutorialspoint

EIMPLYEAEGEYLEARNING



Microsoft Azure

Step 5: Enter the details of your VPN device in the address space as shown in the following
image.

/{manage.windowsazure.com/@ersahil1387hotmail.onmicrosoft.com#Workspaces/All/dashboard c Q Search ﬁ B

CREATE A VIRTUAL NETWORK
Site-to-Site Connectivity

\m‘ ADDRESS SPACE  STARTING IP EE:N%B DRESS  USABLE ADDRESS RANGE

VPN DEVICE IP ADDRESS I 192.168.1.100/30 [ 192.168.1.100 | [ /30 (@) [~ ] 192.168.1.100 - 192.168.1.103

pT—

METWORK PREVIEW

GATEWAY
<+ MySSNet @  tutorialsPointNet

Step 6: Enter the details of your virtual network in the address space.

ps://manage.windowsazure.com/@ersahil1987hotmail.onmicrosoft.com#Workspaces/All/dashboard

CREATE A VIRT NETWORK

Virtual Network Address Spaces

ADDRESS SPACE STARTING IP CIDR (ADDRESS USABLE ADDRESS RANGE
4 COUNT)

172.16.52.63/28 172.16.52.63 /28 (16} 172.16.52.48 - 172.16.52.63

SUBNETS

Subnet-1 172.16.52.48 /29 (8) 172.16.52.48 - 172.16.52.55

add gateway subnet
add address space

MNETWORK PREVIEW

GATEWAY
<'> MySSNet v tutorialsPointNet

Step 7: After entering the subnets, enter the gateway subnet for your virtual network.
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Virtual Network Address Spaces
ADDRESS 5PACE STARTING IP CIDR (ADDRESS USABLE ADDRESS RANGE
p COUNT)
172.16.52.63/28 172.16.52.63 J28 (18) 172.16.52.48 - 172.16.52.63
SUBNETS
Subnet-1 172.16.52.48 /249 (8) 172.16.52.48 - 172.16.52.55
Gateway 172.16.52.63 /29 (8) 172.16.52.56 - 172.16.52.63
add address space
NETWORK PREVIEW
GATEWAY
¢+ MySSNet § tutorialsPointNet

Step 8: Click next and the network is created.

Step 9: Select the network and go to its ‘Dashboard’. You will have to create a gateway
for it.

Step 10: Click ‘Create Gateway’ at the bottom of the screen. Once gateway is created
‘Gateway IP address’ is displayed on the following screen.

You can configure the VPN device now using the information.

Site-to-site connectivity is faster than the point-to-site connectivity. It makes transferring
of data easier. You just need a shared key to access the network. Unlike point-to-site
connectivity, you don’t have to install certificates on each machine you want to connect
with the virtual machine. In fact, the same shared key works for each machine.
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21. Traffic Manager

Let us first understand what is the service provided by Azure traffic manager. Basically,
this service balances the traffic load of services hosted in Azure. The routing policy is
defined by the client and traffic to the services hosted in Azure is redirected according to
set policies. Traffic manager is a DNS-based service. Thus, it will improve the availability
and performance applications.

Let’s see how to create and configure traffic manager in Azure.

Create Traffic Manager

Step 1: Login to Azure management portal and click ‘New’ at the bottom left corner.

Step 2: Select Network Services -> Traffic Manager -> Quick Create.

hitps://manage.windowsazure.com/@ersahil1387hotmail .onmicrosoft.com#Workspaces/TrafficManagerbxtension/Profiles c Q Search ﬁ B

Microsoft Azure | Subscriptions @ ersahi

BHY AL traffic manager

DS PREFIX

COMPUTE <"¢> VIRTUAL NETWORK ’ QUICK CREATE
tutorialspoint [}

DATA SERVICES | @ TRAFFIC MANAGER trafficanager.net
LOAD BALANCING METHOD
APP SERVICES

Performance

Performance
Round Robin
Failover

NETWORK SERVICES

MARKETPLACE

Step 3: Enter the DNS prefix and select the Load Balancing Method.
There are three options in this dropdown.

¢ Performance: This option is ideal when you have endpoints in two different
locations. When a DNS is requested, it is redirected to the region closest to the
user.

¢ Round Robin: This option is ideal when you want to distribute the traffic among
multiple endpoints. Traffic is distributed in round robin fashion by selecting a
healthy endpoint.

109

@ tutorialspoint

EIMPLYEAEGEYLEARNING



Microsoft Azure

e Failover: In this option, a primary access point is set up, but in case of failure
alternate endpoints are made available as backup.

Step 4: Based on your needs you can choose a load balancing method. Let’s choose
performance here.

Step 5: Click create.

You will see the traffic manager created and displayed in your management portal. Its
status will be inactive until it is configured.

nanage.windowsazure.com, @ersahil1987hotmail.onmicrosoft.com#Workspaces/TrafficManagerExtension/Profiles c Q, search ﬁ B R

Microsoft Azure CREDIT STATUS Subscriptions )  ersahil 1987@hotmail.com

traffic manager

'WEB APPS
1 PROFILE NAME STATUS LOAD BALANCING METHOD SUBSCRIPTION DNS NAME el

tutorialspoint = || Inactive Performance tutorialspoint trafficmanager.ng

Izl VIRTUAL MACHINES
1

MOBILE SERVICES
o

@ CLOUD SERVICES
—

Create Endpoints to be Monitored via Traffic Manager

Step 1: Select the ‘Traffic Manager’ from the left panel in the management portal that
you want to work on.

Step 2: Select ‘Endpoints’ from the top horizontal menu as shown in the following image.
Then select ‘Add Endpoints’.

https://manage.windowsazure.com/@ersahil1987hotmail.onmicrosoft.com#Workspaces/TrafficManagerExtension/Profile/tutorialsp 7 | €& Q Search |

Microsoft Azure |~ CREDIT STATUS Subscriptions D

tutorialspoint

&3 DASHBOARD CONFIGURE

This Traffic Manager profile does not contain any endpoints.
00 NoronTs O3

tutorialspoint
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Step 3: The screen shown in the following image will appear. Choose the service type and
items under that service will be listed.

Step 4: Select the service endpoints and proceed.

[@ersahil1987hotmail.onmicrosoft.com#Workspaces/TrafficManagerExtension/Profile/tutorialsp < Q Search

‘ Only Standard web apps are eligible. You can select only one web app endpoint for each region.

Select the endpoints to include in this profile.

SERVICE TYPE SELECTED ENDPOINTS

Cloud Service ) @ tutorialPointvM.cloudapp.net

Cloud Service
Web app

SERVICE ENDPOINTS

tutorialPointVM.cloudapp.ne

O tutorPointVM.cloudapp.net

Step 5: The service endpoints will be provisioned.

You can see that in this case, the service ‘tutorialsPointVM’ created in Azure will now be
monitored by the traffic manager and its traffic will be redirected according to the specified
policy.
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Configure the Policy

Microsoft Azure

Step 1: Click on ‘Configure’ in the top menu bar as shown in the following image.

Step 2: Enter the DNS Time to Live (TIL). It is the amount of time for which a client/user
will continue to use a particular endpoint. For example, if you enter 40 seconds the traffic
manager will be queried after every 40 seconds for the changes in the traffic management
system.

Microsoft Azure

Bib

N

(X
)
(]
¢
8o
a
ol

tutorialspoint

CREDIT STATUS

tutorialspoint

&3 DASHBOARD EMNDPOINTS CONFGURE

Subscriptions @ ersahil_1987@®ho

general
DNS NAME tutorialspoint.irafficmanager.net I
DNS TIME TO LIVE
DNS TIME TO LIVE (TTL) seconds This value controls how often

load balancing method settings

LOAD BALANCING METHOD

Performance v

ponnitarina cottineg

' tutorialspoint
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the client’s local caching name

server will query the Traffic
Manager system for updated
DNS entries. Any change that

occurs with Traffic Manager,
such as load balancing
method changes or changes
in the availability of added
endpoints, will take this
period of time to be refreshed
throughout the global system
of DNS servers.
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Step 3: You can change the load balancing method here by choosing a desired method
from the dropdown. Here, let’s choose ‘Performance’ as chosen earlier.

Fttps.//manage windowsazure.com/ @ersahil 198 Thotrall.onmicrosort.com= Workspaces/ 1 raffichianagertxtension/ Profile/ tutonalsp [S] ™, Search 17 | E

® o

Microsoft Azure | CREDIT STATUS Subscriptions

load balancing method settings

SRR

tutorialspoint

LOAD BALANCING METHOD

H
e

monitoring settings

PROTOCOL HTTPS

o C—

RELATIVE PATH AND FILE NAME

+ ODPOEOD

Step 4: If you scroll down, you will see heading ‘Monitoring Setting’. You can choose the
protocol; enter port number and relative path for a service to be monitored.
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22. PowerShell

PowerShell is a framework or you can say an interface built by Azure team that lets the
user to automate and manage Windows Azure services. It is a command line tool that uses
the scripts or cmdlets to perform tasks such as creating and managing storage accounts
or Virtual Machines that can easily be done using the preset commands.

Installing Azure PowerShell

Step 1: Login into Azure Management Portal.

Step 2: Click ‘Downloads’.

Subscriptions € ersahil 1987@hotmail.com

Microsoft Azure | A

SUPPORT

(FTAE PHELS  DEEIEIENG COMMUNITY

'WEB APPS
1 NAME TYPE STATUS SUBSCRIPTION LOCATION pel

VIRTUAL MACHINES zdportalvhds44f83qdh1377 Storage Account ' Online
0
tutorialspoint Cloud service + Created BizSpark South Central US
MOBILE SERVICES
0 tutorialspoint2 Cloud service &/ Created BizSpark South Central US
Qservices ‘Web app v Running BizSpark East US

CLOUD SERVICES

o

[e]
(¢
Lo
EI%J .
EH
w
O

e
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Step 3: In the following screen, locate ‘command-line tools’ and then ‘Windows Azure
PowerShell’. Click ‘Install’ listed under it to download the setup and install it.

€ | @ Microsoft Corporation (US) https://azure. microsoft.com/en-us/downloads C Search f} =

FREE TRIAL

Why Azure  Products Decumentation Pricing Partners  Blog Support
Documentation Documentation
Command-line tools
Manage your Azure services and apps using scripts from the command line.
Azure command-line interface AzCopy Command-Line Tool for

Azure Storage

Windows PowerShell
Install

Azure Storage Emulator

Instal

Documentation

Alternatively, you can visit the link

http://www.windowsazure.com/en-us/manage/downloads/

Connecting to Your Subscription

Once you have installed Azure PowerShell, you will have to connect it to your Azure
subscription.

Step 1: Locate Microsoft ‘Azure PowerShell’ in your programs.
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http://www.windowsazure.com/en-us/manage/downloads/

Microsoft Azure

Search

Everywhiere

Azure powershell

r Microsoft Azure P
Pin to Start
Pin to Taskbar
Uninstall
Open in new window
Run as administrator

Open file location

Step 2: Pin it to the taskbar. You can run it as ISE by pinning it to the taskbar in Windows
8. Somehow, if it doesn’t show the option of ‘Run ISE as Administrator’ it is in programs.
ISE lets copy paste commands easily.

Step 3: Right-click on '‘Microsoft Azure PowerShell’ and select ‘Run ISE as Administrator’.

3 Run ISE as Administrator

L3 Windows PowerShell 1SE

EY Microsoft Azure PowerShell
 Unpin this program from taskbar
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Connect to Your Azure Account

Using Active Directory

To get started with Azure tasks, you will have to first add your Azure account to
PowerShell. You just have to perform this step once on your computer and every time you
run Azure PowerShell, it will connect to the account automatically.

Step 1: Enter the following cmdlet in PowerShell.

Add-AzureAccount

Step 2: The screen shown in the following image will pop up and ask for credentials of
your account. Enter the credentials and sign in.

-t )

Fie Edit View Took Debug Add-ons Help

H 4 B x| 9

Untitled1ps1* X
Add-AzureAccount

Microsoft account

Sign in
=
Microsoft account What's this?
ersahil_19&T@hotmail.com
Password
[ CETETT TR TR ]

Keep me signed in

ST ——

Don’t have a Micresoft account? Sign up now

Step 3: Now you are ready to perform tasks in Azure using Azure PowerShell.

Using Certificate
In this method, you can download a certificate on your machine and login to our account
using that certificate.

Step 1: Enter the following cmdlet in PowerShell. You will be prompted to save a file and
the file will be downloaded on your computer with the extension. publishsettings

Get-AzurePublishSettingsFile

You will see a similar file on your computer.
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P BN Downloads = agl
Heme  Share  View 7]

€ =t ThisPC + Downloads » 11/5/72015 v O [ P
<
Favorites
B Desktop Biz5park-11-5-2015-credentials. publishsettings
& Downloads

¥ Drophax

Recent places

Y Homegroup

1 This PC
) Deckicp
Anire Tutirial
Credentials
Mew folder
Documents

# Downloads

Step 2: Enter the following cmdlet. Highlighted part is the path of the file downloaded in
previous step. Also replace the name of the file with yours

Import-AzurePublishSettingsFile C:\Users\Sahil\Downloads\BizSpark-11-5-2015-
credentials.publishsettings

= Administrator: Windows PowerShell ISE = =
File Edit View Tools Debug Add-ons Help
& H & g » 9 P 2B« | B BO0O & 3.
Untitled1.ps1™ X | 2 Rl
1 Import-AzurePublishSettingsFile C:\Users'\Sahil\Downloads'BizSpark-11-5-2015-credentials. publishsettings 5|

P5 C:\Windows\system32> Import-AzurePublishSettingsFile C:\Users\Sahil\Downloads\BizSpark-11-5-2015-credentials.publishsettings

Id e24b266-5260-4073-b142-cebedb44500b
Name Spark

5|
Environment zureCloud

Account 6BD1BA4CADS3FOFFBY5 3DC16CD20CEBS D075 2DA

Properties [SupportedModes, AzureServiceManagement], [Default, True]}

Completed Ln1 Col 40 100% ]

Step 3: Just to make sure that everything has gone right. Run the following cmdlet. It will
display the details of your account and subscription.

Get-AzureAccount

Get-AzureSubscription

You can add many accounts to Azure PowerShell.

Remove Azure Account

Run the following cmdlets. Replace the highlighted part with your account ID. It will ask
for your confirmation and it is done.
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Remove-AzureAccount -Name myaccount@somesite.example

a Administrator: Windows PowerShell ISE
File Edit View Tools Debug Add-ons Help

O & |l & B Xx|9 » B @ |8 |Bloo|&om.

Untitled1.ps1* X |
1 Remove-AzureAccount -Name ersahil_19%87&hotmail.com

L) Confirm = =

Are you sure you want to remove account ‘ersahil_1987@hotmail.com?

| Yes || No ||Suspend|

P5 C:‘\Windows\system32> Remove-AzureAccount -Name ersahil_1987@hotmail.com

Get Help

The following cmdlet will list all the commands available for Azure tasks.

Get-Help Azure

There are lots of tasks that can be managed using PowerShell such as creating and
managing web applications, storage accounts, virtual machines, etc. In fact, many users
find it quicker and better as compared to Azure Management Portal. To manage the Azure
Storage using PowerShell refer to Table, Blobs and Queues chapter in this tutorial.
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23. Monitoring Virtual Machines

Monitoring virtual machines is important to keep a track of its performance and health.
Windows Azure provides an interactive interface to monitor the statistics related to the
performance of virtual machine. The five key statistics are:

e CPU percentage

e Disk Read Bytes/sec
e Disk Write Bytes/sec
e Network in

e Network out

Monitor VM in Azure Management Portal

Step 1: Login to Azure Management Portal.
Step 2: Go to Virtual Machine.
Step 3: Select the virtual machine you want to monitor.

Step 4: Select Monitor from the top menu as shown in following image.

https://manage windowsazure.com/ @ersahil1987hotmail.onmicrosoft.comfwhr=ive.com#Workspaces/VirtualMachineExtension/Vir 7 | @ || Q Search w8 +

hotmail.com |

crosoft Azure |~ CREDIT STATUS Subscriptions @ ersahil

&3 DASHBOARD ENDPOINTS  COMFIGURE

o CPU PERCENTAGE o DISK READ BYTES/SEC o DISK WRITE BYTES/SEC o METWORK \i E MNETWORK OUT RELATIVE % 1HOUR L4 0

tutorialPointVM

240 245 250 258 300 305 10 315 320 325 330 335 340
NAME SOURCE MIN MAX AVG TOTAL ALERT RULES pel
o CPU Percentage tutorialPointVM 011% 0.13% 012% - Mot Configured
o Disk Read Bytes/sec tutorialPointVM 0B/s 218.35B/s 21.84B/s - Mot Configured
o Disk Write Bytes/sec tutorialPointVm 9.67 KB/s 11.28 KB/s 10.54 KB/s - Mot Configured
Q MNetwork In tutorialPointVM 9.84 KB 11.56 KB 10.51 KB 105.08 KB Mot Configured
O MNetwork Out tutorialPointVM 21.89KB 246KB 2291 KB 229,07 KB Mot Configured

You can see 5 key terms on the above screen. It seems pretty complicated at first glance
but when you look carefully, you can see that each line on the graph is in a different color
which matches the color of the term. For example, CPU Percentage is in purple color and
the purple line on the graph represents it. The machine shown in the above image is quite
new. The following sections will explain how figures are read.
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CPU Percentage

CPU percentage is the most common statistics to check whenever there is a performance
issue in an application. It tells the processor’s utilization in percentage. In the following
image, you can see that in the last dropdown at the right top corner 1 hour is selected
and, highest utilization is at 3:15 which is 0.13%.

_ Subscriptions @ ersahil_1987@hotmail.com

&3 DASHBOARD MONITOR ENDPOINTS COMFIGURE

RELATIVE ~ 1HOUR  w ()

21835 B/s

o CPU PERCENTAGE o DISK READ BYTES/SEC O DISK WRITE BYTES/SEC

11.28 KB/s

A ] 33 335 341
NAME SOURCE MIN MAX AG TOTAL ALERT RULES 2
o CPU Percentage tutorialPointVii 0.11% 0.13% 0.12% -— Mot Configured
Q Disk Read Bytes/sec tutorialPointVi 0B/s 218.35B/s 21,84 B/s -— Mot Configured
O Disk Write Bytes/sec tutorialPointVM 9.67 KB/'s 11.28 KB/s 10.54 KB/s - Mot Configured
Metwork In tutorialPointVi 9.84 KB 11.56 KB 10.51 KB 105.08 KB Mot Configured

Disk Read Bytes/Sec

Another factor affecting performance is disk input/output operations. Disk read
byte/second measures the amount of data read every second on the disk. If the read
operations are done more frequently on the disk, performance issues can be resolved
using a faster disk.

Disk Write Bytes/sec

Similarly, disk write byte/sec measures the amount of data written every second. If the
application needs writing large amount of data on the disk, a bigger disk can be chosen.
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&3 DASHBOARD MONITOR  ENDPOINTS  CONFIGURE

ATIVE

218.35 Bfs

v 1HoR ~+ Q)

@ cruPERCENTAGE @ DISKREAD BYTES/SEC @ DISK WRITE BYTES/SEC @ NETWORK Ii E METWORK OUT

]
— BXa 7

Z40 Z45 50 255 300 305 310 315 320 330 335 3:40
NAME SOURCE MIN MAX AG TOTAL ALERT RULES el
O CPU Percentage tutorialPointVi 011 % 013 % 012% - Mot Configured
o Disk Read Bytes/sec tutorialPointViM 0B/s 218.35B/s 21.84 B/s -- Mot Configured
o Disk Write Bytes/sec tutorialPointvm 9.67 KB/s 11.28 KB/s 10.54 KB/s — Mot Configured
o Metwork In tutorialPointVi 9.84 KB 11.56 KB 10.51 KB 105.08 KB Mot Configured

«  Network Out tutorialPointVM 21.89 KB 24.6 KB 22.91 KB 229.07 KB Mot Configured

In the image above, you can see the highest point in disk read is 218.35 byte/sec at 3:25.
You can see the last hour’s data because '1 Hour' is selected in the dropdown. You can
also see data for last 24 hours and 7 days.

Network In

Monitoring the network traffic can be done by looking at the ‘network in’ figures in the
‘Monitor’ section. The network-in statistics can be in bytes or TCP segments received.

Network Out

Network-out statics tells about TCP segments sent per second. You can also see relative
or absolute statistics by selecting an option from dropdown encircled in the following
image.

CREDIT STATUS Subscriptions @ ersanil_1987@hotmail.com

&3 DASHEOARD  MOMITOR  ENDPOINTS  CONFIGURE

@ crupeRcentace @ DiskResD BYESSEC @) DiskwRMEBMTESSEC @ nETworkin @ WETWORK OUT RELATIVE

ABSOLUTE

KEETT
| 37248 |

Oct 28 Oct 29 Oct 30 Oct 31 Mo 01 Maov 02 Mav 3 Mo 04

NAME SOURCE MIM MAX G TOTAL ALERT RULES el
0 CPU Percentage tutorialPointVi 0% 4.57 % 4.87 % Mot Configured
& Disk Read Bytes/sec tutorialPointVi 0B 164.51 KB/s 164.51 KB/s Mot Configured
@ Disk Write Bytes/sec tutorialPointyVi [1] T 121,35 KB/s 121,35 KB/s Not Configured
& HNetwork In tutorialPointyh 08 451,62 KB 14.57 KB 451,62 KB Hot Configured

«  Network Out tutorialPointyi 0B T13.72B 23.02 KB T13.72 kB Mot Configured

My
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Similarly, you can choose the duration from the dropdown highlighted in the following
image.

ttps://manage.windowsazure.com/ @ersahil 198Thotmail.anmicresaft.comfwhr=live.com#Workspaces/VirtualMachineExtension/Vir ¢ || Q Search T B 9 ¥

otmail.com |

Microsoft Azure |~ CREDIT STATUS Subscriptions &  ersahil_1987

&3 DASHBOARD MONITOR ~ ENDPOINTS ~ CONFIGURE

@ cpuPERCENTAGE @ DISKREAD BYTES/SEC @ DISK WRITE BYTES/SEC @) NETWORKIN @) NETWORK OUT

tutorialPointVM

Oct28 Oct 2 Oct 30 Oct31 Nov 01 Nov 02 Nov 03 Nov 04
NAME SOURCE MIN MAX G TOTAL ALERT RULES el
o CPU Percentage tutorialPointVM 0% 487% 487% — Mot Configured
o Disk Read Bytes/sec tutorialPointVM 0B/s 164.51 KB/s 164.51 KB/s - Mot Configured
o Disk Write Bytes/sec tutorialPointVi 0B/s 121.35 KB/s 121.35 KB/s — Mot Configured
0 MNetwork In tutorialPointVM 0B 451.62 KB 14.5T KB 451.62 KB Mot Configured

«  Network Out tutorialPointVii 0B 713.72 KB 23.02KB T13.72KB Mot Configured

You can also choose particular metrics, by clicking on ‘Add Metrics’ at the bottom of the
screen. The following screen will appear, in which you can check the desired metrics.

gewindowsazure.com/ @ersahil1987hotmail.onmicrosoft.com?whr=live.com#Workspaces/VirtualMachinebdtension/Vit ¥ | ¢ Q Search

CHOOSE METRICS

Select Metrics to Monitor

NAME

CPU Percentage
Disk Read Bytes/sec

Disk Write Bytes/sec

Network In
Metwork Out

Enable Diagnostics

Enabling diagnostics allows you to collect logs. Azure will collect logs and store in a storage
account you specified. We can enable diagnostics by switching to the ‘Preview Portal’.
Diagnostic figures help in troubleshooting as the logs for errors can be tracked in the
storage account.

Step 1: Switch to the ‘preview portal’.
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1ge.windowsazure.com/ De

- - Subscriptions ersahil_1987@&heotmail.com
Microsoft Azure A @

HOME  PRICIN UMENTATION DOWNLOADS COMMUNITY  SUPPORT

Sign out
STATUS <

Change password

tutorialspoint Storage Account Online
|—'| S Qsenvices Web app Running 1 View my bil
Contact Microsoft Support
- — TestGroup Directory Active
Default Directory Directory Active )
Give feedback
|: . BATCH SERVICES tutorialspoint Batch Account Created 7 Privacy & cookies
22819278 CON Endpoint Enabled B Legal
|_' 22820638 DN Endpoint Enabled

Step 2: Locate the ‘Virtual Machine (classic)’ in the left panel.
Step 3: Select the Machine and *All Settings’.

Step 4: Scroll down and locate ‘Diagnostics’. Select ‘Diagnostic’ as shown in the following
image.

Sahil Kataria [l

\/  Virtual machines (classic) > tutorialPointyM > Settings 0 VA O] e il I

g tutorialPointVM Settings
New Virtual VM

< u m 0
W#/ Resource groups Restart Stop Capture Resat
Remate_

0 Recent R P addresses >
SUBSCRIFTION tutorialpointvm.cloudapp.net
® wes ! Endpoints >
el 5 e
App BizSpark 23.98.155.236
- - R & Load balanced sets >
%t SQL databases
5 orre Operating system B Availability set >
E3 virtual machines (classic) B Windows
Subscription IC size 7 Extensions >
B virtual machines 0e24b266-5260-4073-b142-cebedb44500b  Standard D1 (1 Core, 2.5 GB mama
@ Size 3
& Cloud services (dlassic)
Monitoring MONITOR
¥ subscriptions
= Alert rules >

CPU percentage today

T Application Insights .
Edit Diagnostics
Browse > 7

RESOURCE MANAGEMENT

- Users >

Step 5: Select 'On’ in the next panel displayed on the right side. By default it will be set
off.

Step 6: Since it uses a storage account to store the logs you will have to configure the
setting for the storage account by clicking on the encircled part in the following image.
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Diagnostics

orialPointVM Settings

sal machine (cla tutorialPointVM
b ¢ u i L @ x
Conneat Restart stop Capture Reset Delete Discard

Remate__

= Disks
DNS name |P addresses »
tutorialpointvm.cloudapp.net
ual IP address * Endpoints 3
23.98.155.236 * Storage Account
. % Load balanced sets » Configure required settings
ral Us
Availability set >
ame Jperating - vailability se Basic metrics 1hr,Im
Windows "
. . Ext
- -l ensions ; Network and web metri... 1hr,im
5260-4073-b142-cebedbq4500b  Standard D1 (1 Core, 3.5 GB memory)
Si »
Al settings = - s .NET metrics 1hr,1m
- MONITOR D SOL metrics 1hr,Im
rcentage today 3 Alert rules 5 Windows event system ...
Diagnastics 5 Windows event security...
Windows event applica...
RESOURCE MANAGEMENT
— ies inf i
. li—l Diagnostics infrastructu...
am Users >
v v |:| IIS logs v
<

Step 7: You can also select or deselect the type of logs you want to keep.

You will also see a panel at the bottom with the heading ‘Monitoring’. This section displays
the same metrics that we discussed in the section above.

These figures help users to identify the causes of performance slide of an application. They
can also generate alerts for these features; they go above the set limits.
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24. Setting Up Alert Rules

While monitoring a virtual machine we can see different metrics related to a virtual
machine in Azure. Azure has also provisioned a way to alert the administrator of virtual
machine when these metrics go above or below a specified limit through e-mail. Setting
up an alert can be very useful in notifying the administrator about issues that require
attention.

Step 1: Go to the ‘Monitoring’ section of your virtual machine.
Step 2: Select the metrics you want to set alert for.

Step 3: Select ‘Add Rule’ from the bottom.

lttpz:.’.’managz.wmdow;azure‘mm_.'@zrzahwﬂQg?hntmal\nnm\(mznft‘mmF\-‘.'urkzpa(ez;’[luudSzm(zzExtEnzmn;’C\uudSzr.n(a-’tutn ¢ || Q Search

@ ersahi

Microsoft Azure |~ CREDIT STATUS Subscriptions

&3 DASHBOARD MONITOR  SCALE INSTANCES ~ LINKED RESOURCES ~ CERTIFICATES

e DISK READ BYTES/SEC(TUTO.. o DISK WRITE BYTES/SEC[TUT... o CPU PERCENTAGE(TUTORIA.. 2 MOREw RELATIVE ¥ 1HOUR 4 D

tutorialPointVM

5. 250 @sg 000 008 010 1018 020 028 030 hEH 040 045
NAME SOURCE MIN MAX ANG TOTAL ALERTR.. 0O

e Disk Read Bytes/sec tutorialPointVM 0B/s 0B/s 0B/s - Mot Configured

Q Disk Write Bytes/sec tutorialPointVM 9.89KB/s 20,46 KB/s 11.75KB/s - Mot Configured

tutorialPointViv 012% 011% Not Configured

o Network In tutorialPointVid 973 KB 11.25KB 10.51 KB 105.1 KB Not Configured

Q Disk Read Bytes/sec tutorialPointVM 0B/s 0B/s 0B/s - Mot Applicable
i

+ T + 2

DELETE METRIC ADD RULE

Step 4: Enter the name for alert and enter other information.
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Define Alert

MAME

Tutorial=pointyikd CPU

DESCRIPTION

SEEWICE TYPE SERWICE NAME

CLOUD SERVICE DEPLOYMENT

CLOUD SERVICE ROLE

Step 5: In the following screen that pops up, select condition. It can be greater than, less
than or equal to.

Step 6: Enter the threshold value which will be in percentage. In this example, let’s enter
85 which means you will get an e-mail when utilization for processor of your virtual
machine reaches the 85% average over the last 10 minutes.
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Define a condition for notifications.

METRIC

COMDITION THRESHOLD WaLUE

gFE'ETEF than B35

MLERT EVALUATION Wik DOW

Average over the last 5 minutes

dverage over the last 5 minutes
Average over the last 15 minutes
Awverage over the last 30 minutes
Average over the last 45 minutes
Average over the last hour

E Enabie Rule

In addition to sending the alert e-mail to service administrator and co-administrators, you
can receive alert in one more e-mail.
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x

Define a condition for notifications

erine a coOnartion 10r NouNcations
METRIC
CONDITION THRESHOLD VALY UNIT

greater than v 85
ALERT EVALUATION WINDOW

Average over the last 10 minutes ¥
ACTIONS
M‘ Send an email to the service administrator and co-adminestrators
: Specify the email address for another administrator
ADORESS

sangeeta@qservices coni
~ Enable Rule

&«

You can set maximum 10 alerts for each subscription. Alerts can be sent to the
administrator’s e-mail plus one more e-mail provided at the time of setting up an alert.

Similarly, you can set alerts for other Azure services like web applications and mobile
applications.
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25. Application Deployment

In this chapter, we will discuss different ways of deploying an application on Windows
Azure. When we say application, it can be a web application or a mobile application. Earlier
web apps were called websites, but now everywhere they are referred as web applications.
We will be discussing how to deploy applications from Visual Studio and management
portal in the chapter ‘Websites'.

Deploying a Web App from PowerShell

To get started with the PowerShell, refer to ‘PowerShell’ chapter in the tutorial. In order
to deploy a website from PowerShell you will need the deployment package. You can get
this from your website developers or you if you are into web deployment you would know
about creating a deployment package. In the following sections, first you will learn how to
create a deployment package in Visual Studio and then using PowerShell cmdlets, you will
deploy the package on Azure.

Create a Deployment Package

Step 1: Go to your website in Visual Studio.

Step 2: Right-click on the name of the application in the solution explorer. Select ‘Publish’.

> MyWebsiteOnAzure - Microsoft Visual Studio (Administrator) L3 Y9 QuickLaunch (Ctr+Q) £ o- 8 x
FLE EDIT VIEW PROJECT BUID DEBUG TEAM TOOLS TEST ARCHITECTURE ANALYZE WINDOW  HELP Navjot Singh ~

o - I B-2 - &' - P Firefox - @& - Debug - - - DOCTYPE: XHTMLS -

; <%@ Page Language="C#" AutoEventWireup="true" CodeBehind="default.aspx.cs” Inherits="HyiebsiteOnAzure.WebForml” %> + S e-2nd@
‘5; <IDOCTYPE html> | Search Soluton Explorer (Ctrl+]) P -

551 Solution ‘MyWebsiteOnAzure' (1 prc

<html xmlns="http://wav.w3.org/1999/xhtml"> L
B<head runat="server”s & Buid 4_m] MyWelsiteOnAzure
<titlex</title> 4 J Properties
= <style type="text/css"> Rebuild 4 PublishProfiles
5 .auto-stylel { Clean D mydemowebiste.pubx
font-size: xx-large; T ) D) mydeploymentdemo,|
font-weight: bold; D) MyWebProfile.pubxml
Analyze " b €@ Assemblylnfo.cs
" (;’5ty15> Convert 4 b =@ References
</head>
bod: S Publish... 4 @) default.aspx
o <form id="forml" runat="server”s Scopeto This b defaultasprcs
5 <div> e b 1 defaultasprdesigner.cs
<span class="auto-style1”> EF NewSolution Explorer View b 42 Web.config
. Show on Code Map
This is my webiste to be deployed in Azure using Powershell Add )
B Manage NuGet Packages...
9 g
</span> .
diue £+ Set as StartUp Project
</form> Debug >
</body> v
e Source Control
X cu CtileX
Paste Ctrl+V
X Remove Del
£3 Rename
Unload Project
Mm% - ¢ Open Folder in File Explorer
G Design | ® Split [ & Source | [4][<htmi>|[<body>][<formeform1>][<div>] <span.auto-stylel> F Properties AlEsERter o1 »

Step 3: Create a new profile by selecting ‘New Profile’ from the dropdown. Enter the name
of the profile. There might be different options in dropdown depending on if the websites
are published before from the same computer.
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& publish Web
O

Cannection
Settings

Preview

Select of import a publish profile

€

| Import... |

«Mew Profile..»

< @ 1

Publeshing te Windows Asure Web Sites? Sign up for a free sceount
Find ather hosting opticns at our web hosting gallery

« Py Mest = | Publish ||

MyWebProfile *
Publizh methad: | Web Deploy
Web Deploy
Web Deploy Package
FTP
Sl File System
Site narme £, v contoscucom or Defoult Wed Site/Mpdpp
Lkser narmie |
Passward:
Save password
Dhestination LRL:

| Validate Cannertinn ]

' tutorialspoint

EIMPLYEAGSYLEARNING

Microsoft Azure

131



Microsoft Azure

Step 5: Choose a path to store the deployment package. Enter the name of site and click
Next.

Profie MyWebProfile *
Publish method: | Web Deploy Package -
Settings
Previea
Package locations | C:\Lbsers' Sahah Desktop' deploymentDermo E
Site namie tutonialspoint2 |
<Prev || Mets || Publish || Clese

Step 6: On the next screen, leave the defaults on and select ‘publish’.

After it's done, inside the folder in your chosen location, you will find a zip file which is
what you need during deployment.

Create a Website in Azure using PowerShell

Step 1: Enter the following cmdlets to create a website. Replace the highlighted part. This
command is going to create a website in free subscription. You can change the subscription
after the website is created.

New-AzurelWebsite -name "mydeploymentdemo" -location "East US"
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= Administrator: Windows PowerShell ISE
File Edit View Tools Debug Add-ons Help

e 3 d & O x| 9 b Elxle'@,;——“-a‘—g_

Untitled1.ps1* X

1 New-AzureWebsite -name "mydeploymentdemo™ -Location "East US"

Instances

NumberOfworkers =

DefaultDocumer Default.htm, Default.html, Default.asp, index.htm...}
MetFrameworkVersion

Phpversion

RegquestTracingEnabled

HttplLoggingEnabled

DetailedErrorLoggingEnabled

Pub1ishingUsername mydeploymentdemo

PubTlishingPassword \Cg4X2z0HzpwZQBj fMEywu69bHpgd7 PEABSOr 7dws H7KTr 85p2tLaxjgcP
AppSettings WEBSITE_NODE_DEFAULT_VERSION}

Metadata F

Connection5trings

HandlerMappings

Name leploymentdemo

State unning

HostNames mydeploymentdemo. azurewebsites. net}

WebSpace = S

selfLink

Repository5iteName

Sku

UsageState

Enabled

AdminEnabled

EnabledHostNames

51 tEF‘roper‘t'l 1crnsnft Wi ndawfa'-\zure—- Comman I‘t1'| ities.Websites. Se-r\n ces. Inle-bEnt1t'| es. _nteProper‘hef
jorma’l

HostNames: ate mydeploymentdemo. azurewebsites. net, mydeploymentdemo.scm. azurewebsites. net}

AzureDriv

AzureDriveTracelevel

AzureTableTraceEnabled

AzureTableTracelevel

AzureBlobTraceEnabled

AzureBlobTracelLevel

ManagedPipelineMode

WebSocketsEnabled

RemoteDebuggingEnabled

RemoteDebuggingVersion

RoutingRules

Completed

If cmdlet is successful, you will see all the information as shown in the above image. You
can see the URL of vyour website as in this example it is
mydeploymentdemo.azurewebsites.net.

Step 2: You can visit the URL to make sure everything has gone right.

Deploy Website using Deployment Package

Once the website is created in Azure, you just need to copy your website’s code. Create
the zip folder (deployment package) in your local computer.

Step 1: Enter the following cmdlets to deploy your website.

Publish-AzureWebsiteProject -name "mydeploymentdemo" -package
"C:\Users\Sahil\Desktop\deploymentDemo\MyWebsiteOnAzure.zip"

Here in above commandlet, the name of the website just created is given and the path of
the zip file on the computer.
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Step 2: Go to your website’s URL. You can see the website as shown in the following
image.

& @ mydeploymentdemo.arurewebsites.net v Q Search

This is my webiste to be deployed in Azure using Powershell
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26. Backup & Recovery

Azure backup can be used to backing up on-premise data in cloud. Data is stored in an
encrypted mode. The following sections provide a detailed illustration of how to do it using
Azure. In this process, we will first create a backup vault where our data will be stored
and then see how data can be backed up from our on-premise computer. The backup
agent which is installed on the computer, first encrypts the data and then sends it over
the network to the storage place in Azure. Your data is completely safe and secure.

Create Backup Vault

Step 1: Login into your management portal.

Step 2: At the bottom right corner, select New -> Data Services -> Recovery Services
-> Backup Vault -> Quick Create.

Microsoft Azure v

m @ oiskreapsyiessic @ pskwrmeEsvTES/SEC @ nETworkour @ CPUPERCENTAGE @ NETWORK IN

MONITOR ENOPOIN

NAME

al @ SQL DATABASE SITE RECOVERY VAULT ’ QUICK CREATE
tutorialsPointRecovery v

| E STORAGE BACKUP VAULT

o ST

o=

! \

vee RECOVERY SERVICES
N | &

ﬁ A MACHINE LEARNING
@ STREAM ANAIYTICS

REGION

Step 3: Enter the name of vault and select the region. It will be created and displayed in
your management portal.

Step 4: Select the vault and click ‘Download Vault Credentials’ as shown in the following
image.
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hitps//manage windowsamure.com/ @ersahil 138 Thotmail.cnmicrosoft.com#Workspaces RecoverySenvicesExtension/BackupVault/Ic @ || Q Search T e 9 %

tutorialspointrecovery

&3 DASHBOARD  REGISTERED TEMS  PROTECTEDITEMS  COMFIGURE  POLUICIES  JOBS

tutonalsPoiniRe...

- Your backup vault was created.

Follow these steps to get started.

D Skip Quick Start the next time | visit

Protect On-premises workloads

Install Microsoft Azure Backup Agent and register your server.

Download wault credentials that you will use during the agent installation to register the server in the vault. Vault credentials will
expire after 2 days.

PHMOPBELDD

Download vault credentials

~
&

Download Agent

+ NEW

Step 5: It will save a credential file on your computer.

Step 6: Now scroll down the same page in Azure and you will see three options under
‘Download Agent’. Select a suitable option. Let’s choose the third option in the list in this
example.

pa:// manage.windowsazure.com/ @ ersahil 198 Thatmail.onmicrosoft.com@Workspaces/ RecoverySenvicesExtension/ BackupVault C || X Seanch T B U ¥

soft Azure

Follow these steps to get started.

] Skip Quick Start the next time | visit

tutorialsPointRec...

Protect On-premises workloads

Install Microsoft Azure Backup Agent and register your server.

Download vault credentials that you will use during the agent instaliation to register the server in the vault. Vault credentials will
expire after 2 days.

Download vault aedentia

Download Agent

n Manager or Windows Client

PHEMOPLELED

Protect items using the Azure Backup Agent installed in the server.

Select items to protect and specfy how to backup from the Azure Backup Agent user interface on your server

o

Learn More

Step 7: Agent’s setup will be saved on your computer. You will have to install it by
following the wizard. There is nothing very specific in the installation process.

Step 8: At the end of the installation, you will see a button at the bottom of pop-up
window ‘Proceed to Registration’. Click that button and the following screen will appear.
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Step 9: First step is vault identification. Browse the credentials file on your computer
which was saved in the last step.

| Register Server Wizard
Vault ldentification
Wi iFi ion
Salact the vault credentials downloaded from the guick start page in the Microsoft Azere Backup

Wault.

Server Begistration

Vault Credential=  [C:ilUsers\SahilDownloadsitutorialsPosntRecoveny_Wednesday, Mover | Browse I

f Walidating Vaul creceniale ...
= ANEEEEEEEN
|-

al

=

Step 10: Next step in the registration wizard is choosing the encryption setting. You can
enter your own passphrase or let the wizard generate it by itself. Here let’s choose
‘Generate Passphrase’.

Step 11: Browse for the location where you want to save the passphrase. Keeping this
passphrase file safe is very important as you won't be able to restore backups without it.

Encryption Setting

Prosy Configuration Backups are encrypted to protect the confidentiality of youwr data.
Weult Identificstson Generate or type a passphrase to encrypt and decrypt backups frorm this server,

Server Registration Enter Passphrase (rvimimam of 16 characters)
(35} Generate Passphrase

Confirm Passphraze

(35)

Enter a location to save the passphrase

Erowsse

B your passphrase is lost or forgotten, the data cannet be recovered. Microseft Online Services
daes not sawe or thus ase. It 1= strongly recammended you Save pour
passphmase to an external location like a WSE drive or nebwork drive.

Step 12: Click on Next and the file will be saved on your selected location.
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Schedule a Backup

After the wizard in the above section is finished, you will see the following program that
was installed in the previous step, running on your computer. You will come across
selecting the data folder from your computer you want to back up on Azure and the
frequency of backup in this wizard.

Step 1: Click ‘Schedule Backup’ from the right panel.

File Action View Help

@ m|E
Microsoft Azure Backup

,%.‘i: Microsoft Azure Backup supports scheduled backups of files and folders to an online location

/& Backups have not been configured for this server. Click "Schedule Backup" in the Actions pane to configure backup options and schedule a regular backup.

Jobs (Activity in the past 7 days, double click on the message to see details) Change Properties
Jobs | Alerts Open Portal
Time = Message Description About Microsoft Azure Recavery S.

L Privacy & Cookies
View »

H Hep

Status
Last Backup Mext Backup Available Recovery Points Last Recovery
Status: - Status: ot Scheduled Total backups: None Status:
Time: - Time: - Latest copy: - Time:
View details Oldest copy: - View details

View details

In this example, let’s select the data folder named ‘QServicesManagementSystem’.

=3 Schedule Backup Wizard
fgﬁ Select Items to Backup
Gettang started Chick Add,

Sedect ttems to Backup Mame

Specify Backup Schedule Specfy Rems to include In the backup by selecting or cheanng the assaciated check baves. The fiems that you
Sebect Ratention Policy have included in the cument backup 2 almady selectad

Chease Initial Backup Type

Confirmation Bl E £
-] 0 SRECYCLE BN

Modify Backup Progress L Artrius

@k Enioy MVC

F-] L My del drivars

wm] Ju MyFictures

B Mew folder

] Mew folder (2}

@] ). WHbemateSmpleDama

@] play and mevies

-] | QServcesManagement System

w L Sope

[ Songs

m ] Sl Server 2008 R2

@01 ) SAL- ReadingMateral

53 :! L TMA_ \Wstfai v

i & backup bocation includes file types or sub-folders that you de not want to
back up, click Exclusion Settings to remove those items from the backup.

< Previpus Fir Cancel
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Follow the steps as pop up on the screen and are quite understandable. You are allowed
to back up 3 times maximum and you can choose from daily and weekly frequency.

Step 2: In the following step, select how long you want to keep the backup in your online
storage. Set it according to your need.

(=FL: Select Retention Policy

Getting started
Select [tems to Backup
Specify Backup Schedule

Speaify the retention policy for the backup copy

Select Retention Policy ot b g - S iy 180

Choose Initial Backup Type

|+ Weekly Retention Policy
Confirmation
Sunday [w 1130 PM

Madify Backup Progress Fistain backup Modify At |[] T.o0AM for 10415 Wesks

copies taken on
[] Moty Ristantian Polcy

Rietain backup | Sunday of Last Week - || 1130 PM
copias taken o = Medify | At ] T00AM far 60 2 Months
On day{sh 1

[+ Yeary Retertion Polcy

Sunday of Last Week [+ 1130 PM
mm ® | of M:ryrh Modify At | | TO0AM for 103 Years
March 1

< Previous Mt = Cancel

Step 3: You can choose the ‘Backup Now’ in the left panel of backup agent. It will save a
copy of your data that very moment. Then you can see it in your management portal by
selecting the backup vault and going to its dashboard.

anage windowsazure.com B ersshi

tutorialspointrecovery

&3 DASHBOARD REGISTERED ITEMS PROTECTED ITEMS COMFIGURE POLICIES JOES
‘tutorialsPointRec...
usage overview Quick Glance
e Windows Senver
o Sys ter Data Protection
1] Msnager or Client

(&) Download Agent For Windaws Server
WINDOWS SERVERS REGISTERED TO CLOUD Ess . :
@ Voult credentists
@ Leamn about the storage replication
settings of vault

(3 Learn mare sbo

billing model

ut the Azure Backup

TOTAL STORAGE CONSUMED IN AZURE STATUS

Agtive
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You can see in the following image that there is one item listed under ‘Jobs’ section as
data has been backed up by selecting ‘backup now’. This section will display all the
activities in backup task. Details of the backup schedule is displayed under ‘Status’ section.

Step 4: You can recover the data by selecting ‘Recover Data’ in backup agent and following

the wizard.

File Action  View Help
e m BE
Microsoft Azure Backup

,::: Microsoft Azure Backup supports scheduled backups of files and folders to an online location

Jobs [Activity in the past 7 days, double click on the mesage to see details)
Jobs  Alets

Time X Message Description

11/4/2013 541 PM Job completed.

|Bacwp &

Register Server

& Back Up Now

& Recover Data

ope
Open Portal
About Microscft Azure Recovery 5.
& Privecy & Cookies
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View b
H e
Status.
Last Backup Mext Backup Available Recovery Points Last Recovery
status: (@) Successful Status: Scheduled Total backups: 1 Status:
Time 1142015541 PM Time:  11/8/2015 .00 AM Latestcopy:  11/4/2015 541 PM Time:
9 view details Oldest copy: ~ 11/4/2015 5:41 PM B0 View details
B Wiew details
Scheduled Backup
& regular scheduled backup is configured for this server, Destination usage reflects how the backups froen this server are stored in the clowd storage, Space allocation data is
updated on 2 daily basis; recent backups might nat be included in this calculation.



27. Self-Service Capabilities

The self-service capabilities here refer to the ability to manage group, users profile and
passwords. These capabilities are helpful in reducing the cost and labor of the IT
departments. It enhances the user experience and removes the unnecessary hassle of
asking for permissions of the administrator. Self-service capabilities enable the users to
manage the mentioned services without compromising the security of the systems.
Everything happens within the policies set by the organization.

Group Management

Let us say few people in an organization want to create one group where they can connect
with each other for certain period of time. Usually, they will have to ask for the
administrator to create a group for them. But in Azure active directory, one person can
create a group and others can join the group without having to ask the administrator. Also,
the group owner can handover the ownership of the group to someone else by himself.

Password Management

Azure Active directory offers the services that lets the users (client’'s employees or
application users) to manage their password on their own. The end users can make a self-
registration for password reset. Additionally, this service includes the resetting and
changing the password by the end users.

Self-service capability policies are completely controlled by the administrators of Azure
Active directory. They can configure the policies in accordance with their organizations
policy. They can view the reports on end user password resets, change, etc. This way
administrators can monitor the user’s activities for their account management, even after
making them capable of self-service.

In order to use this service, organizations must subscribe to basic or premium version of
Azure active directory. There is a detailed demonstration of self-service password reset
and group management using Azure Active Directory in a separate chapter of this tutorial.

141

@ tutorialspoint

EIMPLYEAEGEYLEARNING



28. Multi-Factor Authentication

All of us at some point have encountered multi-factor authentication. For example,
customers of some banks receive a call or one-time password as text message on their
mobile phones while signing in to their bank account online. The multi-factor
authentication refers to the system in which more than one system authenticates the user
to access an application. The multi-factor authentication offers better security for Azure
clients. It lets the client choose if they want to use more than one system of credentials
to allow the users to access the applications. Multi-factor authentication can be used to
protect both on-premise and on-cloud directories.

In this process, the user first signs in with the username and password in a normal way.
The credentials are verified and then if the automated call authentication is activated, the
user receives a call and is asked to confirm the sign-in attempt.

e Mobile App: Mobile apps for all platforms (Android, iOS and Windows) are
available. This app pushes a notification when a sign-in attempt is made and then
the user can choose to authenticate, if it is genuine attempt.

¢ Text Message: This method sends a one-time password to the registered mobile
phone of the user. They either reply from their phone or enter the one-time
password into their sign-in page.

e Automated Call: The automated call asks for the user to validate the sign-in
attempt by pressing a key on their phone’s dial pad.

Create a Multi-Factor Authentication Provider

Step 1: Click ‘New’ at the left bottom corner -> App Services -> Active Directory -> Multi
Factor Auth Provider -> Quick Create.

/managewindowsazure.com/ @ ersahil1987hotmail.onmicrosoft.com#Workspaces/All/dashbeard [ Q, Search ﬁ = v}

Microsoft Azure |~ Subscriptions @ ersahil tmail.com g

EEER AuLmEms all items

|||| DIRECTORY ’ QUICK CREATE NAME
e@ BIZTALK SERVICE

— tutPointauth
x ACCESS CONTROL
. & o
usaGe mopeL 4
ke

o -1 MULTI-FACTOR AUTH PROVIDER
u{i’ AUTOMATION Per Authentication
Ll

".:",: o Per Enabled User
- SCHEDULER Per Authentication
ﬁ Do not link a directory v

C& API MANAGEMENT

nged after the Multi-
has been created.

m OPERATIONAL INSIGHTS

® REMOTEAPP
| @ ACTIVE DIRECTORY
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Step 2: Enter the name for the provider.

Step 3: Select Usage model. Let’s choose ‘Per Authentication’ for this example. Please
note that you won't be able to change the usage model once multi-authentication provider
is created. So please take your needs in consideration before choosing it.

managewindowsazure.com/@ersahil1987hotmail.onmicrosoft.com#W

rkspaces/All/dashboard a || Qs

Microsoft Azure | »

ALL ITEMS a || items

DIRECTORY ’ QUICK CREATE NAME

BIZTALK SERVICE
tutPointAuth [/}
ACCESS CONTROL

CDN i
USAGE MODEL &%

MULTI-FACTOR AUTH PROVIDER
AUTOMATION Per Authentication v

SCHEDULER DIRECTORY

Do not link a directory
API MANAGEMENT

Da not link a directory
tutorialspoint
OPERATIONAL INSIGHTS TestGroup

Default Directory
REMOTEAPP

ACTIVE DIRECTORY

CREATE &/

Step 4: Next, there is an option, if you wish to link the existing directory or not. Here,
let’s link an existing directory name ‘tutorialspoint’ that was previously created to this
multi-factor provider.

Step 5: After you click ‘Create’, it will be listed in your services list. Select the multi-factor
provider you just created and you will the following screen.
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Microsoft Azure |~ CREDIT STATUS Subscriptions @

tutpointauth

tutPointAuth
utrointAy general

USAGE MODEL Per Authentication

tutorialspoint

DIRECTORY

Step 6: Select ‘Manage’ at the bottom of the screen and you will be taken to a new page
as shown in the following image.

Step 7: Select ‘Configure’ to choose the authentication.

@ hitps://pfweb.phonefactor.net/framefactory v| < Q Search

Azure Multi-Factor Authentication

& Contact Support @ Help

USER ADMINISTRATION Welcome
Block/Unblock Users

One-Time Bypass . o . .
Tokenless multi-factor authentication is now available to your company. If you have any questions, please contact support.

VIEW A REPORT tutPointAuth

Account ID: HGUO-MQ6-PPP28
Usage

Server Status
Blocked User History D VIEW A REPORT

View usage of all users of Multi-Factor Authentication within an organization

ﬁ CONFIGURE

Bypassed User History
Fraud Alert

Queued
Configure Multi-Factor feEntication settings such as caching, voice messages and notifications received by users
CONFIGURE
Settings ¢ DOWNLOADS
Cachin i- icati
g Download the Multi-Factor Authentication Server

Voice Messages

Bloaitooai
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Step 8: You can set the number of attempts, change the phone number from where the
call is made (default number is already there), two-way message timeout (default is 60
seconds), one-time password’s timeout (default is 300 seconds) under general settings.
You can also provide an e-mail address where you can be notified if one-time password is
bypassed.

€ am pfweb.phonefactor.net/framefact c

Azure Multi-Factor Authentication

USER ADMINISTRATION Configure Setting

Configure your Multi-Factor Authentication settings below

General Settings
or Status ¥ Allow 4 attempts during Multi-Factor Authentication call
cked User History [[] Say extension digits when prompting for extension (Server/SDK only)
istory Caller ID Phone Number
8553308653 (US phone numbers only)
Two-Way Text Message Timeout Seconds (Server/SDK Only)

60

One-Time Bypass
A Default One-Time Bypass Seconds
ifications 300

Send one-time bypass used notifications to these email addresses
DOWNLOADS
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Step 9: Scroll down the page and you will see fraud settings. Under Fraud Setting, you
can choose to allow the users to send fraud alerts, block the user if an alert is reported
and also set an e-mail address where alerts are sent.

Fraud Alert
Allow users to submit Fraud Alerts
Block user when fraud is reported

Code To Report Fraud During Initial Greeting

Send fraud alert notifications to these email addresses

sangeeta@gservicesit.com

Account Lockout (PIN Mode Only)

Lock user account after 4 consecutive Multi-Factor Authentication denials
Reset account lockout counter after 10 minutes
Unlock account after 10 minutes

Send account lockout notifications to these email addresses

sangeeta@qservicesit.com

Save

After the multi-factor authentication is activated for the users, they will be asked to choose
one of the three methods (automated message, text message or mobile app) when they
sign in to their account next time. The chosen method will be used to authenticate them
each time they sign in to their account.

Enable the Multi-Factor Authentication for Existing Directory

One way is to link the directory to multi-factor authentication provider while creating it,
as we seen in the previous section. However, you can also do it in the following way for a
particular user.

Step 1: Go to your directory by choosing it from the left panel and click ‘Manage Multi-
Factor Auth’ at the bottom of the screen.
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@ ersahil_1987@

Microsoft Azure CREDIT STATUS Subscriptions

hotmail.com |
[}

testgroup

&3 USERS  GROUPS  APPLICATIONS  DOMAINS  DIRECTORY INTEGRATION CONFIGURE REPORTS  LICENSES

Default Dirertory DISPLAY MAME USER NAME SOURCED FROM pel
5
TestGroup
B Sahil K testuserd1@sahilk.onmicrosoft.com Microsoft Azure Active Directary
tutarialspoint
Sahil Kataria ersahil_1987@hotmail.com Microsoft account

sangeeta@sahilk.onmicrosoft.com Microsoft Azure Active Directory

+ ODPODOD

Step 2: It will take you to the following screen. Here you can select the user and enable
or disable the multi-factor authentication for the user.

ory.windowsazure.com/usermanagement/multifactorverification.aspx?tenantid=5146ac6e-b1d5-4670-a11f-¢12 v | C Q Search ﬁ’ B

Microsoft Azure ersahil_1987@hotmail.com | 2

multi-factor authentication

users service settings

Note: only users licensed to use Microsoft Online Services are eligible for Multi- Factor Authentication. Leam more about how to license other users,
Before you begin, take a look at the multi-factor auth deployment guide.

View: | Sign-in allowed users |E|
Multi-Factor Auth status: | Any |E|
[J DISPLAY NAME « USER NAME ;K;L;'“UOR“UTH
[0 Ssahil K testuser01@sahilk.onmicrosoft.com Disabled t
Sahil Kataria ersahil_1987@hotmail.com Disabled Sangee @
et hilk. i ft.c
sangeeta sangeeta@sahilk.onmicrosoft.com Disabled nosseGianmerese

quick steps

Manage user settings

Enable Multi+actor Authentication for On{remises Applications

When you create a new multi-authentication provider using the management portal and
select to manage it, you are taken to the page as was shown in the first section of this
chapter. If you want to enable the multi-factor authentication for your on-premise
application, you have to install the authentication server by clicking the highlighted link.
Then you can configure the setting as desired.
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Step 1: Click the link encircled in the following image.

@ https://pfweb.phonefactor.net/framefactory

Azure Multi-Factor Authentication

& Contact Support | & Help

USER ADMINISTRATION Welcome
Block/Unblock Users

One-Time Bypass . o . .
Tokenless multi-factor authentication is now available to your company. If you have any questions, please contact support.

VIEW A REPORT tutPointAuth

Account ID: HGUO-MQ6-PPP28
Usage

Server Status
Blocked User History D VIEW A REPORT

View usage of all users of Multi-Factor Authentication within an organization

Bypassed User History

Fraud Alert
Queved ﬁ CONFIGURE

Configure Multi-Factor &+ entication settings such as caching, voice messages and notifications received by users

CONFIGURE
Settings DOWNLOADS
Caching Download the Multi-Factor Authentication Server

) —
Voice Messages

Blosis

Step 2: You will be taken to the following screen, download the setup and generate
activation credentials in order to login to the server.

pfweb.phonefactor.net/framefactory c Q Search

Azure Multi-Factor Authentication

H Contact Support |« Help

USER ADMINISTRATION Downloads Server
Block/Unblock Users
One-Time Bypass

Download a copy of the Multi-Facter Authentication Server, Be sure to install directly on the server to be protected.

VIEW A REPORT

Usage MULTI-FACTOR AUTHENTICATION SERVER (version 6.3.1) Release notes
Server Status The Multi-Factor Authentication Server supports the following platforms:
® Windows Server 2012 R2

Blocked User History

Bypassed User History : wndows Server 2012
Eraud Alert indows Server 2008 R2
® \Windows Server 2008, SP1, SP2

Queued ® Windows Server 2003 R2
CONFIGURE ® Windows Server 2003, SP1, SP2

) ® Windows 8.1, all editions
Settings ® Windows 8, all editions
Caching * Windows 7, all editions
Voice Messages ® Windows Vista, all editions, SP1, SP2

Motifications

DOWNLOADS
Server Generate Activation Credentials
SDK
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29. Forefront Identity Manager

Forefront Identity Manager (FIM) is an identity management software that manages the
user’s profiles on premises of the organization. It is also known as Microsoft Identity
Manager (MIM) or Microsoft Forefront Identity Manager (MFIM). We discussed about Azure
Active Directory in this tutorial earlier. FIM is an on-premise version of Azure Active
Directory. This software was in existence long before Windows Azure services were
launched. As the cloud services evolved, there was a need of user’s profile management
in Azure as well. Thus, Microsoft improved the software with the ability to link it with the
Azure Active Directory.

Imagine a situation in which a company has their partial data or extended infrastructure
on the cloud. This brings up the need of providing access to end user’s on both the locations
(on-premise and cloud). FIM lets the users access the data on cloud securely. It also
handles the synchronization. It is a very easy interface to create users, set password, and
authorize users to reset their own passwords.

Experts find FIM less complex and easy to operate as compared to other identity
management software. Also it is easy to use synchronies and use in the environment
where Microsoft products are being used.
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FIM can be connected to Azure Active Directory using the tool Forefront Identity Manager
Connector for Windows Azure Active Directory. This tool helps to synchronize the data on-

premise in FIM to the Azure Active Directory.

L

& Create Management Agent
Management Agert Designer
= Create Management Agent anagement Agectia
L | Windows Azure Active Directory (Microsoft) B 3
FIM 2070 Cormiecaor 0 COmImarieate with the dows Azure Active Directory
service.
Name:
Description:
Architecture:
|Proo%s :I
I~ Run this management agent in a separate process
ok [[ Net> | Cancel Help I/
Source: blogs.msdn.com
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Microsoft Azure

Once you have downloaded and installed the tool, you have to simply follow the wizard,
in order to connect your FIM information with on-cloud Azure Active Directory.

Manageent Agert Tssigner ] Connecty

<Back [[ Net> | cancel | Hebl/ﬁ

Source: blogs.msdn.com
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30. Datalmport and Export Job

This is very useful service for the clients in case a large amount of data cannot be accessed
over the network from their storage account. Azure gives an option to its clients that they
can put their data on a hard drive and ship them to Azure datacenters. That data is then
uploaded to their storage account. Similarly, if data is needed to be downloaded by the
client that is not viable to do over the network, they can ship an empty hard drive to the
datacenter and Azure team will copy the data to that drive and ship it back to the client.
In both cases, the data is encrypted.

Data Export Job

Let's assume you have a large amount data in your Azure storage account and you want

a copy of that data.

Create an Export Job

In this process, you will be given a shipping address, to where the empty hard drives
needs to be shipped.

Step 1: Login to Azure management portal and select the ‘Storage’ from the left panel.
Step 2: Select the storage account.

Step 3: Click ‘Import/Export’ from the top menu.

Step 4: Create ‘Export Job'.

¢ || Q Ssearch

ittps://manage.windowsazure.com/ @ersahil1987hotmail.onmicrosoft.com#Workspaces/StorageExtension/Storagefccount/gcporta

Microsoft Azure CREDIT STATUS Subscriptions @ ersahil 1987@hotmail.com

gcportalvhdsnpvtc7rmdgk8

&3 DASHBOARD  MONITOR  CONFIGURE — CONTAINERS W IMPORT/EXPORT
gcportalvhdsnpvt...

[vportaivhds61w?... STATUS |AH V‘ TIPE |AH V|

TRACKING NUMBER | ‘ JOB NAME | |

No jobs have been created yet.

P aveoRila

CREATE EXPOR}
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The following screen will pop up.

CREATE AN EXPORT JOB

Before you ship

You'll need to send us your hard drives before we can export your data. We'll ship the drives back to
you. Learn more,

1 Complete this wizard
2 Use one of our supported shipping carriers to send us your blank drives

3 Return to the portal, and provide your tracking number

Terms and Conditions

Step 5: On clicking the next arrow, you will see the following screen, where you will have
to provide your contact and shipping details.

CREATE AN EXPORT JOB

Contact details

CONTACT NAME CONTACT PHONE
sangeeta 0123456789
CONTACT EMAIL

sangeeta@test.com

RETURN ADDRESS

test test

|:| Save the verbose log in my ‘waimportexport’ blob container

153

' tutorialspoint

EIMPLYEAGSYLEARNING



Microsoft Azure

Step 6: In the next screen, you will have to select the Blob Data you want to export. You
can specify the path or choose to export all blob data from the storage account.

CREATE AN EXPORT JOB

Select data

[V EXPORT ALL BLOB DATA FROM THE STORAGE ACCOUNT Export at least one blob

SELECTOR BLOB PATH

Starts with

Step 7: Enter a name for job in lower case letters. Address you can see here is the address
where the hard drives is to be shipped. This address is based on the location of my storage
account.

CREATE AN EXPORT JOB

Next steps

JOB NAME

mytestexport

SELECT DATACENTER REGION

South Central US

Windows Azure Import Export Service
5150 Rogers Road

San Antonio, TX, 78251

UsA
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Step 8: In the next step, you will have to provide the shipping details of the hard drive
for delivery to datacenter and return to your location.

CREATE AN EXPORT JO

Shipping details

RETURN CARRIER ACCOUNT NUMBER

|§Se|ect a carrier Hhd ‘

D | will provide my tracking number for this export job after shipping the drives.

DELIVERY CARRIER TRACKING NUMBER

DRIVE DESTINATION

Windows Azure Import Export Service
5150 Rogers Road

San Antonio, TX, 78251

Usa

Step 9: Click next and you are done.

Hard Drives to Be Shipped

In order to determine how many hard drives you need for the Blob data, you will have to
use Microsoft Azure Import/Export Tool. You will have to download and install this tool on
your machine. Only 3.5 inch SATA hard drive I/II are up to 6TB supported.

Ship the Hard Drives

You need to ship the hard drives to the shipping address obtained while creating the export
job. Then you need to come back to the management portal to enter the tracking number,
in case you chose to provide the tracking number after shipping in the screen above.

Decrypt the Data

You will have to enter the decryption key before reading the data on hard drives. You can
get the decryption key from your management portal by selecting the job name.

Data Import Job

If you want to store the large amount of data to your storage account, you can do so by
saving it on the hard drive and shipping it to the datacenter.

Prepare the Hard Drives
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You will have to use Microsoft Azure Import/Export Tool to prepare the hard drives. As
mentioned in earlier section, the only 3.5 inches SATA hard drives are supported for this
purpose. This process will create a drive journal file that you will need while creating the
import job in management portal. The journal file will be saved on your computer.

Create Import job

Step 1: Login into the management portal and go to the storage account.
Step 2: Select ‘import/export’ at the bottom of the screen.

Step 3: Select ‘Create Import Job’.

Step 4: Check the checkbox and click Next.

CREATE AN IMPORT JO

Before you ship

Send us one or more physical disks, and we'll upload your data into your storage account.
Learn more,

1 Prepare your hard drives using the drive preparation tool.

D I've prepared my hard drives, and have access to the necessary drive journal files.
2 Complete this wizard
3 Ship your package using one of our supported shipping carriers

4 Return to the portal and provide your tracking number.

Terms and Conditicns

Step 5: In the next screen, provide the contact details of the return shipping address.
Enter the details and click Next.
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CREATE AN IMPORT JOB

Contact details

CONTACT NAME CONTACT PHOME

CONTACT EMAIL

RETURMN ADDRESS

D Save the verbose log in my ‘'waimportexport’ blob container

Step 6: Upload the Drive Journal File that was created while preparing the hard drive.

CREATE AN IMPORT JOB

Drive Journal Files

Add at least one drive

JOURNAL FILES DRIVES

| ol ‘ BROWSE FOR FILE Nao files have been uploaded yet.

Step 7: Enter the name for import job.
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Step 8: Enter the shipping details for the delivery of hard drives to the datacenter and
return to your location.

Ship the Hard Drives to the Datacenter

Ship the hard drive to the address obtained while creating import job in the management
portal. Enter the shipping tracking number for the job in the management portal in order
to complete the job.
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31. Websites

There is a detailed description of how to create websites in Azure in the chapter, ‘Compute
Module’. Azure websites service is named ‘Web Apps’ everywhere in the management
portal so don’t get confused. This chapter will discuss few more terms associated with
Azure websites. In normal hosting environment, developers usually encounter problem
when they deploy their websites in production. Azure websites service ensures that
developers encounter least problems while deploying their websites. Also, Azure website
service comes under PaaS (Platform as a Service). This means that websites can be
deployed without actually having a full-fledged infrastructure.

Create a Website in Azure Management Portal

Just to reconnect with the website creation, let’s take a look at these steps of how to create
a website in Azure Management portal.

Step 1: Login to your management portal.

Step 2: Click ‘New’ at the left bottom corner of the screen -> Compute -> Web Apps ->
Quick Create.

://managewindowsazure.com/@ersahil198Thotmail.onmicrosoft.com®Workspaces/All/dashboard (<} Q Search T} E 0 ‘

Microsoft Azure | v

ALL ITEMS a” itemS

URL
COMPUTE @ WEB APP QUICK CREATE
tutorialsPoint

DATA SERVICES @ VIRTUAL MACHINE CUSTOM CREATE -azurewebsites.net
APP SERVICE PLAN

SERVICES VOBILE SERVIC 0M G 3
APP SERVICES E MOBILE SERVICE FROM GALLERY Default? {East US, Shared) v

%y NETWORK SERVICES & | CLOUD SERVICE

MARKETPLACE

E.“ BATCH SERVICE
B 4

CREATE WEB APP  +/'

Step 3: Enter the details as shown in the picture above and click ‘Create Web App’.

Step 4: Go back to websites in your management portal and you will see it listed. Click
the URL.
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Subscriptions @  ersahil_1987@hotmail.com

web apps

WEB APPS
2 NAME STATUS SUBSCRIPTION LOCATION PRICIN... = URL el

I:El VIRTUAL MACHINES
0
tutorialsPoint - J Running BizSpark East US Share."

E MOBILE SERVICES
o

You will be taken to the website that you just created.

Qservices +/ Runnin g BizSpark East US Shared  gservices.azurewebsites.net

|
4 wionalspomt.azurewebsites.net
B > >

This web app has been

successfully created

There's nothing here yet, but Microsoft
Azure makes it simple to publish
content with GIT, FTP or your favorite
development tool such as Visual Studio
Visual Studio Online or WebMatrix

Deploying Azure Website from Visual Studio

Let’s publish our website from Visual Studio in the domain name we just created. After a
website or web application is created in Visual Studio.

Step 1: Go to Solution Explorer and right click on the website/webapp name.

Step 2: Choose ‘publish’.
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> myFirstAzureWebsite - Microsoft Visual Studio (Administrator) £3 Y9 |Quicklaunch (Ctrl+Q) P & x
FLE EDIT VIEW PROJECT BULD DEBUG TEAM TOOLS TEST ARCHITECTURE AMALVZE WINDOW HELP 1. Navjot Singh -
- [ - - - P Firefox - ¢ - Debug - ek = n s
£ Defaulthtml + X ~
] ! + v
g a:n:ﬁﬁ:inziﬂtztp:11m.u3_org119991xhtml"> z AR
E Fi<head> Search Solution Explorer (Ctrl+;) P ~
- L/hezziﬂe”"ﬁﬂ“ 131 Solution 'myFirstAzureWebsite’ (1 pi
S <body> = e ArureWebsite
This is my first azure website &3 Build oerties
</body> Rebuild SublishProfiles
</html> Clean 2 tutorialsPoint.pubxml|
- A::(r: :ﬂy\ nfo.cs
anahze " aulthtml
Convert config
Scope to This
Bl Mew Solution Explorer View
£, Show on Code Map
Add ,
B Manage NuGet Packages.
wo% - £ Setas StantUp Project
Debug ,
Tt s Source Control 5
Show output from: | Subversion - AnkhSVN - £ m ¥ cut ChrleX.
Paste Ctrl+V
X Remove Del
£ Rename
Unload Project
@ Open Folderin File Explorer

Step 3: In this step, you need to connect to Azure subscription account in order. Click

‘Import’.

Select or import a publish profile

Connection |

Import...

Settings [ Manage Profiles...

Preview

Publishing to Windows Azure Web Sites? Sign up for a free account

Find other hosting options at our web hesting gallery

<prev || Net> || Publish || Close

Step 4: Click ‘Add Azure Subscription’.
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Publish Web .
@‘ Publish Web
Praofile Select orimport a publish profile
Connection
Fhnge ) Impart from a Windows Azure web site
Freview

) Impart from a publish profibe file

Browse...

< Prev Mest = Pubdish | | Close

Step 5: For the first time, you will have to ‘Download Subscription file'.
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Publish Web ?

@‘ Publish Web

Conmection Impart Publish Profile

Select or impoat a publish profile

subscription information and credentials.

Downiload subscniptson file

File lecation:

Cinling privacy statement

< Prex et Publish || Close |

Step 6: The above step will download a file with extension .publishsetting on your
computer (if you are not logged in, it will ask you to login before downloading).

Step 7: Come back to the same pop-up and now browse for the file that was just
downloaded.

163

' tutorialspoint

EIMPLYEAGSYLEARNING



Microsoft Azure

Download subscniption file

File location:

Online privacy saterment

Publish Web

Import Publish Profile

Import the file containing your subscripbion infarmation and credentials,

it Users' Sahilh Downloads’ BizSpark-11-7-201 5-credentials. pubhshsettings

Impart

< Frev Mt =

Publish Claze

Step 8: Now expand the dropdown and you will see the websites available in your
subscription. As in the picture below you can see two websites. Let’s select ‘tutorialsPoint’.
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Publish Wel ?

Praofile Select or import a publish profile
Connection

Setts
B ® Imgart from a Windows Azure web site

Preveew tuternals@aint *-| Fia... |

Ciservices subscription
tutorialsP aint

) Impart from a publish profile file

< Prev Mt > Publizh | | Cloze

Step 9: On the following screen, leave the defaults on. There are many options for public
methods. We need ‘Web Deploy’ method here. Click ‘Validate Connection’.

Step 10: On the next screen, again the leave the defaults on.

Step 11: Finally on the last screen, click publish.
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&> publish Web

tutorialsPoint

tuterialspoint.sem.azurewehsites.net: 4d3: tutonalsPaint

[ Hare Action

Databases

0 Mo databases Townd i the graject

Step 12: Go to the URL of website and you will see your content.

& http://tutorialspeint.azurewebsites.net/ o~ (& tutorialspoint.azurewebsite,.. ¥

File Edit View Favorites Tools Help

This 15 my first azure website

You can see how easy it is to deploy a website in Azure using Visual Studio. You can make
changes in Visual Studio and publish it from there itself. This makes testing of applications
very easy.
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Monitoring the Website

In the management portal, if you go to the website’s dashboard you can see the figures
related to the website. You can control lots of things related to your website from this
section of your management portal. You can see the website metrics, create backup,
configure setting, and scale the website.

Step 1: To see the website metric, select monitor from top menu and you will see the
following screen.

//manage windowsazure.com/ @ersahil1987hotmail.onmicrosoft.com#Workspaces/WebsiteBxtension/Website/tutorialsPoint/n @) 7 | & | | Q Search e 9 ¥

hotmail.com | %
[ |

Microsoft Azure | CREDIT STATUS Subscriptions @  ersahil_1987

tutorialspoint
&3 DASHBOARD MONITOR WEEJOBS CONFIGURE SCALE LINKED RESOURCES BACKUPS

Qservices @ crunme @ oatain @ pataour @ HTTPSERVERERRORS @) REQUESTS RF_LAﬂvi ~ iHOUR +U

tutorialsPoint
2.95 KB

420 425 430 435 440 445 450 455 500 505 510 515 5:20
NAME SOURCE MIN MAX NG TOTAL ALERT RULES el
0 CPU Time tutorialsPoint Oms 109 ms 291 ms 294 ms Not Configured
o Data In tutorialsPoint 0B 2.95KB 194,18 B 6.26 KB Not Configured
o Data Qut tutorialsPoint 0B 1.82 KB 124586 4,01 KB Not Configured
o Http Server Errars tutorialsPoint 0 2 0.06 2 Mot Configured

Step 2: Go to the website and select ‘Dashboard’ from the top menu.

Step 3: Scroll down and you will see the following information.
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://manage.windowsazure.com/@ersahil1987Thotmail.onmicrosoft.com#Workspaces/WebsiteExtension/Website/tutorialsPoint/dashl & | C' Q Search ﬁ @ ‘

@ ersahil_1

Microsoft Azure |~ CREDIT STATUS Subscriptions

otmail.com &

CONFIGURE AUTOSCALE (3) Set up deployment credentials

AUTOSCALE OPERATION LOGS (3)

Reset your publish profile credentials

(ONGNO)

Set up deployment from source
usage overview control
Qservices @ Add a new deployment slot

tutorialsPoint Il TUTORIALSPOINT [l OTHER WEB APPS AVAILABLE

@ Troubleshoot

0 HOURS
‘ STATUS

Runnin:
CPUTIME (RESETS IN 12 HOURS 21 MINUTES) 0% of 4 HOURS / DAY ?

MANAGEMENT SERVICES

0.06 MINUTES Operation Logs

CPUTIME - MINUTE LIMIT (RESETS IN 2 MINUTES) 2% of 3 MINUTES / 5 MINUTES VIRTUAL IP ADDRESS

Mo IP-based 551 binding is configured

FILE SYSTEM STORAGE 5% of 1024 MBE
m PRICING TIER
Shared
MEMORY USAGE (RESETS IN 21 MINUTES) 28% of 512 MB / HOUR FTP HOST NAME

ftp://waws-prod-blu-
017.ftp.azurewebsites.windows.net

URL
tuterialspoint.azurewebsites.net

linked resources

TOoRHa 8RB

FTPS HOST NAME

Staged Publishing

Windows Azure enables the deployment of a website in stages. You can create the
deployment slots.

//managewindowsazure.com/@ersahil198Thotmail.cnmicrosoft.com#Workspaces/Websitebxtension/Website/tutorialsPoint/q @ 7 | @ || Q Search wl B ¥+

hatrmail.com |

Microsoft Azure |~ CREDIT STATUS Subscriptions @ ersahil_

&2 DASHBOARD MONITOR ~ 'WEBJOBS ~ COMFIGURE SCALE LINKED RESOURCES ~ BACKUPS

Your web app has been created!

Here are a few options to get you started

Qservices
mydemowebiste

tutorialsPoint [ Skip Quick Start the next time | visit

% Get the tools

Install Visual Studio Express for Web  Install a Windows Azure SDK Learn how to add Weblobs to your app

dd a new deployment slot

Publish your app

Download the publish profile  Set up deployment credentials
publishing

Learn about staged

? Integrate source control
1

Set up deployment from source control

indowsazure.com/@ersahil1987hotmail.onmicresoft.com*Workspa Wi /Website/tutorialsPoint

Add a Deployment Slot for Testing Before Production
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Basically, this feature allows you to deploy your website in a separate slot for testing
purpose and then switch the slot. If anything goes wrong, you can simply go back to the
previous version by changing the slot. Sometimes, applications don’'t behave well as they
are expected to at a large scale, this feature comes handy in such situations. This makes
deployment tasks very easy for developers and organizations.
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32. Scalability

Scaling is adaptability of the system to the changed amount of workload or traffic to the
web application. One of the great features of Azure service is its ability to auto scale
according to the demands of the application usage.

Basically, increasing or decreasing the resources for application is called scaling. Instance
is created each time a web app is deployed. Creating the instance means assigning a
server to that application. Increasing the instance means adding up the servers assigned
to that application. The scaling is done by creating more instances which is called scaling
out. Another way of achieving the scaling is provisioning the larger role instances, also
called scaling up.

Configuring scaling is easier in Azure as compared to traditional hosting. The primary
server does not need to be taken down. It also eliminates the physical constraints of adding
resources.

Scaling features depend on the app service plan you opt for in Azure. There are five App
service plans in Azure:

Maximum Instances Auto-scaling Supported
Free 1 No
Shared 1 No
Basic 3 No
Standard 10 Yes
Premium 50 Yes

In free and shared service plan, you cannot scale the application as only one instance is
available. In basic plan, you can scale the application manually. This means you have to
check the metrics manually to see if more instances are needed and then can increase or
decrease them from your Azure management portal. In standard and premium plan, you
can choose to auto scale based on few parameters.
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To see the all options available in different plans:

Step 1: Go to your web app in the management portal and select ‘scale’ from the top
menu. You can see under free service plan only 1 instance is created.

Microsoft Azure |~ CREDIT STATUS Subscriptions @ ersohil_1987@hotmail.com -

&3 DASHBOARD MONITOR ~ WEBJOBS ~ CONFIGURH LINKED RESOURCES ~ BACKUPS

app service plan pricing tier

Qservices

tutorialsPoint

mydeploymentde...

APP SERVICE PLAN PRICING TIER FREE SHARED BASIC | STANDARD

APPS IN THIS APP SERVICE PLAN Qservices
tutorialsPoint

capacdity

With a Standard web app, you can configure autoscale and spend only as much as you need for your service.

INSTANCE COUNT
1 | instances

Il TUTORIALSPOINT AVAILABLE

Step 2: Under shared plan, you can create 1 instance but you don’t have the option of
auto scaling.

Microsoft Azure | CREDIT STATUS Subscriptions ersahil_1987@hotmail.com | S
F ah

&3 DASHBOARD MONITOR ~ WEBJOBS  CONFIGURE SCALE  LINKED RESOURCES  BACKUPS

app service plan pricing tier

Qservices
tutorialsPoint APP SERVICE PLAN PRICING TIER FREE  [RIMALE EASIC | STANDARD
mydeploymentde... PREVIEW

APPS IN THIS APP SERVICE PLAN Qservices
tutorialsPoint

capacity

With a Standard web app, you can configure autoscale and spend only as much as you need for your service.

INSTANCE COUNT .
1 | instances

Il TUTORIALSPOINT AVAILABLE
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Step 3: Under basic service plan, you can create up to 3 instances but do have option to
auto scale. That means you can increase instances manually when you need to. Moreover,
you can choose the size of the instance.

-’-’managE.wwndowsazure‘:om_"@er:ahinSEThctmaiI.cnm\crcscftcan‘u‘."crkspace:_-"\“.'ebsiteExten:\cn-"l"."ebzitE-’tutcnalsPcinb’s(@ v | @ || Q Search ﬁ' =] £ 2

Microsoft Azure | v CREDIT STATUS Subscriptions @ ersahil_1987@hotmail.com &
app service plan pricing tier

APP SERVICE PLAN PRICING TIER FREE | SHARED (STl STANDARD
Qservices
tutorialsPoint APPS IN THIS APP SERVICE PLAN Oservices
mydeploymentde... tutorialsPoint

capacity

With a Standard web app, you can configure autoscale and spend only as much as you need for your service.

INSTANCE SIZE
Small (1 core, 1.75 GB Memory ) v
Small (1 core, 1.75 GB Memory )
Medium (2 cores, 3.5 GB Memory )

INSTANCE COUNT

Large (4 cores, 7 GB Memory ) 1 | instances

I TUTORIALSPOINT AVAILABLE

Step 4: Under standard service plan, you can chose auto-scaling based on:

CPU percentage: You can choose to increase the instances depending upon the average
CPU percentage over a specified period of time. In the following image, you can see we
have chosen to increase the instances up to 3 if average CPU usage gets between 60%
and 80%.

@ e

Microsoft Azure CREDIT STATUS Subscriptions

INSTANCE SIZE
| Small (1 core, 1.75 GB Memory ) v

Oservices EDIT SCALE SETTINGS FOR SCHEDULE | No scheduled times set up schedule times

tutorialsPoint

mydeploymentde...
SCALE BY METRIC NONE cpPU @ INSTANCES
e n

05

0

MNov 04 Now 05 Nov 06 Nov 07 Nov 08 Nov 09 Nov 10 Nov 11
INSTANCE COUNT
1 I-I 3 instances
TARGET CPU
&0 I-I 80 percent
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Schedule: You can set the number of instances that should run for a particular day of the
week or for a particular time in a day. Additionally, you can specify the dates when you
need to increase the instances.

x

Set up schedule times
RECURRING SCHEDULES
D Different scale settings for day and night
Different scale settings for weekdays and weekends
TIME
Day starts: | 8:00 AM ¥ | Day ends: | 8:00 PM 2
Time zone: | (UTC) Coordinated Universal Time hd
SPECIFIC DIATES

MAME START AT START TIME EMD AT EMD TIME

MANE YY¥YY-MM-DD HH AR AN Y¥YY-MM-DD HHAARA AN

v

Here premium option for this application is not discussed. You might see different options
based on your subscription for service plans. But the concept will remain the same.

Things to Consider
e You can change the service plan even after creating it.
e All the instances are from the same service plan. You cannot have one instance

from shared and another from standard for the same application. Thus, you cannot
mix and match instances from different service plans for the same application.

e Even if you have opted for auto-scaling, you should keep a check on metrics and

performance of your application for the best out of Azure. This way you would be
able to save money as well as optimize the performance of the applications.
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33. Disk Configuration

You would have noticed that we can attach a disk to a virtual machine that we create in
Azure. We will be discussing those disks in this chapter. Disk here is referred to the data
disks that can be stored on Azure. All kinds of disks are virtual hard drives with .vhd
extensions. Vhds are the image file that stores the contents of physical hard drive. So they
are images of the files, which we usually find on our computer’s hard drive. There are two
types of virtual hard disks:

e Operating system VHDs and Data Disks
e Image VHDs

On the basis of the extendibility, there are two types of VHDs:

e Fixed Size

e Dynamically Expanding

Azure supports only fixed sized VHDs. If you have to upload expandable VHD you will have
to first convert it to fixed size VHDs. Maximum size supported by Azure is 1 terabyte for a
disk.

Virtual Machine and Disks

When we create a virtual machine, it always resides in a storage account in Azure account.
If there is no existing storage account in Azure, while attempting to create a virtual
machine, Azure will automatically create one. If you already have a storage account, it will
ask you to choose the storage account while creating a virtual machine. There is a detailed
how-to on creating a virtual machine in this tutorial.

Create/Attach a Disk in Virtual Machine

Step 1: Go to the virtual machine.
Step 2: Select ‘Dashboard’ from the top menu.
Step 3: Click ‘Attach disk’ -> Attach empty disk at the bottom of the screen.
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Microsoft Azure ~ CREDIT STATUS Subscriptions @  ersahil_1987@hotmail.com

tutpointym

&2 DASHBOARD MONITOR ENDPOINTS COMNFIGURE
configserver] @ ceupercentace @ oDiskreapBviessec @ DiskwriEsviEs/sEC @ neTworkin @ METWORK ouT JIVE % 1HOUR vU
mastertarget1 ﬁ

e e e

1817 KB /\
i B 25.07 KB

1240 1245 1250 1255 100 105 110 15 130 125 1:30 135 140

recoverydemoVM

tutpointviM

web endpoint status =e=w quick glance

You have not configured a web endpoint for monitoring. Configure one to get started.

@ Visit the new portal PREVIEW
CONFIGURE WEB ENDPOINT MONITORING @

@ View Applicable Applications and
services

autoscale status ©) Reset password (new portal)

Aftach empty disk

0] &

SHUT DOWN ATT)

v}

RESTART

H

Step 4: Enter the details in the following screen that pops up.

Attach an empty disk to the virtual
machine

VIRTUAL MACHINE NAME

tutpointhi

STORAGE LOCATION

hitps://dbportalvhdsk] Srhfwk3 maceblob.corewindaw:

FILE MAME

tutpointvi-tutpointvid-1119-2

SIZE (GB)

3

HOST CACHE PREFEREMCE

MONE | READ OMLY =it
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It will take few seconds to attach the disk to the virtual machine.

Configure the Disk in Virtual Machine

Step 1: Connect to the virtual machine through .rpd file downloaded on your local
machine.

Step 2: In the virtual machine, right-click the windows icon at the left bottom corner and
select ‘Disk Management'.

L tutpointVM - tutpointVM.cloudapp.net:52988 - Remote Desktop Connection

Programs and Features

Power Options
Event Viewer
System

Device Manager

Disk Management

Computer Management
Command Prompt
Command Prompt (Admin)
Task Manager

Control Panel

File Explorer

Search

Run

Shut down or sign out

Desktop
= @ =

Step 3: You will see a message saying Disk is available on the screen. This is the same
disk that you attached in the previous step.
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Volume

(=]
()
s Temporary Stor

= Diske 0
Basic
127.00 GB
Online

sk 1

Disk Management

File Action View Help
= [

Initialize Disk

You must inttialize a disk before Logical Disk Manager can access it.
Select disks:

Microsoft Azure

| Free Spa.. | %!

72 MEB 21
Me75G6EB 92
435968 97

[wf: Dliskc 2

Use the following partition style for the selected disks:
(®) MBR (Master Boot Record)
(_) GPT {GUID Partition Table)

MNote: The GPT partition style is not recognized by all previous versions of
Windows.

m, Active, Prir

oK

Basic

Teamnnrarvy Starans T

B Unallocated [l Primary partition

Step 4: Before you can use it, you need to allocate it. You will see that it is still unallocated.
Scroll down on the same screen and locate the disk as shown in the following image, it is

Disk 2. Right-click

Recycle Bin

=

File Action View

on it and select ‘New Simple Volume'.

Disk Management
Help

= [ 5 B

Deployment Id: 9853840f501:
Internal IP:
Public IP:

Boot Time:

Free Space:

11M17/2015 1,
C:1116.87 GE
D:148.59 GB
Host Name:

Memory:

Volume [Layout [ Type File System | Status [ capacity | Free spa... [ % Free
[=] Simple Basic MNTFS Healthy (5... 350 MB 72MB 21%
o (C) Simple Basic NTFS Healthy (B... 126.66 GB NET56GB 92%
s Temporary Storag... Simple Basic MNTFS Healthy (P... 30.00 GB 4839GB  9T%

=iDisk 2
Basic
5.00 GB
Online

Ml Unallocated [l Prima

(i
New Simple Volume... 5

Mew Spanned Volume..,

Mew Striped Volume...

New Mirrored Volume...

New RAID-5 Volume...
Properties

Help

-

7

tutorialspoint

EIMPLYEAEGEYLEARNING

177



Microsoft Azure

Step 5: Follow the wizard. It will ask very general things, like naming the drive and file
system. In the last screen, make sure to keep the quick format option checked.

Deployment Id: 9853840f50134352ae9

Internal IP: 100.112.150.73

Public IP: 40.117.41.165

Boot Time: 11/117/2015 1:49 AM

Free Space: C:\116.87T GBNTFS
D:\148.59 GB NTF$S

Host Name: TUTPOINTVM

Memory:

Disk Management
New Simple Volume Wizard ﬁ
Format Partition

To store data on this parttion, you must format it fist.

Free Spa... | % Free
72 MB 21%

Choose whether you wart to fomat this volume, and if so, what ssttings you wart to uss 1167568 92%
be.s9GB  97%

O Do not format this volume

(®) Format this volume with the following settings:

File: system: NTFS v

Perform a quick format

[C] Enable file and folder compression

Step 6: After the wizard’s job is over, you will be ready to use the disk. In this example,
we have created the ‘F’ drive. You can create the folder and files or copy your data in the
F drive.

)~ 1 [%» ThisPC » v & | [ Search This PC

- Favorites 4 Folders (6)
B Desktop

& Downloads E Desktop & Documents

= Recent places

18 This PC ]‘% Downloads
@F Metwork h Dictures l -

4 Devices and drives (5)

a Local Disk (C:)
_ y Floppy Disk Drive (A7) 2= H
== S 115 G free of 126 GB

Temporary Sterage (D:) &

— | _{SIE] DVD Drive (E)
"_==_;1/ 42 5 49 9 GB =

New Volume (F:) e
]

—
S 196 GB free of 490 GB

__-!

Mitems 1 item selected
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Delete the Disk

You will have to first locate the disk in order to delete. Locating the right disk is very
important. When you create a virtual machine you select the storage account for it. Disks
reside in the storage account.

Step 1: Go to the storage account of the virtual machine.
Step 2: Click ‘Containers’ from the top menu.

Step 3: Click vhd.

¢ || Q Search

https://managewindowsazure.com/@ersahil1987hotmail.onmicrosoft.com®Workspaces/StorageExtension/StorageAccount/dbport 7

Microsoft Azure | CREDIT STATUS Subscriptions o -

4bportalvhdsk15rhfwk3mxx

&3 DASHBOARD  MONITOR CONFIGURMPORT_-’EXPORT
LAST MODIFIED
—

configserverl

=>»  https/4bportalvhdsk15rhfwk3meceblob.core.windows...  11/17/2015 3:17:05 PM
configserver1 0F93...

tutpointstorage

Step 4: All the vhds in that storage account will be listed. This list will also contain the
vhds from other virtual machines so be very careful while selecting the vhd.

Step 5: Select the vhd you want to delete. You must know the name of the disk in order
to identify it among the several vhds in the list (when you attach the disk you are prompted
to enter the name of the disk).
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€D ersahil_’

Microsoft Azure ~ Subscriptions

vhds

NAME URL LAST MODIFIED SIZE
recoverydemoVM-recoverydemoVh-201..,  httpsi/4bportalvhdsklSrhfwk3Imocblob core.wine  11/19/2015 3:40:13 PM 127 GB
recoverydemoVM.recoverydemoVM.reco... https://dabportalvhdsk15rhfwk3mocblob.core.wine  11/19/2015 3:40:16 PM 467 B

Ut OINtYM-tutpointVM-1119-1.vhd https://4bportalvhdsk15rhfwk3mocblob.coreawing  11/19/2015 2:46:54 PM

h portalvhd 1/19/2015 3:40:17 PM

https://4bportalvhdsk1Srhfwk3mo.blob. core.wing

11/19/2015 3:40:15 PM

tutpointVM.tutpointVh tutpointVii.sta...

Image Disks

Create an image from Virtual Machine
Step 1: Go to the management portal.

Step 2: Select the virtual machine you want to create an image of.
Step 3: Click ‘Dashboard’ from the top menu.
Step 4: Click the ‘Capture’ icon at the bottom of the window.
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Microsoft Azure |« CREDIT STATUS Subscriptions

re coverydemovm

&2 { DASHBOARD ONITOR EMNDPOINTS COMNFIGURE
configserverl o CPU PERCENTAGE o DISK READ B\% o DISK WRITE BYTES/SEC o NETWORK IM o METWORK OUT
mastertargetl

Czcorentenam_23
recovel lemo’
.

tutpointViM

_——~_
0 415 &

s )

410 20 425 430 435 4:40 445 450 455
web endpoint status e quick

You have not configured a web endpoint for monitoring. Configure one to get started.

@ vi
@ vi

COMFIGURE WEB ENDPOINT MONITORING @

autoscale status

Capture the virtual machine

IMAGE MAME

myFirstimage

IMAGE DESCRIPTION (LABEL)

this is demo |mage-|
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Step 6: Once capturing is done, to find the image, follow the points given below:

o Select Virtual Machines from the panel. All the virtual machines in your account will
be listed there.
o Click ‘Images’ from the top menu.

Microsoft Azure | ~ CREDIT STATUS Subscriptions @ emsat

ALLITEMS virtual machines

INSTANCES DISKS

NAME T STATUS SOURCE LAST UPDATE SUBSCRIPTION

myFirstimage - Available 11/19/2015 5:21:53 PM BizSpark

MOBILE SERVICES
0

@ CLOUD SERVICES
4

51 BATCH SERVICES
EJ 1]

Create an Image from Your Computer

This is done through sysprep tool available in all modern Windows operating system.
Step 1: Go C drive -> Windows -> System32 -> Sysprep

Step 2: Alternatively copy the following path in the address bar
C:\Windows\System32\Sysprep

Step 3: Run ‘sysprep’ application. This will create a VHD file on your computer which is
the image of your machine.

K| D Lﬂ = | Application Tools Sysprep
Home Share View Manage
@ = P L » ThisPC » LocalDisk (C:) » Windows » System32 » Sysprep
¢ Favorites MName . Date modified Type Size
B Desktop . ActionFiles 10/29/2015 %59 PM  File folder
& Downloads L en-Us 9/30/2013 9:20 AM  File folder
%% Dropbox . Panther 11/19/2015 442 PM  File folder
‘E:ﬂ Recent places |$ sysprep 10/29/2014 7:29 AM  Application 439 KB
(%) unbel.dll 10/29/2014 7:48 AM  Application extens... 1,027 KB

& Homegroup

18 This PC System Preparation Tool (Sysprep) prepares the machine for
-n Desktop hardware independence and deanup.

| Documents

& Downloads

W Music

= Pictures

H Videos Shutdown Options
i Local Disk (C:) |Reboot

Data (E:)
Official (F:)
*TraWork (G:)
Softwares (H:)
Local Disk (1:)

System Cleanup Action
|Enber System Out-of-Box Experience (OOBE)

[[] Generalize

A o N
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Considerations

You might get confused with the names of vhds, when you have multiple virtual machines
under the same storage account. A way of knowing the name of the vhds associated with
a particular machine is running ‘Get-AzureDisk’ cmdlet in Windows PowerShell. This cmmdlet
will get you all the details of disks in each virtual machine.

Select Microsoft Azure PowerShell - g

|
moWM
I=Corrupted
Label
Location
D elnGB i
Medialink 3 y E Fwlk3mxx. blob. core. windows. net /vhd ecofferydemoVM-recoverydemoWM-2015-1

Mame v
celmageName 3 ' 8f 3 6106__\ o 2-20151022-en. us-127GE. vhd

inityGroup 3

achedTo : RoleName: tutpointWM
ientName: tutpointWM
erviceNMame: tutpointWM

e.wind . net/vhd utpointWM-tutpointwM-2015-11-17. vhd

rver-2012-R2-20151022-en. us-127GE. vhd

Description Get-.
ionId 3d80ee2
OperationStatus : Succeed

AffinityGroup
AttachedTo
entName: twtpointWM
~wiceName: tutpointWM

3 bportalvh . . net/vhds /tutpointW-tutpointvM-1119-1. vhd
: tutpointWM-tutpointWM-0-2

Standard

Get-. rel

3d80ee2a-0f1 ala-bdd5-9c446F1f15b4
: Succeeded

Step 1: Run the following command

Get-AzureDisk

Step 2: Locate your virtual machine name in the list. Under that virtual machine, check
the diskname and medialink for your vhd name and link.
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34. Disk Caching

We saw in the previous chapter ‘Disk Configuration’, how we had to choose cache
preference for the disk we attached. By default it is ‘none’. We can choose read-only or
read/write as per our requirements. This chapter will discuss how this setting affects the

performance of input/output operations.

machine

WIRTUAL MACHINE MAME

Attach an empty disk to the virtual

recoverydemoVM

STORAGE LOCATION

https://4bportalvhdsk1 5rhfwk3maocblob.co

FILE NAME

recoverydemoVM-recoverydemoviM-111%-

SIZE (GE)

HOST CACHE PREFERENCE

ol READ OMLY | READ/WRITE e

HOST CACHE PREFERENCE
The host caching settings for
an operating system disk or
for a data disk improves
performance under some
circumstances. Host caching is
off by default for both read

and write operations for data
disks. Host-caching is on by
default for both read and
write operations for operating
system disks.

Normally, cache settings make considerable improvement when read-write operations with
large amount of data are done. However, if lot of random I/O operations are done, turning
the cache off is preferable as operations on cache incur charges on the basis of number of
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transactions. Random operations will not make any signification improvement in
performance.

Read cache improves the performance, when data is read before, during input-output
operations, and stored into cache. Also cache should be big enough to store all the data

For all the OS disks, in-memory caching is done by default unless it is turned off manually
by the user. If lots of random I/O operations on files are done in OS disks, it is better to
move them in a data disk where by default cache is turned off. Cache settings can be
manipulated using PowerShell command lets, APIs and Azure management portal. We can
set the cache from the management portal while creating virtual machines and data disks.
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35. Personalize Azure Access

We have two portals to access and manage our Azure service by logging in to our Azure
account. Azure management portal has some issues with responsiveness, thus a second
portal named preview portal was designed. The preview portal was launched later to
improve the user experience on tablets and mobile devices.

Clients, who are managing their services through Azure portal, often come here and Azure
team has provisioned the personalization of the look of Azure preview portal. Users can
choose the color and features to be displayed on the dashboard, which makes it easy for
them to navigate through the services in the portal. Let us see what can be personalized
in Azure preview portal.

You can directly login to the preview portal by visiting https://portal.azure.com/ and
using your Azure account or you can switch to it from Azure management portal. Azure
team keeps making little changes but the overall concept remains the same. So when you
try to customize your portal, it might look a little different but the basic features will remain
the same.

Step 1: Login to Azure management portal.

Step 2: Switch to Azure preview portal by clicking on your photo and choosing ‘Switch to
Azure Preview Portal’.

si//manage windowsazure.com/@ersahil1987hotmail.enmicrosoft.com#Workspaces/All/dashboard C || Q Search Wl a 4+ i O

CREDIT STATUS Subscriptions D e

Microsoft Azure | A

HOME  PRICING DOCUMEMTATION DOWNLOADS COMMUNITY  SUPPORT
WEB APPS | Sign out
2 ]

VIRTUAL MACHINES portalvhds8xI83j22prgbn Storage Account +/ Online
0

tutorialspoint Storage Account +/ Online

MOBILE SERVICES
0 Qservices Web app %/ Running

TestGroup Directory & Active

CLOUD SERVICES
0

Default Directory Directory /' Active

BATCH SERVICES tutorialspoint Batch Account +/ Created

azB19278 CDN Endpoint +/ Enabled

azB20638 CDN Endpoint +/ Enabled

ewindowsazure.com/@ersahil1987hotmail.onmicrosoft.com#®

Step 3: You will see the following screen which is the dashboard of your Azure account.
The tiles in the middle of the screen are some of the common tasks performed by Azure
preview portal. To personalize these tiles click the ‘Settings Icon’ encircled.
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Microsoft Azure

B Dashboard - Microsoft Az.. X

€ ) &  nttps://portal azure.com/#

New

Resource groups

il Al resources

Recent

Web Apps

Virtual machines

Browse all

p Access all your resources, all in one place

What's new

@

Service health
@ MY RESOURCES
.
E

Marketplace
Cloud service:

Subsc

T Application Insights

Browse >

How it works

Step 4: It will take you to the following screen. You can maximize the screen by clicking
on the button encircled. You can choose from the available themes which will change the
background color of the screen. On the same screen, you can choose to show/hide the
command labels that display the name of the command. Similarly, you can enable/disable
the animations.

B Portal settings - Microsoft... X

€ | 8 | hitps://portal.azure.com/#blade/HubsExtension/SettingsBlade
v Portal settings

Portal settings
Mew

Resource groups
All resources

Selected subscriptions
Recent

Web Apps

SQL databases

Virtual machines (classic)

Virtual machines

Cloud services (classic)

Subscriptions Command labels
shon

Animations

" Application Insights

Browse >

Portal customization

Discard medifications
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Resource groups

All resources

Recent

Web Apps

SOL databases

Virtual machines (classic)

Virtual machines

Cloud services (classic)

Subscriptions

Application Insights

Browse >

-

7

=. Language - Microseft Azure <

€ | & | hitps//portal.azure.com/#blade/HubsExtension/SettingsBlade

Portal settings Language

Portal settings

Command labels
s

Animations

cravi

Language
English

Regional Format

English

Language

English
ceitina
Deutsch
espafiol
frangais
magyar

italiano

Mederlands

polski

Microsoft Azure

Step 5: If you scroll down, you will see an option to change the language.

Right-click on the tile and choose customize.

tutorialspoint
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Step 6: You can also change the size of the tile. You can make it bigger or smaller. For
example, on the following screen if you want my resource groups bigger:
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Resource groups

All resources

Recent

Web Apps

SQL databases

Virtual machines (classic)

Virtual machines

Cloud services (classic)

Subscriptions

Application Insights

Browse >

Microsoft Azure

=. Dashboard - Microsoft Az... X

Service health
MY RESOURCES

Unpin from dashboard X
Customize &

Go to Azure Status page

Marketplace

n cloudera E

' Feedback

i

What's new

Azure Portal

Alternatively, choose ‘customize’ from the top strip of the tile. It will appear when you

hoover your cursor over it.

Choose the size of the tile. Click ‘Done’ on the top of the screen.

-
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Resource groups

All resources

Recent

Web Apps

SQL databases

Virtual machines (classic)

Virtual machines

Cloud services (classic)

Subscriptions

Application Insights

Browse »

Microsoft Azure

=. Dashboard - Microsoft Az... X

Pin, move, and resize your tiles.

Unpin from dashboard b 4

1x1

Done customizing

Step 7: You can also customize your dashboard by moving the tiles as per your choice.
You just have to drag and drop the tile to a different location on the screen.

Step 8: You can pin any of your resources to the dashboard.

Go to the resource. Right-click on it or click the three dots.

-

7

190

tutorialspoint

EIMPLYEAEGEYLEARNING



Microsoft Azure

B Web Apps - Microsoft Azu.. X

Resource groups [« Refresh

All resources

Recent

RESOURCE GROUP  STATUS APP SERVICE PLAN

PRICING TIER

Web Apps

:é Qservices Default-Web-E... Running Shared Defaultl BizSpark

SOL databases .
Pin to dashboard

Virtual machines (classic) Stop

Virtual machines Restart

Delete

Cloud services (classic)

Subscriptions

" application Insights

Browse »

SUBSCRIPTION,

Click on the ‘Pin to Dashboard’.

When you come back to the dashboard by clicking on the *Microsoft Azure’ at the top left

corner, you will see the resource there as shown in following image.

B Dashboard - Microsoft Az... X

' Feedback

Resource groups

Marketplace

All resources
cloudera Azure Portal

Recent

Web Apps

SQL databases o

Virtual machines (classic)

Service health
MY RESOURCES

‘What's new
Virtual machines

Cloud services (classic)

qservices

Subscriptions
WEB APP

Application Insights

Browse »

-

7
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36. Personalize Company Branding

When a company has many applications, they might want to have the company’s look and
feel on the sign-in page of those applications. There could be several objectives behind
this, including marketing. Companies that use Azure Active Directory for identity
management can do it by customizing the appearance of the sign-in page.

This feature is available for basic and premium editions of Azure Active Directory. You
won't find this in free edition.

If you don't have subscription to basic or premium edition you can have a free trial of
premium edition.

Active Free Trial of Azure Active Directory (ADD) Premium Edition

Step 1: Login to your Azure Management Portal.
Step 2: Go to Azure Active Directory you want to work with.

Step 3: Click on ‘Licenses’ tab from the top menu as shown in the following image.

=://manage.windowsazure.com/ @ersahil198Thotmail.onmicrosoft.com#Workspaces/ ActiveDirectoryExtension/ Directory/340ch73e-( G || Q Search

Microsoft Azure |~ CREDIT STATUS Subscriptions
tutorialspoint

&3 USERS  GROUPS  APPLICATIONS ~ DOMAINS  DIRECTORY INTEGRATION CONFIGURE REPORTS

Ve AZURE ACTIVE DIRECTORY PREMIUM
tutorialspoint

Default Directory

oS
:
g

With Azure Active Directory premium you can gain access to richer reports and rule based assignments to applications, Your end users
will benefit frog = SR gtomized branding. Learn more

TRY AZURE ACTIVE DIRECTORY PREMIUM NOW @

ENTERPRISE MOBILITY SUITE

The Enterprise Mobility Suite is the comprehensive cloud salution to address your cansumerization of IT, BYOD, and Saa$ challenges. In
addition to Azure Active Directory premium the suite includes Microsoft Intune and Azure Rights Management. Learn more

TRY ENTERPRISE MOBILITY SUITE NOW @

Q
S
(5
$
&
a
o]
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Step 4: Click ‘Try Azure Active Directory Premium Now’ and it will be activated for that
directory.

Microsoft Azure | Subscriptions @ ersahil_1937@hotmail.com

tutorialspoint
&3 UsERs GROUPS APPLICATIONS DOMAINS DIRECTORY INTEGRATION COMFIGURE REPORTS LICENSES

LICENSE PLANS ACTIVE UNITS ASSIGNED INFORMATION el

ul
estGro
Azure Active Directory Premium -
tutorialspoint

Refresh your page as it might take a few seconds to update and show up on your portal.
Once it is activated, you will see the plan under ‘Licenses’ tab.

Customize Branding

Before moving ahead, make sure that the images (logo, background, square background)
you want to display on the sign-in page are of correct sizes and dimensions. If you don't
take care of this, you would waste your time uploading images and then ultimately you
will find that branding changes are not done. Here are certain specifications:

.. Recommended Maximum Supported
Image Size in kb . . . .
Dimensions Dimensions Format
Logo 5-10 60-280 60-300 png/jpeg
Square Logo 5-10 240-240 240-240 png/jpeg
Square Logo ) ) ) .
Dark Theme 5-10 240-240 240-240 png/jpeg
Sign-in page 500 (300 ) ) . .
illustration recommended) 1420-1200 1420-1200 Png/jpeg/gif
193
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Step 1: Go to the directory you want to work with.

|_a’_a’manage.wwndow;azure.coma’@ersahmDSThDtmaiI.onm\(rosaf‘t.cum-.ﬁ'\".forkspaces_a’ActweDire(toryExten5\on_a’DirectDry_a’34ch?Z@ [ Q, Search

Microsoft Azure A CREDIT STATUS Subscriptions @ ersahil_1

tutorialspoint

&3 DASHBOARD USERS  GROUPS  APPLICATIOMS  DOMAINS  DIRECTORY INTEGRATION REPORTS LICEMSES
Default Directory

TestGroup directory properties

tutorialspoint

NAME }tu‘tu rialspoint

Customize Branding

SIGN IN AND ACCESS PANEL PAGE
APPEARANCE

Step 2: Click on ‘Configure’ tab from the top menu.
Step 3: Click ‘Customize Branding’ button. The following pop-up will appear.
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Microso..,
Thotmail.onmicrosoft.com#Workspaces/ActiveDirectorybBxtension/Directory/340ch 7 | & Q, Search
x
CUSTOMIZE DEFAULT BRAMDING
Manage how company logos, text, and colors should appear on your crganization's Sign In and Access Panel
pages. You can also apply unique branding settings for different languages.
Learn more
BANMER LOGO
M | Logo.png
SQUARE LOGO
Bl | EROWSE FOR FILE...
SQUARE LOGO, DARK THEME
Bl | EROWSE FOR FILE...
USER I PLACEHOLDER
SIGM-IM PAGE TEXT HEADING
Hi TutorialsPoint Team
SIGM-IM PAGE TEXT
Mice to See you
-

Step 4: Enter the details and upload the images.
Step 5: Click Next and enter the details.
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iI1987hotmail.onmicrosoft.com#Workspaces/ActiveDirectoryBxtension/Directory/340ch 7 | & Q, Search

CUSTOMIZE DEFAULT BRANDING
Manage how company logos, text, and colors should appear on your crganization's Sign In and Access Panel
pages. You can also apply unique branding settings for different languages.

Learn more

SIGM-IM PAGE ILLUSTRATION

B | Screenshot 453).png

SIGM-IN PAGE BACKGROUND COLOR

#3B6945

HIDE KMS5I

(ol HIDDEN

POST LOGOUT LINK LABEL

Tutorials Point

POST LOGOUT LINK LIRL

http:/fwww tutorialspoint.com/

€« (v

P a— Compnl

After you are done, do look for the notifications at the bottom of the window to make sure
that changes are accepted. In the following image, you can see a notification in red outline
which shows that it wasn’t successful in a previous attempt and threw an error. If the
changes are not accepted and an error occurs, click ‘Details’” button to find the cause.
Usually this occurs when the size and dimension of images to be uploaded are not correct.
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http::-’;’manage‘windDwsazura‘com_-'@arsahiHSE-Thctnml.cnmicrc:cft:cm=‘\‘."crlr.:pa:es-'-“acti‘.-EDirEctcr:.-Exten:icn:’DirEctc@;"34@ C || Q Search 1} B O ¥

@ ersahil_198

hotmail.com | A

Microsoft Azure  ~ Subscriptions
i [

tutorialspoint
&a DASHBOARD USERS GROUPS APPLICATIONS DOMAINS DIRECTORY INTEGRATION CONFIGURE REPORTS LICENSES

Default Directory
TestGroup directory properties

tutorialspoint

NAME tutorialspeint

SIGN IN AND ACCESS PANEL PAGE Customize Branding

APPEARANCE

DISMISS COMPLETED %
*@

1 There was an unexpected error whil ng branding for 'tutorialspoint’. Please try again later. DETAILS @ 0K

Login with Customized Sign-in Page

When you sign in to your organization’s application, you will see your logo, big illustration
image and sign-in text on that page. For example, let’s sign in to Office 365 using
organization’s account.

&5 nprivate [T

File Edit View Favorites Tools Help

RGN0

T

tutorialspoint @Fe&qﬂ?!ﬁpam

Sign in with your work or school account

sangeeta@tutpoint.onmicrosoft.com

[JKeep me signed in

=== Enjoy theory and lab at the same time,

Can't access your account?

‘- Don't have an account assigned by your work or school?
eons Sign in with a Microsoft account

The largest Tufwiek Lévaryon t

Nice to See You

h Your work or school account can oé Use anyahere yo see thisl syl
© 2015 Microsoft Terms of use Privacy & Cookies
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Things to Consider

e Domain name should be active.
e It might take up to an hour for changes to appear on the sign-in page.

e To test, choose ‘in-private’ session of internet explorer (or corresponding session
in other browser where cookies don't affect your browsing).
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37. Self-Service Password Reset

Users in your directory can be granted permission to reset their password, if they forget
their password, in a few steps rather than having to ask the administrator to do so for
them. This saves time and cost of the IT department or helpdesk dealing with such kind
of tasks in an organization. Administrator can set the policy of resetting the password.
This service is available in basic and premium edition of Azure Active Directory. In the
chapter ‘Personalize Company Branding’ a small *how-to’ on getting a free trial of Azure
Active Directory premium edition is included.

Step 1: Login to the management portal.
Step 2: Go to the active directory.
Step 3: Click on the ‘Configuration’ tab.

Step 4: Scroll down and locate ‘User Password Reset Policy’ heading.

://manage.windowsazure.com/ @ersahil1987hetmail.onmicrosoft.com#Workspaces/ActiveDirectoryExtension/Directory/340cb73e-C c Q, Search ﬁ B

Microsoft Azure (v CREDIT STATUS Subscriptions @ ersahil_1987@hotmail.con|

tutorialspoint
&3 DASHBOARD USERS GROUPS  APPLICATIONS DOMAINS DIRECTORY INTEGRATIONM CONFIGURE REPORTS LICEMSES

Default Directory
TestGroup directory properties

tutorialspoint

NAME hutu rialspoint

SIGN IN AND ACCESS PANEL PAGE Customize Branding

APPEARANCE

user password reset policy
USERS ENABLED FOR PASSWORD RESET YES

LY

Step 5: Click ‘Yes’ to enable users for password reset as shown in the following picture
and scroll down to set the policy.

Step 6: You can choose to allow users to reset their password in certain groups.
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@ || Q Search

//manage windowsazure.com/@ers hotmail.onmicrosoft.com#Workspaces/ActiveDirectoryExtension/Directory/340cb73e-{ &

Microsoft Azure |~ CREDIT STATUS Subscriptions @ ersanil 1

user password reset policy

USERS ENABLED FOR PASSWORD RESET YES NO

RESTRICT ACCESS TO
PASSWORD RESET
Select YES to restrict user

Default Directory

TestGroup

password reset to only a
RESTRICT ACCESS TO PASSWORD RESET YES NO (7]

tutorialspaint limited group of users.

Before users can reset their passwords, they must first have at least one authentication method defined. Edit users in ‘tutorialspoint’ now.

AUTHENTICATION METHODS AVAILABLE TO [ office Phone

USERS Mobile Phone
Alternate Email Address
[ security Questions

NUMBER OF AUTHENTICATION METHODS EE

REQUIRED

You can send users to a webpage where they can register their own authentication method information. Go to this webpage now.

Step 7: Refer to the image above; you have four options to choose from to authenticate
the password reset. For example, let’s choose two of them here. Users in this case will be
able to use their mobile phone or alternate e-mail address to verify the password reset.

Before users can reset their passwords, they must first have at least one authentication method defined. Edit users in ‘tutorialspoint' now.

AUTHENTICATION METHODS AVAILABLETO [ Office Phane NUMBER OF
ey USERS Mobile Phone AUTHENTICATION METHODS
1p Alternate Email Address REQUIRED
Defines the number of
point L security Questions alternate methods of

identification a user in this

directory must have to reset
their password. 9

NUMBER OF AUTHENTICATION METHODS

REQUIRED
5

You can send users to a webpage where they can register their own authentication method information. Go to this webpage now.
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Step 8: In ‘Number of Authentication Methods Required’ dropdown, if you choose 2 than
users will have to provide two identification information (e.g. mobile phone and office
phone). In this example, let’s leave it as one.

REQUIRE USERS TO REGISTER WHEN YES NO
SIGNING IN?

NUMBER OF DAYS BEFORE USERS ARE

ASKED TO RE-CONFIRM THEIR
AUTHENTICATION INFORMATION

Default Directory

TestGroup

tutorialspoint

CUSTOMIZE "CONTACT YOUR YES NO
ADMINISTRATOR" LINKZ

CUSTOM EMAIL ADDRESS OR URL |erf‘E hil_1987@hotmail.com

You need to install Azure Active Directory sync and enable the "Password Writeback" feature to manage on-prem
Learn more.

'WRITE BACK PASSWORDS TO OM-PREMISES NO

ACTIVE DIRECTORY

PASSWORD WRITE BACK SERVICE STATUS Not configured

Step 9: Next option is whether you want them to register for self-password reset or not.
If you choose ‘No’, the administrator will have to do it for each user individually.

Step 10: '‘Customize "Contact Your Administrator" link. You can give a specific webpage
link or an e-mail id where the user can contact when he encounters a problem while
resetting his password.

Step 11: Click ‘Save’ at the bottom of the screen.

Next time when users login to access their account, they will be asked to register for
password reset service where they can feed in their phone number or e-mail address. This
information will be used when they forget/lose their password. In this example, as the
policy set, they can choose from one of the options for verification code, through a call on
their mobile phone, a text on their mobile phone or through an e-mail to an alternate e-
mail address.
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38. Self-Service Group Management

Users can themselves create groups in the access panel. Let us see how to enable users
to create and join groups.

Policy Setup for Self-service Group Management

Step 1: Login into the management portal.
Step 2: Go to the Active Directory.
Step 3: Click ‘Configure’ tab from the top menu.

Step 4: Scroll down and locate ‘group management’ heading. Here you can choose to let
users create and manage their own group. There are 6 things that you need to set under
this heading. Azure team keeps adding the features.

[ Q, Search

/{manage.windowsazure.com, @ersahil1987Thotmail.onmicresoft.com®Workspaces/ActiveDirectoryExtension/Directory/340cb73e-( &
Microsoft Azure | CREDIT STATUS

group management

DELEGATED GROUP MANAGEMENT YES NO
ENABLED
Default Directory
TestGroup __
USERS CAN CREATE SECURITY GROUPS YES MO
tutorialspoint
USERS WHO CAN USE SELF-SERVICE FOR ALL SOME
SECURITY GROUPS
USERS CAN CREATE OFFICE 365 GROUPS YES NO PREVIEW
USERS WHO CAN USE SELF-SERVICE FOR ALL SOME
OFFICE 365 GROUPS

ENABLE DEDICATED GROUPS YES

Step 5: First option is ‘Delegated Group Management enabled’. If you choose yes, it will
allow you to handover authority to manage the groups to users through the access panel
which is the main purpose.
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Step 6: Second option is whether users can create security groups.

Step 7: Third option is you can choose either to allow all users to manage groups or some
of them. If you choose ‘Some’ you will have to specify the group.

Step 8: Fourth option is, it lets you enable/disable the users to create groups in Office
365.

Step 9: Fifth option is, if you want to allow some of the users to create and manage groups
for Office 365, you will have to specify them.

Step 10: Last option, is to enable dedicated group. If you choose to enable them you will
be asked to add the group members.

After you have made changes, a ‘Save’ button will appear at the bottom of the screen to
save changes.
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39. Create a Group

In this section, we are creating a group. The user who creates the group is the owner of
the group and he can add or delete members in the group. Since we granted permissions
to users to create their own group in the previous step, any user in this directory can
create and manage a group.

Step 1: Go to the Access Panel by visiting https://myapps.microsoft.com
Step 2: Login to your azure Account.

Step 3: At the top, you will see ‘Groups’. Click on it to create a new group.

€ | @ | httpsi//account activedirectory.windowsazure.com/n/2/groups/default & || Q search L=

Gy wusorampons L

applications groups approvals profile

My groups Search|

You are not an owner of any groups. To find a group to join list all groups.

®

Create a group

Step 4: Choose ‘My groups/All’ from the dropdown at the top.
Step 5: Click on ‘Create new Group’.

Step 6: The following screen will pop up. Enter the name and description of the group.
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Create Group

Display name

Developers Group

Description (optional)

This iz developer's group Working on 'sSprinc®’

Group policy

This group requires owner approval W |

requires owner approval
This group |5 opan to join for all users

Security j
| Create

Step 7: You can let all users to join the group or choose them to ask for the group owner’s
approval before joining the group. I have chosen the first option in which approval of the
owner is required. This means users who want to join the group other than users added,
will have to ask for approval.

Step 8: Choose the desired option and click ‘Create’.

Step 9: Come back to the ‘Groups’ page. To add members to the group, select the group.
In this case, let’s select ‘Developers Group’.

€ | @ | httpsi//account.activedirectory windowsazure.com/n/2/groups/default G || Q search WA

@m live.com

applications groups approvals profile

My groups |E| Search grou

Create a group Developers Group
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Step 10: Click ‘Add Members'.

(€ ) @ | https//account activedirectory.windowsazure.com/n/2/group/details/b38bbda2-605a-4e38-Sale- FedcaBeed33 v @ HO\Seorrh \ w B ¥

@wﬂm live.com#ersah|

applications groups approvals profile

®

Developers Group 1 members Add member

DESCRIPTION
This is developer's group working on 'sprintd'

GROUP TYPE
Security

Delete group

JOIN POLICY Set Owners Leave group
This group requires owner approval

7_hotmail.com#EXT#@tutpoint.onmicrosoft.com)

Step 11: The following pop-up will list all the users in the directory. You can add the
members by clicking on their name.

Add Member

Mame:; e

Sahil Kataria kapil

madhu sangeeta
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Step 12: You can add/delete member, edit group’s description, and delete group on this
page. Also you can make someone else the owner of this group.

€« a https://account.activedirectory windowsazure.com,/n/#/requests/requestedFromMe {

applications groups approvals profile

My Approvals

My Requests

You have no requests awaiting your approval at this time

If someone wants to join the group, he will ask for the owner’s approval. The owner will
get a notification and will see the request in ‘approvals’ tab of the access panel as shown
in the image above. Also, if someone has requested to join a group that is owned by
someone else, he will see his requests here.
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40. Security Reports and Alerts

Azure Active Directory enables the administrator to view the security reports that contain
different types of data.

Anomalies Reports

This contains any data of sign-in attempt which is normal. If the system detects anything
abnormal during the sign-in, it is collected in anomalies report. There are 9 types of reports
available under this category, as you can see in the following image.

To view these reports:

Step 1: Login to the management portal and go to the active directory.
Step 2: Click ‘Reports’ tab from the top menu.

Step 3: Click on one of the categories you want to see data for under ‘Anomalous Activity’.

indowsazure.com/@ ersahil1987hotmail.onmicrosoft.com®Workspaces/ActiveDirectoryExtension/Directory/340ch73e-( c Q search ﬁ' :=] S

soft Azure |~ CREDIT STATUS Subscriptions @ ersahil_1987@hotmail.com

tutorialspoint

&3 DASHBOARD USERS ~ GROUPS  APPLICATIOMS ~ DOMAINS  DIRECTORY INTEGRATION COMNFIGURE REPORTS § LICENSES

Default Directory

SEARCH ACTIVITY REPORTS v
TestGroup FROM [10/17/2015 | 10 [11ia7/2m5 | user [search Display Name or UPN
tutorialspoint
REPORT DESCRIPTION
ANOMALOUS ACTIVITY
-] Sign ins from unknown sources | May indicate an attempt to sign in without being traced.
Sign ins after multiple failures May indicate a successful brute force attack,
Sign ins from multiple geographies May indicate that multiple users are signing in with the same account.
Sign ins from IP addresses with suspicious activity May indicate a successful sign in after a sustained intrusion attempt.
Sign ins from possibly infected devices May indicate an attempt to sign in from possibly infected devices.
Irregular sign in activity May indicate events anomalous to users’ sign in patterns.
Users with anomalous sign in activity Indicates users whose accounts may have been compromised.
Users with leaked credentials Users with leaked credentials
Users with threatened credentials Users with threatened credentials

Activity Reports

On the same screen, if you scroll down you will see few reports under the heading ‘*Activity
Report’. These are the activities like password reset, registration, etc. Each report name
is self-explanatory. Currently, there are 4 types of reports under this category.
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ACTIVITY LOGS
Audit report
Password reset activity
Password reset registration activity

Self service groups activity

Audited events in your directory
Provides a detailed view of password resets that occur in your organizatig
Provides a detailed view of password reset registrations that occur in you

Provides an activity log to all group self service activity in your directory

If you click on one of them, you will be shown the details as in the following image. Here,
let’s look for the audit report. You can see 1 activity has come up. All other kinds of reports
are listed in the left panel where you can easily navigate through them. Also, you can
download the report in CSV format by clicking on the ‘Download’ button at the bottom of

the screen.

audit report mene

Sign ins from unk...
FROM 11/10/2015
Sign ins after mul...

Sign ins from mul...

Audited events in your directory

Sign ins from IP a...

Sign ins from pos...
11/16/2015 11:3413 PM

Irregular sign in a...

ACTION

Add service principal Microsoft.Azure.CloudAppDiscove

Users with anoma...
Users with leaked...
Users with threat...
Audit report
Password reset ac..
Password reset re...
Self service group...
Invitation summary
Application usage
Account provision...
Password rollover...

Account provision...

" NEW

Integrated Application

This category contains the reports of the usage of cloud application in the organization.
This category provides an interactive way to monitor the applications usage.

INTEGRATED APPLICATIONS

Application usage

Account provisioning activity

Password rollover status

Account provisioning errors

Provides a usage summary for all 5aas applications integrated with your d

Provides a history of attempts to provision accounts to external applicatiol

Provides a detailed overview of automatic password rollover status of Saa

Indicates an impact to users’ access to external applications.
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For example, in the following screen when you click on *Application Usage’ in the left panel,
you can see that there are 12 sign-ins in App Access Panel and 3 in Visual Studio
application.

application usage

Provides a usage summary for all SaaS applications integrated with your directory.

Sign ins from unk...

INTERVAL | Last 30 days V|

Sign ins after mul...
Sign ins from mul... Sign ins have been processed up to 11/17/2015 4:29:59 AM.

Sign ins from IP a...

o APPLICATION UNIQUE USERS TOTAL SIGN INS
Sign ins from pos...
EqulaEioninia Microsoft App Access Panel 1 12
Users with anoma...
Visual Studio 1 3

Users with leaked...
Users with threat...
Audit report

Password reset ac...
Password reset re...
Self service group...
Invitation summary
Account provision...

Password rollover...

Account provision...

Search Activity of a Particular User

Azure Active Directory provides one more useful feature that allows the administrator to
search an activity for a particular user. As soon as you click on the ‘Reports’ in the top
menu, you will see the following screen. You just have to enter the user display name or
the user principal name. You will see all directory activities.
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il1987hotmail.onmicrosoft.com®Workspaces/ActiveDirectoryExtension/Directory/340ch73e-( [ Q, Search ﬂ' E ‘

Subscriptions @ ersahil_1987@hotmail.com

search: sangeeta ==

FROM [10/17/2015 TO 1141772015 USER |sangeeta v
DATE AND TIME USER EVENT CATEGORY EVENT yel
11/16/2015 2:01:21 PM sangeeta [sangeeta@tutpoint.onmicros... Password reset activity Failed: User does not have a license, Yo...
11/16/2015 12:19:15 PM sangeeta [sangeeta@tutpoint.onmicros... Password reset activity Failed: User does not have a license. Yo...
11/16/2015 12:21:21 PM sangeeta [sangeeta@tutpoint.onmicros... Password reset activity Failed: User does not have a license. Yo...
11/16/2015 1:25:55 PM sangeeta [sangeeta@tutpoint.onmicros... Password reset activity Failed: User does not have a license, Yo...

¥

DOWNLOAD

In the above screen, we have searched by entering the display name of the user and the
user’s activity details with time and date are listed on the screen.
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Azure Active Directory Editions and Reports

All kinds of reports are not available in all the editions of Azure Active Directory. The
following table lists the types of reports available in three editions of Azure Active
Directory.

Report editions
REPORT FREE BASIC PREMIUM
Anomalous activity reports
Sign ins from unknown sources s ' v
Sign ins after multiple failures v v v
Sign ins from multiple geographies v v v
Sign ins from IP addresses with suspicious activity v
Sign ins from possibly infected devices v
Irregular sign in activity v
Users with anomalous sign in activity s
Users with leaked credentials v
Activity logs
Audit report s v v
Password reset activity v
Password reset registration activity v
Self service groups activity s

Integrated applications

Application usage v
Account provisioning activity V ./ s
Password rollover status v
Account provisioning errors v v v

Rights managment

RMS5 usage RMS Only
Most active RMS users RMS Only
RMS device usage RMS Only

Source: azure.microsoft.com
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41. Orchestrated Recovery

Orchestrated recovery is one of the features in Azure Site Recovery service. Azure Site
Recovery automates the recovery of applications in case of failover at the primary site.
This recovery is done in a coordinated way to restore the applications even if they have
multi-tier workload. With multitier applications a coordinated recovery is essential to
restore the service quickly, which is a challenging part of IT disaster and recovery tasks.
However with the cloud technology, this has become very a simple and easy task.

In order to activate orchestrated site recovery you have to create a recovery plan. This
can be done in Azure Management portal. The plans created for disaster recovery can be
tested without interrupting the service.

Create a Site Recovery Vault

Step 1: Login to your Azure management portal.

Step 2: Click ‘New’ at the left bottom corner.

Services - Micro.,

://manage.windowsazure.com/@ersahil1987hotmail.onmicrosoft.com®Workspaces/RecoveryServicesExtension/Resource

Microsoft Azure |~ Subscriptions ersahil_1987@hotmail.com
p

MOBILE ENGAGEMENT
o

VISUAL STUDIO ONLINE
0

recovery services

NEW

NAME

SQL DATABASE SITE RECOVERY VAULT ’ QUICK CREATE
asrdemovault

STORAGE BACKUP VAULT
REGION

RECOVERY SERVICES

MACHIME LEARNING

# HDINSIGHT East US
&

STREAM ANALYTICS

CREATE VAULT

Step 3: Click Data Services -> Recovery Services -> Site Recovery Vault -> Quick Create.

Step 4: Enter the name and select the region. Make sure this vault is in the same region
where virtual machines and networks are residing.

Step 5: You will be redirected to the following screen. On the following screen, you can
see a dropdown. If you expand the dropdown, you will see the different scenarios in which
recovery can be configured.
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Microsoft Azure CREDIT STATUS Subscriptions @ ersahil 14

asrdemovault

&3 DASHBOARD PROTECTED ITEMS RECOVERY PLANS SERVERS RESOURCES J0BS EVENTS

asrdemovault

A new Azure Site Recovery vault was created!
Follow these steps to get started.

[ Skip Quick Start the next time | visit

SETUP RECOVERY Between two on-premises VMware sites v

Between an on-premises VMM site and Azure

Between two on-premises VMM sites

Between an on-premises Hyper-V site and Azure
DOWn Between an on-premises site with Viware/physical servers and Azure
Between two on-premises VMware sites
RY Servers _Befween two on-premises VMM sites with SAN array replication

Download Iy to register your Configuration Servers and ScoutCl|

Download a registration key ~ Download InMage Scout  Download Updates

Prepare InMage Scout Compaonents

Install and configure Configuration Server
Install and configure Windows and Linux Master Target servers and vContinuum

A ]

MANAGE KEY

HEHOPHELBDEE

Here you have to choose the recovery scenario according to the organization’s
requirements. Let’s discuss each scenario in detail:

Between On-premises VMM Site and Azure

In this scenario, on-premises virtual machines are replicated to Azure. There are few
prerequisite for this on-premise resources.

e Virtual machine server running on Windows server 2012 R2.
e Virtual machine server should have at least one cloud to be protected.

e Cloud should have at least one VMM host group and Hyper-V host server, or cluster
and virtual machine on Hyper-V host server.

Setting up site recovery is a very methodological task. If you are not ready with all the
prerequisites mentioned above, after going through few steps in the task you might have
to revert back.
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Microsoft Azure | ~ CREDIT STATUS Subscriptions @ ersahil1987@hotmail.com

SETUP RECOVERY Between an on-premises VMM site and Azure v

Prepare VMM servers

asrdemovault
Download the latest version of the Microsoft Azure Site Recovery Provider and the registration key. After you install the Provider
on the VMM server, you'll specify the key to register the server to the vault. "Generate registration key file" creates a new key
every time you dlick on it and only the latest key is valid at any given time.

Download a registration key ~ Download Microsoft Azure Site Recovery Provider for installation on VMM servers

Prepare resources

Add an Azure Storage Account  Download Microsoft Azure Recovery Services Agent for installation on Hyper-V host servers

Configure cloud protection
Set up protection for VMM clouds

Map resources
Map networks

Protect virtual machines

Enable protection for virtual machines

)

MANAGE KEY

MERUN _EORCRCY N N P e

When you select this scenario from the dropdown you have to follow the five steps
encircled in the picture above.

Between On-premises Hyper-V Site and Azure

This option is chosen for the replication of virtual machines residing on-premises Hyper-V
server. The choice is suitable when Hyper-V server is running but VMM is not available.

Prerequisites (on-premises)
¢ On-site host should be Windows server 2012 R2 with Hyper-V role.

e Hyper-V should have at least one virtual machine.
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SETUP RECOVERY Between an on-premises Hyper-V site and Azure v

Create a Hyper-V site
asrdemovault Create a Hyper-V site to group together one or more Hyper-V servers located in a physical location such as a branch office.

Create Hyper-V site

Prepare Hyper-V servers

Download the registration key file and the latest version of the Microsoft Azure Site Recovery Provider for Hyper-V. Download the
key to a secure location that can be accessed by Hyper-V servers in the site. Run Provider setup on each Hyper-V server to install
it and register the server with the key. In a Hyper-V cluster run setup on each node.

Download a registration key  Download the Provider

Prepare resources

Create storage account Create Azure virtual network

Create and configure protection group

Create Protection Group

Protect virtual machines

Add virtual machine to protect

y

MAMNAGE KEY

Between On-premises Site with VMWare / Physical Server and Azure

This scenario replicates the physical servers to Azure. Also you have to choose this option
from the dropdown when you need to replicate the VMware virtual machines residing at
your premises. Protection is done in various ways like data is replicated over the internet.
Before you begin the deployment, you must know the following terms. You will be
configuring following servers while setting up site recovery in this scenario:

¢ Process Server: The data of the protected items is first sent to the process server
where it is cached, compressed and encrypted. Then data is sent to the master
target server.

e Configuration Server: This server is a communication link between protected
items, process and master target server.

e Master Target Server: The master target server stores the data that is replicated
from protected items.
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hotm

CREDIT STATUS Subscriptions

SETUP RECOVERY ‘ Between an on-premises site with VMware/physical servers and Azure V‘

Prepare Target(Azure) Resources

After you deploy the Configuration Server, download and copy the registration key file to the Configuration Server. Launch the installer on the
Configuration Server and use the key file to register the server to the vault. Generate registration key file creates a new key every time you click
on it and only the latest key is valid at any given time. After the Configuration Server has been registered, deploy the Master Target Server. Once
deployed, log in into the server and register it to the Configuration Server,

Deploy Configuration Server  Download a registration key

Deploy Master Target Server  Download and Install additional software (only for Linux Master Target
Server)

Prepare Process Servers
After deploying Process Server, register them with the Configuration Server.

Download and install Process Server  Learn how to deploy Process Server

Add VMware vCenter Servers
Add WMware vCenter Servers

Protect Machines

Create Protection Group  Add Machines in Protection Group

Between Two On-premises VMWare Sites

ioft Azure N ‘CREDIT STATUS Subscriptions @ ersahil_19: hotmail.cor

L] Skip Quick Start the next time | visit

SETUP RECOVERY Between two on-premises Viviware sites v

asrdemovault

Download InMage Scout

Download the registration key and latest version of InMage Scout. You'll use the registration key to register your Configuration Servers and ScoutCloud
RX Servers to the vault.

Download a registration key  Download InMage Scout Download Updates

Prepare InMage Scout Components

Install and configure Configuration Server

Install and configure Windows and Linux Master Target servers and vContinuum
Install and configure Process Server

Install Mobility Service on source servers

Install latest updates for all components

Read a tutorial to complete these steps

Protect Servers

Learn more

Y

MANAGE KEY
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Between Two On-premises VMM Sites and SAN Array Application

Subscriptions @ ersahil_1987@hotmail.com

Prepare VMM servers

Download the latest version of the Microsoft Azure Site Recovery Provider and the registration key. After you install the Provider
on the VMM server, you'll specify the key to register the server to the vault. "Generate registration key file" creates a new key
every time you click on it and only the latest key is valid at any given time. Download and install latest VMM 2012 R2 update for
storay array replication support.

Download a registration key  Download Microsoft Azure Site Recovery Provider for installation on VMM servers  Download
VMM 2012 R2 Update

JConfigure storage array management
Download the SMI-5 provider for your array and manage array storage in VMM.

Learn more about managing storage  List of compatible storage arrays

,Map resources

Map networks  Map storage

Configure cloud protection

Set up protection for VMM cdouds

Enable protection for replication groups and virtual machines

Learn more about enabling virtual machine protection

Yy

MANAGE KEY

In this scenario, the on-premises VMM site is replicated to another site. The Hyper-V virtual
machines on this site are protected through Storage Array Based (SAN) replication. An
organization can take benefit from this option if it has an existing SAN infrastructure.

Prerequisites

The following image describes the prerequisite for this scenario to be deployed.

VMM prerequisites

Vi server in each on-premises site, deployed as a physical or virtual standalone server, or as a virtual cluster, running on

st one cloud on the primary VMM

to protect, and one on the secondary VMM server. The primary cloud you want
-(-\ low v‘g

st groups

nes located on the source Hyper-V server in the cloud

Hyper-V requirements
® You'll need a Hyper-V host duster deployed in the primary and secondary sites, running at least Windows Server 2012 with the latest updates
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' - "
tutorialspoint
EIMPLYEASYLEARNING



www.SoftGozar.Com
Microsoft Azure

n replicate guest-dustered virtual machines with iSCSI or fibre channel storage, or using shared virtual hard disks (vhdx), SAN

e Ne nfrast ucture e set up between the arrays. Peering and replication should be configured. Repli ense \ e se
acco e e
ould b I o ervers and the storage array so that communicate F age LU u SCSI
el
® See 3 list
LI oviders, | ided by the ufa e f Id be alled e SA ays should be manage e Provider. Se e
Provider in accordance their docur
e re a Sp C a is on a server ) an ac ove C by IP add or FQD!
<

Network prerequisites

You can optionally configure network mapping to ensure that replica virtual machines are optimally placed on Hyper-V host servers after failover, and that
they can connect to appropriate VM networks. Note that:

® ‘When network mapping is enabled, a virtual machine at the primary location will be connected to a network and its replica at the target location will be
connected to its mapped network.

® [f you don't configure network mapping virtual machines won't be connected to VM networks after failover.
® VM networks must be set up in VMM, For details read Configuring VM MNetworks and Gateways in VMM

® Vfirtual machines on the source VMM server should be connected to a VM network. The source VM network should be linked to a logical network that is
associated with the cloud.

Source: https://azure.microsoft.com/en-us/documentation

Create a Recovery Plan

When you are done setting up site recovery for one of your chosen scenario, in your
management portal you will have to create a recovery plan to orchestrate your recovery.

Step 1: In the management portal, go to Azure Site Recovery vault you are working with.

Step 2: Select ‘Recovery Plans’ from the top menu. You will see different options based
on your choice of scenario and resources registered in the recovery vault.

Step 3: You can create the recovery plan for site recovery as desired. It will also tell you
any prerequisite task, in case you have missed any step in the process.

Step 4: The customized plan created here can be executed in case of failover to
orchestrate recovery. The services can be made available at a secondary site.
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42. Health Monitoring

Continuous health monitoring is one of the features of Azure Site Recovery. You don’t have
to subscribe to this feature exclusively. In the previous chapter, we saw how Azure Site
Recovery can be configured for different scenarios. Once all the configurations are done,
the Hyper-V recovery manager monitors the health of the protected resource instances
continuously. It is done by Hyper-V recovery manager remotely from Azure. This
procedure consists of collecting the metadata of virtual machines which is used for
recovery.

What is happening in Azure Site Recovery is, the metadata is continuously collected for
recovery purpose. Every time when data is transferred as a function of continuous health
monitoring, it is always encrypted, thus it is safe and secure.

The data is replicated at the secondary site. The secondary site is made available in case
of failover. In order to ensure that everything is working fine, test failover can be carried
out. Planned and unplanned failovers are two circumstances in which the secondary site
is to be made available. The planned failover is usually done for testing, maintenance, etc.
while unplanned failover happens when a disaster occurs. No matter what kind of failover,
the virtual machines on the primary site are continuously monitored and the metadata is
collected. Thus, continuous health monitoring is a feature that keeps the data at the
secondary site always available.

In addition to the back-up and orchestrated recovery, Azure Site Recovery continuously
monitors the health of all its resource instances.
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43. Upgrades

Let us say, that our services are running fine on Azure. After sometime, we need to make
changes and upgrade the services which are already running. Here comes the tricky part,
sometimes upgrading would go smooth and sometimes you won’t know what is causing
the problem. Windows Azure has tried to address these issues.

Update a Cloud Service

The application code can be updated easily in Azure management portal. You will need a
service package (.cspkg) and service configuration files (.cscfg) before moving ahead.

Step 1: Login to the management portal.
Step 2: Go to the service you want to update.

Step 3: Click ‘Instances’ from the top menu and then click ‘update’. The following screen
will pop up.

Update your deployment.

This updates the produchon deployment.

DEPLOYMEMNT LABEL

PACKAGE

BROWSE FOR FILE... B FROM LOCAL FROM STORAGE

CONFIGURATION

BROWSE FOR FILE... B FROM LOCAL FROM STORAGE

[] Allow the update if role sizes change or if the number of roles change.

[] Update the deployment even if one or more roles contain a single instance.

Step 4: Enter the deployment label name and upload .cspkg and .cscfg files.

Step 5: Select the role you want to update or select ‘all’ if want to update all roles.
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Step 6: Check the checkbox as required and click the *‘Arrow’ on the right side.

VIP (Virtual IP) Swap

You might come across a scenario, when you need to make changes to the architecture of
service. Azure provisions a way which can handle the upgrading easily. There are two
deployment environments - production and staging. Let’'s assume that your service is at
production, but you can deploy the new version in the staging environment. After that you
just test it and if everything is fine, you swap it with the production deployment. Behind
the scene, the virtual IPs of production and staging deployment are swapped, hence
staging becomes production and production becomes staging. While the swapping
happens, the service is not interrupted. All this is done with no downtime for service. It
also makes it easy to rollback to older production version in case you need to do it.

Step 1: Login to the management portal.

Step 2: Go to the service. Select ‘Instances’ from the top menu. You can see in the
following screen, two instances are there for this service.

Microsoft Azure |« Subscriptions

configserver]

&3 DASHBOARD MONITOR  CONFIGURE SCALE INSTANCES ~ LINKED RESOURCES ~ CERTIFICATES

PRODUCTION )
configserver]-95a...

recaverydemoi'M You have nothing deployed to the production environment.

tutpointVi

configserver!

UPLOAD A NEW PRODUCTION DEPLOYMENT. @

Step 3: When you have deployed the service in staging and production you will see that
‘Swap’ at that bottom of the screen is activated. You just have to click that Swap icon and
it will be done.

Considerations
e You can't swap if you have different number of endpoints for each deployment.

e It does not change the IP address of your service.
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