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SELECT * FROM ‘"users° WHERE ‘user-
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(isset{$ POST[ 'usernams’])
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if (isset($_GET[image']) && file_exists("im-

ages/{$_GET['imageT}")) {
unlink("images/{$_GET['image'}");
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$query ="SELECT * FROM test WHERE name =
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module Rex

module Post

module Meterpreter

module Extensions

module Stdapi

module Railgun

module Def
class Def_shell32

def self.create dll(dll_path =
'shell32")

dil = DLL.new(dll_path, ApiCon-
stants.manager)

end

end

end; end; end; end; end; end; end
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/lopt/framework3/msf3/external/-
source/meterpreter/source/exten-
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ual.pdf
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print_status "Running the IsUserAnAd-
min function”
status =client.railgun.shell32.1sUserAn-
Admin()
if status['return'] == true then
print_status 'You are an administra-
tor’
else
print_error 'You are not an adminis-

trator’
end
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>> client.railgun.shell32.IsUserAnAd-
min —~

=> {"GetLastError"=>0, "return"=>-
false} e ———
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meterpreter > getsystem

...got system (via technique 4).
meterpreter > irb

[*] Starting IRB shell

[*] The ‘client’ variable holds the meter-
preter client

>> client.railgun.shell32.lsUserAnAd-
min

=> {"GetLastError"=>0, "re-
turn"=>true}
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if client.railgun.get_dll('shell32") == nil
print_status "Adding Shell32.dll"
client.railgun.ad-
d_dli('shell32","C:\\WINDOWS\\sys-
tem32\\shell32.dII')
else
print_status "Shell32 already loaded..
skipping"
end
if client.railgun.shell32.functions['Ole-
FlushClipboard'] == nil
print_status "Adding the Flush Clip-
board function™
client.railgun.add_function('shell32’,
'OleFlushClipboard’,
'‘BOOL, [1)
else
print_status "OleFlushClipboard al-
ready loaded.. skipping"
end
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>> client.railgun.shell32.0leFlushClip-
board

=> {"GetLastError"=>0, "return"=>true}
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