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(L) My Documenis
(=3 shared Dacuments
& by Network Flaces

Details

=+ Command Frezapt

Local Disk (C:}
Local Disk

File System: NTFS
Free Space: 5.70GE
Total Size: 14,6 GB

C:N>

(C:~>md ali hosseyni

ai>lw hosseyni gali pb a o jl la> aibgs 95 b s awlgs OV s ol aS ain 0

Md ali""hosseyni

Md ali" "hosseyni

Mkdir ali""hosseyni

Mkdir ali" "hosseyni

P.uS . oslaiwl " cwode _j| Jf.m.o U.:| J.> ._S|_H‘C,uu|
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Qe - Q- (¥ /-\‘Saarch Folders  [111]

Address [ Cif v B

System Tasks ® /’ Config.Msi

Documents and Settings M5O Cache /] Program Files

L,

[E) Hide the contents of this

1 testing

Text Document Perl

54 KB

APTnstall Dy ne 3 >

Text Document . File Perls alihosseyrii
H FFH | et

4l hosseyni

sh
Text Document
1KB

Ty Add ar remove programs
2 search for files or Folders

WINDOMWS

i

i

U

File and Folder Tasks 2

(29 Mske & niew Folder
A Publish this folder to the
Web

{4 share this folder

Other Places

My Computer
(L) My Documenis

[ Shared Documents
& by Nebwork Flaces

[Microsoft Windous XP [Uersion 5.1.26023
<C> Copyright 1985-2081 Microsoft Corp.

and Settings\Genzorcd\

Details
Local Disk (C:)
Local Disk

File System: NTFS
Free Space: 5.70GB
Total Size: 14.6 GB

S b o 1) abold lade " " 95 oy awle oraiss
3 03wl Ly giwd 5l Mlgs Lo 1B aivgy ol 03,8 Sl Slaiss

Rd ali""hosseyni

Rd ali" "hosseyni
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= _[=]x]

Qe - O T /-K‘Saarch Folders  [111]

Address | < C:\

v| B o

System Tasks ® /’ Config.Msi /} Documents and Settings MsOCache /] Program Flles
) Hide the contens of this
drive o oo
24 Add or remove programs /’ WINDOWS ==| TextDocument ==| TextDacument J Perl
2 search for files or Folders = = seKB

APInstall N onc
Text Document File Perls
File and Folder Tasks & ZKB OKE
(9 Mske & niew Foldsr
A Publish this folder to the
Web
{2 share this Folder

P »
st sl Sl Wy Al g

Other Places

W by Camputer
(L) My Documenis
(=3 shared Dacuments
& by Network Flaces

e Command Prompt

Hicrosoft Hindows AP [Uersi
KC> Copyright 1985-2801 H
C:\Documents and Settings
Details

Local Disk (C:}
Local Disk

File System: NTFS
Free Space: 5.70GE
Total Size: 14.6 GB

i Voo Sl o) o 219 b e ohgiws Gub laze 4y G 5519 51 Gy L6 sL

(pl 0315 pLxIC gulys 5o ) B Lo i B ivjgel
Cd\
Copy con Ali.txt 2l 00,8 wlalali 1) LB puwl o

salam in Amoozesh Sakht yek file matnist! 2S5l 1) 593 i ubL YU Hgiwd

4 oS 0 03laiwl(CtrI+Z) sl aulS uS i 51 G

Do 05 Ll LB plaS LD 395 )90 539 Niwd diunly 0B @ YU J>Lo ol



http://www.softgozar.com

Cmd sl

Iranian Caspian Sea Cyber Army

>

Qo+ () [T POsean [

Folders  [T11)+

Address [ Cif

[ Hide the contents of this
rive

Ty Add or remove programs
,) Search For files or Folders

File and Folder Tasks

(29 Make a new foldsr
) Publish this folder to the
Web

{2 share this Folder

Other Places

W My Computer

(L) My Dacumenits
(3 Shared Dacuments
& by Network Places

Details

Local Disk (C:}
Local Disk

File System: NTFS
Free Space: 5.70GE
Total Size: 14.6 GB

Type ali.txt

System Tasks /’

Config.Msi /l Documents and Settings MsOCache
P ) " testiog
WINDOWS =| TextDocument ==| TextDocument
1KB = serm

apTnstall 5y ne P
Text Document . File r Ferls
2¥B | et |

OB 355 (B AME 8 35 i jpua g <l Al g AR A3 JA1 4 (eabal
1 5 el Al

Command Prompt

Microsoft Windows KP [Uercion 5.1.26001
<G> Copyright 1985-20@1 Hicrosoft Corp.

IC:\Documents and Settings\Genzol>cd\

C:\>copy con ali.txt
salan in Anoozesh Sakht yek file matnist!

1 file<s> copied.

Program Flles

Perl

(TR

ali
Text Document
1KE

iE

b a3 lw cusdg0 L 1O

-VEOB I,ol2..3| l)).’J 9w b lo_)l.iu| ;Sl).g:p._njs 0@ Liwo uub)) |_) ko qu p.@|_9.> . Q_g.iﬂ
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Cmd sl

C:~>type ali.txt

Cov2

Microsoft Windows XP [Version 5.1.26881]1

CG» Copyright 1?85-2001 Microsoft Corp. .

C:~Documents and SettingssGenzoirocd>

salam in Amoozesh Sakht yek file matnist?

Iranian Caspian Sea Cyber Army

(g
=

Ali.txt

Del ali.txt

l,

Q@ sk - ¥ O search Folders  [T23]+

Address [ 1Y

System Tasks =) /f Config.Msi

@ Hide the contents of this
drive

T ] vmoows

) Search For files or Folders

=7 apInstal
= = | TextDocument
File and Folder Tasks 2 2KB

9 Maks & new foldsr
€ Publish this Folder ko the
Web

{2 Share this folder

Other Places ES

Details S

Local Disk (C:)
Local Disk

1o el ) g sgiwd ubipuiS Giwlug L) pie pudle> 0 Y

ouS Uil 9 Ll pwilei 0 9 59 o 5L notepad 5> iio i18 9,19, s9iw> L

S 03laiwl 45 eiw 5l psiles o su ol 0,8 S s

EEE

~| B
/lf Dacuments and Settings MSOCache
g testlog
<t Document Perl
J sk

- 5 5s s en  LiE
el sl Sl B s e (Gl

=
Text Dacument
1 KB

i
@
?
3
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date

Command Prompt - date

Microsoft Windows XP [Version 5.1.26881]1
CG» Copyright 1?85-2001 Microsoft Corp.

2 EnLks 4
krenzo—b468218dh

C:~Documents and Settings“GenzoJdate |
The current date is:|Fri B1-27/2UW10
mm—dd— gy

Enter the new date:

Cmd Jijs4 Iranian Caspian Sea Cyber Army

awiS osleiwl Juj joiwd jl 393 &Ll pb v sl

hostname

nd_ Sett ings\Genzu

Command Prompt - date

Microsoft Windows XP [Uersion 5.1.26881]1
(C>» Copyright 1985%-2801 Microsoft Corp.

C:~Documents and S_et

C:~Documents and Set

The current date is: |Wed 1/25/2@2

oS Joe ) wini a0 ub a2yl s sl

mm-dd-yy

Jw s o)laiyy s a9 595 S ojledv dd s> aspugi 9 olo s o)lebmm s> a,

01-25-2012

[ T r———
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time

Command Prompt - time

Microsoft Windows RP [Uersion 5.1.26861]
C> Copyright 1985%-28H1 Microsoft Corp.

C:~Documents and Set
The current time is:
Enter the new time:

3,8 cule) by weild b ol Juss sl
e lw:assdsiasl

02:19:20 : piings o Jlio Sl

= _[5]x
[« |

Microsoft Windows RP [Uersion 5.1.26861]

C> Copyright 1985%-28H1 Microsoft Corp. .
C:~Documents and Setfings\Genzo>time

The current time is: H

Enter the new time

C:~Documents and Settings\Genzo2>*

Aligenzo256@yahoo.com
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2355 lay Lali hosseyni 0 Jlo aile auS 5,19 1) 595 olox)s wlgic awilgs 0

Title ali hosseyni

& -|o] x|
Microsoft Windows ar TUersion 5.1.26881
(C) Copyright 1985%-28HA1 Viicwrosoft Corp.

C:Documents and Settings“Genzoltitle ali yni

C:~Documents and SettingssGenzo

1D 51,9 Jlow coMe ol $909) il os |y S)giwd >,8dae ST 1aiss}

Color ? {2 Lol joiwd iy olys> L9 0u®d HLid S axaw 9, 1) Enter ads uww

Color 97 D piig joiwd cul Sy o Jbo Sl

9 ol i 189y il oles job @ o9 cawl aiso Gy o) Gl sl @ iy J9l dae
ol 03,8 Ll

SyiSE iws V 59, Ll olgx)s b @y (09 cawl Hliings S5 oLl sy V iss 095 dac
ol 03,5 Ll
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Cmd sl

cv C:AWINDOWS\system 32\emd.exe

C:Documents and Settings“~Genzo

C:~Documents and SettingssGenzo>

Iranian Caspian Sea Cyber Army

- VEVIVT VRV I p.,-_| w)f B PR dS,_,'ib_gI.w)ﬂ o>laiwl b 9 ra.usu.o_)l.- I,notepad laul

Al s S )y wbnotepad s jgiws 014G}

op>d.bat xgwy L) e JO cmd s awy @y ol 55393 sL=1 9 ol 033 Shuiass

{peiSao

L ol C by ys Lo L1 Uloja®9 pojluy ali pb @ s wivgy SGC gul)d )> pudle> 0 Mio

ADD uei 3yl af

P cmd - Hotepad

Fil= Edikt Formak

Cd™,
mad al
Cd™,

R T= 1

Help

ren Z25.txt 30.txt|
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Save As Type cuoud ) ail. puiS 0 il |) File>Save As>cmd.bat (o,S 0433 sln
S ol Lall files ai ;S

= ﬂﬁil;!]

=

j Program Files J' WINDOWS
L

J perl 3:‘ Te
- 5 [t

Msocache |

File and Folder Tasks S

9 Make 3 new Folder
& Publish this Folder ta the
wieh

[ Share this falder

]
£ Shared Doc
& My Metwork Places

iloal Jid

Details A

Local Disk {€:)
Local Digk.

Tokal Size: 14,6 GB

239 oo a9 JULawST 5 - Suwd Jidd sl s> Se aladl> sl i Hgiwd ¢pl
Sl ol b S 58 oMo Jd> a4 J9 ainl 0 B aladl>  olos Sy jgiws cul LIS el
o Ebw o pogi o awogi JUinl SW® o) > oslaiwl

Fsutil ? iz |y abold 5 5l asy Jlgw code GinliS L olei Lo of S®

INDOW SAsystem 3 2vcmd.exe

Microsoft Windows HP [Uersion 5.1.268081
<G> Copyright 192852801 Microsoft Corp.

C \Ducuml?nt,, E_ll'ld Settlngq\Gen‘.o

———— Commands Suwupported ———

hehavior Contyol file system behavior
Manage volume dirty bit
File specific commands
File =system information
Hardlink management
Obhject ID management
Quota management
Reparse point management
Sparse file control
UENM management
Uolume management

Aligenzo256@yahoo.com
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Bl ygiwd cul 5> oS SlGipusly o A w99 A w293 Lol g9i090 Elw a4 J
105 55 B L 51580l el b oloslas 3,90 3a® IS slad 1L aS cowl ol oS cule,
9 39 05 3l loslas 3590 S a5 9 S S)10393 aoliy 4 SHLSS S oL Gl 5l Glo,d

2S5 2 0300 L srae JIB Sliad auwlxe j3iaugis o a>lge Ua> |

pdlg> o bo J9 )b s ais) sl ob aadl> 5 San sLad JSla> 4y d985 Shu w9 w9 LD
] osleol SI® L aungs oo 0bl > oS S)giwd @ azgi b HG] Shuiprsin 910 1 ol ol
5985 032l U9 9 a4 9 S Jleil ) Saw> sliad ilgs o a5 puluns [0l Nigawy 09
AD

Fsutil file createnew D:\sd 6320000000

5 Lo aladls JB sliad b agslay YU giws o B i1 £0i ol Gl 4 ol 2L Lo
Y.

uD)

sloae cpl g 5o il Lo ddl> JB slad glod sae ¢l a5 e | Sdae YL Hgiwd o
IRy jroo U

Sy u2> JB slad b puds plxl refresh G YU jgiws 03,8 3,19 5D Sl Gy cawl i
D94 poaZiie ya> sl 028 )19

05w 4 5l 9 wiS SL Joaswe S® gy wld Ly slwl 4 ales Lo LB LB g5 ol

2lx g SL sl ol
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= - [5)]
"
OBatk g ﬁ / Search Folders Ev

fiddress | & O

LA

Finder  Free

v ﬂGn

1 tiew as aside show
(@) Order prints oniine \WINDOWS\system32\cmd. exe

by Print pictures Microsoft Windows RP [Uersion 5.1.260@1
(C) Copyright 1985-2081 Microsoft Corp.

C:\Documents and Settings:Genzofsutil file createnew D:ved 63200BPAABEAAR
Evror: The parameter is incorrect.

) oy slitems o 0

File and Folder Tasks &

C:\Documents and Settings:Genzofsutil file createnew D:ved 632@ABPEABEGA
@ Publish this Folder to the Evror: There is not enough space on the disk.
Wieb
gad Shire i Flder C:\Documents and Settings:Genzofsutil file createnew D:ved 63200BPAABEG
Evror: There is not enough space on the disk.

Other Flaces 2 C:\Documents and Settings:Genzofsutil file createnew D:ved 63200BPEABE

: File D:\ed is created
4 My Camputer
2 b i C:\Documents and Settings\Genzo>fsutil file createnew D:\sdl 4400PAAGDA
) WA File D:\edl is created
[} J) My Netwiork Places

C:“\Documents and Settings:Genzofsutil file createnew D:ved? 31PBBRAABE
Evror: There is not enough space on the disk.

Detals ¢ G:\Docunents and Settings\GenzoXfsutil file createnew D:\ed2 31000030A
KATAKI D) File D:\ed2 is created

Local Disk C:\Documents and Settings:Genzofsutil file createnew D:ned) 1480BPAABE
File Syvetem: HTES Error: There is not enough space on the disk.

C:\Documents and Settings:Genzofsutil file createnew D:vedd 1480BPAAR

Takal Size: 931 GB
Evror: There is not enough space on the disk.

C:\Documents and Settings:Genzofsutil file createnew D:nedd 1480BPGA
File D:\edd is created

C:“\Documents and Settings:Genzofsutil file createnew D:nedd 73208000
Evror: There is not enough space on the disk.

C:\Documents and Settings:Genzofsutil file createnew D:nedd 73200808
Evror: There is not enough space on the disk.

C:\Documents and Settings:Genzofsutil file createnew D:nedd 732088
File D:\edd is created

C:\Documents and Settings:Genzofsutil file createnew D:nedS 16BAB
File D:\edS is created

C:“\Documents and Settings:Genzo?
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2o o bl sl gy So e bw Hgiws b aoluwd cpl 5o

awilgi oo o aisS aS Hglailed juje liwgdeslw il aul)y K Gloi 0 subst jgiws L
5l dold cule) b adl Jlgw coMe S iildS L jgiws S§ s Slac ;555 0adlive sl
32 b 5,8 0adline |y Hgiws S 50 s Slac Hgiws 1 S o help o)le Giigs b jgiwd

@@w@muwdy_gbguw 0—\15|J.4..5|)4_9r0q‘)'|)ﬂuora€.o§®)_91w)d.gJa.iié;_;lifg,.ﬂ
- (LalSS) S 05 9 90 OL2eS Loy aidl S 0 LasS]

el S50 sl S p VB
23,5 519 1y s ogiwd b 6l sl
Subst X: D:film

S QLil olgs a1 593 S5 sulyd pb asles 0 X s>

o> 51,8 sjlxe sliad jo pudles o &S ) LB Lol wles o difilm sl

s -l
B

Microsoft Yindows KP [Version 5.1.2688]
¢G> Copyright 1985-20@1 Microsoft Corp. I

C:“Documents and SettingssGenzoisubst ¥: D:ifilm

_;514..11;:'@135.9.145,41515 U‘Uﬂi

6 et gl 3 Al 5
FJ4 gl b )R (5 Jaa
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Cmd sl

—
’\Qv €D Drive (1:3
—=

Iranian Caspian Sea Cyber Army

l:r_:l, 3.5 Floppy (a:3 == §3 Local Disk (C:3 | == £ KATAKI (D) == £ OTHer (E:3
- S
e Y SH (D - S Senzo 0G0 e F D \_\\@3 DVD-RARM Drive (1:)

’__J Shared Docfnents ’__J Genzo's Documents

S g Fomnovable Disk (ki) ) KATAKT ) |

el aloadl SRS ga la Chllas

Subst X: /D

AWINDOWS\system 32\cmd.exe

C:Documents and Settings“~GenzoX»

1B 390 53 gl o ald

Microsoft Windows XP [Uersion 5.1.26881]1
(C>» Copyright 1985%-2801 Microsoft Corp.

C:~Documentz and Settings~Genzor»zuhst X: D

S oolaswl g oiwd Sl awles o jw gulyd ol WI> sy

Aligenzo256@yahoo.com
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Cmd s
x,_t'-"l' a a g Lol ik (C S RATAKT (O g STH
g g oo s e S ooramome
Jf & _7_1‘ = o

v absle Gisk, (K13 | RS T S

Ol Sueai Ginjgol 1 wauis Vol by 9 cawl® aoliw s Gy el 51 Sy aoluwd cpl
PSS 0 Syladg>

S o odlaiwl o) jeiwd Sl woinl 4 G Jwo9 sl JB&

S a9 cwlali yo Sl Mo puS 0 w1 ) 595 LSS oL connection name s «
LeulS o Joe ©)go pn v Jiog Shn pulS 0 2019 1) hgse o) p@password

Rasdial /connect ali 256312

souiS o oolaiwl o) Hgiwd Sl cojinl G glad sl

Rasdial /disconnect

2,5 pudlgs ondiwl ¢ cuwl 39290 3939 393 > aS 1391 o SOl oslaiwl b aoliws cpul >

wmic D pags o ol psemd w8 U 5l G
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C:AWINDOWS\system 32\cmd.exe - wmic

Microsoft Windows RP [Uersion 5.1.26861]
C> Copyright 1985%-28H1 Microsoft Corp.

C:~Documents and Settings\GenzoXuwmic
wmic irootsclix

X

.90 Ca B B34S ks (o ¢ e O (RS
1o gt pa pulili JBS 3 ) g deall s

«2iS o lala) cuwl wuas JB 5 aoly »auwgs 0 puin 0
Lpangs o JB cawlo 4 slwy cwas oslelemd s aoli s oligS aad9 S Sl L
Product get name

[ T r———
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C:AWINDOWS\system32\cmd.exe - wir

Microsoft Windows #P [Uersion 5.1.26081
<G> Copyright 1985-2881 Microsoft Corp-

Documents and Settings\Genzo>umic
ic:poothclidproduct get name

ane
SKML4 Parser
Software Update Fox Weh Folders (Englichd
Enterpr-
OncHote MIT <English> 2087
2,1 CEnglish)

(Spanlrh> ZBB?
<French> 2007

Sl i e e 3 A8 glailan Cra A (595 B el b 158

cs4

Photashop €54
upport
Phmcoshop 654 Buppore
Service Manager Extension
¥HP Panels
cs4

e Culnr ~ Photoshop Specific
B icunt 603 BB R A e fr Sutable — x86 9.0.21022

Service
WinSoft Linguistics Plugin

Uisual Cr+ 2088 Redisteibutable — x86 9.0_30729.4148
Photoshop CS4
Setup

Search for Help

Update Manager

Ertondsieint Tooikit o8

e B AR ammandsd Sectings o84

jumic :prootNcli>

lowsS o Sb asbly 511 Jas 5,90 51591 o5 soiwd cpl Gidigs b
product where name="snaglt 9" call uninstall
21> 5l U8 o5 cul @ OVl ez oS o B3> | snaglt 9,191 o, YU giuwd Gidbigs b

B3> 9 was ) @ 181 o5 095393360 Jlio Sy 1aad YU jeiws 9 piS es B> Ll
g5 piluis

sb 3w Llemd Gig, bo JB ol b cal 39290 59309 13 0l LSBLS <l 51581 o ol aSil L
S 5o

. VOTIV VRV cmd PR _)lS.ul ..5'_).;

CLEANMGR
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ev C:AWINDOWS\system32\cmd. exe

Microsoft Windows XP [UVersion 5.1.26881
¢G> Copyright 1985-2881 Microsoft Corp.

C:~Documents and Settings“GenzoCLEANMGR

C:“Documentsz and Settings-~Genzo>

lass) e Wl 1) Jhd a e (5 Al BT 0550 ) gt (D53 ) (s dduald B AS il (a

Select the drive pou want to clean up

Diives:

e ] v

oS Jelailad _J9.01 Lo YL, disk Clean up s aob S sin o ygiaws Giibes 5l Az aloldl,

) S jgiw> ap emd > 5 aid iy J> Lo plxsl by (J9 204 (o 5L SW8LS by asisno

S o Jac

Cleanmgr /f: /sageset:62
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C:~Documents and Settings“GenzoXleanmgyr ~f: sscageset: 62

C:~Documents and Settings“~Genzo¥

L g S (Sl B Ceand 3l g Lasllins ) gt (R o3 ) ams

< Disk Cleanup Settings

Dizk Cleanup

= Check the items that pou would like Dizk Cleanup ta
automatically clean up during itz zcheduled run times.

Files to delete:

F Temporary Setup Files
=J Temporary [nternet Files
F Offline Webpages

| Cebug Durmp Files

';J Microsoft Ermor Reporting Temporary Files
—r

Diezcription

Thesze files should no longer be needed. They were originally
created by a setup program that iz no longer running.

Ok l [ Cancel ]

S Joge il olgxds Hob ay awles 5 louwg cuwlf aulys bo o 5590 aulys YU oiws o

0 053> Siu>) o jw ol jl Ay ae9 @ o wlin | ol ulS Saws olowai Sageset
bl 65535 L0 5l ailgs 0 aS Cowl

595 5l oslaiwl b LB T Glgs o oS Nigibs o (l® JSuiso 135 Lo SI® gulys Byl LBIS
chech disk jgiw> aislo 5,5 W9 ,bb 5909
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:PL”{H

AWINDOWSAsystemn 3 2\cmnd . exe - |2 ﬂ

=

[ &1
system i

F parameter not specified.
unning CHHEDSEK in read-only mode.

HEDEK is verifying files <stage 1 of 3I>.._.
File verification completed.
HEDSH is_uerifging indexes <{stage 2 of 3>_._._

HEDSH is verifying security descriptors (stage 3 of 3I>__._
[Fecurity descriptor verification completed.
HEDSK discovered free space marked as allocated in the
azter file tabhle <MFT> bhitmap.
HEDEK discovered free space marked as allocated in the volume bitmap.
i gz found problems with the file system.
DEH with the ~F {fix>» option to correct these.

15358188 total disk space.
L5888 in 45318 files.
15184 in 56798 indexes.
in bad sectors.
in use by the system.
occupied by the log file.
5359892 available on disk.

48?6 bytes in each allocation unit.
38372527 total allocation wnits on disk.
13392973 allocation units awvailable on disk.

Co~Documents and Settings~Genzo>

f/ Z).ifuo@u_))bwomjlf)po_)_gﬁdq
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x/ e 51ET adgl slad b a5 9lis ol b L9 ad> Lo plbsl ad | YU giws 15
R/ :):\SUDM|Jl_aoi_9)>J§uDg_JlJ.>.gsl.aJ_9&WJl+i)Q

Lownngs 0 Jlio Sl

Chkdsk f: /v

& - |=| x|
Microzoft Windows XP [Uersion 5.1_26H0@1
(C> Copyright 1985-2881 Microsoft Corp.

C:~Documentz and SettingsGenzoXchkdsk f: su
lhe type of the ftile system 1z MNIF:.
Jolume label is GH.

JARMING? F parameter not specified.
Running CHEKDSEK in read-only mode.

HEDSK iz wverifying files <{stage 1 of 3>...

File werification completed.

CHEDSK is verifying indexes <stage 2 of 3>...

[ndex verification completed.

Detected minor inconsistencies on the drive. This is not a corruption.
CHEDSK is verifying security descriptors <stage 3 of 3>...

Zleaning up 116 wunused index entries from index %511 of file 9.
Zleaning up 116 wunused index entries from index %5DH of file 9.
Zleaning up 116 wnuszed security descriptors.

iecurity descriptor verification completed.
CHEDEK is verifying Usn Journal...
Jen Journal verification completed.

3a16248 total disk space.
23784868 in 5315 files.
2528 in 754 indexes.
a in bhad sectors.
124784 in use by the system.
65536 opccupied by the log file.
KhEA4956 available on disk.

40?6 bhytes in each allocation unit.
7677062 total allocation wnits on disk.
17812372 allocation uwunits available on disk.

C:~Documents and Settings-Genzo

2 9 ¢ cawl iy ool ju [ SOLS ol 5l Jidd b gulyy G woLS o9 aS a0 aod
Lol Hoiw> cpl pgo wlui> b il 56l Shupads pbxil Gloyd bas gb 5L I ol pudlgs
LG 0
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/fs fat L xibntfs goi 51 piuw Jo8
/q (Quick Format)g, jw <o ,9
/C (Compressed) o>,.i8 sl L6

ol o9 ol 4 joiws IS S
Format k: /fs:fat

WINDOWS\system32\cmd. exe

Microsoft Windows HP [Uersion 5.1.266081
{C>» Copyright 1?985-28P01 Microsoft Corp.

CowDocuments and Settings\Genzo) s wa o ) 4
i M=

Ay S dalal gl

Tnsert new dizsk For deiuve

and vress ENTER when readwuv. . .
ThE TYPE Of ThEe fTileé SYSTem 15
The new file system is FAT.
Uerifuying 3IB18HM

WARNING? The cluster size for this volume. 64K bytes,. may cause
application compatibility problems, particularly with setup applications .
The volume must be less than 2848 MB in si=e to change this if the
default cluster size is being used.

Proceed with Format wusing a 64K cluster (¥Y-/H>7T ¥

Initializing the File Allocation Table <FAT>...

UJolume label (11 characters. ENTER for nonel>?

FUFidL CUnpiece

4.803.266.560 bytes total disk space.
4.8083.266.568 bytes available on disk.

65 .536 bytes in each allocation unit.
61,885 allocation units available on disk.

16 bits in each FAT entry.
Uplume Serial Mumber is D4EE-7?735

C-~Documents and Settings>~GenzolX>

lo>,S oslawwl fat Sl cunl Suw> Jidd G aSk gul)> o9 Shy oo 2 (0 YU > S Hglailad

LS 50 b 1) s oul age Sl il ¢ e S0 b sould adle> o Lo il 5o

-a 13S0 T lnad

f 02,8 S8
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(s b g Syau b gulys Ll aS is)egulys & 0o,S LI giws

Defrag C: -a

Microsoft Windows HP [Version 5.1.26801
<G> Copyright 17985—-268A1 Microsoft Corp.

IC -~ Documents and Settings~Genzo >defrag C: —a
WYindows Disk Defragmenter
Copyright <c> 2801 Microsoft Corp. and Executive Software International. Inc.

Analyszis Repowrt
14_65 GB Total-. .84 GB <34x>» Free. % Fragmented €15+ file fragmentation?

ou do not need to defragment this volume.

C-wDocuments and Settings~Genzo>

At e Jae Ay s 5lad BT 350 gal st A 31 aly

U,S Sha 4 sl aS b b ayl) ol ool aol 9 pudl> bCy_Iy_,‘._.,JL;T_)ghwloNLguuS.c\éJo
ol o O aolsl a9 pussS o 0l ) ply ol Givjgel Sy J9 (sl

S o odlaiwl o Heiwd jl auly S8 Sl

Defrag C: -f

& -[o] ]

C:~Documentz and Settings~Genzordefrag C: —f
Windows Disk Defragmenter
Copyright (c>» 20801 Microsoft Corp. and Executive Software International, Inc.

Analyziz Report
14.65 GB Total, 5.84 GB (34x> Free. 7% Fragmented (15x file fragmentation>

Defragmentation Report
14.65 GB Total, 5.84 GB (344> Free. 6% Fragmented (13x file fragmentation

C:~Documents and Settings>Genzo>

Aligenzo256@yahoo.com



http://www.softgozar.com

Cmd Jijs4 Iranian Caspian Sea Cyber Army

L1y cawl of > oS ali alS adlgs o 9 i Lo LS (desktop) ol abl, Lol axéw > o
puiSn | U] g aiS 023 Lisofind i

Find /i "ali" 123.txt

LS Iy p®lgs 0\ YY o JO o bali aalS YU jeiws o

e+ Command Prompt

C:~Documents and SettingssGenzosDesktopXfind i "ali" 123 .txt

C:~Documents and Settings“Genzo“Desktopx

@mb; uu

Lol ol b oS xgis o Livlomd  age jgiws aw by Guyd ol o

L w9laio plaS @ sl aS 5,0 39=>9 commenting pb L s giws g aolin slglj o

o awgs aoliyy emd aidlicunl 55>

tJlio oS oslaiwl 1 coMe jl L commenting sy olo,d b >

[ T r———
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Command Prompt

Microsoft Windows HP [Version 5.1.26H8]
<G> Copyright 19852881 Microsoft

iC -~ Documents and Settings~Genzo
iC - Documents and Settings~Genzo

2 o error aoli s pu5,S 0 oslaiwl 1 3]

oylwl ) emd g wlo,9 las 1 il L@ o ST sy cawl cmd aalS 595095 jgiwd

Command Prompt - cmd

C:~Documents and SettingssGenzoX::iali
C Documents and Settln = Genzo romd
icrosoft U

) Copyright 1985 2881 H1-::1'u.,uft Curp.

Nocuments an

S o B uloyd b3l ) L exit jgiws:pguw jgiawd

[~ - |8 >
Microsoft Windows HP [Uersion 5.1 .260@1 [ = |
<G Copyright 128526801 Microsoft Corp.
=

~Documents and Settings~Gen=o

Aligenzo256@yahoo.com
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ol @i 9 WS a>gi o) S JuSe ayngin o il echo jgiws b oligS Jwjs ol 4o
S

& -[o] ]
B

Microsoft Windows HP [Uersion 5.1.268681]

C(C) Copyright 1985%-2001 Microsoft Corp. .

lgcuments and Settings“Genzo}echo ali

C:~Documents and seitinos\Genzo>

leaaS Guy «ali 2955 puisS a0l o

o Command Prompt

:\Documents and Settings\Genzo\Desktop

:\Documents and Settings\Genzo\Desktop

Tt sl slag) LBS 8 5a oia Sl st SRR 95 3V e

Aligenzo256@yahoo.com

[ T r———
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lowwl o aislw 0121 pb ay Lo Jl0 G oS i 0 wloyd las 5o jgiwd G aigs 1 g

(user accounts) s ,)l8 SB Llw> G ply Wl 093 b bl p)le> 9y aoliuw >

LS bl S0l Gl SS9 S ) e @y il

B My Recent Documents »

Internet My Documents
0 tozilla Firefox “')

E-mail
Outlock Express ﬁ _
'} My Pictures
B Meotepad .‘j My Music

n Cormmand Frompt e Ll EDWL
O o — User Accounts

Set Pidgram Access and
Defaults

‘ Fouit Reader % Connect To 4

Al -
J25| Micuosot ifice wiord 2007 | g Printers and Fares

=

Accessibility \Wizard @ el el e

p Search

All Programs p =] Run...

@| Log Off |6| Tum Off Computer

PL b 0l Clus S o MiocpuiS 0 S)la93  Ginjgel vy iVelog i olwiogs 0ol

1piS o Jas i) o a1 o gy Ol She b oly p®lo3 0 9 ol aizLuAli

=% User Accounts

D Eack &) B8 Horo

Learn About ¥ User Accounts

—
[F] User accounks
[#] user account tvpes

[Z] sSwitching users Piclk a task...

Genzo ali
Computer administrator - T Limited account

Guest
Guest account is off

euiS o Joe 5 oje0 a9 03,5 5L hemd  Guw

oft  orar.com
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Msg ali Aagily 393 Sl 3590 58 pb all s> 4 AL il >

55 S G 9 S )19 L 293 Olo a8 adlgS o Laits Sl 4ol YU giws Giigs 5l Gy

o Command Prompt - mzg ali

G \Ducument., and Settlng..—.\Gen...u

p zend: end meszage by pressing CTRL-Z on a new line,. then EMTER .

"alam halet khoohe?
"7

s JUuyl cusdg0 b ply

pac L 35>9 5l pud®lg> 0 0l jl oolaiwl b b 9 cawl il 3929 sliwo 4y e 5> exist aalS

o J5 9 pl 0313 515 C sulys 55 Ly LhlS 0o Jlio sy gllas aivgs b B oS, 3923
_)|_)9| y-3Y lal Y J.EUD u‘"l"" u.uu.a_)ﬂ Caw| .)_9>__90_94_|_).) L',._a_|_).> J.al.9 u.;| Lui Pis p.a|_9.>
.l.uS .)_)l_9 QTJ) |_) M) J)9wd 9 O.)_)S_jl.gl_) notepad

Cd\
If exist 0121.txt echo bale vojoud darad

pause

Sy 4,59 ouS o odlaiwled\ Hgiw> jl ued Sy wawl 039: € gil)d bo s 3590 aiigy Ug>]

Nolgiws aolsl Guww D: pusgs o Jbio Sy ,Sd s ail)o

a (3,1 2929 ab) ply 5515 5629 0121 _io L1 ST aS ausls Hgiws> cmd a b YL jgiw> >
A2 wlis be

IS a2gi ) guSe @ S 035 bat gy L) YU Hgiws
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cv CoAWINDOWSAspstem32hicmd. exe

IC-~Documents and Settings~Genzo~Desktop

IC -~ >pause
Fress any key to continue . . o

L Gl b ay 1) (5,15 3929 aly) pley ain 0 a5 jolailed

YU ailad Gyl b of 5505 3629 0121 aivgy ST a5 ad> jgiwscmd 4 adlgs o J>

LS o0 )19 1) o) sgiwd 9 03,5 5L notepad il

cd\
1f not exist 0121 md 0121
pause|

/J Config Msi /J Documents and Settings /J Program Filss /J WINDOWS

&5 0121
MS-DOS Batch File /J oz
1KB

el o a3lw0121 aigy o oS jokilad

[ T r———
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o) yobio D Hgiws o »ew» D D «««aiylsy 9,9 @ L WolS joiws 95 ¢l ecmd > s
ol 0 S plj :d ,_)J_9 Cawld

Joc b pilw o ) giwd Shy yossibin ojgo a4 C gl oo ) Lul® g 9 LU Ll wg>
S

”J Config.Msi ”J Documents and Settings ,/] Program Files ,/I W MD Ow'S
B0 0121, bat , ,
{Ji +5-D0S Batch File ali babal
OFKE

B

cd\

1f not exist 0121.bat goto ali
ren 0121.bat amol.bat

md hosseyni

rd ali
-ali

rd babol
md amol

LS o giwd 5B Sy olxiogi w3l @ g9,

oS o oléiwl ca\ jgiwd 5158 e plxlc sul)d 5 cllas o>

a9 all oo 4 35ln 5929 0121 LB 20 51 pwsS o aolipy a4 o9 o> >
ebamol  al; 0121 L1 au pb Luss cawles ) pow las >

xS SL bali aivgy 9 5;5Luy Hhosseyni aivgs b pwgS o a0l s pxiy 9 o)l o> >
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Silay Hamol aigs 9 aS Wi> hbabol aisg, b paudle> 0 aoliy jl piin® 9 pisd las >

/]' Config.Msi /! Documents and Settings /! Program Files /! WIND WS

0 3ol bat

’_J hassepri /’] amal @ | M5-D05 Batch Fils
e | e

DGl SLuasS s Oloyd o 5 jeiws SO L 1 0bdes 99 Helaz auSus sb Guys exl 5o
S @l Joe joiwd 45,59 ud> 51,9 Saws J3b 5o ) 5939 > (w 1wl

Sfc scannow

399 300 0l 895 9 Mibaw 0loyd bas 3 8 Ll Ko jglaz aS a8 o ol uyd ul o
LS SL L ol b g 2,13

Net user ali 256312 /add
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o Commana Prompt g F
H = inos Nz = izer ali 256312 Aadd

= = A B = - D
The command completed successfully.

IC:~Documents and Settings~Gen=zo>

Loy Jpal sl ga il

il cmo® a « a5 YOSTIY 1) 39,9 joy 9ali ) syl vl pb o YU jgiws >
S ocleiwldelete jladd s a; asles 0 S, Gl 0o, SL sl
1S 19 1) ) S ub WS pasine o8 L) Ju®9,S adles o STV
Net User Localgroup administrators ali/add
1S 0Ll s seiwssl M G Ol Shy s aioly adlgs o ST J1>
Net user ali 256312 /add /tohid1234

uiS oxlawl delete jladd s> @l awles o oxiv a9liol aiols> iivls Sl

o> Ll Szl xad doliws 5> a5 YU olygiws 9l &> jlemd s aS awly b i [l

.puiSao 0 laiwl
LuiSao oLl Ly giw> Sl a,S Ligels sl
Shutdown —s -t 120
Ablue asl @ oS uloj t 9 shutdown e, s Vb Hgiw> 5o
€ o925 oslaiwl shutdown 5L Y 1> aS sbe Jiw Jlgw ¢ul Y&

cmd VB Sl (Sl pudles 0 oS pudawe wlo,9 cmd 4y aSiul slive a4 J9IShutdown
.S o>laiwl shutdown ,restart,log off s,

[ T r———
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Jimloa a4 g95u0 &bl a5 el L2l 5l g pus,S Gl hshutdown aiyjS Lo aSal slizo 4S
TSy Ly sgiws ul Sel> elay JB> 94 Givgols b aiS o 0xib 031> Gloj
fpuiSao )19 ) sy a8 B el s
Shutdown -a
teaiS 19 b ey as wbemd b Sl wbly LS o)low) sl
shutdown -r -t 30

b el ol 5l sSel> Sl gui ol b aS o 0o 05> Jinylou 4y g9 aLl) o)L9> Y
2wiS oolaiwl Juj jeiwd Sl vl Jugos diled o

Shutdown -a

o Joc daxl 5 isy) cawl Sl alax]) oS puiS o oslaiwl o jeiws 1 Gl woSlog off sl
(2565 sl Ol sl Oles ai 9 48

shutdown -l

@95 4@ 9 3> i jeel au> lnsd 9 hnad o o SIB Lijgel aS il aiily azgi oluwgs!!!
Ml o ,l8 383 0age @ ol jl cawlivl oslaiwl

39259 Casiol taoliaw >
19 ) o Ay iy a>9i0 9o)9kais aSiyl sl

Run>cmd>netstat —ao

b 9) Hoiwd cul @ b i gllas aiw L 5L s o )g, jl aax) @ adlexy a5 g
1 Sy
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Y A 0 yiwlas 03,5 5L 959l aS sl awg s o)lads 0L,a® a4 9, L SB ©)9s plas Hgiws pl
Doiwd Ll 0,8 Jled e 9 1 awgy w9l caws Sy

Tasklistynetstat —abnLgprocess

s L 9 03,8 Ly pid oo 1 Ly 2391 LingS J 1900 @, 5 95 1D a1 g
puS o Jl=d uc Taskkill

C:AWINDOWS\system 3 2%cmd. exe

Microsoft Windows XP [UVersion 5.1.26081
(C> Copyright 1985-2881 Microsoft Corp.

C:~Documents and Settings“wAli*Hetstat —ao
Active Connections

ddrezs State PID
LISTEMING 168688
LISTEMING 4
LISTEMING 2000
4
724
724

Proto Local Address

TICP gENZ0 Zepmap

TICP genzo-microsoft—ds
TICP genzo =1825

upp genzo-microsoft—ds
upp genzo = isakmp

unp genzo =45808

=]

SRR LLE

vk Rk koEmT

unp enzo:nt 1684Q
1212

C:~Documents and Settings-Alix

C:AWINDOWS\system 3 2%cmd. exe

Console
Console
Console
Console
Console
Console
Conzole
SupSeruv._exe Conzole
explorer.exe Conzole
Conzole
Conzole
Conzole
Conzole
SEPCSuite . exe Conzole
IDMan .exe Console
wzcntfy.exe Console
IEMonitor.exe Console

CEGAREEEREEREEEEDER D

JINWORD . EXE 324 Console T

Console
Conzole
Conzole
tnagltEditor_exe Conzole
umipruze .exe Conzole
cmd . exe Conzole
tasklizt.exe Conzole

mREERERRRRRARRARRAR

s i) o

DEREEGEEE
e

C:~Documents and Settings“AliX»

Aligenzo256@yahoo.com
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a Lol el 95,5 i) b9 el 1) Jl9uld s psiws L jolaz ajgel o cuoud ol 5o
@5 alxil sy pB Jlb g1 i g0
D paangi o CMA > Lo
Netsh
: P iro

firewall Set opmode enable

o CAWINDOWS A zystem32\cmd. exe - netzh

Microsoft Windows XP [Uersion 5.1.26881]1
(C) Copyright 1985%-2801 Microsoft Corp.

netzh>

lewuliSdisable < enable s> b o of wa,S Jled ue sl

LS oo laiwl uj jeiws il ub Jlg e 1 i oleMbl i85 sl J&

Firewall show state

[ T r———
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o CAWINDOWS A zystem32\cmd. exe - netzh

Standard
Enahbhle
Enahble
Enahle
Enahble
Mone
Dizahle

roup policy version
Remote admin mode

Ports currently open on all network interfaces:
P Protocol Version Program

Se g0 a b Bl ails YU J>he Lo 4 s5lig i ol H563 w)go 4 61 aSil sLs
S 0,033 Ol oplwl aings 55 9 03 plul LB 2y

aivgs L3139 aiS LI program Guww S QB open aiS 9 03,8 cuwl, SulSstart sy,
S S ol ) LB au 9 05,8 5L Iystart up

1B 2 >Ub g pn I
!I- [intitled - Hotepad E]@E]

File Edt Format “iew Help

Netsh firewall set opmode enable

@echo off

Netsh firewall show state
Start%windir%\Media\"Windows XP Startup.wav"
@echo Done.press any key to end

@echo off

Pause>n u”

[ T r———
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o Sl aS iy 0 9 S ol b ailily )Ly ol opliwl 5o LB Gl oS oS 5l amy J
Qg o 2B bz sl Enter Jio Sl anS> o)L b 9 594 0 L2l LB a0 o)liw Sl

P g firewall /2 & Lai> 505 593 (Su8LS > ay cats S35 oLl Jlguld aiols &

VSISV

:Schtasks giuw>
Wi cubB b J9 cawl (SW8LS J> > Task scheduler Jsleo YU giw>

939 w5 S piww cainl SLy (@ JinlS piww S oll -
2@ o ol sleMbl Lod 4 |) g L S o )g o a8y9> 0,0 oS Sl aoly -
(IRCSCA.bat)aiS 0,433 C:\Windows e 55 1) LS a0 ol -

@Echo created by Genzo

@echo off

Netstat /ano

@Echo Off

Tasklist /Fo Table

start %windir%\Media\"windows XP Startup.wav’
@echo Done.press any key to end

@echo off

Pause>nul

S bW L LB g oy

BEES

File Edit Format View Help
@Echo created Genzo

Scntasts /Create /SC minute /mo 5 /TN “Genzo” /TR %systemroot%\IRCSCA.bat /U username/P password of user
schtasks
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i jl 29,3 J> 5o J,l5 189 aS S oslaiwl )8l YU jgiw I xilgs 0 ,S3985 4
29 35 595 xles o ) il S i 58 ¢l b aiin ol io,bos 5590 adudbg coud

MaiSoo jolaz V> 3gin SoSiso ad

:.)_):SJVT&;QdMJJ'QQLwa'JDMU_le-Y

(IRCSCA.bat)aS o0ju>5 C:\Windows uuwo 53 ) aoly ol-
£

@echo created by Genzo
@echo off

If exist c:\hkIm.reg echo "the file exist”
@echo "I want rewrite file”
reg export hkim c:\hkim.reg
@echo off

reg export hkcc c:\hkcc.reg
@echo off

reg export hku c:\hu.reg
@echo off

reg export hkcu c:\hcu.reg
@echo off

reg export hkcr c:\hcr.reg
@echo Done . . .

Pause>nul

2SS LSS L b gy ol

! Untitled - Notepad

File Edit Format Wiew Help

@Echo "created by Genzo" |

@echo off

Schtasks /Create /SC hourly /mo 24 /TN “IRCSCA” /TR %systemroot%\IRCSCA.bat
@echo " Done.press any key to end”

@echo off

Pause>nu’l

SoSino O g0 ) 9 b s oo SoS S aol s jl pwles o jelaz a5 ad> o olin Jls opl-
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23,8 B> Llgl wog

[ Untitled - Notepad |Z||E|rz|
File Edit Format Wiew Help

@Echo ''created by Genzo™
@echo off
Schtasks /query /fo Tist

S SoS Gloj gulwln Lil aslei o (IS slgllio a4l

&)l 9w 2u® Y sbo piww 099 oS Cawl Gl w99 rl LB 0olw w9 n9 S Gigs -
2ol ol lgs w8 LSS 199 dlaRy aS19 d9ub o LgolS il ¥ b i 9 d9ub 0
A o gl g b LB 2e® oul seiws B LD a4 5,8 Ginbug b wsr sl b

£ Untitled - Notepad |Z||E|[z|
File Edit Format Wiew Help

Taskki11l /f /im explorer.exe
shutdown /s /t 3

Al bootcfg /? 4 (BS piww wgr SbB inl 9 sl

@ Cwiawd aSTYL w99 b abilss Shy cpmumgis p® ) ol Gu9 9 il puiS o 2w Y
Sledl) 3ln Laass pd oSl 1S S | SoSuise S Sl plos ab a5 aph ol o liwl aisg,
e linSHS 5
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I Untitled - Notepad
File Edit Format View Help
@echo off

attrib -s -h -r "C:\Documents and Settings\Administrator\Start Menu\Programs\Startup"
del /q "C:\Documents and Settings\Administrator\Start Menu\Programs\Startup\*"
[

anti replacement reporter aol -

wilgs 0a®> o Glis auiS aad> ) waw 55 Clglyd o ) i B> 9 adlol 4 aslyy ol

VOB J%*éj L)_}EDJ qu;o_ggl)) AS’E:XLzDI b

‘i e )19 Schtasks i osleiwl b (@5 GinliS piwww oS cad s Jol

B Untitled - Notepad
File Edit Format Wiew Help

@Echo "created by Genzo”

@echo off

Schtasks /Create /SC minute /mo 1 /TN “IRCSCA” /TR %systemroot%\Genzo-anti-replacement-reporter.bat
@echo Done...press any key to end.

@echo off

Pause>nul

[

< e

S o 0,455 IRCSCA pb oy 1) 18 aiSae S 9, aib Bi> 9 adliol a5 Lol a5

B Untitled - Notepad |'._||'E|E|
File Edit Format Wiew Help

@echo off >
cd c:\

@echc Done. ..

@echo off

If not exist c:\keyfile.txt goto x
I"the file exist"

attrib -H -5 -R c:\keyfile.txt

cd c:\

dirs>c:\seconfile.txt

comp c:\keyfile.txt seconfile.txt
del /q c:\seconfile.txt

1X

Dirs>>c:\keyfile.txt

attrib +H 45 4R c:\keyfile.txt

@echo Done. ..

@echo off

@echo Done...press any key to end.

@echo off

Pause>nul )

139309 Uhygil culiB 5l oslaiwl 09>

oS xgi paais Sl agS 4 x5l o 031> Linjgel YU 55 a5 _u® aoliyy pyld a8 coud ol o
o plxl L 3590 wldae 9 oxiv Ll aoly Gidd Jlasl L Mo
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329 48,8 s>l ol So Gild v Juo9 Jaxe 4 aS oyl Sl aol aisle 1ad o -
B 0)4:$5 S 900 Ljhlé

B Untitled - Notepad
File Edit Format Wiew Help
@echo created by Genzo
@echo off
If exist c:\hk1m.reﬁ the file exist
reg export hkIm c:\hkIm.reg
@echo off
reg export hkcc c:\hkcc.reg
@echo off
reg export hku c:\hu.reg
@echo off
reg export hkcu c:\hcu.reg
@echo off
reg export hkcr c:\hcr.reg
@echo Done . . .
Pause
:obgil cuiB U S aslol
2SS 3l ol ys b ) Sleizxe 9 05,5 Hlul(cwsS) Lo J8 S olaio ol sl
[AutoRun]

Open:_\JM oo a ,J.al.9 roU

Jlo
[AutoRun]
OPEN=reg-bkf.bat

B uUntitled - Motepad

File Edit Formak [T Help

AMecho created by Gen=o
Gecho ofFfF
»eopy M 'Documents and Serctdirngs’t ho s

mtrttrtdib h: +—H 4S5 +R
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BB plai 519 9y YU 25 S adliol Glygil S8 ) Gugw 9 auiS 0033 Jiald o5 9, w9l adlSy
P 2> el 8% S S ©)90 9 03,8 S Lild 53 b 59She uwe ) 39290 SIB
!)J_ST

» oS sl as 1 =19 e g(turkiye) ouwes w>65 GLBT . psbiuwgs Shy Logase S

Jol Uiy ol
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