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Virtual Private Network
Application Control
Anti-malware

Intrusion Prevention
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Wireless Controller

Wide Area Network Acceleration
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Advanced Threat Protection (Forti Sandbox)
Web Application Firewall (Forti\Web)
Secure Email Gateway (FortiMail)
DDoS Protection (FortiDDoS)
Application Delivery Controllers (FortiADC)
User Identity Management (Forti Authenticator, FortiToken)
Endpoint Security for desktops, laptops and mobile devices (FortiClient)
Wireless LAN and WAN (FortiWifi, Forti AP, FortiPresence,
FortiExtender and more)

Enter prise telephone systems (FortiVoice, FortiFone)
And more....
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Connectad

FGT60C3G10016011 # execute ping guard.fortinet.net

PING guard.fortinet.net (208.91.112.196): 56 data bytes
64 bytes from 208.91.112.196: icmp peg=0 ttl=52 time=62.
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64 bytes from 208.91.112.196: icmp seg=4 ttl=52 time=§1.

-—— guard.fortinet.net ping statistics ---
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round-trip min/avg/max = 61.3/61.8/62.6 ms
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# System activity event ¥ User activity event
# HA event # Explicit web proxy event
Apply

Aweles Jé |y Event Logging 438 «gow al> e 4o

asles o o Y 5l sasin gloil b ol cud 1) SY g4 den Enable all a3 Ol b aulyy oo los

Syl (S Lo a5 £45 5 0,90 ol WIFi activity events

aS LS (gaie 4 o Ll Display Logs From a5 45 o, 4 (5elas GUI Preferences o o

FortiCloud ;s M. (o0 oo sl jo ln SY

Yy



:security policies ;o 5,5 Y gl J8.Y

IPv4 Policy> Policy & Objects>:aules (b 1) )5 o

SS atiee dwles S SY LG ayls lasys a5 policy Sl s

I, All Sessions L ¢ Security Events sls 435 51 S ol [Logging Options cwd o
oo les bl

oS bl s> All Sessions a5 .aules Sl |,Security Events a5 wb led o jlae yiion (o
A8 5 i 5l (6 i (55l 0,033 (glad g mlie 04 o el Sl pl aS kel o S 1) SIS

D gl

Mgy ) e 4 Sl (STl SY SGLS Glaled S

Log & Report> Traffic Log> Forward Traffic Report> Traffic Log> Forward Traffic
dae eyl )b o5 o)lse Jolis s Y cpl waims oo inles ) Sl 5l alises ledll bs S
il oo dade g pulesd

Aeles Jdye 1) Ko can b g Jd |y b gl can ol b aples ol |, Settings

i Application Control
orr | 1PS

ot Email Flter
yir_ DLF Senser uelaull
£ VoIP cefaulk
= ) SSL/SSH Inspection e lificalz-inspeclun

Traffic Shaping
orF ) Shiared Sheper

i+ Reverse Shapar

ofF ; Pzi-IP Shaper
Logging Optlons
@ Log Allowed Trattic
Security Events
® Al Secciong
Capturz Pzckets
Comments Writa = comment.. | oitem

@™ Enable this policy

Yy
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I

T Date/Time) ¥ Source T Davica| .
11:35:30 192, 168.1€0. 180 10.10.34.34 #® Allowed _ 240 B/ S

113529
11:35 28

4 11598
11135 28

e 113528
i 11:35 28
£  11:35.28

Y 1lmaud
110 11:3527
11 1113526

[ 12 113526
112 13soa
14 1113526
15 113525
15 11i3si38
17 113598
18 11:35.35

" Destnation Y Applcaion Name| T Securty Actionjsecuriy rventy_sen

=T

.164.135.200

== 92.50.31.200

10.10.34.34

) 125.205.252.16 (leay.a.lire-apps.ccm)
2 125.205.252.16 (leyy y.liv e-apps.com)
= 2:.61.170.131

&5 205.251.196.159

Bl bL.210.10.52

=5 205.251.195.16

= 54.153.30.23

217.66.220.132

37.77.572.44

205.251.192.206

101.227.169.106

60.210.10.52

93.50.31.200 (97.50.31.700. 1ser.chahrad.net)

o E R

74.015.14.19 (d=n-ass-0L.zolarwinds.com?

(wl[=3

ME-33L

Hrowsec 3 Allowed
El\avrr.Lim: @ Allowed

FTTPs

31
o S

740/ 0
1.06 KB
240 R/
3066/
1008/
IEE/0
B0
/B
77TE/ O
77Bi 0
1328/
TAR, N
70B/ 2
52042
S6B, 0
1.01 KR
54B/87

DA A o o 0| Cg> Security Policies G sl

Policy .yl .555 | > Policy table ;o 5 <=L Security Policy G jsha 45 ans o oylis Jlo ]

LAN oS 4y 45 o5 anlgs IS ol S Policy A i salys S al5 IPVA Ll aws ol ol 4o

Web Jlesl b ol jar 020 oo 1y o il a4y g iws o5l POIICY B Laws oy <o sl a4y o yiws o5l
4 Policy C.aiiie Jaie bo aSiis 0 LAN 55 )b 5l as Slo wless blgs 5l (6, SO (ol filtering

(asb

aalgs 18 ooliil 8,50 w2 cdl Ol 3l oo ol deNy” iy default b ool b
TR 1

LS a5 Ky anlen S i SUDNEE Sy o a8 ol 0 0uatd o2 535 el pely S5 o Jle ol 5o

09...» 0old LY (o pwd (Pg0f Djgo b [ POIle A uLo..»Ja.u -\

Dgs 00ls g s o3l e blge 44 b Policy B (yisls -Y

SysadminPC & ,s5 -Y

SysadminPC « wiws o)l slxl 6l Policy C ool -

AR

Policy Table .5 5 -0

wls -8

sl o LAN s



WS b1y p) e
Policy & Objects> Policy> | Pv4

Ol 50 0el SLHUP gy g o o] 4y g s a5 asled bon! cundl S8 Ol s Wl

&l ooges Enable 1) NAT cll> oS 0y eds (yialao

All 505,5 ON |, Log Allowed Traffic 4. ;5 Logging Options cwud ;o 5 axaw ol

Awles ol 1, Sessions

Jolge slo lgps a5 (yols cwyiws g Policy B el ¥

aled (b 1) 25 e
Policy & Objects> Policy> | Pv4
S Sewyd Shlige Gl Sl (oris sbml Sz ) Sledas b Bllae wpax ol S
Incoming Interface = LAN

Source Address= All

Source Device Type= Mobile Devices

Outgoing Interface= WAN (oo 5 sl caws)

Service= Http,Https,DNS

) ) Enable NAT
Logging Options

Web Filter 4, 5 Security Profile cw.d
@~ Log Allowed Traffic

Security Events
' Proxy sl colls a5 05l o el [5

® All Sessions osliiwl .09 ,5 Jlé SSL Inspection 4 Options

Capture Packets

Yo



Ly HTTPS S8l b aws s o5l>! SSL inspection 4 proxy options ¢l default ;4,,
255 )18 2ol 050 oS
oed yiiol 69y S uiless ales 09l oo el (DeVice Groups) b olSiws 09,5 Colild 5l oolanwl 4SS

gd a3t Slegil &9 4 LAN

All a3 5 00,5 yi, |, LOg Allowed Traffic .l Logging Options ,o oledas ad e
S ol 1) Sessions

SysadminPC 5,5 oy a5 .Y

aled (b 1) 25 s
User & Device> Device Definitaions

Cpmles adlol Cond il o b ool o w1 PC S oiiles o0 JI>

ald o 1) 095 olSiws 45 el jo 5 anlad 5)lg |y MAC AdAress . ¢ 00,5 bl 1 Alias a3

Aweles jasie Device Type

Alias |
MAC Address

Additional MACs Click to add... v
Device Type [E] Other Network Device b
Custom Groups MNone >
Comments Write a comment... - | 0/235

oK Cancel

waled (o 1y 5 e
Policy & Objects> Policy> | Pv4
b ) bl bogas ol S
Incoming Interface= LAN
Source Device Type= SysAdminPC
Outgoing Interface= WAN

Service=All

Enable NAT

Y



b el 658 50

aled (b 1) 25 e
Policy & Objects> Policy> IPv4

(Policy Table) oS sasliv |, ol Jsoz Coxdy sy oo Jb

a0, 18 alkais o 5L o as Policy A -l wil & jle Wl oals asle oS Slo b ol b o
yekate 4 .3, 1,8 Default Deny Policy Ll o g Policy C e 9 88 1,8 Policy B 1 JLso

S il 42315 b5 & (i yiee Jlool 655 i o n ol 5 4230 5 aion

Ay oo B YL 0 dden s gl b
1 lan want HTTD

O HTT
S HTTPS

o DNS

wanl SHTTP [0 default (# Mobile Devices
S HTTPS

2 DNS

2 lan wani 2 ALL [ sysAdminPC

any any o ALL

ol o )asled Gl sy o aS 1) Co Cos (gt 5l (end jo o oWl duse (g3l G e C>
@ a9l oo Yo cad o ) ol g 08,5 Sl |, Policy B (0,5 ol |, Seq.#t coond Lo Jlis

el cdalice |y bl g 00,5 bul> 1) o ol wilyd (o0 g0 e

Browse ) asp (&, oyl 35 Gulns hlige o 5 a0l )0 95250 pitcms o 9 (el gl Ly
.(Internet

W9 R R g &
Log & Report>Traffic Log>Forward Traffic

S ol |y WS jaue alizee sl ondl 5l a5 (60 sl S8l ol o
A led oolaiwl o&iws 40,5 ,5ile > SNMP IS5, 5

oolazwl 5,50 aSs sl olKiws 10,5, 5ile cg> Simple Management Protocol (SNMP) IS s
sls )55 a5 Fortigate SNMP agent  Jis «l p S5 (53, » Slosais plonil dbiwsgs 005 0 )58

Wled oo Jlo,l e SNMP Managers « 1) i Sledlbl g Consg 45 by o

Yy



b aas o ojl>I Manager 4 bg o SNMP & &3 48 4 by o SNMP Agent ( Jle ol jo

oS F,98 oiws agent SNMP L Lag o il dais )
oS o9 et il 69y 2 SNMP (g5l Jlb ¥
SNMP Manager G L wledas g Fortinet L MIB 0,5 o5bls ¥

/ T
LY
g Internet )

N

Internal Network
7 11— 1l

G~/ Rl
£

SNMP_M_anager

SNMP agent & by o Sledas )

aled (b 1) 25 s
System> Config> SNMP
Swled sbu! was community G B oSy |, Create New as ;5 SNMP VINZ cwold )

YA



SMMP Agent #| Enable

Description fFothqéEe

Location |Pardispars|

Contact j021—8832?832
Apply

SMMP v1/v2c
| © CreateNew [&E

um

|SNMP v3
| ) Create New [ Ec

?um I L

Authentication, No Private

FortiGate SNMP MIB

Download FortiGate MIB File
Download Fortinet Core MIB File

Lo Jlo ;o Mo .oles o415 1, SNMP Manager « by o wyol o ! HOsts cwand ol
42515 SNMP Manager > 5 oz ol oo o), 4 Lo il 0 192.168.1.114/32
) aSlls (6 pin Joe 80 L b awisl asls SNMP Manager G b vl o gl bawil

23,5 o Jlad b o plad 0 )lae yiion o .0uS Jd 1) ol 5o aST ol SNMP Events

v
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Hosts:

T S ™ S N

|192.168.1.114/255.255.255.255 | (ANy & L
Add
Queries:
e —— —
vl .lﬁl | [g
V2C 161 i Ig
Traps
e — T —C—
vi 162 162 CJ
v w ] e ] ¢
¥ CPU usage is high ™ Memary is low
# Log disk space is low # Interface IP is changed
™ VPN tunnel up VPN tunnel down
™ WiFi Controller AP up ™ WiFi Controller AP down

¥ HA cluster status is changed [ HA heartbeat failure
# HA member up # HA member down

# Virus detected [ Matched file pattern detected
¥ Fragmented email detected @ Oversized file/email detected
@ Oversized filefemail blocked & Oversized file/femail passed
# AV bypass happens</
CoS (598 omd il 95 » SNMP (g5l Jlad

1S Gales 1) ) e
System> Networ k> | nterfaces
ysubnet ;o Wl s ol ol aS ail ails ax g o |, Al i ol S Edit a )5

SNMP « 55 L5 Administrative Access cwd o 0L SNMP Manager o (a4l
Aol

SNMP Manager < oledass g &6 68 MIB LB oglils

G52 4 bgyye Ll MIB wilsis cales oo ool Lo a5 <SNMP Manager Ll
Aales eolaiul g sglils 1) el 5,99 9 &

W9 p R e
System> Config> SNMP

ortGozar.com




led oghils 5 K2 asile | 25 (59 g ZuS (5)98 4 bgape slo LB MIB

SHNMP Agent |# Enable
Description 'Foi’tigéte
Location La_r_tilili?_a__rsl
Contact 021-88327832

Apply

lsnmp v3

ISNMP v1/v2c
| @ create New @ E i

umm

I 3 Create New [ F T

fum

Authentication, No Private

FortiGate SNMP MIB

Download FortiGate MIB File
Download Fortinet Core MIB File

Al o0 D990 CuS S,e8 sld olKws slp e LB MIB 5l g4 g0
FortiGate MIB .\
Fortinet MIB .

Al oo o 8 50 40 cogatte Sledbl g balé 4 Traps o> )16 ForiGate MIB
S 5,98 Y guame pled 10 Jgere Oygo ar a5 Sledlbl 5 laals 5 Traps gsl> L Fortinet MIB

S, 34>

CuS S)s8 oiws I, latraps b osls #lxil 192.168.1.114 ,, |, SNMP manager ola.das

dsled ceai ) &6 J)98 g oS (5,99 L had e LB MIB Lo Ojae jo aled il o

Aol ;o pmled o0 ooliiul b SNMP Traps caslie cge Solarwinds | Lo Jls ol 5o

500,5 olxill, Select Drive.ssls 1,11, SNMP> MIB viewer c...d ;s Solarwinds

A 04lg 1y cewlie COmmunity String 5 owsles o)lg 1y cuS 5,98 oSiws w0l IP

5 a8, Log Management> SNMP Trap Receiver c...d 4 Solarwinds ,l58l » 5 ;s

Aweles ol 1) Launch a5

=ltrap wils o Log & Report> Event Log> System & b 5l oS 5,98 olftws 4o

ortGozar.com
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l_fgp.ﬂ.h syabam.intarf sce Diaka | Torvs 10:45:28 [Fri Mar B 10:43:28 2013

Wirtual Domam  root Lewel infarmatian

Temestamp Fri Mar 8 10;49:20 2013 chgtd 2849201

lagid 44547 Sulb Type system

Usar Interface GUI[17Z2.20.120.217 Uzar 1 admin

A tinm Edit chgabj dmz

rall 54039 clhgatie ip[10.10.10.%3 255255 255.0-=10.10,10.2 255.255.355.0
Mesnnge Edit mysterm, inberface dmz

D 1S (6la g 4 Sgaze slo o yiwd dll s, Port Forwarding sl eslasu!
&3, » Port Forwarding oledas gl Virtual IP 5l jglaz a5 s oo olis Lads 4y Lo Jlio (] )0
g o L SSH 22 ;FTP 21 , TCP 80 &g Jlie () joamles oolaiwl cuS 598 olKiws
il adls gy Lo (SIS sla gy 4 o D0 (nl byt Wl o (S5 slo s

Virtual IP 5L )

VIP Group « Virtual IP s ,5 adlslyY

Security Policy y&Ls Y

¥

FY

ortGozar.com




2] 2280

q Internet
VIF VIF VIF

FortiGate

[T

Zl 22 ¢

2t
=1

- i

Virtua IP oL )
aled (b 1) 35 e

Policy & Objects> Objects> Virtual |Ps> Create New> Virtual 1P
5l Virtual IP S, 80 &, TCP 5 1, 4 Jled |, Port Forwarding

Name [web server

CHipTHesS [write a comment... <] orass
Interface WAN -

Type Static NAT

] Source Address Filter

External IP Address/Range 'g.- k2 '0‘_

Mapped IP Address/Range [192.168.1.1

-[192.168.1.1
|« Port Forwarding
Protocol e TCP UDP SCTP ICMP
External Service Port lso |_[so
Map to Port [z0 |- [0
OK Cancel

fv
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i"")“i“ J.BJ)O FTP LS‘)'.‘ ‘) 21 u)y W’Q Wb 6‘)‘3 9
VIP group « Virtua IP 5,5 aslsl .Y
iled (b 1) 25 e
Policy & Objects> Objects> Virtual IPs> Create New> Virtual 1P Group.
w2 o VIP Group

New VIP Group

Name

Comments |Write a comment... ~ | 0/255
Interface Any b

Members Click to set... -

OK Cancel

Security Policy & el ¥

S islesy 1) ) s
Policy & Objects> Policy> IPv4
b pdy Gl Jlg s caiy 3l gy 4 (s a5 oy 5l Security Policy
08 Jloel 5 Slasia b gl |, Closlis
Incoming Interface = WAN (¢85 5,58 o6l cawd)
Outgoing Interface = LAN (ol oo i ol o 5l layg,m a5 A3l cons)

Destination = VIP group
Service=Allow HTTP, FTP, SSH

2,5 dales cdadloe Lads (slo )55 5l cunlie sla Security Profile ;l oolaw! Lok

£



Incoming Interface
Source Address
Source Usar(s)
Source Device Type
Outgoing Interface
Destination Address
Schedule

Service

Action

Firewall / Network Options
MNAT

oFF | Web Cache

#F | WAN Optimization

Security Profiles
@D AntiVirus

Web Filter
_oFF , Application Control
& Irs
Email Filter
DLP Sensor
_OFF |, VoIP
ICAP
Proxy Options

S5L Inspection

s9r 29 b Jlgnl o 5l asly (oo 9 Sl 5L 8O o)Lk TCP &5y a5 w9 ialas 5z pe 5l 13
gd relas 21 522 gla Zyg o9 5L 5l izen 0S8 LU

ST Jelis by calilB 1l sles oo Casro Lo &S 5,98 olSiws el sla culilB 0550 y0 Juad oy

3L o0 DLP 5 Sy ;ild Jeaal  IPS o el 7S cog S ied (g 29
23 Ly 555 s i sle gy Sl e Lok s 5 g il S el okl o
oo bdas Baclh o aisle slo LBy e solitul LT 5 55 (6 a5 Conlows 5 5l ol

ol ol oo 4l Sy jgisle Gz rizred aled oo (silw ool 1) Lad sl slo el g arily

wan2

=] all

Click to add...

Click to add...

internall
Webserver

T always

[ SSH

v ACCEPT

default
default
default
default
default
default
default
default
default

default

fo

(]

Ba 8

RN PPINONIE



ol gy alS 0 g adgi a5 > g (L3l sle Sl 0el p3Y ST 005 colatul b Ll

Digd oo SO la hlg

Ayl 1y Coynl g aSll mlie 4y plitws ollgy a5 Hlo awliy 0,5 8

atiee 6o Cul G o yiwd s cge Static URL Filter <ol 5l g5 ool

siorial daliealsS 4 gy o siiel (sl las] 0 osli! SSL Inspection i a5 «Kis

Sgis el L gl

SSL Inspection sl olgzds asliales S 5l oolarl
BBl ALBIS (o s il g 4K olin & Wil o 5 gl el J S
a>gin g S led oolaiwl Sl 5 sanline sl Application Control sl 4eX> aS 0y 15 oo 0L Jlie (ol 4o
aS gl anlyy o il oo oolaiul Jl> jo 458> ¢ x> wules colaiwl & gl 51wl ol asbp 5T 0yl
aS sl ] sl Application Control s ¢ aadsg .asS Block 1) canles slo conlw b olais
il Al s a4y wlyl s U olgds (gla deli e predae Lo

Security Profiles :,,a.> o Application Control ;L. Jles .

Sl S5 59,5 Heile sln 28 i sle hlog Application jf ool Y

Security Policy G 4 Default Profile :ysges aslsl Y

Fortiview sles js.isls 0505 g,y .F

b 4ol 0,5 SY sl Application Profile S 5L .0

Security Policy G « Blocking Sensor  -jsg.3 aslsl 2

2



Session begins S

System> Config> Features

s P
P
Application /A lication e
specific — =X fe):[:mfrol L :

Action applied 4———]
/

Application
’rEtEgﬁ-cd? >

Y&S

e

raofFic i |
2 -
- A
L2 Traffic not
_‘b affected
Application Control (¢l s )
amled (bl p5 e
- Sl opng, Application Control a5 g ol
AntiVirus &
o«

Application Control €

DLP @
[ on |

Email Filter i@
o«

Cndpoint Control &

Cxplicit Proxy Q
[ on

E@ =@

oo Jlesl Glawdass .oyl Jed 1, Multiple Security Profiles 4 a.uS™ ool Show More 4 55

oS Apply

Al Sl 0,5 eile 1, Default application Profile ;1 eolaiwl .Y

ortGozar.com
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Security Profiles> Application Control

S Gialew 1) 25 e

Oled 4 ol g alwd o aeli p gl cnd S asles = ounliv |y 09290 (2,8 i by

030,85 b iy jeiile Sl (gl ouls plonl (g atws s (2,8 i O jg0 4 Gl ol ALBlAS
LT 5 awsles w3l |, All Other Known Application 435 « le il sled ol jglate ay .ol

220 alesl All Other Unknown Applications iy 1) |15 cpes 0uS podas jgiile cdl> 6l 1)

@ bl plasl oo g, Deep Inspection of Cloud Applications <o Ll 53 o Jlgy o

gl Hgile CuS J,98 lawgl das o0 o5l Video Streaming i 5 cov slo anliy

Security Policy & 5,5 o by o5 adlsl Y

Edit Application sEEEIE -

Comments Muritur all applical s, ) 25idan

Caleyories

;?j Bctnct E_i:l Game @ Remote.Access .:E__ VoIP

.ﬁ‘ Busness i‘ Genzral.Interest @ Social Media i Industrial

& clood T &l Metwork Servire & storage.Rarkin & WehOthers

E Collaboration & pap [E Update @ All Cther Known
Applications

= emall = proxy & video/audio

@ Al Cther Unknown
2pol catlons

Application Overrides

i L @ Add Signalures

Aspication Signature | catewory | Adion

N matching entrias found

Options
«o» Lezp Inspection of Cloud Apol cations
L on Allow and Log DNS Traffic

«<® Replacement Messages for HTTP-based
Appications

Apply

System> Fortiview> Application

A

aled (ol 55y

Policy & Objects> Policy> | Pv4

@ G s 4 bape o
Coomd j0 o awmles lpg |y ol
Application 435 Security Profiles

bl 5l g 08,5 &g, |, Control
Gl Jdasles  eolaiwl  Defualt
b deles el Application Control
Oyee & o2 SSLInspection oL
S35 3 Ol jglate 4005 5 Jlad 5045
JbBs, o Cloud Application sl s

Sl olssl asb Deep-Inspection

Fort|V|aN 0)9.?.’::‘0 R f

iled (b 1) 25 e



Iy aiSo jaue oS 5,98 5l ol o jo as (Sl o eunls ol agles bl | Now view 4 55 4
S8l 0590 50 (6 s OleMbl Wy jlo Cavgs I (Al so b asl p ulul 1 (gus aws) s o ioles
Sledlbl 5 date SIS dae S8l o led SIS o0l cold jioled 4ol (69, p auil allls by aulip

D y5] deplgs Cewds by sessioN o)L y0 LS

O Q, Filter Applications.. now | 5minutes | 1hour | 24 hours
" Aplication | Cotegoy | Risk | Sessions> | _Bytes (sent/Received) | 0|
Unknown 316 I 196.70 MBE I | -
SsL Network.Service — [EE==s] 60 129.61 KB |
HTTPS.BROWSER Web.COthers EEEwE 1 5.70KB |
QuUIC Network.Service — [Ezm=s] 1] 294.11 KB |
Apple.i0s.Push.Notification General.Interest  [ETEEE] 1] 13.30 KB |
WebSocket Network.Seryice — [EEEEs] 1 279.63 KB 1
HTTP.BROWSER_IE Web.Others [EEEnE] 1 gaop |
Teredo Network.Service — [EEEmm| 1 313.34 KB 1
HTTP.BROWSER Web.COthers [Emmmw 1| g850B 1
Skype Collaboration (S 1 41.04 KB |

A,y 1) e 4 Ilgs o ClOUd slo asl s 5l aslie Sledlbol 10,51 s (sl
System> Fortiview> Cloud Application
Ly ol ol bos s coblB ol asS jgiile g onalive ) Wil a8 3 13 colawl 090 a5 ol (pitSL1
Streaming S8l 5 a8 cowl sl b o el aldl cal ool 0as obgiang d> wygd dxgle U o o

5L o aslus Video
b 4ol 0,5 S sl Application Profile S el 0

Sy il b as el o] g Yo .l onds loliss BItTOrrent a5 s (o, Lass b Jlos 4o
S 2 a |y g3 Il & a8 wiSe S 1, P2P Sl 5 a5 ) s Application

Al 59 p shie il Al g 8,5 walgm S e 1) Cgde b dad e slo asl p pled dpo bl

aled o 1) 2 e
Security Profiles> Application Control

A les o g S

sled BIOCK 1, 3T 5 08,8 sl |, P2P 4y Logs 1o 05,5

4



Edit Application Sensor  [EENS

Name default

Comments Monitor all applications.

Categories

& potnet o Game K Remote.Acoess
& Business & General.Interest S social.Media
& cloud.m W network.Service B storage.Backup
& collaboration |@l pzp | @ update

& email S Proxy & video/Audio

3o = o

[view application Signatures]

& vorp
&S pndustrial
& web.Others

@ Al Other Known
Applications

@ all Other Unknown
Applications

z |, Youtube asls .aules il |, Add Signatures cw..d Application Overrides cwud 55 ;o
Signatures ples ousSee saslive a5 (5 ,5b yled amles Sl 1L Lo 10 sle SIgnatUres slos g oS

Deep Inspection of Cloud Applicartion a. ;5 .ssai Block S5 95 & g0 a4 g wiouds adlsl cand 4 o

dled Jled |,

aslo blgy g 0sd Jld colbld 5l oo; |, Application Control «.s's Security Profile cwud o

sl Sl 1 ooy

aile (g, a5 0iSiwe il o e play SO Loy el WWW.Y OULUDE.COM ol o,lg 0uiS camw
el 00l S Hla5 0550 Colw S oo el Loy 4y g o)l 15 WSe

@ FortiGuard ;. o= fic:iton Seorire)

Application Blocked!

¥ou have attempted to use an application which is in wiolation of your internet usage policy.

wE YouTube

S g il S 0 Cln el G o Aol 4 by e sl SC8l aST wll el LS

5 cll> g a8, System> Fortiview> All SesSion s 4 ool SO slo ol 5l i Sledbl

Swles Sl 1) minutes

watine o Colw Gy 4w yiwd (6,5 sl cye Static URL filter o LB 51 ool

ortGozar.com




5o o Social Network soss aws aiile s ool lgios 51 ol g8 4y (o yiws o)l Lol 84
o3l g 03,5 O I Ll s ,ls Cavgs Loty a5 aisly el col g aws ol JBls 0 05 5,98
I sl o ) CuF (9,58 jshazr a5 0,5 (oo ol Lad (Jbe cnl 5o 2 O Sl (o o
e & opl gl o b SUD Domain Jels cpl aiS 58 el> ol clanl glo aSli A i
Ol Lol 045 o plowsl SSLINspection 5l eolaiw! alewss 9.0l o Static URL Filter S a5 ol

20,5 aales IS 02 IPV6 gl og, cpl ol 0s oo aiigs IPV4 ol Security Profile Jlw ol jo
B dlgm> 60,5 w2 IPVE o Le IPV4 o o dass
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E‘l Support Contract * Registration @ Registereds== Launch Portal

= IPS & Application Control € Licensed (Expires 2016-04-09)

s AntiVirus @ Licensed (Expires 2016-04-09)
FurliGuard = Web Fill=ring @ Liceuse d (Expires 2016-04-09)
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0w plodl |y Glepdais 55 Olowsgs wlal 5 g 00,5 Sl |, Create New o 55
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Outgoing Interface= Internet Facing (WAN)
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oS oo Sl | default 5 05, ON cJl> o |, Web Filter co...3 Security Profiles o 55 50
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L as 0,5 ales caslive S oolatwl sads S slo cole 5l sl sl o2 HEtPS JSSg 5 5l Leis S
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S WEC IO el certificate-inspection ¥
| certificate-inspection |
Name certificate-inspection RECat

Comments [sSL handshake inspection. | 25/255

SSL Inspection Options

Enable SSL Inspection of # Multiple Clients Connecting to Multiple Servers
Protecting SSL Server

CA Certificate Fortinet_CA_SSLProxy -

Inspection Method # 5S5L Certificate Inspection Full SSL Inspection

Inspect All Ports
HTTPS 443

SSH Inspection Options
= | S5H Deep Scan

Common Options
Allow Invalid SSL Certificates

Log Invalid Certificates

SSL inspection g oo (g la5aS Sl a3ls O g0 4y 058 oo el dEgD-inspection ;g 5, :azsS

Db Jleasl
»leeHealth and wellness, Personal Privacy, Finance aile olbe cole gun aws [Policy ol jo
Aol 45" Drophox g itunes aile s 4ol 5 00,5 o Jles! bo Cols 5l assS cpl s Policy ol g oo

Ao ,8 o pleie g atws ol 5l ail e (Unique) LS W certificate
S5 o e Cwwd o Certificate wladas 0,5 Jled .Y
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Sy, Apply 4eSs asles ks 1) Certificate cwd 5 ooled SIS Show More a5 (g4,

Fortinet_CA_SSLProxy certificate :jsges o5lls .Y
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System>Certificates>Local Certificates
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J..uLo) 0)15 <9 ;)5)40 J?‘O ‘) CA Certificate f

s 25 ) 6l

weles (b Iy p5 J>le

Tools>Inter net Options>Content>Certificates >Trusted Root Certification Authorities
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Trusted J=>lo o Certificate a5 wad ielao asled o)lg |, certificate ouls ol Wizard lawgs

el 00y 5,15 Root Certification Authorities

& il o Sef signed ouls ols Certificate a5 bl ol 4wl walss cols il 4 g,z S
Sl install 1) certificate sogw! (JLs b asilys oo Lo § ol dlgss ol (SIS

oS B pls 5 )90

aled b 1) 225 e

Menu>Optionsor Preferences>Advanced >Certificates

@ Woxzilla Firefox Start Page Kfﬁ' Options X \+

& ) Firefox | aboutpreferencesfadvanced

0§ Genera Advanced
Q, search
E Content
& Applications

% Privacy Select one automatically

General Data Choices Network Update Certificates

When a server requests my personal certificate:

2 gsk me every time

a Security

€) sync

& Advanced

L —J

v | Query OCSP responder servers to confirm the current validity of certificates

View Certificates Security Devices

Asled o)ly 90 J2lo a1y coF J)68 Lawgd ouls jolo (6 aslialss oles o

16,8l 9 09,5 5590 sl
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o9 g oyl SLlS” Certificate pl il ielao il o certificate o4 Self Signed play (!

bl ceai 15T oogul JLS b e ail oo JSie

We cant verify who created this file. Are you sure you want to

open this file?
MName: I\techdodFortinet CA_SSLProxy.cer
—R Type: Security Certificate

From: ZMechdocd\Fortinet CA_SSLProxy.cer

| Open | [ Cancel

i This fie iz in a location outside your local network. Fies from
locations you don't recognize can ham your PC. Only open this file
¥ you trust the location. YWhat s the dsic?

Certificate Import Wizan

Certiticate Store
Certficate stores are system areas where certficates are kept,

Windows can automaticaly select a certficate store, or you can spedfy a locaban for
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O Automatically select the certificats store bas=d on the byps of cerlificats
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User & Device > User > User Definitions
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User & Device

Q Choose User Type :

(s)Local User
'Remote RADIUS User
/Remote TACACS+ User

(_Remote LDAP User

User Name davood

Password

9 Specify Login Credential '

Email Address
| 15M5

dprince@example.com

9 Provide Contact Info

> User > User Groups

gy R e &

Suoles aslsl QT O lyagls )5 9 o sles FUIl Time ol b 09,5 5580 SO

DS aslol Bl ]y ey, )5 g swdas plais! ol 4 |, Part-Time ol g aislo 1) pg0 05,5 59

Mame pari-time
Type i®) Firewall ' Fortinet Single Sign-On (FSS0) ( /Guest = RADIUS Single Sign-On (RS50)
Members & romina *| K

Policy & Objects> Objects > Schedules
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g # Sunday | | Monday | | Tuesday | | Wednesday | | Thursday | Friday | | Saturday
Start Time Hour D Minute D (7]
Stop Time Hour |0 Minute |0 -
OK Cancel

MM@L‘”J‘L’F&J“’L”“S l@omO}‘OS;k&iQQ;M'V

aled b 1) 2 e
User & Device > Device >Device Groups

A5l Q0 095 S
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WS b 1) ) e
Policy & Objects>Palicy > |Pv4
sl )y Slasein b war oWl Sl
Incoming Interface = Local Network
Source User(S) = Part-time Group
Outgoing Interface = Internet Interface
Schedul e = part-time schedule
NAT Turnon
auiS 50,5 i, |, Log Allowed Traffic 4, ;5 Logging Options iz 51 L8 olendas silen
Awles ol 1) All Sessions

3,lg cgz dwled 0)lg CLI Lo o 1, 5 &ljgiws g &g, System> Dashboard> Status w4
Swles oolaw! ID number ;| Lo part-time 4 by o odl (0,5

2SeSSION soliil yle; plodl 5l dns 0dly )3 55 e b 305 SSESSION (51 555 oo sy ygmmss oy

bwbbﬁf)ls bb)lgoww

config firewall policy
edit 2
set schedule-timeout enable
end

end

Ao ) b blge 4 by S8y a5 Wb G cole
Auibes py Sledas b gillas was b S 4 4z, Policy & Objects> Policy> IPv4 s 4

Incoming Interface = Local Network

Source Device = Mobile Devices

Outgoing Interface = Internet

Action = DENY

Log Violation Traffic = Turned On
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=:RTINET.

Authentication Required

Please enter your username and password lo continue.

Username: | ™
Password: | *

Continue

435 ¢ 00,5 bl |y davood L, ,ls" User & Device> Monitor>Firewall .. 3 ,b ;)

Sol 5l am s Jate Coul 4 anS orw Leegy e b 5l L (plady |, De-authenticate
Sl @], aSS cpl sl anils s o) @ auly ces Lot w8l o 5las! Authentication

Lbls salgss &6 pnl mp blge sl oKws ples a5 0l

lws L8 System > Fortiview>All Session 5 b 5l ool S (5leSeESSION 0,90 ,0 Sleds|

| Psec VPN

Glo gy Crized b o IPSEC VPN Gilise glgil clalais ploxil 3,50 50 Sledlbl (gl oo (]
Al doles ools 7y fad cpl ,o IPSEC VPN o o 515 Cos >l 5l Jelae

L Ll g axzle Virtual Private Netwrok G b auSiee solaiwl oo sl susel SS9, 51 IPsec VPN

SO Jlasl jelaie 4y ail alils v 355 ((sogas) LB Al 4 i) s 5l eolail
.(FortiClient silen ) . sl eudass

1l (oo p) lo Josdljgins (g9l (5w 0l

#5



10S sls olKiws sl IPsEC VPN s suis Sy

IPsec VPN (sly 059 slo olesal,

a9 o b3 olsul sl IPseC VPN 5l oslaul

Azure cilug Sols 5 oo 598 o bl )| s IPsec VPN su Sy
CuS 5 ys8 oliws g0 oy dynamic IPsec VPN (g4, » BGP (g;lail ol

10S s oo LS‘)-? IPsec VPN & LSJ“-’JS“-’

Sl a4y a0 ol IS 5l 29,5 s yiws Sy IPSEC VPN o 1559 5l solasl Jasdljgiws oyl
DS e 00laiwl I0S ol e 51 o, 5 ol aS casl (S8 LB @SS pl o5l oo o2l,8 ) o5

2 108 Jole o gl a5 SlpylS 51 05,5 5 sl -
e 4B (sl oyl o pls S (9,8 adlSl Y

50505 31 0alizul L IPSEC VPN gus Sy Y

iyl a4 ol gl Security Policy S ol -

10S Ko Sy 2 VPN Lgd.,.;)i.; -0

) WANI 7%
“l an.zo.lzo.rzz . e
N (\l ) (_Nlnternet )
ortiGate ‘Q 7
Local LAN A
10.10.111.1-10.10.111.254

Rémote User
e 1= (et

G

Internal Network

aS e 00laiwl 10S 1 as” Sl )5 5leg )5 G el )

&g, User & Device> User> User Definition . «
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ples 50 asS s ujlas W Local User oS (L3 oo 53 0ah o0l geadgs 8l 3l oslictal b
led )y <o b1, Sledbl o1

User Creation Wizard
o Choose User Type

& Local User
Remote RADIUS User
Remote TACACS+ User

(1 Remote LDAP User

05l 10S (1 )l5 sl 9,5 5590 <SG g o,lg User & Devices> User> User Groups s 4

asS Blsl Gl el L8 as e jo ouds aisle )5 4

New User Group

Mame i0S_groups
Type ® Firewall (0 Fortinet Single Sign-On (FSSO) () Guest RADIUS Single Sign-Cn (RSSQO)
Members & morteza x| &

Remote groups

& Add

Ne matching entries found

! OK (| Cancel [

S e sl ol Jlg s G .asg » Policy & Objects> Objects> Addresses ;... 4, .Y
.2k Local Host ¢ Subnet ol a5 oS aslsl

Category & Address 0 Multicast Address

Name Local LAN

Type Subnet -

Subnet / IP Range 0.0.0.0/0.0.0.0

Interface internal (LAN) -

Show in Address List |+

Comments [write a comment... =] orass
f oK (| Cancel [
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5,1505 IPSEC VPN 5l ssliciasl L IPseC VPN gu Sy ¥

Awled bl 1) Dial UP —i0S a5 4 00,5 bl VPN connection ¢l oL S

Nzme i0S-VEN
lemplzte

B Ciaup - FortClent {Windows, Mac 05, Andraid)

By Site to Site - FortiGate

| [l Ciaup -i0S [MNative)

E Claup - Androld (Natlve L2TP/IPsec)
Ciaup - Cisco Firewall

@ Site to Site - Cisco
iy

Custom VPN Tunnel (No Template)

|, Pre-shared Key .(Incoming Interface) sgs o oly o] 51 SB35 a8 b i) 25 5] Caws
29 eleil Authentication Method b a.uS™ ol

asS Next g 05,5 Qlbxil 1) 10S 4y bgs po 09,5 590 Pre-shared key 0,5 o,lg 5l oy

up ; o Authentication

i0S-VPN : Dialup - i0S (Native)

Incoming Interface v
Authentication Method & Pre-chared Key () Signature
Pre-shared Key
# Hide Characters
User Group Click to set... -

Require 'Group Name' on VPN client

I, 093 J3ls aSis w,ol Local Address coond jo g oS audats A3l b ol g9, » 1, LAN
DBl (o0 9,150 pled (SlgS DS 5 KL ST et [, VPN ()] )5 @ gy o IP &5, o
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e Policy & Routing

sded @ Dialup  i0S (MNative)

Local Interface portd -
Lacal Address £ clizrt-vian plll ")
Ulient Addrass Kangs [10.10.10.100-10.10.10.150]

Subnet Mask 255.255.255.255

DHS Server

® Use Syslemn CNS
' Specfy

_ Enable 1Fva Split tunnel

6yl o o o olel (sl Security Profile opusLo ¥

) Slasie 4 4> L security policy G 5 &y, Policy & Objects> Policy> IPV4 .«

Co il 4 EuS ()98 olRws 3okl pees (e 03l HI8 T0S Sgen; ()05 4 e (odly (ol jo ol
Al Al g s

Incoming Interface iOSvpn_ Natve -
source Address = all - o
Source User(s) Click to add... -
Source Device Type Click to add... -
Outgomg Interface wanl =
Destination Address i all = ud
Schedule always -
Service 2 ALL - s
Action « ACTEFT ¥

Firewall / Network Options
@D NAT

= LUse Daestinabion Interface Address Fizxed Port

iI0S 6‘9 oKiws SS9y ﬁVPN ng)&g A

WS b oog>iPad ol 43 e
Settings> General> VPN> add VPN configuration

pl’e- )>T d.l?fo )O J.J.JLQ.J OJj&ML‘sLQALJ )J ‘) é)wsm)))y cMLoJ 0)‘9 ‘) VPN )9y U“’JOT
A o,lg secret uLs o |, shared



S canlin |y Bl consg g a8, VPN> Monitor >l Psec Monitor cod 4 ool o498 oliws (o
S oolaiwl 995 10S sl oKiws 1 ailyy co (Al a5 pizan
DS sasline |, S8l cuxsg U vy, Log & Report> Traffic Log> Forward Traffic . «
ke 1) (G e Sl iz wlys (oo oyl 1 (SO QLI
oy i)y il oalds fuatie Lok S0l 40 045 10S (gl olSiiwss Lawgs a5 Sl )15 0l ails ax g
D g0 0010 CuS I 88 Jawg cw s cpl aldlaijls
IPseC VPN 5,50 ;0 oleal,
DS g3lail ol gty |, IPSEC VPN B 0,8 aalgs SS idu opl 40 oo (5318 ,5 s

The optionsto configure policy-based IPsec VPN are unavailable
Policy-based < Ll 4 05,5 ol |, Show more 4 35 .as 4, System > Config > Feature ... «
Swles JLs |, IPsec VPN

The VPN connection attempt fails

S S 1 5 S lge s (S Jlasl s 3]

Syl cillas SKaSo b g Cewl Cowyo MlS Pre-shared key g0 ,» a5 2ugd yielas

oads plol golpiinn Sladas ulul 5 g HLss B,k g o Slel ledas a5 el yrolao
s

a1, 055 sla Sl aiily e dugd relae wls JSie DHCPIDNS Jo oo gy 5]
QS Colaa 51 g

Sgi route wlgn VPN S8l 5 U ol ool gy Sy g y0 4 e route Scslwl oS oss S
5L NAT/ROUTE cdl> o FortiGate olKews a5 sugd yielao

S 500 6o S 1, V56 o NAT Traversal cobls .ous S |, NAT & by o clagdass
S oo Jled e Security Profile ;o NAT LB oS

Dail-up o> aSyl Ko S o oolitul Main cl> 5l VPN g5 2 45wy iolae
Al o oolaiul Jl> s tunnel

CaS (5,98 69y sy 4 ID 2 aS Wed ptelae S e oolaiwl IPSEC VPN sz 5l Ly 51
sl sasis Local ID gl Client § el oals (guis S

A



355 nsend b ol 6 i a5 oS Jols oliebsl S e oolil FortiClient 5 Lo 51
plxl & FOrtioS slo Jasdljgiws uile> b oawles oo 1) JI5 ol il ansls Sleren o8
VS W

Gl 0 (600,80 Sw,yo 4 QuUick Mode Selector oS oy 5 (yialao

oiilesdas CuS )98 oliws g ail S0aSs and g (LSS S g0 Slenlats a5 a5l ytolas
A5k ool Jlad Enable as Server sl

e 1y Sals,98 Sg ey S e s (el NAT oty Lol oo (5,58 ol 51
S e 4500 4 500 o o,y UDP

STaasS SLL b 18V slals jo g uil as S 1,8 oolaiwl 0,90 a5 Slo (gu,S0 plas
355 S L (53955 plod B 05 a1y olS5 08 st VPN 31 (5,55 digos S

CLI ,o 1, diagnostic 45 b o jsiws gl Jaio VPN TUNNEl 4 ailys oo o2 jein S
ey

diag debug application ike -1
diag debug enable
S 0yl 1y 5 seiws b ples diag dwsgy (28
diag debug reset
diag debug disable

The VPN tunnel goes down frequently.
Autokey L g oo ilidll Keylife g anle S 1,V 5B el oo adad Lol VPN Tunnel 371

Aaps lisl | Kepp Alive

280 90 oy bl 61,8 co> IPSEC VPNl oolac!

FB0 90 40 g Allwd CuS o9 o nls iy oS Lsl>'L> Al g0 aS ol wulys ol Lo ¢ Jlie (ol jo
sk e route-based LLs | ol cwl )53 L el )85 bl I SGass b asyls 108 i

3,15 3529 Branch gl a5 aeds & g HQ sl 40 (655 10 180 SO ¢ Jlie (! o
HQ 4 Ly pe VPN (g S )

Branch « b o VPN g0 S Y

(Al



WAN 1

WAN I

"_IH 1\ 172.20120.123 172.20.120. 142\[ I“
IPsec F Internet F
FortiGate '}~ 7 ortiGate
(HQ) Qk)\_) u&anoh)
LAN LAN
192.162.100.99/24 192.168.50.1/24

N

Internal
Network (HQ)

Internal
Network (Branch)

HQ 4 bgs e IPSEC VPN guy S )

Siteto Site— FortiGate 4, 5 4 423, VPN> IPsec>Wizard e 4 HQ (555 50 80 & 5,99 j0

FZERTINET

FortiGate 500D

System

Rauter

Palicy & Ohjarts

© i I8

MName

Template

| HQ-Lu-Braneh

B Uvialup - | ortiCient (Windows, Mac US, Android]

H site to 5ite  Fortisato

O Dlaup - 105 (Natve)

B Dlaup - Andre'd [Mathve L2TR/1Psec)
F| Digup - Cisco Firewall

& Site to Site - Cisco

& Custorn YPK Tunnel (No Templat=]

< o,ly Remote Gateway cwwd ;o 1, Branch e & by o Lw,ol [P Authentication al> o o

ST G agls 30 a8 il gom dls po 4o (oS o0 Syl |y Ulie <8,k Valid IP ) oS

ol aaslex o S0l . Outgoing Interface e jelais anles o (adtrine | Wgd z)l> b

S 9,50 Pre-shared Key .ol oolazwl Change a3 5wy oo asles oolaiul 3e Interface

ortGozar.com
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FEERTINET  FortiGate 500D

System

Router &9 VeN'Setip Y @ Authentication JE

Policy & Objects

HQ-to-Branch : Site to Site - FortiGate

Security Profiles

Remote Gateway 172.20.120.142
Outgoing Interface | port6 il
= Tunriak Authentication Method

'® Pre-shared Key Signature

* Concentrator
bl Wizard

Pre-sharzd Key

; = Tunnel Templates
- SSL
& Monitor

Local ylea (Jols cuws 3l jahaie 0iS asine | 095 4l J5Is cows (Policy & Routing ceend (o
Remote cuad ;o0 .05 oo asuive A1 a4l 4y by o SUDNEL (S04 & a0 4 .0il - INterface
5 ooyl IP e (1l j0) amles Lasein |, Branch Jsls asiis 4 by o Subnet s oL subnet

2l (oo Alas soled SbsS (st yd 4 JSB(pmled (o0 3)ls 1) 509, 45t 4 by o SubNEL

FE&ERTINET  FortiGate 500D

System

Router

i e Policy & Routing

HQ-to-Branch : Site to Site - FortiGate

Policy & Objects

Security Profiles

é"EE IPsec Local Subnets 192.168.100.0/22
| s Tunnels Remote Subnets 192.168.50.0/24

L)

: um Tunnel Templates
g SSL
|§| Monitor

Coxdg 5l Sl gyl> a5 all o Loy Jawgs ouls dlom! (g0, S0 (6 eias lis sUMMaAry axiws
sl o0 VPN IPseC ol

:Branch ,o IPsec VPN su S0 Y

a3 g oS b Iy VPN> IPsec> Wizard s 500,5 .5Y Branch & by e o3 5,98 59, 5
4S8 ol |, Site to Site — Forti Gate

\Al
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EERATINET | FortiGate 500D

System :
Router © ven setup  JUERNARE
Policy & Objects Name | Branch-to-HdY
Security Profiles ; Template
85 IPsec i | B site to site - FortiGate
s Tunnels E
= Concentrator : 1 Dialup - i0S (Native)
i g B Dialup - Android (Native L2TP/IPsec}
=& Tynnel Templates E
- SsL Dialup - Cisco Firewall
| @& Monitor { Site to Site - Cisco
E Custom VPN Tunnel (No Template)

Coomd 30 1) HQ 10 09350 &5 55,98 ofiws a4 by o wyol o ! « Authentication al> o o
sl Soss &,00 4 Outgoing Interface Gateway 0,5 o1y 51 s .aules 5,15 Remote Gateway
SIS Change G (59, sl (BB oS colannl (gl ailflas d il 5l as s bles 31 .0sd 0

S les

wled 3 )5 1y HQ 4o sus olicel Pre-shared Key

93> & g0 4 SUbNEt b os,S bl 1) LAN a4 Lgs o i il (Policy and Routing e o
1) (2929 S 4 by e sSUbNEt ¢ Gl 5 wyol o ] Remote Subnets cod o 058 aslol
mled 0)ls (Wil o0 HQ asis jglate gy )l (0]

FEERTINET  FortiGate 500D

System
Router ._ a Policy & Routing
Policy & Objects - ? ; :

Al bj I branch-to-hq @ Site to Site - FortiGate

Security Profiles

EJEE IPsec Local Subnets 192.168.50.0/24

QD |«

- ® Tunnels Remote Subnets 192.168.100.0/24
= Concentrator
T
= Tunnel Templates %
g SSL |
EJ@ Monitor

Yo
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alg oo Lot a5 098 o ol a8 )F O jpo Slerati | 5l M 4 by e amio S LS ailes
aebly aidls Slenlais 4 S (LS (55550

Swled sasliee 1) 95> VPN Tunnel cosss U sy, VPN> Monitor> IPsec Monitor .. «

Wb L UP Sl jo o o s Status wy 98 (yielas
B0 40 3gge aSid sla ol pled 4 il 0ly e el ateis HQ j80 (6 4 j0 a5 (50,8

ol Bolo by, 4 e add ol WSe py all atils owyiws Branch

AZUFE ilug Sale 5 S 5,58 s e IPSEC VPN (g S

325 1) IPSEC VPN Sy 368 a5 0000 (o0 gedsi Lok sl 05 walss oalie o5 (o ped 5o
Microsoft 1 g, a5 host < Koo (8, j0 g ails 18 cuS 5,98 olfiws B b SO Jlie (ol 4o .08

Aesl asls Microsoft Azure Ji1s 0 G b Loy (g5l ool (gl .ol 423,53 Azure

3, OVerlappIng w53 o 51 b 03,5 ga Sy Byl 93 (e 1) JU johaz a5 as (oo ol Lot & Jle
oS ool eslie el Blg s slmal b euilss oo |y el BB 55 055 (5 S sl b il

Microsoft Azure gus,Ss .

Virtual network gateway <L .Y
Fortigate il gau Sy .Y

oS 58 Jlanl la uyel i3l f
S (9 slr Jlanl o L B

\{g



Site |

7
I | ‘ W Internet IPsec VPN
FortiGate ( /\k)/
LAN—[

3
i

Microsoft Azure (¢ jlxe aSiils (50,5 )

g oS SIS New a5 Co Caons (5 alosS 5l 5 S 5y Microsoft Azure sq, 5

led @dlal ) o

COMPUTE , <-u> VIRTUAL NETWORK QUICKE CREATE
DATA SERVICES @ TRAFFIC MAMNAGER

APP SERVICES IMPORT CONPIGURATION

NETWORK SERVICES (@* REGISTER DNS SERVER

ko ADD LOCAL NETWORK

Network Services> Virtual Network> Custom Create
Swles Sl 1) (g b 9 pU LoOcation g Name ol o 4 “Virtual Netwrok Details’ a5 55 5o

NAME LOCATION

Site2SiteVPN East US >

\A
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Configure asite-to-site VPN a., ;5 5 “DNS Servers and VPN Connectivity’ coud ol o

S Next . soled o415 |, DNS Server 4 by o Sledbol 0gs 5L 319 0sp |,

DMN5 SERVERS POINT-TO-SITE CONMNECTIVITY

SITE-TO-SITE COMMECTIVITY

[“] Configure a site-ta-site VPN

|| Use ExpressRoute

Ol 1y eS80 olKiws 4y by e [P Address 4 ol S “Site-to-Site Connectivity’ cood by
S led

Sydee el 3lse ! il oo B gl CIDR o Starting IP oS, ol address Space oo

Qg (g al> 1o 0)lg NEXt auSs L ogis sbul e cusls o overlapping

MAME ADDRESS 5PACE
QDR
Local Network ADDRESS SPACE STARTING IP mu[;nnﬂm —
VPN DEVICE P ADDRESS 192.168.111.0/24 192.168.111.0 /24 (256) 192168.111.0 - 192.168.111.255

i, |y ybogs olgsds wlewdass b 45 0,90 sl w0 “Virtual Network Address Spaces’ cood
Ao plil | Gateway 4 by o Sleodas b ass Ol |, add gateway subnet as's .ous

CIDR (ADDRESS
ADDRESS SPACE STARTING IP ¢ USABLE ADDRESS RANGE
p COUNT)
10.0.0.0/8 10.0.0.0 /8 (16777 10.0.0.4 - 10.255.255.254
SUBNETS
aubnet-1 1011.120 f24.(251) 1011124 - 10.11.12.254
Gateway 1011130 129 (3 10.11.134 - 10.11.13.6

D9 Jlagl Ol yuss Jood g o Sloy Sl LU ol joo o5 Wb Oleadat aile, LU 4 5l o
52 8l Vs ooy ol apdly ptabas

Microsoft Azure !, virtual network gateway z==Lo .Y

YA



4 virtual network ;5 o auS SIS euls assle virtual network el gs, » IS L Gillas
Cromd pl 30 ol oais aisle joi0 gatEWAY aS 05 (oo 00l Lo 4y (g,lk>l .ayg, Dashboard
cSle wualys gateway

NAME STATUS

‘adl Fraated
- B . | i ‘5
e et

- Site2SiteVPN

A\ THEGATEWAY WAS NOT CREATED.

- ¥ Local Network
VPN

S Gtalewy 1y 25 e

Create Gateway> Dynamic Routing> Select YES

Static Routing

Dynamic Routing

+

CREATE GATEWAY

30,5 b 3l e 005 1>l g oals azsL virtual network gateway U oiS o Job o2bsS ey oo
ooliwl cy Ll 4 b )IS7 S8y .cosl oals as L gateway 45 aas o olid Lol 4 AzUre Y o1 e
Aes o Gateway IP Address G Lo s g 00,5 oS

- ¥ Local Network
VPN

{2 Site2SiteVPN

A\ DISCONNECTED

DATAIN DATA OUT GATEWAY IP ADDRESS

0B 0B %4 | I VI

va
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s |, Manage Key asS's

|

MANAGE KEY

olsl gl oS oS ead eols isled oS 00l o Ll “Manage Shared Key’ s Lgs po 0 iy
Gl 0 oS 05 a5 w0 S Jols ladsl 89 003 | regenerate key asS's aulss o iglase oS

Sy |y Checkmark  asS's

Manage Shared Key

Use this key to configure your local network VPN device to connect to the
virtual network.

MANAGE SHARED KEY

2y S (5598 Elp oS Sl (] &g Y]

OR S N IPXCW,
bl Bb gl p pb S aas il |, Custom VPN Tunnel ¢ a9, VPN> IPsec> Wizard s 4

iy |y NEXt a 38 ¢ arilas
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Name Site2Site

Template
& Dizlup - FortiClient (Windows, Mac OS, Android)
Site to Site - FortiGate

Dizlup - i05 (Native)

B o E

Dizlup - Android (Native L2TP/IPsec)

Diglup - Cisco Firewall

B

Site to Site - Cisco

&

& Custom VEN funnel (No Template)

, |, Loca Interface .ol o)1y I, Microsoft Azure « by o o 5! Remote Gateway cood o
3,1 1, Microsoft Azure lawgs ool aizlw oS Authentication cwed [ .auas 1,8 WANT o>
o led

S Jé e |, Dead Peer Detection g NAT Traversal o 35

Name Site2Site
Comments

Enable IPsec Interface Mode #

Network

1P Version s IPpv4 IPv6

Remote Gateway Stztic 1P Address ¥
IP Address | |

Lecal Interface wani %
Mode Config

NAT Traversal

Dead Peer Detaction

Ll 0o S Gl 1) 2 435 DH Group ceed jo 9 IKEV2 a5 058 o 5edas Authentication cwd o
A 41,8 56600 Sec o> o |, Keylife

A
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Authentication

Method

Pre-shared Key

IKE

Version

Phase 1 Proposal

Encryption
Encryption
Encryption

Encryption

AES256
AES256
AES128
AES12B

Diffie-Hellman Group

Key Lifetime (seconds)

Local ID

Pre-shared Key v

Show Key

AR R R N R R RN R R R N R R R R ]

1@ 2

Authentication
Authentication
Authentication

Authentication

21 20
15 14
26600

2 Add
SHAL  ~| fil Remove
SHA256 ~| Tif Remove
SHA1

SHA256 ~| 1l Remove

ll il Remove

19 18 17 16
5 ™ 2 1

3,5 m2lym n blae Sl aSs 4 bge IP Adss L I Local Address olid pgo 58 o
CeeSae p blie o aSls ol IP L 1, Remote Address 4 Lgs 5o ol o (Microsoft Azure)

oS oo a5 7200 Sec soc L |, Keylife al> o ol )0 g puds o0 )13 ) 58 L 5illas | Encryption

CoS 5598 Sl Ul slo oyl usls ¥

firewal < A5l aSis gl 9 025 as>l 0 Policy & Objects> Objects> Addresses ... «

Name= olg=Jos

A8 g S address

il 5 Sledbl ggl> aS o5l Microsoft Azure sl cSoul S

Subnet/IP Range = 10.11.12.0/255.255.255.0

Interface= any

Visibility= enable

1S 5,88 4o Firewdl Policy -5l 0

A sl Siteto-site Jlasl gl wa>  Jb SO 9 0y5, Policy & Objects> Policy> IPV4 .o

AY



2 odd atle sla oSl ;5 Destination Address 4 Source Address L3 sls asgal 4 a>g5 L

a5 il glo iSO (gl was cdb SOl plosl ) l57 8y oo 1,8 oolatwl 0,50 1) L3 >l e
o bul> Dedtination Address ¢ Source Address L ol .oyl ansl aisls 1) S35 54,9 o5l

YW
43S g 00,5 Cuwly, SIS oals sl LU (g9, 9,0 VPN> Monitor> IPsec Monitor ... 4
Sl Jled LB b asles Sl |, Bring Up
wnled (b 1) 25 see lo SY (3l Jlb S
Log & Report> Event Log>VPN

12 15:23:04  phassdup  IPsecphase2statuschange Ste2Site
13 15:23:04 install_sa install IPsec SA Site2Site

e [15:22:00 | @mn | negotiste | succese | negoxte lpssc praze | stezsie |
15 15:23:04 negotiate SUCCESS progress [Psec phase 1 Site2Site
16 15:23:04 negotiate SUCCess negotiate IPsec phase 1 Site2Site

M4l / 1582 |»|/ M| [ Total: 79053 ]

Action negotiate Assigned IP /A

Cookies 92eB9c069B96cB0/I1b225157 1247602 Date/Time 15:23:04 (1407770584}

ESP Authentication HMAC SHAL ESP Transform ESP_AES

Group NfA 1Psec Local 1P 69.171.153.181

IPsec Remote IP  23.100.122.11 Level notice

Local Port 500 Log Description  negotlate IPsec phase 2

Log ID 37186 Message negotiate IPsec phase 2

Outgoing Interface pppl Remote Port 500

Role initiator Status SUCCESS

Sub Type vpn Timestamp 8/11/2014, 3:23:04 PM

User I onfa VPN Tunnel SitelSite

Virtual Domain root KAUTH Group N/A

MAUTH User Nf8,

aS apd oo lid S 0ed e o0ly igles el 00 JU Cussg .0y0,5 5L Microsoft Azure s,guils a

5 Sl ke dz 4 el 3450 0l ,SLLes 4 Data Out 5 DataIn § o5 L asl o 8, bl

2 | Gateway
£+ Site2SiteVPN 'H—- '--'- § Locl Network
r . VEN

DATAIN DATA OUT GATEWAY [P ADDRESS

0B 6248 23 1 [ 1

SOl oo e J

AY
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1S 558 30 o IPSEC VPN (g5, » BGP (g3lil o,
G,b I BOP b oo 0jla] 5 0y Seslisls IPSEC VPN L5 oSy g8 a5 ams oo ol ke o
ogd Jate JU 0l

Voojled S (558 50 IPSEC (o Sy )

Voojled SoF (5558 50 IPSEC (o Sy Y

FU o UP ool ¥

) o)lash S 35 y5 0 BOP (sais S ¥

Y o)l.o.o.'b&; Ls’)ﬁs 5 BGP Ls;».;)i& D

wanl wanl
172.20.120.22 DHCP (172.20.120.223)
II‘ ) lPsec(ﬂ il Ill
FortiGatel ’/’Er;i)_/ k’ortiGate
VPN IPsec —h VPN IPsec
dialup server g dialup client
BGP

VS 558 53 IPSEC 5y S )

S Next ool bl | Site to Site — FortiGate 4 4:3, VPN> I Psec> Wizard .. 4

AY



© ven setup

Name ike-bgp-fat1
Template

[ Dialup - FortiClient (Windows, MacOS, Android)

B Site to Site - FortiGate

O Dialup - 10S (Native)

B Dialup - Android (Native L2TP/IPsec)

[@ Dialup - Cisco Firewall

@ Site to Site - Cisco

& Custom VPN Tunnel (No Template)

= » |, Pre-shared key 5 Outgoing Interface 3 Remote Gateway «; b o sloald Jooso &lkas

Outgoing Interface

Authentication Method

Pre-shared Key

Femote Gateway

IR -
r e z

ike-bgp-fgtl : Site to Site - FortiGate

172.20.120.223

wanl ( Detected via routing lookup ) [Change]
@ Pre-shared Key (0 Signature

[¥] Hide Characters

Ly ye ool Local Subnet cwd o g 00,5 Ol |, I3l aSis o,l8 Local interface cod (o
oS oo O,lg |y blhe el cusl n2 REMoOte SUbnet cud 1o oS (o0 0)l5 1) Hlesgs 4l 4

ortGozar.com
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© Poicy & routing

ike-bgo-fgrl : Site to Site - FortiGate

Local [nterface lan -
Local Subnets 192.168,1,0/24 7]
Remote Subnets 10.10.1.0/24 7]

ike-bgp-fgtl : Site to Site - ForbGate

@ The VPN has been set up successfully
Summary of Created Objects

Phase 1 Interface ike-bgp-figtl

Phase 2 Interfaces ika-bgp-fgtl

Static Routes 10.10.1.0/24

Local Address Group ike-bgp-fgti_local
Remote Address Group ike-bgn-figtl_remote
Local to Remaote Palicy 5

Remote to Local Policy 7

pealed (o Sbml | Dbl )l g 00,8 (b1 pges 5 poo slajls LS slo assel 5

VoS S o IPSeC on S Y

Re’noteé.g JoyﬁlpAddr%ué;é)b)bLe‘.umf@w \ o)Ln.w;Hfu_’)jﬁlJLyUa.a ‘) J.>‘).o

QIS oo S 45 el (gl oS pl e S (0 20

Sl 1R JU oS magd (oo ok Y

bl oo UP b3l aS e yiadao U pug, oo VPN>Monitor> | Psec Monitor ... «
oS (So9 0 BGP son S, F

DS oo Oy 1y 5 Slgiws 5w oo 5L |, CLI Console g az3, System> Status . 4

Af
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config router bgp
set as 1
set router-id 172.20.120.22
config neighbor
edit ™172.20.120,223"
set remote-—-as 2
next
end
config redistribute “connected”
set status enable

end

config redistribute “static”
set status enable

end

end

D pgd CuS  (J,98 40 BGP Sledass .0

e ) 305 Olgiwss 5 g (oo CLI Lame 3)lg 5 00ls plowil 1) J=lye Jsl €S (55598 wilon
conilg router bgp
set as 2
set router—id 172.20.120.223
config neighbor
edit “172.20.120.22"
set remote—-as 1
next
end
config redistribute “connected”
set status enable
end
config redistribute “static”
set status enable
end

and

$9, Ll a5 oS o0 S5 4 a8, Router> Monitor> Router Monitor e 4\ o8 5,98 5

AY
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|7 Type | Network | 7 Gateway | T Interface| Up Time |

Static 0.0.0.0/0 0.0.0.0 fext-wanl
Static 0.0.0.0/0 25.52.81.253 fext-wanl
Static 10.10.1.0/24 0.0.0.0 ike-bgp-fgti
BGP 10.10.80.0/24 172.20.120.223 wanl 0 00:31:21
Connected  25.52.81.0/24 0.0.0.0 fext-wanl
Connected 169.254.1.1/32 0.0.0.0 ssl.root
Connected  169.254.1.1/32 0.0.0.0 s=l.roat
Connected  172.20.120.0/24 0.0.0.0 wanl
Connected 192.168.1.0/24 0.0.0.0 lan
Connected 11128 root

RoOUtE a5 139 o (yolas g 428, ROUter> Monitor> Routing Monitor .. 4 ¥ ¢35 5,68 ;)

SSL VPN

Cilisee slo oy, uimed 3,590 duales Cewdy SSLVPN glgil (a5 9,50 50 Sledlbl caond ol 4o
Dy oo ditgal Lo 4 SSL VPN o ol 1S Cugn 51,

A Ay g yiwd il a5 WS o oolazul VPN olxy| cq> Secure Socket Layer ;| SSL VPN
& oo 55 590 S lawgd SSLVPN 5,k 5l bLs | ass o beds a0 ) &6 o] s ot pogas
AL (ood 5L 0550 (il s Al e 90,5

o] le.a: J.A.:J\”S.wa JAL.» u‘*’” Q.;}

SSL VPNl oolicisl b 453 ol oy lS (glys gy Sloxy]

SSL VPNl eolawl b g0 ol o)l p)5 (gl (o yiws 90,5 o0l
590 ol ol Ay o ! sl eolainl 5 8yl molieo 4y Jlasl colil jshax oS 0o wles Lads Jle ol )0
S LT AT WS o gy oS Syg8 olKiws (Jlasl 5B jo g e eols uF 598 olKiws lawgs
O b 0Bl (oo cead 590 oly )18 s (695 2 o909

499 oly 18 6l SSL VPN b, G el )

095 Sug )5 o el Y

So aSd gl ol SO o ,S wslsl LY
S o) o
AA
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SSL VPN b sou S ¥
Sl a9 ol 4y s s sl Security Policy s S adlsl .0

oly oIyl old (59, 32 oy (5! (092 S97 e oy Slp ST (S e8 oK Slepdas F

09°
/ —% = -5
e
Internet 3
Remote SSL VPN user
WAN 1
S5L Eﬂjﬂt i 172.20.120.123
Browsing
FartIGate
F‘ort |

192, I'ﬁE 1.99/24

——

Lf__ _/ F*‘ﬁ

Windows Server
192.168.1.114

Intemaf Netweork

195 oLy 5,8 sl SSL VPN b gy oS cyzsls .

bl se5 JUp lp pwl S g a1, Create New auSs .0y, VPN> SSL> Portals .. 4

S ilyg | full-access U s (6,8 i Ojg0 4 auiles co uioren S

90 ;2 3l Lo g ,liw ol o aS eolaiwl g Sl b g Jb a5l as aes e ol full-access U s

e oo ool Sl

D9l oo Jiie CuS S,88 b 5l i i) S8l ase ol by wil e Jled Enable Split Tunneling

Syl Lo &8 ph sl sl cnlow 4 (S o g

A



Edit 551L-VPH Portal

MNzma

¥ Enzble Tunnzl Mede
" Enable Split Tunneling
Ruuting Addiess
Gource IP Paols

Cliant Gptiots

# Enzble Web Mode
Portal Message
Theme

Page Lavout

# Inclide Connection Toal

# Inclide Loyin History

# Cnaole User Dookmarks

Predefined Bookmarks

B SSLWFR TUNNLCL ADDRL  m | gd

Ahssys Up (€eap Aliva)

[Welcome tc S5LVPH Service 1

# Inchide Status In‘ormation

¥ Inclide FortiClient Download

# Prompt Mobllz Users to Downlosd FoTiClient Applicatior

Mutiber of Hstwy Enbies

Q Creas bew g =

No macching entries found

I2 Limit Users to One S5_-VPN Connection at a Time

OK | Cancel

5l Jlas! sl bookmark G b w1, Create New a5 Predefined Bookmarks ceed o

Oygo dr Al aSll mlie 5l ansl axils (s o led a5 0,5 o 1,8 ool 0,00 84 LeBoOkmark

s led ooliial i

Al o Caond (o 1y 559 b Ll 09l o ,ls New Bookmark ceed jo wb Syt § (o 5392

Category
Name
Type

URL
Description

Single Sign-Cn

Click to set... -

HTTP/HTTPS v |
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adlol Wizard 5l oolawl b ja0 of ) 1,l5 G .aug 0 User & Device> User> User Definition . «
aS il led alie Wb )5l aS ol anils azgi ail o tWhite Lo )15 ol Jlie ]y asS

2L predefined bookmark ceed o

a8lsl SSL VPN 04,5 4 “twhite’ |34 .05, User & Devices> User> User Groups .. 4

VLY

Nama sslvpn_group

Type = Firewall () Fortinet Single Sign-On (FSS0) () Guest  RADIUS Single Sign-On
(RS50)

Members a twhite IR

Remote groups

O Add (@ i

No matching entries found

OK Cancel

S Al gl oyol o ,S ddlal Y
W1y o J3ls a4 bgpe wyol g, Policy & Objects> Objects> Addresses ... 4

AaS Ol o 1) (A3l s sl oen ool o] Subnet / 1P Range cooud
SSL VPN b cledas ¥

by o a5 ound o] Listen on Interface(s) cuwd 5l g osS as>l o VPN > SSL > Setting s o
oS oo DBl [ WaNT Lo x| jo aaS Gl 1) all oo lod o sl 4

Define how users can connect and interact with SSL-VPN portals on this FortiGate.

Listen on Interface(s) wani x| &

This is generally your external interface (Le. wanl)

Listen on Port 443

Restrict Access # Allow access from any host Limit access to specific hosts

Idle Logout & Logout users when inactive for specified period 1 Never logout inactive users
Inactive For 5000 (Seconds)

Server Certificate Fortinas_Factory =

Require Client Certificate
innel Mode Client Settings

Once connected in tunnel mode, clients will recieve these celtings.

Address Range Automatically assign addresses & Specify custom IP ranges
IP Ranges ¥ SSLVPN_TUNNEL_ADDR1 AR+ ]
[8] SSLVPN_TUNNEL_IPvé_ADDR1L X

S ol |, Specify Custome IP Ranges 5 443 & s, Listen Port cwd (o
S ol |, SSL VPN Group cw..d Authentication portal Mapping 4.5 .5 ;o

Ciynl g LBl gla a4y s yiws Sy Security Policies (s S aslsl 0

0
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o d 03l] 4T 0T (ay x5 Security Policy G .ayg 5 Policy & Objects >Policy >IPv4 . 4
sl axils 1) ssloroot VPN 5l eslaznl b J5ls Sl 4

Sl edass sslroot ¢l 1) Incoming Interface

Sl pgo dl> 1o 40 ool aSLu 09,5 (gl 1) SOUrCE User g usles olsaslal ¢l 1, Source Address
Ly

Sl aSiis a4y wiles co 590 ol IS Il b oS bl s a6l 1, Outgoing Interface
Al Al g s
3¢5 olgds Slelas g & 0 Enable cdl> a4 | NAT 5 oes I8 dl <> o |, Destination Address

Sepas plel eSecurity Option g Jlg w6 6l 1,

Incoming  o.db oyl gl oS oll o il 4 LSSL VPN yiws e 550 Security Policy
A8 eudas wanl cdl> o |, Outgoing Interface 5 ouS ko ssl.root gl 1, Interface

Incoming Interface

ssl.root (sslvpn tunnel interface) v W

Source Address =] all - W
Source User(s) Click to add... -
Source Device Type Click to add... -

Outgoing Interface wani v W

Destination Address ] all - W
Schedule I always -

Searvice 2 ALL v W
Action « ACCEPT -

O oy (51 asliy (arid gz SoS ()58 olfius ()5 pelas F
53,5 3)lg basles o)ly p5 Ol ygws JgwaS CLI 4o .0u 4,0 System> status> Dashboard ... 4

055 18 Gelesl 8590 598 ol )5 we g (O] Camog Wgd o Eel pj Oljgws

# config vpn ssl web portal
(portal) # edit full-access
(full-access) # set host-check av
(full-access) # end

DS 5 SY U e 4 p90 o )0 00l ais b Cogn 1 5l eslatll b

ay



| a8 -

Please Login

Name: twhite
Password: sessee
Login

REV- ‘5‘))‘)5 )y D90 ‘) Cwld Carog g.,«.:fu’_ujs oKwo

3 . Plugin - Intemet Explorer. ootimized tor Bing and MSN

.Ei% » searchthe

g Favarites gl

& HostCheck Phugin

B E -

FPerforming Host Check...

If vou see the vellow warning bar that the hostcheck ActiveX coatrol is not installed or nesd permission to run,

please click on it to install or rnit. Alternatively, if vou do not want to instal or rum the ActveX control,
the host checking function can be perfromed by a Java applet.

.39,,,, = ool w—lL‘” JUJ}: Cewle b-")"*’ Q"\”’ LS} )‘ o

- - <l [ Seorch the wet Bobylon)
i Favorites. 5

5 Welcoma to 55 VPN Service:

Fi = B -0 % « Pagew Safety= Toak~ - &

Welcome to S5L VPN Service

Time Loggad In twhite (I hour(s). & mmuleis), 35 second(s)) Connect Discannact Refesh |
HTTF InboundQutbound Trafic: 0 bytes ¢ 0 bytes Finle 7 D
HTTPS Inbound/Outbound Traffic: 0 bytes / 0 bytes nmann i
Bytes sent: a
st deskion | P !
Windws sanar FortiGhan SSLVPN offing
[Add |
Type: [HTTRHTIPS =]
Hast
L
[&e]

B FariChent Windows
O FortiCliant Mas

£ FortiCliant i05

& ConiCliant Android

Awled oanlie 1) SSL )18 cd b 0y o VPN> Monitor> SSL-VPN Monitor ... «
3,90 50 395 3li 5,90 L3> 5 2 LOg & Report > Traffic Log > Forward Traffic .. «
A 59) Sy oo Jate sloSSL

ay
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Gk gl cipnl 4 cwyiws g Log & Report > Traffic Log > Forward Traffic e a

OleMbl 0ilg oo dmlad SIS Jlans 2 (69, 0 pdy o0 Dy Glojed Djgo 4 oS (I )s8 oK

Dst

Received

Sent [ Received
Sent

Group

Protocol

Destination Country

roll

Timastamp

Saquence Number

Src Interface
VPN

Level

Src Port

Sub Type

Received Packets

Dst Interface

192,168.1.114 Virtual Domain

85531 Source Country

8.71 KB / 83.58 KB Duration

8923 Application Details
NSA Service

& User

Resarved Dst Port

65339 Status

Wad Apr 17 14:12:11 2012  Tran Display

2702 Policy ID
wanl Sre

sslvon_web_mode Sent Packets

notice VPN Type
53712 Log ID
forward Threat

a0 Date/Time
portl

@ Wetresh & Uownlcad Haw .og

# 7 Dale/Time| T Src Interface [T Dst Inturface

2

w & U oW

L4:26:04 sslrost wanl 10.212.134.20
L4:26:04 ssLroat wanl 10.212,134.20
14:26:03 sskroot wanl 10.212.134.20
14125157 sal.root wanl 10,212, 13820
14:45:44 =slroot wanl 10212, 13820
14745240 selroot wanl bV R B-E
14:25:40 sslrogt wanl 10.312.139.20
12:35:40 eslroat wanl 10.912,134.20
La:24:38 ssl.roat wanl 10312, 13420
L4:34:37 sslroat wanl 10.312,134.20
14:7d:87 axlrnt want 10T AR

root
Reserved

36

Il twhite

3389

noop
i1

I twhite (172.20.120.23)
71

sshvpn

13

14:10:11 (Wed Apr17 14:13:11 2013)

-121.24 (forunzt.col

«5U.17 (www, pagesl
113.412

192.16E.55,30
EB213.159.179.159
BH213.189.179.159

o
o
0
o
U
¢ 1YL
i
o
0
0
n

11 137 7467 8 N st

S Sioxdgw g CuS (5,98 90 3l eolaiul cye Redundant s lese (o, S

solizl Redundant sls Jlg nlb  culo wizr (5 lone 51 a8 ol aie S e sl 25 sl Jooll g

lp Coel Gl s e G psled el aS eal a8 I A o Sb i sl o by, ol el oo

OO Ao A 9,k 9 Hlaebl Coll

sl 03l Sloglas gl 45 it 3000 Lo a5 ool 03,5 320 (60l ,lony LISl FOIOS 5.2

S grs ol il ad ody oSl T 51 L3 L FOrtiOS 50X (g5, y wlawkass ol 51 odims oal ol

VAT

l,>! L8 FortiGate IXXD/2XXD (g yus o

aS sy Jhblpiing Soo8 b plie 4 aled o ledh gl o o0ld 0l Loy 4y a5 Sljgiws 4y axgi L
o b ol o cail onls pudas GUTM gl oSaus wll oS asll asils JalS g el el yg

S 55 yete g obml LS L olows o (55, 1) o0k (sl slo Sl oealss
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9, Lw )

o S ob el Jo a0z S il g 5 LS 3525 45 (e 850 15 Lo

Sidng ¥
el GalS slo (Shg 5l s iz sl oz Giedes 5l ol SLs Jeld ise oyl

Gc&js’l.wl.‘.w‘)‘sl.dds.’)u)oowguuumdﬁfuw?SLQLQ)LMQ)‘&UJ‘
VLY

S S Y

Do Sigdn e Sl j0 CuS (98 (san,Sn Gl g 00,5 Al Al e > e el g iSu ol
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I \ 111
Fﬂrtrﬁate | [Fﬂd]ﬁatell
|_ S f.‘.whh i |!
‘|_.
<— =—
Switch J Switch

Al oo oolaiwl YU (s5edags 5l Clel wisS Gl ol g oxdad 4568 e 5l aiyls Liles a5 Sb i
A 4o g 0 90 (plpln .5l Lo Active/Pasive cll> jo coS )98 olSiws 90 a4y oyl yiieo

b oo 5 b oS e (L olule) payload s cys A5l

el A1 S )0 o e g Oyl dlen B ol e 5l 050 oS0l L
2S5 Switch OS g Firewall OS L asX> aS auisl ails axg5 b b o]

355 g8 1,8 ookl 050 Jlg pl sl & jen e

Sidnss v

15
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25 ey BT, 0¥ el ($55)gss Slaal Gull g 0niS (o0 Cuzmo D68 LU 550

Sidges S V-V

."r . iy
i
g Internet )

AN

FortiGate |

'

i

FC #1 ~PC #2 ~PC #3 TPC #4

S G J> oy 5l ol Gl g pmled soliial Bl la gigw I puly (ood Lo «Sgdgs cnl 5o
.Mw@oou:.wlslavesmaster dbgop)o@:ﬁﬁw(om wf):)owul..& sl

Se Jiiie 6,550 4 S5 LVLAN gl co Cle 4 by o

gy ags gl |y Sl Wlgs oo Jlgpls SV clls 1o e o 03l FGCP 5l IS el 4o
woles ol Sl Sad

il g0 Vb 0 lge 00liS Capogi 5 IS
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I !',r Trunk I l |
FortiGate FortiGate
_,f-;-'!erfs_tgr Slave

Fortigate Failover Y-Y

Link failure : Jsl s,g0
Bl (o SIS 65505 Ol s o (hales el S

Sih 55 ol e S8 a8 S o sl a by e She (05 Heile

o I 5] Lol euS (5598 9 g, e S

A
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FortiGate
Maﬁte;r

i )5 5l ol CuF (5598 ip0 9,550
G LAN @ b e CaaSn Siwd Ojgo 4 0l ool wian )15 51 S O)g0 4y Lol ol S

-""’...)Lf ).| &‘93 s"@‘*’?‘"‘i’ lags 6)915’5’ Qﬁl 5 &S Jato pJL» J‘j)?,Lé
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] Trunk __” l_
FortiGate FortiGate
ﬂpw JI s i Master |

GlS slo co 30 Y-

2359] (oo bl b sl 1y oS L& (s55ls005 0]
D9 5l 0,90 oKiws T o lasbinl g5elggs o aS Syge il oo 5ks 0,90 oKiws g0 lads

b olfiws 5l a> LSS o powe cg> FortiManager ;| oolau!
Syle gy oyl Cpm NS S LS
S ¥

GoS> g, a5 awdl alils a5 0,5 pulem> sl loase 1) YU (ol Al (65009095 Lo comnd ol 4o

D)1 g e il S
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g‘ Fnterne‘i? )

S T o

254 | 10.010.0/24 | .254

WAN1 /1 JHYWAN |

T Fort 39 Fort 397
' Il Trun I | l

FortiGate |Fort 40 ad Fort 40 FartiﬁataJ
- = - ) il

[92168.100.0/24

e 6158l S gai Sy 1 gl pod

plos 5wl oo o interface g, » olKiws « IXXD,2XXD (5 yr slb CuF 5,58 (5,8 i S yg0

61240 539 o Sy b Jlo ol o 0l oo Jais LAN pb 4 oxdgw 4 L3 slo &g
ol Sl HA 5 ol SGlys

<° &5)*: LAN w*-:—"f-‘-" u’:%’.‘):‘.j Lok & T LAN )" 40 9 39 dl-“ <9 Q%S ‘SL‘ i°"‘§ Cﬁrls‘
gy INterface ae 4 g oo wudais o,bgs Wb sl oo gdgw clo s olfiws S 0S
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S | | FEsATINET
b | Fomtaie 00

= € pashboard : WAL L 3 5 T B U 1315 17 1M 3 XK N OHE N W N BN
= Sipns R |. ] ([T
| O | 1 1 | ([

& . |
ml—nm\ﬂ!l‘ WANZ X 4 B B 10 12 14 18 18 20 2r M M B N R M 3 3 &0MI2

= 2 Network

S &3 Creade huew ™

iud

= ONS
* Packat Caplure -
182.166.1.8% 2652552850 5| Pirysical
H iz Contig
- L] wanl FREEERETERETETE] 5| Piyscal
&g Admin o
wand Guu0ut DO | Prryscal
@ [t5] Cerificatas
L dmzl 1010001 255 356 2550 & Pryzcal
8 Monior = i = Py
] dmz2 VOO DRDD = Pryscal
t] ¢ an ) @ 157.168.100.99 755, 255 255 0 | Harthware Swhch (40)

1,40 439 slo &g 0S SIS Lo LAN (g5, » 9 428, System > Network > Interface .. 4
0S 0,lg 3 wlwl o |y IPINetwork Mask cloadass s cawles SU cad

IP/Network Mask : 192.168.100.1/255.255.255.0

Aled Jlesl 1) Slogdas ol plas (IS 234

port3s ®

port39 @.
portdo (<)

Addressing mode & Manual DHCP PPPoE
IP/Network Mask 102.168.100.1/255.255.255.0 @
Administrative Access s HTTPS & PING [ HTTP ¥ FMG-Accessi¥ CAPWAP
(1 8SH [ SNMP [ FCT-Access
DHCP Server # Enable

2l o b ) S et e Lad e Pl Sty Vo

L+ mgmt 192.168.1,99 255,255.255.0 % Physical
4 wanl 0.0.0.00.000 & Physical
(4] wan2 00000000 & Physical
o dmzl 10.10.10,1 255.255.255 0 & Physical
o dmz2 0.0.0.00.00.0 = Physical
o lan 192 168.100.1 255 255,255 0 = Hardware Switch (38)
[+] ponis 0.0.0.00.00.0 & Pnysical
o port40 0.0.0.00.0.0.0 & Physical

CLI 5 L 'yl oS oolis g g3, 1, VLAN ID syl Lo oS IS s 0y S35 &5 a5 sl

Bl oo pdy plxl

il 00 00ls ioled iy 50 Olygtws ewmled Jd |, globally colls b Lo pad gl (o
FGT1 # config system global
FGT1 (global) # set virtual-switch-vlan

\ oV
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FGT1 (global) # end

FGT1 # show system global

config system global
set  fgd-alert-subscription
set hostname “FGT1”
set internal-switch-mode
set optimize antivirus
set timezone 04
set virtual-switch-vlan

end

FGT1 # config system virtual-switch

FGT1 (virtual-switch) # edit lan

FGT1 (lan) # set vlan 100

FGT1 (lan)# end

enable

advisory

latest-threat

interface

enable

3 oS0 &390 VLAN 1D oulass 5 VEWitch il gass als o o

S led salice Cund 8 ol o 1) VLAN Switch alen b Leis V151 YL @l jgiws o405 5 o

mamt 152.168.1.99 255,255 55 0 -

wanl

dmzl

dmz2

pondd

‘o

Qo

Q00 Q0
-
E
=)

ponag

0.0.00 0.0.0.0
00000000
10.10.10.1 255.255.255.0
00.00000.0
192 168 100 1 255.255 2550
00000000

00000000

& Piysical
E:: Physcal
[& Physical
=i VLAN Swich (38)
& Physical

& Physical

Oy Sl edals ipg0 > 1o

G, il oo oS 498 o Virtual Switch oo (o SIS e ol SOl e (g oolainl 550

1Bl (oo iy GBGl ) Slgius b bads SUI5 050

FGT1 # config system interface
FGT1 (interface) # edit port39
FGT1 (port39) # set  trunk enable
FGT1 (port39) # end
FGT1 # show system interface port39
config system interface
edit “port39”
set
set
set
set
next
end

ortGozar.com

vdom “‘root”
type physical
trunk enable
snmp-index 10

AS oalice Cand 8 mol o 1) SO Gy adlen Wb Leds ol Jl> o
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wlasl oo bls )| ey heartbeat/Sync ¢l,, 40 &) .l oo, High Availability & coss Yl
D58 oo 8 oolaiwl 5550 Hgtile slp p2 WANL &g 0,5 o 1,8 ooliul 0,90 udIS

wled pedas 55 aule |, High Availability § a8, System> Config> HA o 4

WAN IP routing gass ,Seo: p,lez al> o

oy Sasle Lo asS ol |y WANL ¢ 0y System > Network > Interface oo 4

Interface Name wanl{08:58:0E:32:5C:E4)
Alias Siliisnat

Link Status up @

Type Physical Interface

Agdressing mode 8 DHCP PPPoE Dedicate to Extension Device

1P/ Network Mask 10.0.10.1724
Administrative Access HTTPS |# PING HTTP & FMG-Access| | CAPWAP
S5H SNMP FCT-Access

# Aulo IPsec Request
DHCP Server Enabile
Security Mode None -

Device Management

Detect and ldentify Devices.

Listen for RADIUS Accounting Messages

Secondary IP Address

Comments Nrite & cor

Administrative Status = O Up & Down

@ oK Cancel

oslee g Slwsys silea route G 4 wsg » ROUter > Static > Static Routes .. 4

Destination IPIMask 5 5.0.0/0.0.00 1

Device wanl v

Gateway 10.0.10.254 @
Distance 10 (1-255, Default=10)

Priority 0 (0-4294967295)

Comments Write a comment

@ OK Cancel
ol slo (odly (o Sy sy al> e
DS (g0, |y 095 olgmds sl ol 5 wyg s POlicy & Objects> Policy > I1Pv4 . o

Vo F
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pso olBiws (59, » Slonlass ol (gly oy a3 Slol S oo medais | oS (5,68 5L ulsl sl (555
Al (oo po oBws (59, 1 (il 5 Jol ows Sleclass 5 QUG S A

I, Backup 4., ;5 System Configuration < jlg as5,» System > Dashboard > Status e «
pgd oiwd (g9, p 1, Slandas wilss oo REStOrE iy ;37 Ol 5 yus puod 5l oolatanl b asS Ol

Sales b5

V0



s 4ol 03‘3

Sl )18 S sl aSis Jlasl g eolaiwl g Jol (6 4>, o Boarder Gateway Protocol :BGP
Ll )l b s QUEONOMOUS (4o b cdslad faie ;50080 L1, iin L ISP aiz Wil oo JSTg 5 (0]
RYTIRCAPESY PUWIPIS I ED YL SR VEL S v GV g S I B =) SO Y RO DN o VY D -

Gl aslinlss o Jlims slo dslialsS « cogas slaals Jolis by aslinlss S o Certificates
Lo 4y (Sog miSI Olbls )l plo b b colu g glp ail oo Jlizms slalasl cuiS el ololils
Al (oo S (598 S Bl (o0 Sawyd g £ e JLzmd Cugn S LT anled (o p 45 G0 oo 03l
alas oslanal ol )l (i jltel s SSL (g5l Jol (o0b5 slosezr sl b aslialss 5|

L oG08 (5,88 oSws (600 Sy S g 009 CwSS wlul ,» Command Line Interface :CLI

bl il oad Lo JBIIS & 50 a2 GUS (nl 5o Jolie it 005 (o0 )18 osliinl 590 welS
AL (o0 9920 (5 g darme o s Dlenkas I )

o oo 4y a4 wil o oSl 3l ISy, S Dynamic Host Configuration Protocol :DHCP
oBiws G ol o IPAress be sl )b ol 5l (G ams o]y b el )b 5l cam il yo o)l aSlls
s oKws b wles Jos 5,0 DHCP S ailos g 48,5 oage o |y aalsy cpl Wl oo 08 )98
aizles 2l o IP Ll (o a5l 50 99290

g oyol oy b (2,5 lo,5 4 s wil oo SuS (558 eed il S Demiilitarized Zone :DMZ
plea olows faay owpws cplaidl aldls cwyiws (L3I a4 e oo ol cul cbla>
S 095 g0 ploxil g s g ol ol SUDNEL (5l G2l ST al 025 (o0 & j50 a5 b Cad
s 295 03lzr] (Sl 4 Jaid DMZ (d il ol il 092y o it gl 4 (2 5 il 45 (60,150
&yl DMZ e sl coS (558 sl Jow 5l canm all alls 0925 58 Olandaii (o by po a5 aao

les ool 8 g0l Cgz B ] plos 51 ailys oo Loty a ]l

o P eolatul 8 50 it Co il 4 e a5 oo oKws alwgy Domain Name System :DNS
Jie Gl ules loliss oyl IP 4 ol puol S (0,5 MapPIng alews 1y lo ol oy b 5,5
oatia CuS (5,98 olKiws S e o 66.171.121.34 . o1 IP 4, |, fortigate.com b9, DNS
DNS S ails Wil o CoS (5y58 055 55 ooliiul 3,50 a5l ;5 g0 DNS plaS a5 wylei oo

035 009y 3 1) yg
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e ly Jho)l sl oS a5 gam sl Cle 4 wes o ol>! Equal Cost Multipath Routing: ECMP
Slaal gy cuS (5,58 lawsd ECMP o0l Ol (s yigs ¢ e (i 50 U aisled o)l saie SO
b oo load balancing Ll 51 (S 0 5 oo 1,8 eolaiwl 550 (go0ne

ol ol culgs o b ass ool be CadS @ a5 ail oo gu,S 5l b (Explicit Proxy
Sewlgz)d Sl 055 (o0 B ooliinl 850 anly Gl j5m S (B il Lol jem (S n S
o oolatl explicit proxy cdl> 5l o8y coS (5,88 SO 05d oo Jloyl b oS Bk 5l as ole
S o Sl s oS5 sl 1y e s ojleds 5 Lo eyolIP e NS s

i 08 S e CaS (S e8 olliws SO Lawgr Wiy co a5 Bl co Cn gy eS| ol (FOrtIAP
D plosl FOMIWIF oSiws G 5l ool b wilgs o FOIIAP (a4

o2 Slp 0,8 o0 1,8 oolaiul 5 90 FOrtIWIFI g Fortigate alewg a5 ail oo Jhle pius (FOrtioS
2,5 AdS g B Sy 4 8 (o0 S

Jig5 045 Gateway « 1, <SG oS o 093 Caslw o 1) duate (w)ol Wilgs a&iws 51 :Gateway
ADO <

ot ol S wwlls o Web-based manager .l ol 31 i (Graphical User Interface :GUI
s 5 S Dl jgws losliinl b 4 clS J)98 4 by e Olenda ploul Cga all oo SIS
CLI (g ousS

ool b g 0sd oo ooliiwl Olbls )l g a5 wil o IS5y, Hypertext Transfer Protocol :HTTP
ISogp b, olbls )l as il o HTTP (.l S5, Hypertext Transfer Protocol Secure :HTTPS
Dl oo pdy ] ol

Ll plogd oo plosl Caond (pl jo Oglae jidu g0 o Slbly )l a5 il o ol alais [Interfaces

VPN S ailon gihio Ojao a0 b oS 5,98 SO (59, o & )00 Ethernet ale il S5 58 il o
Portal

50 5,lATUS SESHON S S 2 a5 (5yek a4 0gd e 00 G Ol ] s ol sl ey tIPSEC
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o9 5 (6,10e55 g (o s (gl ol o JSS g, Lightweight Directory Access Protocol :LDAP
CuS 5,59 o b Jaere Oygo 4 LDAP slo g, 0l oo directory information 4l & 5e5 slo

XS oo )58 oolawl 0,90 o )5 aUthenticate oy sl

A ed i) (gl ail (o Lo g ol anlils S Media Access Control address :MAC address
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