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http://download.microsoft.com/download/win2000platform/ASsizer/1.0/NT5/
EN-US/setup.exe

Active Directory Sizer

File Edit View Action Help

[ Domain Conficurafion veme  fusers
T

< Add Domain..

T sasenc R @yt g ool 0ads Lzl sy 0S o cunlive 45 jslailen
ik

QS 1l 1 T aeb p caas ) am

o DOMain 5, » 3 Sppe JBl e ey
Delete . ) . .
i Add Domain 43,35 5 a8 o, SUs” Configration

Properties, .

Introduction

The answers from this wizard will be used to calculate . l; . .. - . ‘

the hardware requirements for a single domain. To Q9_> ‘9209 [T WW) YA Cownd 40 Jiu: : S
User Accounts add multiple domains run this wizard once per w092 J ol
Computers domain.
Administration

S{éﬁ\':;:ge ks Please enter a domain name: A""‘S ‘S‘JS Next S99 - "\“"S ‘5)‘5 ‘)
Persian.com
~

MICROSOFT OFFERS NO WARRANTIES WITH RESPECT TO THE QUALITY OF SERVICE
RESULTING FROM ACTIVE DIRECTORY SIZER RECMMENDATIONS.

Next Cancel Help

.. . . . CL .
User Accounts “Sv-w )| as ‘5*‘)-3)[5 Slaws eals ORTs Caound 4O

This section will ask questions about user accounts -
and their properties that influence Active Directory Y .. )‘J.M lDLu‘ )Q . J..u.S Q)‘s ‘) asS ? OQLQM‘

Introduction performance.

Computers 1. What is the total number of users in this domain? .
Administration |2‘3'9|— A.X.t.as M NeXt 69) » ..Xa.g lﬁb; ‘3)‘3 ‘)
Exch_ange 2000
ot 2. What percent of these users would be concurrently

active during peak hour?

100 %

3. How many additional attributes will you have per
user?

e

Back | Next | Finish Cancel Help |

5-



http://download.microsoft.com/download/win2000platform/ASsizer/1.0/NT5/EN-US/setup.exe
http://download.microsoft.com/download/win2000platform/ASsizer/1.0/NT5/EN-US/setup.exe

User Accounts

1. What is the average number of groups a user will

belong to? = é . <
Introduction F— u...i’l.o.o 9 (Y 09y Moxy Caomnd U"‘ o
gg::ﬁ:;;te::ﬁon 2. I;{;:w frequently do user passwords expire (in days)? . ...‘ . oS ® ‘ .
Eﬁﬁ\'}iac'é?e 2000 slads 39y P9 GI3E W oy Olow

3. What is your average logon rate per second during
peak hours?

FiniSh G99y » 9 da.;S 0)‘5 ‘) &9..» ®

Interactive
[ Joa

Estimate Logon Rates

Back | Next | Finish | Cancel | Help |
1=
File Edit View Action Help
E& Domain Configuration =
- Bl Persian.com Persian.com
E&a Site Configuration
-] DefauitFirst-site A
&..{7] Bridge Heads Namespace Objects: 200
' B BH.Persian.com k1|  Users: 200
-] Site Links Computers: 0
Other Objects: 1]
Servers: 1
Domain Database Size: 24 Mbytes per DC
Global Catalog Size: 24 Mbytes per GC
Default-First-Site
Users: 200
Domain Controllers: 0
Bridge Heads:
(Bridge Head servers are Global Catalogs)
Global Catalogs: 0 L
(Excluding Bridge Head servers)
K | |
Done [ I Y
1ol
File Edit View Action Help
[ Domain Configuration =
@ Persian.com Server
&- [ site Configuration ‘ ’L.J' ‘ . " . o - ° |
o DefaultFirst Site i O Oy G o Cweud (] 0
&-(1 Bridge Heads Domain: Persian.com
. DSZELB; W | Role: Bridge Head
g ite Linl (Bridge Head servers are Global Catalogs) .
. VL) odaliw
N Machines: 1 - s
System Spedifications
2l Giapel Sle piesw i 5
Type: Pentium 11 Xeon 400 MHz S ANCSTP ) - Js J
Processors: 1
Memory: 512 Mbytes oS o L§’| iy |) )L_, S )90 )‘)_9‘ - S
Disk Drives:
Seek Time 8.00 ms
Speed 10000 RPM
Size 18 GBytes
System Disk: 2 (Raid 1)
Log Disks: 0 (Raid 1)
Database Disks: 0 (Raid 1)
Network Cards: 1
Send 18.34 (Kbits/sec)
Received 8.00 (Kbits/sec)
K H
Done [ how 4
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@ Active Directory Domain Services Installation Wizard

Welcome to the Active Directory
Domain Services Installation
Wizard

This wizard helps you install Active Directory Domain
Services (AD DS) on this server, making the server an
Active Directory domain controller. To continue. click Next.

¥ Use advanced mode installation

Leam more about the additional options that are
available in advanced mode installation.

More about Active Directony Domain Services

< Back Mexd > Cancel

@! Active Directory Domain Services Installation Wizard

Operating System Compatibility
Improved security settings in Windows Server 2008 and Windows Server 2008 R2
affect older versions of Windows

v Windows Server 2008 and "Windows Server 2008 R2" domain controllers have a
new more secure default for the security setting named "Allow cryptography algorthms
compatible with Windows NT 4.0." This setting prevents Microsoft Windows and
non-Microsoft SME "clients” from using wealeer NT 4.0 style cryptography algorithms
when establishing security channel sessions against Windows Server 2008 or
"Windows Server 2008 R2" domain controllers. As a result of this new default,
operations or applications that require a security channel serviced by Windows Server
2008 or "Windows Server 2008 R2" domain controllers might fail.

Platforms impacted by this change include Windows NT 4.0, as well as non-Microsoft
SMB "clients" and network-attached storage (MAS) devices that do not support
stronger cryptography algorithms. Some operations on clients nunning versions of
Windows earlier than Windows Vista with Service Pack 1 are also impacted, including
domain join operations performed by the Active Directory Migration Tool or Windows
Deployment Services.

For more information about this setting, see Knowledge Base article 542564
{http:/#go microsoft com/fwlink ?Link|d=104751).

< Back Next =

Cancel |
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Choose a Deployment Configuration

You can create a domain controller for an existing forest or for a new forest.

¢~ Existing forest

€ fdd a domain contraller ko) an existing domain

% [Create anew domain in am existing forest
Tihiz servern will become the first domait controflenin the new damain,

I"| Create a new domain tee raot instead of, & nevw child domain

& Create a new domain in a new forest

< Back

@ Active Directory Domain Services Installation Wizard

MName the Forest Root Domain
The first domain in the forest is the forest root domain. lts name is also the name of
the forest.

Type the fully gualfied domain name (FQDN) of the new forest root domain.

FQDM of the forest root domain:

-«

Example: comp.contoso.com

Ic:lsco.c:ornl

< Back

@ Active Directory Domain Services Installation Wizard

Domain NetBIOS Name
This is the name that users of earier versions of Windows will use to identify the
new domain.

The wizard generates a default NetEBIOS name. This wizard page appears only if you
have selected advanced mode or the wizard has detected a conflict with the default

name.

Either accept the name that has been generated by the wizard or type a new name and
then click Next.

Domain MetBIOS name:

< Back Cancel
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@ Active Directory Domain Services Installation Wizard

Set Forest Functional Level
Select the forest functional level

Forest functional level:

Windows Server 2003 =
Details:
[The Windows Server 2003 forest functional level provides all features that are -

available in Windows 2000 forest functional level, and the following additional
Features
= Linked-value replication. which improves the replication of
changes to group memberships.
- More efficient generation of complex replication topologies
by the KCC.
- Forest trust, which allows organizations to easily share

(] You will be able to add only domain controllers that are nunning
Windows Server 2003 or later to this forest.

Mare about domain and forest functional levels

< Back

Cancel

@ Active Directory Domain Services Installation Wizard

Set Domain Functional Level
Select the domain functional level.

Domain functional level:

Windows Server 2003

Details:

fFollowing additional features:
- Constrained delegation, which an application can use to take
advantage of the secure delegation of user credentials by
means of the Ke'beros authentication protocol
- lastLogonTimestamp updates: The lastLogon Timestamp attribute is
updated with the last logon time of the user or computer, and it is

You will be able to add only domain controllers that are running
Windows Server 2003 or later to this domain.

More about domain and forest functional levels

The features available at the Windows Server 2003 domain functional level include «
all features available at the Windows Server 2000 domain functional level and the

< Back

@ Active Directory Domain Services Installation Wizard

Additional Domain Controller Options

Select additional options for this domain contraller.
¥ DNS server
¥ Global catalog
I™ | Read-arly domain contraller (RODE]
Addttional information:

The first domain controller in a forest must be a global catalog server and
cannot be an RODC.

We recommend that you install the DNS Server service on the first domain
controller.

More about additional domain controller options

=

< Back Next =

Cancel
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5_1 Static IP assignment

@ e

dvnamicall 1 1P address(es)

This computer has at least one physical network adapter that does not have static IP address(es)
assigned to its IP Properties. If both IPv4 and IPv6 are enabled for & network adapter, both IPv4 and
IPv6 static TP addresses should be assigned to both IPv4 and IPv6 Properties of the physical network
adapter. Such static IP address(es) assignment should be done to all the physical network adapters for

reliable Domain Mame System (DNS) operation.
Do you want to continue without assigning static IP address(es)?

<» Yes, the computer will use an IP add
(not recommended).

i by a DHCP server

ool Lioled ploy G Lo 4y JSo (pl jo g

Gk U A e o |, 5y

Wil o 355 ©j50 a5 DHCP (s s

| =» No, I will assign static IP addresses to all physical network adapters.

|| 0245 WSk (oo (Fd Sjgo 4 pgd an S

~

More about configuring TCP/IP and DNS Client settings.

(1]

w020,S bl 1) pgs 4y 35 x|

Currently connected to:

“== Unidentified network
T o network access

Open Metwork and Sharing Center
16:02
EN || 2
J “Rﬁ [y 120312 =

_EE_ Network and Sharing Center

&9y » Taskbar s 1P (3,8 cus (ol o>
Open Network au;5 ¢ oS SIS aSn 950
Caond ol 31058 Ol |, and Sharing Center
Network

Semgi ek TUN 3 CBlW 352

sy |, enter 4and Sharing Center

Li » Netw... = MNetwork and Sharing ...

JO

- @l I Search Control Panel

Control Panel Home

Change adapter setﬁng(

Change advanced sharing settings

View your basic network information a
!

WIN-54NRCOQUVPL Unidentified network
(This computer)

View your active networks

~

Access type:

Unidentified netw...
Public network

_rﬂ_" Network Connections

Connections:

=101 |
% Change L35 o opl o

nd set up connections

" b See full map
x

Internet

obxsl |, adapter settings

S5 5l an S5 b S

Connect or disconnect

Mo netwark
access

VMware
MNetwork
Adapter YMnetl
VMware
MNetwork
Adapter VMnetd

L=

‘éOv |@ ~ Metw... - Network Connections -

w m I Search Network Connections

Sl oyl QBS%] S9y 2 JXo ol o

Organize
L-'- Local Area Connecﬁorﬁ/
TS Network cable unplugge
3@ @i’ NVIDIA nForce Networking Controller
L-'- YMware Network Adapter VMneta
"= Unidentified network
@ VMware Virtual Ethernet Adapter for...

L-\,! Unidentified network
@2 VMware Virtual Ethernet Ad

WMware Network Adapter VMnet1

==
==

dup JS5 b 0SS L g3 595

apter for...

Do yalls

Bl lis Ll aSlll Ol s 4SS

IP 0,8 cow 3l o 46,59 aisl Jlesd
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@ Local Area Connection Properties ﬂ ]; o U

Netwaorking ISharing I
Connect using
I & NVIDIAnForce Netwarking Controller

This connection uses the following tems:

SVMware Bridge Protocol
4210305 Packet Scheduler
g File and Printer Sharing for Microsoft Networks

=& Intemet Protocol Version & (TCP/IPvE)

-&- Intemet Protocol Version 4 (TCP./IPyvd L=
~&. Link-Layer Topology Discovery Mapper 170 Driver
~&. Link-Layer Topology Discovery Responder

Install... Uninstall | Fraperties |
D 1
Allows your computer to access resources on a Microsoft
network.

OK Cancel |

—

JUNPRRVEL S P PRSP LU INCIN L | CION ] R

! Active Directory Domain Services Installation Wizard

Location for Database. Log Rles. and SYSVOL

Specify the folders that will contain the Active Directory domain controller
database, log files, and SYSVOL.

For better performance and recoverability, store the database and log files on separate

volumes.

Database folder:
|::\mndowswms
Log files folder:
IC:\‘Mndows\NTDS

SYSVOL folder:
IC:\‘Mndows\SYSVOL

More about placing Active Directory Domain Services files

Brow:

Brow:

1.

Brow:

WSS ST L g0 S5 0590 4035 (g9, 2 S (pl o

g yolls 5

Internet Protocol Version 4 (TCP/IPv4) Properti ﬂﬂ

General |

‘fou can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

" Obtain an IP address automatically
* Usge the following IP address:

IP address: _~| o .1mm.1m.1
Subnet mask: *| 255, 255 . 255 . 0
Default gateway: I . . .

£ obtain DHE server address  automatizally

—(% Use the following DNS server addresses:

Preferred DNS server: I . . .
Alternate DNS server: I . . .

[~ validate settings upen exit \ Advanced. .. |

Cancel |

< Back Next =

Cancel

-11 -
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@! Active Directory Domain Services Installation Wizard

Di ¥ Services R Mode Administrator Password

The Directory Services Restore Mode Administrator account is different from the domain
Administrator accourt.

Assign a password for the Administrator account that will be used when this domain
controller is started in Directory Services Restore Mode. We recommend that you
choose a strong password.

Password: Ioooooooooo..|

Confirm password:

More about Directory Services Restore Mode password

< Back

@ Active Directory Demain Services Installation Wizard

Summary

Review your selections:
Corfigure this server as the first Active Directory domain controllerin a new forest.  a

'The new domain name is "cisco.com”. This is also the name of the new forest.
[The NetBIOS name of the domain is "CISCO".

Forest Functional Level: Windows Server 2003

Domain Functional Level: Windows Server 2003

\Site:: Default-First-Ste-Name

\Wdditional Options: J

To change an option, click Back. To begin the operation, click Next.

Export settings... |

These settings can be exported to an answer file for use with
other unattended operations.
More about using an answer file

< Back Cancel

Active Directory Domain Services Installation Wizard

The wizard is configuring Active Directory Domain Services. This process can take
from a few minutes to several hours, depending on your environment and the options

that you selected.
=
i:

Waiting for DM S5 installation to finish

Cancel |

[~ Reboot on completion
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Active Directory Administrative Center wg b 4

o Lwgd - 0Bl (oo ()5 pls 5iSTL I Cugh all oS (2 52 Cugi Yo g o) Ll @ ead 5 9>
DAz 43S S j9aing ol 40 Og oS eolatwl IS sl Windows server 2008 R2 5l &5 oS
g adle MW S yo e Ll 4 a5 Active Directory Administrative Center ol 4 oo aslol
. sl o Windows SERVER 2008 R2 ;o > oy g

D9y g e 4 Active Directory Administrative Center l >l ¢l oy

Start >> Administrative Tools >> Active Directory Administrative Center

....... U9 Q"‘ LS‘)" Jl? )d

<

A j' Windows Server2008
Active Directory-
Administrative Center

© 2008 Microsoft Corporation. All rights reserved.

S ol an SO B oS SIS a0 590 o 43S (59, 2 JSb Bl 958 (o ol 5 SISO

.: Active Directory Administrative Center = x|

(9 v| ©%  Active Diractory Domain Services b cisco (local) » -

* Add Mavigation Nodes...

ia Active Directory... < | cisco (local) un Tasks

= | Fieer Queries ‘l =] 'l @ g |
& Overview i Add criteria ¥ Builtin A

B dsto (local) » | Name Type Description e v
- | Builtin builtinDomain M
Computers | Computers Container Default container for upgraded computer accounts
Users = Domain Controllers Crganizational Unit Default container for domain controllers Delete
| ForeignSecurityPrindipals  Container Default contziner for security identifiers (5IDs) associated wit Search under this node
- Global Search w| Infrastructure infrastructureUpdate :
| LostAndFound lostAndFound Default container for orphaned objects Properties
| Managed Service Accounts  Container Default contziner for managed service accounts cisco (local) ~
_ NTDS Quotas msD5-QuotaContainer  Quota spacifications container
| Program Data Container Default location for storage of application data. Change domain contraller
. System Container Builtin system ssttings Raise the forest functional level...
| Users Container Default container for upgraded user accounts
Raisz the domain functional lave..
MNew 3
Search under this node
Properties
< | 2l
Builtin v
QObject class:  builtinDomain Modified:  03/12/2012 04:09 b.u
Description:
Summary

Current Usar: CISCO\Administrator
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S5y 2 9% 5 MW (55, 5 JS8 &b I ol sl ¢ oS

QS SIS User

7 queries > |l ~|@®

Computer
Group

oo InetOrgPerson

Tasks

r

f application data.

d user accounts

Us:
d objects _\

d service accounts

Properties

cisco (local) -~

Change domain controller
Raise the ferest functional level...

Raise the domain functional leve...

MNew 3

Q) Create User: ali mohamadi

Account Account O®@
j AN | et pame: [ali Account expiras: & Never B
Member Of Middle initials: | € Endof |
Profile Last name: I mohamadi = Toptions: 7~
Full name: I ali mohamadi (" User must change password at next log on
% Other password options
User UPN logon: I ali e I cisco.com j [~ smart card is required for interactive log on
User SamAccountMame logon: I cisco Y I ali [ Passwiard never expires
[/ User cannot change password
Password: I rrrree— Encryption options: A
Confirm password: I FrrvTTTT— [¥ store password using reversible encryption
- (" Use Kerberos DES encryption types for this account
Create in: CN=Builin,DC=cisco,DC=com Change... | 1 (3 Other encryption options
[~ Protect from accidental deletion [~ This account supports Kerberos AES 128 bit encryption
[¥ This account supports Kerberos AES 256 bit encryption 5
Other options: A
[~ Account is sensitive and cannot be delegated
[ Do not require Kerberos pre-authentication
Log on hours...  Log on to... | 2
| Organization ®»® |
| Member Of ®® |
| Profile lcIc)
() Modified: <Not Set>

o< |

‘Cancel

........ 55 shools ¢ lS ol 1S g 1 L5 5 oMLl Syl Ceand (sl 45 g

2 il o0 99,9 sl 5,5 pb &S wilb o User SamAccuntName logon cad isu op ege

ali@12 & 50 cpl 4 Mie 03,5 )15 oouzmn Sygo ) 1 0550 g 00,5 d)lg ali 1, (50,15 pb Lxs
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el g0 @b 5 IS auS SIS Change (gs, » 51 caond ol o -)

Builtin
Computers

= Domain Contrellers

ForsignSecurityPrincipals

LostAndFound

Managed Service Accounts
NTDS Quatas

Program Data

System

¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥

P lyoes o5 605 )8 e
Sl b Cwend ol 5l (S

No resufts found.

ol 1, Users o aS oS
raé;

S SIS Log On Hours au 55 (g9, » oS (aseine 95,9 Hlo) 995 o)l p,l5 (sly aSTl (gl =¥

2 9 2
12:2-4:-6-8-10-12-2-4-6-8-10-12

% Logon Permitted
" Logon Denied

i through dmes from 12:00 & 2 to 12:00 & 2

X
Sl (ol sasms oyl ‘531 S, S8 opl o
s jo, ¥ ,0 5 59, Slebo pled jo )57 a8
B 055 dgazme slp 09h o)ly Wil oo
 Cad ol ) 4 &5 o cwond ples

oLl |, Logon Denied au 5 4 ol

et 1y 0959 Sl olgsds 4w oS

Se yolb uy SO L oS

User: ali mohamadi
This user can log on to:

(& All computers

" The following computers

Computer's NetBIOS or Domain
MName System (DNS) name

Re: '110'\.'e|

Cancel |
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&S 05 akde iy o lad Cend ol o
O egd 4 Jate gl el el Lol
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DS ateie S sl 1) a5 0 90 FeaelS




Never a5 51 asl aisls [Liel Sloj az b )5 O a5 asS asion wlgie ol ¥ Cwond o =Y

w35 ) 935 aitin oloj aalys o ST 5 05 (oo Jlab et plS ol SEgmen S bl
WS ez |y o8 jlael LL Gley g ausS eolaiul pgo

SO b a0 8959 5l o )5 Jol a3 Gl b all (oo )5 joue 30, 4 bog e o (ol -

oAt Auilgie S0 AnS 0 WS o)ly 093 lp |y Wz jge ey Wb AT 05h 6 axlge play

s9e8 3oy Wl )5 a8 Cenl pl (sl o BT an3S g 0gis slail Glgie e 4 jgue Go, 45 aS

¥ Stors password using reversible encryption
™ Use Kerberos DES encryption types for this account

& Other encryption options

[ This account supports Kerberos AES 128 bit encryption
[¥ This account supports Kerberos AES 256 bit encryption
Other options:
= Account is sensitive and cannot be delegated
~ Do not reguire Kerberos pre-authentication

DR s ) 0o

Ly 2o gee 30y Slg oo Lol Cond (] 5o -0
o953 p Vb Casal 51 L 0SS (6K 5,
0, ooie Kerberos AES 256 45wl
Gy Jol e T ans g0 L asl o 65

S 05l ood ooliiwl Kerberos coge 51>l 5l 6,55 50, j0 K0 oS bl S11, o9 5 dtas

L > S

. Organization Ceowd ow y 5

Account
Organization
lember OF

Profile

sl
5 Create User: ali mohamadi Tads | AddSections v | @)
| Account O]
Organization ®E
Display name: [ ali mohamadi Job title: [ security
Office: I babol_kheyaban modares _ pelak 200 Department: I networking
E-mail: | ali_mohamadi@cisco.com Company: | cisco
Web page: |htm:ffsamarcd.hlogfa.com Manager: Edit.‘.I CIearI
Other web pages... Direct reports:
Phone numbers: Administrator Add... |
Main: [o111... Remove |
Home: |otit..,
Mobile: |os11118
Addrass:
Faxi I modares
Pager: I
17 Phene: I Ibabu\ Imazaﬂdaran I 12343
Other phone numbers... Country/Region: | Tran j
Description:
‘ Member Of ®e |
‘ Profile O |

(~) Modified:

<Not Set>




: Member Of cwd v,y

w Create User: ali mohamadi == x|

,5 Create User: ali mohamadi Tasks | Add Sections v | @)

* Account | Account O®E |

i | Organization ®E® |
ber OF
ﬁﬂi Member Of ®®
Profile
| Filter ¥

Nahne ‘ Active Directory Domain Sarvices Folder | Primary

This object will be added to the default Active Directory group.

Profile O®E®

Profile path: I Log on script: I
Home folder:
€ Local path: |
 Connect I j To: I
() Modfied: <Nat set> ok | cancal

Add g5, 52 5 oal gl oS (ol 09,5 gae |y S 000 )5 aily oo Lad Ceand o
g ol p5 KA B oS SIS
: s s Advanced g, b ceand ol o

Select this object type:
IGmups or Built4n security principals Obiect Types... | ) ) -
From this location: -09-«& )-Ql.b d.ag ‘J&w L:

Ic:sm.com Locations. ..

Enter the object names to select (sxamples):

[ Check Hames |

Mvanced...l ot | Cancad |
A

Select Groups 20x

Eﬂiﬁiﬁmmm — J.x.g 05.:.') ).bUé l.b 05; Q.MMJ t’ s).arls &S.:.ls Flnd NOW 65) »

From this location:

- S 23S SASOK (59 15 98 Ll | ooy 5 51 (S

Common Queries |

Neme: oo =] | _Cotams_ |

szt [ | | e |
I= | Disabied accounts 5‘_|

I™ | Hen expiing passward

Diaps since last oo 2 ==

o
Search resuls: _coes |

lame (RDN) | Deseription T in Folder ) A
2 Pre Windows .. cisco.com/Bultin
B2, Prirt Operators cisco.com/Buitin
BB RASand IAS .. Serversinthis gr...  cisco.com/Users
82 Readonly Do... Members ofthis ... cisco.com/Users
2 Remote Desk. cisco.com/Buitin
48 Replicator cisco com/Buitin
82, Schema Admins Designaied admi..  cisco.com/Users
2, Server Operat. cisco.com/Buitin
43 Terminal Serv. cisco.com/Buitin
2 Users — cisco.com/Buitin
B Windows Aut cisco.com/Buitin — - 1 7 -




Profile

O

Home folder:

Profile path: I Log on script: |

€ Local path: |

% Connect ID: = T |

Extensions

®e

todified: 01/01/2002 01:00:30 b..5

ok | Gancal |

s Profile Cuowd (w9

Jolss )5 Glasein « all o odrin pan S 50 )5 Sledbl 0,53 4 bgs o Caond )

DS Sl aseiie adgy oL gl S )8 (6l ol o

1o 4 Y jouiyg i o

59909 50 LU nl lp g ate 095 J RS ueg 4 pudletie Vo jgaig G5k ) Ceend (ol jo

Al ool a9 j9diug LY jaaing b audl alils ax g andl o pll 1) o IS oy

Contral Panel (2)

18 Rename this computer *

4~ Seemore results

S

|rEI’VHI’|'¥Eﬂ’HE computer B | | Shutdown | » |

e S 0

JSo b oS SIS Change.. g, p» cwnd ool o

ogs ol as axis

-18 -

18 See the name of this computer Rename "\5?':5 ‘:,"'.’.L'; Run )é 5 Oo.\«.i) v )’5&‘.’.9 Q)‘ﬁ

Sues Lis 1) Enter oS’ ax This Computer

System Properties

Computer Name |Hardware I Advanced | System Protection | Remote|

—

Ebh Windows uses the following information to identify your computer
o~

on the netwarle.
Computer description: |
Faor example; "Kitchen Computer” or "Mary's
Computer”.
Full computer name: WIN-INMFPVFRGQSP
Warkegroup: WORKGROUP

To use a wizard to join a domain or workgroup, click
Network 1D, Network 1D...
To rename this computer or change its domain or
workgroup, click Change. et

[ ok ][ cance |[ oy




Computer Name/Domain Changes @

You can change the name and the membership of this [ S o) 1y 05 3 ol Wb Cod ol o
computer. Changes might affect access to network resources. ﬂ,.».S 09 D 99T oS f o oo
Mare information

comeusrnEne 6l 5 0sS” Slsesl |, Domain a5 Member of
WIN-INMFPVFRQSP - g 2

Full computer name:; 09....: ).CbUa 2) JSW iy A...AS 0)‘9 ‘) .39."> 090
WIN-INMFPVERQSP .

Windows Security \EI
More... Computer Name/Domain Changes
Enter the name and password of an account with permission to join the
Member of domain.

@ Domain:

CiSCDl | | administrator ‘
W= |
() Workgroup: \ i

Demain: cisce
WORKGROUP

OK ] [ Cancel

2O 0SS Olg 1y Hepm (Lol jeue ey 9 68 o
LSS SIS ok $9,

q Computer Name/Domain Changes @ :\S roJ...u 8‘5.@ Error Q.o.‘ L} Ok » g.i:.ls l.3 O,c

I‘@II The fellowing errer cccurred attempting to join the demain "cisce™

An attempt to resclve the DMS name of 2 domain centreller in the

IP 00,5 S &850 ;0 a5 Sl (pl o,bls 4y 4l
doemain being joined has failed, Please verify this client is configured to

reach a DMS server that can reschve DMS names in the target domain, )Q b\-jl-) ¢ W‘K ‘515 ‘) DNS Server C/-Quw.g

For information about netwerk troubleshocting, see Windows Help,
Dns 4 U oS o)lg 1) jopm 1P cwad (4l
s 5 5 ol Gl wes 55 Late Server

WIS RIS

W9y Ogw H9NRG )0 B e A
Control Panel\Network and Internet\Network Connections

etwork and Sharing Center
‘ .

Fed

Control Panel Home view your basic network information and set up connections )

' ™ - A See full
Change adapter setting( LFLH A A % ‘ui‘ ee full map

'2“
5
Ix

ve = Netw... =MNetwork and Sharing ... - @I I Search Control Panel E‘

f"_\.l

=
Change advanced sharing settings WIN-54NRCOQUVP1 Unidentified network Internet
(This computer)
View your active networks Connect or disconnect

QS bl S s.b |, Change adapter setting a5

-19-




WWW.SoftGozar.Com

L. Local Area Connection
S MNetwork 3
=4 Intel(R) PRO/1000 MT Network C...

Hy Disable
Status
Diagnose

'&' Bridge Connections
Create Shortcut
Delete

=]
® Rename

'&' Properties

Metwarking

',“.' Local Area Connection Properties @

Connect using:

I_TI" Intel{R) PRO/1000 MT Metwork Connection

This connection uses the following tems:

0% Client for Microsoft Networks
gGOS Packet Scheduler

gFile and Printer Sharing for Microsoft Networks
A

Intemet Protocol Version & {TCP/IPvE)
+ e —— Iy
wda Link-Layer Topology Discovery Mapper /0 Driver
<& Link-Layer Topology Discovery Responder

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

@
o

0K H Cancel ]

General

‘fou can get IP settings assigned automatically if vour network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically

{@ Use the following IP address:

IP address: 192 . 168 . 253 . 13
Subnet mask: 255 .255.255. 0
Default gateway: 192 . 188 , 253, i2 <

Obtain DNS server address automatically
(@ Use the following DNS server addresses:

Preferred DNS server: 192 . 188 . 253 . 12 *—

Alternate DNS server:

[ validate settings upon exit

} ok [ cancel |

Internet Protocol Version 4 (TCP/IPv4) Properties IEI

C,u.u‘)

S5 jg 0 4 e a5 (59, 2

IS B oS’ ol |, Properties a5 00,5

g yalls p

|, Properties 4 oS ool |, i o)90 4035

Command o kb &jge a0 dNS 0,5 Cu sl

:0S eolawl 5 w5l Prompt

Netsh interface ipv4 add dnsserver

name=Ilocal area connection
address=192.168.253.12 index=1

g:))lfral.;q,{l.gu.&ommy)’.o)é&)l.gaf Seomnd )3

A Sl ol 09T ey (gl L g |y 093 Al

QS eolawl ipeonfig jgiws

IP syl j13 s a5 ol Caand )0 Ceond ol o

DS SS 0K (55, g am g asS )ls 1) 095 5 e

..L.SOkBJ.H.SQ)b wgom)o |) Bo3) o)l.gjd

D9 Loy gac j9dig U

Computer Name/Domain Changes @

e
[o_l Welcome to the cisco domain,
—

9 00l ey gac jeding plaw (pl b alaxd (pl o
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WWW.SoftGozar.Com

mod ¥ jedig 3ly (pegd Giyb | peels> 0 Y
S b awss” SIS Switch User (g, 5 JSo Gubo

g yalls

Reset password...

Switch'User =

w. Windows 7/ Ultimate

Log on to: CISCO
How do1log on to another domain?

Switch User

5 oS Cenly oS My computer sy,
U b oass” ol | Properties a8
odd atie Cwwd jo 0gd el Jlas

..\....5‘50 PRV-Y NN ‘)).LSJO)BA Q.:.o})

.

WIN-INMFPVFRQSP\samancd Other User ) >

Cancel

oS LS Other User g, p» JSo ool jo

2y polls aay JS5 L
P25 i (B L jeb (lea Cwend cnl o
2 )5 b5l g oad Jate (regd 4 joaing
o ol 3959 (slp 3,5 obnl 5 Ceens

Control Panel Home

@ Device Manager
@ Remote settings
@ System protection

@ Advanced system settings System
Rating: System rating is not available
Processor: AMD Athlon(tm) 5000 Dual-Core Processor 2,21 GHz
Installed memery (RAM): 100 GB
System type: 32-bit Operating System
Pen and Touch: Mo Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings
Computer name: WIN-INMFPYFRQSP
Full computer name: WIN-INMFPVFRQSP. cisco.com

Computer description:

Domain: cisco.com

See also
Windows activation
Action Center
Windows is activated

Product ID: 00426-0EM-8332662-00006

Windows Update

Performance Information and
Tools

b

B Change st

Learn more o

ol




olop b @ yb i p skl
1S solatwl Command Promet o 55 b jd 5l oS sl )5 S gy 4S5l (5150

Net user mohamad * /add
23S ENtEr olojd csibss il anr c 0ms 3 1y 055 S ol alss oo sams sl 41 lojd ol 5o
Enter o oS 1S5 1) 5 00 o,bgs oS ENLEr 5,5 o)l 1) 0)0ms Slo> co 0 yqmm Lo 3| am

WS Az g g S 4 e0)S sbml o)l S Sole aed 4 g 0lS

[&+] Administrator: Command Prompt oy ] [

Microzoft Windows [Uersion 6.1.76081
Copyright <(c> 2887 Microsoft Corporation. All rights reserved.

C:xUsers~Administrator*net user mohamad * ~sadd

Type a password for the user:
Retype the password to confirm:
The command completed successfully.

C:\Users“Administrator>_

:%5){){})%4.3&] odalive gl g oad dbul bo w5 YL pgai 4o

Start >> Administrative Tools >> Active Directory User And Computers

File

Action  View Help

IS8 50 S oo odmlive |y daze oS e ol @) (5285 )l o

. Active Directory Users and Computers

=10l

da

2 fFEd0EcEHER Rt Ta%

=]

Active Directory Users and Comput
| Saved Queries

J:j dsco.com

[ ] Builtin

[ | Computers

| Domain Controllers

| ForeignSecurityPrincipals

| Managed Service Accounts

| Users

!

E H

Name [ Type

| Description

:c _HRClericalSt... User

3_, Administrator  User
3_, ali User

52, Allowed ROD...  Security Group ...
52, Cert Publishers  Security Group ...
53, Denied ROD...  Security Group ...
52, DnsAdmins Security Group ...
:\»?_JDnsUpdahePr‘ .. Security Group ...
‘_\{Domain Admins  Security Group ...
52, Domain Com...  Security Group ...
52, Domain Cont... Security Group ...
‘_\{Domain Guests  Security Group ...
5%, Domain Users  Security Group ...
:\»?_JEnterprlse A... Security Group ...
‘_R,Enherprise R... Security Group ...

JJ farshid User

‘.\{Group Policy ... Security Group ...

;‘_c Guest "Hﬁ

JJ mohamad User

S3,RAS and 1AS ... Security Group ...
i, Read-only D...  Security Group ...
52, samancd Security Group ...
52, 5chema Admins  Security Group ..,

Built-in account for admini...

Members in this group can...
Members of this group are...
Members in this group can...

DNS Administrators Group

DNS dients who are permi...
Designated administrators...
All workstations and serve...
All domain contrallers in th...

All domain guests
All domain users

Designated administrators...
Members of this group are...

Members in this group can...
Built-in account for guest ...

Servers in this group can ...
Members of this group are...

Designated administrators...

-22 -




tobod b 3 ,b 3l 0g 5 Slwl
WS Bty 25 semd Olo B bS48 09,5 Sbwil sl

Net group sale /add
QS soliiwl Koo el 5810 Gl a4 allg o oo L 5 090 oo Sl SAlE 095 jgiws pl L

Administrator: Command Prompt

C:“Users“Administrator>net group sale ~add
The command completed successfully.

C:~Users~Administrator>

DS oaalin 1y ol o U5 50 alys oo Lo g 00 sl 09,8 YU JSCi o

_iBix
File Acton View Help
YRR ERE R YL
: Active Directory Users and Comput | Name | Type | Description :I
_| Saved Queries ¥2 Domain Cont... Security Group - Global All domain controllers
[l 5 dsco.com t"'r?,Dumain Guests  Security Group - Global all domain guests
| Builtin 42 Domain Users  Security Group - Global All domain users
| Computers E;?,Enterprise A... Security Group - Universal Designated administrz
= Dum..ain Cu:untrlnller.s ] t"'r":,Enterprise R... Security Group - Universal Members of this group
1] FDFEIgnSEL'LIrIt.y'F'I'II'lCIDaE .2_; farshid User
| Managed Service Accounts ﬂ,GrDup Policy ... Security Group - Global Members in this group
a % 24 Guest User Built-in account for gu
_2_;, moharnad User
t"r?':,Netu\'urking Security Group - Global
ﬂ,RAS and IAS ... Security Group - Domain Local Servers in this group ¢
S;?,Read -only D... Security Group - Global Members of this groug
E!Jsale Security Group - Global
t’lﬁ:,samancd Security Group - Global
ﬂ,sdwema Admins  Security Group - Universal Designated administre—
-
RV | il

Slml Gloj oo Dygo 1) )5 otz aled oo Dlygiws (I L ez e )5 4 65 A iy
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sl jlw 0g 5 Syl
S ooliiwl 5 9w 5l Organizational unit e b Slojle 09,5 ol sl
Dsadd ou ou=it,dc=cisco,dc=com

osliul wlsi (o S0 ol 51 Tt 09,5 (slr @ o Lo 095 (a sl Tt Glasl 09,5 WU jms (sl L

25250 095 obx
AA.AS oolaw! ).:) )53.,..:0 )| Lg);)lf 09; ol?u‘ Ls‘)"
Dsadd group cn=it-manage,ou=it,dc=cisco,dc=com

L 35d go dbul I-Manage )5 5,8 H5ws (ol b o>

[c+] Administrator: G:\Windows\system32\cmd.exe o |EI|5|

GC:nrdsadd ou ou=it.dc=cisco.dc=com
dsadd succeeded:ou=it.dc=cisco.dc=com

C:~>dsadd group cn=it—manage,ou=it.dc=cisco.dc=com o,
dsadd succeeded:cn=it—manage.ou=it.dc=cisco.dc=com ‘SJ.IJU 03; a9

oo

B Active Directory Users and Computers ] |
File  Acton View Help
] | i y ——

= HE0Ed=HEt & ¥aa
| Active Directory Users and Comput | Name I Type I Description |
_| saved Queries 52, it-manage Security Group ...
[=] &3 dsco.com

| Builtin \

| Computers

= | Domain Controllers

| ForeignSecurityPrindpals
=] it

| Managed Service Accounts

| Users

=R




6o |~ e [en e e ha =
e

==

29,0 (i ol
S ok pl @y Y Canlond obml (lojlo 5 (62)15 09,5 00 (o0 ovalie Vb JS2 50 y9hailen

S gy A5l )8 etz a5 S5 ole Glesle sl ey Gl oS Slml (ley SO p0 g, )5 i
S (58 E9rD (R (2295
Algs oo g 00,5 oolel Lais sl aS EXCEl L6 G g 0,10 5L5 Microsoft excel 15381 o 5 4 IS 5,5 (sl

IRVEL IRV H ARV TE G0N I

http://s2.picofile.com/file/7338473545/multi users.xls.html

g ol 5y JSo B oS Ll | o b oglils 51 o

A B C D E F G H | J
J2 VS sals aa gy T " Display hETT 3 o LS ey o6 3y 12 Kls e Vbl gyt S iy e Vopf g
1 dsadd user cn=t01,ou=it dc=cisco,dc=com  -upn t01@cisco.com  -display t01  -pwd 0048t -mustchpwd yes -hmdir Weiscothome\SusernameS  -hmdry C. -profile Weiscolprofies\Susernames  -memberof cn=it-manage, ou=it dc=ci

sl 1) gloslu 09,5 5 (650,15 09,5 (s 2l ools plail Cds @ o, YU sla )5 Wb IS ol ol 51 L3
w223 oo oy b ay ) Excel J31s o g ples Yl Gy awil 00,

B oS o)l 1) ojleds opl Wb i ¢ 0aS o4l ojlads <SG olpor 4y 1) 055 )5 a6 b Cead ol jo
g Sl ojleds gubo wilel oo iy )8

PR - e

- —t, =COMNCATENATE("dsadd user cn=";A2;",ou=it,dc=cisco,dc=com"})
B G
ldsadd user cn=it01.ou=it,dc=cisco,dc=com | -upn it01@cisco.com  -display it0 NVESUR Ji.., 4 as )EJQ_;LO_Q RVELY 0)‘3

A
S5 S b B g (59, 0 ST

sanlive Iy ol jgiws FX cond jo oS

‘) L.S)")ls ‘AL, )53_,.»& AJL’ Mkﬁ"‘ 3

=CONCATENATE("dsadd user cn=";A2;",ou=it,dc=cisco,dc=com")

22,5 )lg A (gt 50 a5 0,5 o )8 )5 pU B g 0 A2 (gl 4y jgws (ul o
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http://s2.picofile.com/file/7338473545/multi_users.xls.html

1€ g

PR . a wrrage e

J« | =CONCATENATE(" -upn ";A2;" @cisco.com") =

B C 0 Slp aS 0,5 o 8 505 el cwnd pl o
£ pETES s _Display A2 Sl @ pp Cwond pl ol w3 09
1, ou=it,dc=cisco,dc=com| -upn itl1@cisco.com !-display o -

? SANERUCE N

L)““)P C,JIS‘).) wLoJ LE‘)'.’ b)j‘so)‘ﬁ ).3)[5 p.u." W"SL)"‘ o

ooliiwl (6,550 3ygmn 3l ITO0ABLIS sl @ wilg (o 45 aiS 305 15 095 1)l 5 jgmm Wb Cond ol o

D Oyl 0l Dygo Ay b O jgun a5 il alils d> gy Lagd L oS

olgzds &y 1) 595 jaue jo, Wb gy 3l )5 a5 wil o jelaie cpl 4wl 1,8 YES o5 el ol o

AR s Sg>

S5 pbSUsernamesS s> 4 joxws cnl 10 0 8)ly |y 053 KB amio o] Wb Ceond opl 4o

-hmdir \\cisco\home\Susernames . s,.%x |3 L
tH g
il oo et Lol 10 oS ek
H g
oS Syls 1y 5lS by s eydT asls G ol o
-profile \\cisco\profiles\Susername$

Ded oo il ol I8 A Hgtw 0 aS 6,8 sb Username sl> 4 cwond opl jo
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Sl b Cand 10 (0 a5 (29,5 led (s 0S5 a5 5550 09,5 gac 1) (1105 05 5 b Cusnd (pl (o
G Oy & S 058 ols 09,3 e IS S1aS olil atils axg5 Las . it-manage oL 4 0,5

39 oo Jlb it 5
-memberof cn=it-manage,ou=it,dc=cisco,dc=com

QS 0y 1) 0g5 09,5 it-Manage o9,5 sl 4 Wb jgiws ol yo

Faste - HESEEE 3 by - - = = = — = - - arsg - o
= - Format Painter B I U = L R =E==|FF= =] Merge & Center - % *
Clipboard ) Font ) Alignment a Number
A2 - Je | ito1
A B C 0 E
1 | s AJE sl gda g E gl RAEFSTF Pt ) Display hET ol et
2 |it[]1 ldsadd user cn=it01.ou=it. dc=cisco.dc=com -upn it01@cisco.com  -display it01  -pwd it0048ti% -mustc

3
S
i

B2 On-5creen Keyboard

cosS Ol ] Glg dgpd gt 4 am e & 1) cdnd oS g oS okl | A2 e S0 ubo
25 IS5 e

A2 - I | it01
[ E 1 F | 6 [ H ] | | J | K
e 20l et HE 3t S s i Fla A T T Josf s b
. | -pwd it0048ti$ -mustchpwd ves -hmdir Wcisco\homel\busername$ -hmdrv C:_-profile Wicisco'profiles\Susername$ -memberof cn=it-manage ou=it.dc=cisco.dc=com |

T

) o sl 45 a5 3 gm 4dsF S b dms 2,8 bl |, Aedlbl IS 08 e ouslie a5 hailen
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FAN™ o A =
Home Insert Page Layout Formulas Data
=1 & cut Arial ~ |10
53 Copy ~
Pajtg # Format Painter B L g-|is-
Clipboard Font
B123 - I
A B
73 |it72 dsadd user cn=it72,ou=it.dc=cisco,dc=com -upn
T4 it73 dsadd user cn=it73,0 -upn
75 |it74 dsadd user cn=it74,0 -upn
76 |it75 dsadd user cn=it75.0 -upn
7T it76 dsadd user cn=it76,ou=it, -upn
78 |it77 dsadd user cn=it77 ou=it.dc=cisco.dc=com -upn
79 |it78 dsadd user cn=it78,0 sco.dc=com -upn
80 it79 dsadd user cn=it79,ou=it.dc=cisco,dc=com -upn
81 ité0 dsadd user cn=it80,0 sco.dc=com -upn
82 itg1 dsadd user cn=ité1,0 sco.dc=com -upn
83 itg2 dsadd user cn=it82,ou=it.dc=cisco,dc=com -upn
84 it83 dsadd user cn=it83,0 -upn
85 ité4 dsadd user cn=it84,ou -upn
86 it85 dsadd user cn=it85,0 -upn
87 it86 dsadd user cn=it86,0 -upn
88 itB7 dsadd user cn=it87 .0 -upn
89 itgs dsadd user cn=it88.0 -upn
90 it89 dsadd user cn=it89,ou: -upn
91 it90 dsadd user cn=it90,0 -upn
92 it91 dsadd user cn=it91,0 -upn
93 it92 dsadd user cn=it32,0 -upn
94 it93 dsadd user cn=it33,0 -upn
95 |it94 dsadd user cn=it94,ou -upn
96 it95 dsadd user cn=it35,0 -upn
97 it96 dsadd user cn=it36,0 -upn
98 |it97 dsadd user cn=it37,0 -upn
99 it9s dsadd user cn=it98,ou=it, sco,dc=com -upn
100 it99 dsadd user cn=it39 ou=it dc=cisco,dc=com -upn
101it100 dsadd user cn=it100,ou=it dc=cisco.de=con -upn
102
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itT2@cisco.com  -display it72  -pwd it0048ti$ -mustchpwd yes
it73@cisco.com  -display it73  -pwd it0048ti§ -mustchpwd yes
it74@cisco.com  display it74  -pwd it0046ti3 -mustchpwd yes
itTS@cisco.com  -display it75  -pwd it0048ti$ -mustchpwd yes
it7T6@cisco.com  -display it76  -pwd it0048ti§ -mustchpwd yes
it77@cisco.com  display it77  -pwd it0046ti5 -mustchpwd yes
it78@cisco.com  display it76  -pwd it0048tiS -mustchpwd yes
it7T9@cisco.com  -display it79  -pwd it0048ti5 -mustchpwd yes
itd0@cisco.com  -display it80  -pwd it0048ti5 -mustchpwd yes
itd1@cisco.com  display it81  -pwd it0046ti5 -mustchpwd yes
it82@cisco.com  -display it82  -pwd it0048ti5 -mustchpwd yes
itd3@cisco.com  -display it83  -pwd it0048ti5 -mustchpwd yes
itB4@cisco.com  display it84  -pwd it0046ti -mustchpwd yes
itd5@cisco.com  -display itd5  -pwd it0048ti$ -mustchpwd yes
it86@cisco.com  -display it86  -pwd it0048ti5 -mustchpwd yes
itB7@cisco.com  display it87  -pwd it0046ti3 -mustchpwd yes
it8&@cisco.com  -display itd8  -pwd it0048ti$ -mustchpwd yes
it89@cisco.com  -display it89  -pwd it0048ti5 -mustchpwd yes
it90@cisco.com  -display it90  -pwd it0046ti -mustchpwd yes
itd1@cisco.com  display it91  -pwd it0046tiS -mustchpwd yes
it92@cisco.com  -display it92  -pwd it0048ti5 -mustchpwd yes
it93@cisco.com  -display it93  -pwd it0048ti5 -mustchpwd yes
its4@cisco.com  -display it%4  -pwd it0046ti -mustchpwd yes
it95@cisco.com  -display it9%5  -pwd it0048ti% -mustchpwd yes
it96@cisco.com  -display it96  -pwd it0048ti5 -mustchpwd yes
it97@cisco.com  display it97  -pwd it0046ti -mustchpwd yes
it98@cisco.com  -display it9%  -pwd it0045ti$ -mustchpwd yes
it99@cisco.com  -display it99  -pwd it0048ti§ -mustchpwd yes

it100@cisco.com -display it100 -pwd it0046ti%

-mustchpwd yes
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-hmdir \iciscothome'fusernamed
-hmdir Wciscothome\Susernamea§
-hmdir Wiciscothometfusername$
-hmdir \iciscothome'fusernamed
-hmdir Wciscothome\Susernamea§
-hmdir WiciscothometSusernames
-hmdir \icisco'thomelbusername$
-hmdir \icisco'thome'fusernamed
-hmdir iciscothome\Busernamea$
-hmdir Viciscothome\busernamed
-hmdir \icisco'thome'fusernamed
-hmdir iciscothome\Busernamea$
-hmdir Wiciscothometbusername$
-hmdir \iciscothome'fusernamed
-hmdir Wciscothome\Susernamea§
-hmdir WiciscothometSusernames
-hmdir \iciscothome'fusernamed
-hmdir Wciscothome\Susernamea§
-hmdir WiciscothometSusernames
-hmdir \icisco'thomelbusername$
-hmdir \icisco'thome'fusernamed
-hmdir iciscothome\Busernamea$
-hmdir Wiciscothometbusername$
-hmdir Viciscothome'\fusernamed
-hmdir iciscothome\Busernamea$
-hmdir Wiciscothometbusername$
-hmdir \iciscothome'fusernamed
-hmdir Wciscothome\Susernamea§
-hmdir WiciscothometSusernames

= & (]

Insert Delete Format

E=2al

a@ o =
h X AutoSum v A
@] Fin - ‘}7 l?a
Sort & Find &
£ Clear ~ Filter = Select -
Editing

v

H | ‘A
-hmdrv C: -profile Weisco\profiles\Susernam
-hmdrv C: -profile Weiscolprofiles\$usemam
-hmdrv C: -profile Vcisco\profiles\$usemnam
-hmdrv C: -profile Weisco\profiles\Susernam
-hmdrv C: -profile Weiscolprofiles\$usemam
-hmdrv G- -profile Vcisco'profiles\$usemnam
-hmdrv C: -profile Vicisco'profilesi$usemam
-hmdrv C: -profile Wcisco\profiles\Susernam
-hmdrv C: -profile Weiscolprofiles\Susemam
-hmdre C: -profile Weisco\profiles\Susemam
-hmdrv C: -profile Wcisco\profiles\Susernam
-hmdrv C: -profile Weiscolprofiles\Susemam
-hmdrv C: -profile Vcisco'profiles\$usemnam
-hmdrv C: -profile Weisco\profiles\Susernam
-hmdrv C: -profile Weiscolprofiles\$usemam
-hmdrv G- -profile Vcisco'profiles\$usemnam
-hmdrv C: -profile Weisco\profiles\Susernam
-hmdrv C: -profile Weiscolprofiles\$usemam

hmdrv G- -profile Wcisco'profiles\Susemam| |
-hmdrv C: -profile Vicisco'profilesi$usemam
-hmdrv C: -profile Weisco\profiles\Susemnam

-hmdrv C: -profile Weiscolprofiles\Susemam|=
-hmdrv C: -profile Vcisco'profiles\$usemnam
-hmdrv C: -profile Weisco\profiles\Susernam
-hmdrv C: -profile Weiscolprofiles\Susemam

-hmdrv C: -profile Vcisco\profiles\$usemam—
-hmdrv C: -profile Weisco\profiles\Susernam
-hmdrv C: -profile Weiscolprofiles\$usemam
-hmdrv G- -profile Vcisco'profiles\$usemnam
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2 |dsadd user cn=it01 ou=it. dc=cisco.dc=coml -upn it01@cisco.c
3 |dsadd user cn=it02,ou=it,dc=cisco,dc=com -upn it02@cisco.c
4 |dsadd user cn=it03,ou=it.dc=cisco,dc=com -upn t03@cisco.c
5 |dsadd user cn=it04,ou=it,dc=cisco.dc=com -upn it04@cisco.c
6 |dsadd user cn=it05,ou=it,dc=cisco,dc=com -upn it05@cisco.c
7 |dsadd user cn=it06,ou=it,dc=cisco,dc=com -upn it06@cisco.c
8 |dsadd user cn=it07, ou=it.dc=cisco,dc=com -upn it07@cisco.c
9 |dsadd user cn=it08,ou=it.dc=cisco,dc=com -upn it08@cisco.c
10 |dsadd user cn=it09,ou=it,dc=cisco,dc=com -upn it09@cisco.c
11 ld=add n=er Fn=it1N nu=it de=risrn de=rom —unn H10@risen o

D
-display it74
-display it75
-display it76
-display it77
-display it78
-display it79
-display it80
-display it81
-display it82
-display it83
-display it84
-display it85
-display it86
-display it87
-display it88
-display it89
-display it90
-display it91
-display it92
-display it93
-display it94
-display it95
-display it96
-display it97
-display it98
10| -display it99

_display it100
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E
“owd it0048ti5
-pwd it0048ti$
-pwd it0048ti$
-pwd it00481iS
-pwd it0048tiS
-pwd it0048tiS
-pwd it0048tiS
-pwd it0048tiS
-pwd it0048tiS
-pwd it0048tiS
-pwd it00481i5
-pwd it00481i5
-pwd it00481i5
-owd it00481i%
-owd it00481i%
-owd it00481i%
-owd it00481i%
-owd it00481i%
-owd it00481i%
-owd it00481i$
-owd it00481i$
-owd it00481i$
-pwd it00481i$
-pwd it00481i$
-pwd it00481i$
-pwd it00481i$

1100484iS.

=
-mustchpwd yes
-mustchpwd yes
-mustchpwd yes
-mustchpwd yes
-mustchpwd yes
-mustchpwd yes
-mustchpwd yes
-mustchpwd yes
-mustchpwd yes
-mustchpwd yes
-mustchpwd yes
-mustchpwd yes
-mustchpwd yes
-mustchpwd yes
-mustchpwd yes
-mustchpwd yes
-mustchpwd yes
-mustchpwd yes
-mustchpwd yes
-mustchpwd yes
-mustchpwd yes
-mustchpwd yes
-mustchpwd yes
-mustchpwd yes
-mustchpwd yes
-mustchpwd yes

-profile Weiscolprofiles\Susername$
-profile Weiscolprofiles\$username$
-profile Weiscolprofiles\$username$
-profile Wciscolprofiles\Susername$
-profile Wciscolprofiles\Susername$
-profile Wciscolprofiles\Susername$
-profile Wciscolprofiles\Susername$
-profile Wciscolprofiles\Susername$
-profile Wciscolprofiles\Susername$
-profile Wciscolprofiles\Susername$

J
-manage, ou=it,dc=cisco,dc=com
-manage, ou=it,dc=cisco,dc=com
-manage, ou=it,dc=cisco,dc=com
-manage, ou=it,dc=cisco,dc=com
-manage, ou=it,dc=cisco,dc=com
-manage, ou=it,dc=cisco,dc=com
-manage, ou=it,dc=cisco,dc=com
-manage, ou=it,dc=cisco,dc=com
-manage, ou=it,dc=cisco,dc=com
-manage, ou=it,dc=cisco,dc=com

-memberof cn

G H
-hmdir \iciscothome'\Susemame$  -hmdrv C
-hmdir \iciscolhome'Susemame$  -hmdrv C
-hmdir \iciscolhome'Susemame$  -hmdrv C
-hmdir \iciscothome'Susemame$  -hmdrv C
-hmdir \iciscothome'Susemame$  -hmdrv C
-hmdir \iciscothome'Susemame$  -hmdrv C
-hmdir \iciscothome'Susemame$  -hmdrv C
-hmdir \iciscothome'Susemame$  -hmdrv C
-hmdir \iciscothome'Susemame$  -hmdrv C
-hmdir \iciscothome'Susemame$  -hmdrv C
-hmdir Wiciscothome\Susername$  -hmdrv C: -profile Weiscolpr
-hmdir Wiciscothome\Susername$  -hmdrv C: -profile Weiscolpr
-hmdir Wiciscothome\Susername$  -hmdrv C: -profile Weiscolpr
-hmdir Wiciscothome\Susername$  -hmdrv C: -profile Yci pr
-hmdir Wiciscothome\Susername$  -hmdrv C: -profile Yci pr
-hmdir Wiciscothome\Susername$  -hmdrv C. -profile Yci pr
-hmdir Wiciscothome\Susername$  -hmdrv C. -profile Yci pr
-hmdir Wiciscothome\Susername$  -hmdrv C. -profile Yci pr
-hmdir Wiciscothome\Susername$  -hmdrv C. -profile Yci pr
-hmdir Wiciscothome\Susername$  -hmdrv C: -profile Yci pr
-hmdir Wiciscothome\Susername$  -hmdrv C: -profile Yci pr
-hmdir Wiciscothome\Susername$  -hmdrv C: -profile Yci pr
-hmdir Wiciscothome\susername$  -hmdrv C. -profile Wci pr
-hmdir Wiciscothome\susername$  -hmdrv C. -profile Wci pr
-hmdir Wiciscothome\susername$  -hmdrv C. -profile Wci pr
-hmdir Wiciscothome\susername$  -hmdrv C. -profile Wci pr

_hmdir \icisco\home'Susername$

-manage, ou=it,dc=cisco,dc=com
-manage, ou=it,dc=cisco,dc=com
-manage, ou=it,dc=cisco,dc=com
-manage, ou=it,dc=cisco,dc=com
-manage, ou=it,dc=cisco,dc=com
-manage, ou=it,dc=cisco,dc=com
-manage, ou=it,dc=cisco,dc=com
-manage, ou=it,dc=cisco,dc=com
-manage, ou=it,dc=cisco,dc=com
-manage, ou=it,dc=cisco,dc=com
-manage, ou=it,dc=cisco,dc=com
-manage, ou=it,dc=cisco,dc=com
-manage, ou=it,dc=cisco,dc=com
cn=it-manage,ou=it,dc=cisco,dc=com
cn=it-manage,ou=it,dc=cisco,dc=com
cn=it-manage,ou=it.dc=cisco.dc=com
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dsadd user cn=it68,ou=it,dc=cisco,dc=com -upn it68@cisco.com -display it68 -pwd it0048ti§ -mustchpwd yes -
dsadd user cn=it69,ou=it,dc=cisco,dc=com -upn it69@cisco.com -display it69 -pwd it0048ti$ -mustchpwd yes
dsadd user cn=it70,ou=it,dc=cisco,dc=com -upn it70@cisco.com -display it70  -pwd it0048ti$ -mustchpwd yes
dsadd user cn=it71,ou=it,dc=cisco,dc=com -upn it71@cisco.com -display it71 -pwd it0048ti§ -mustchpwd yes
dsadd user cn=it72,ou=it,dc=cisco,dc=com -upn it72@cisco.com -display it72 -pwd it0048ti§ -mustchpwd yes
dsadd user cn=it73,ou=it,dc=cisco,dc=com -upn it73@cisco.com -display it73  -pwd it0048ti$ -mustchpwd yes
dsadd user cn=it74,ou=it,dc=cisco,dc=com -upn it74@cisco.com -display it74  -pwd it0048ti$ -mustchpwd yes
dsadd user cn=it75,ou=it,dc=cisco,dc=com -upn it75@cisco.com -display it75 -pwd it0048ti§ -mustchpwd yes
dsadd user cn=it76,ou=it,dc=cisco,dc=com -upn it76@cisco.com -display it76  -pwd it0048ti§ -mustchpwd yes
dsadd user cn=it77,ou=it,dc=cisco,dc=com -upn it77@cisco.com -display it77 -pwd it0048ti§ -mustchpwd yes
dsadd user cn=it78,ou=it,dc=cisco,dc=com -upn it78@cisco.com -display it78 -pwd it0048ti$ -mustchpwd yes
dsadd user cn=it79,ou=it,dc=cisco,dc=com -upn it79%@cisco.com -display it79 -pwd it0048ti§ -mustchpwd yes
dsadd user cn=it80,ou=it,dc=cisco,dc=com -upn it80@cisco.com -display it80 -pwd it0048ti§ -mustchpwd yes
dsadd user cn=it81,ou=it,dc=cisco,dc=com -upn it8l@cisco.com -display it81  -pwd it0048ti§ -mustchpwd yes
dsadd user cn=it82,ou=it,dc=cisco,dc=com -upn it82@cisco.com -display it82  -pwd it0048ti$ -mustchpwd yes
dsadd user cn=it83,ou=it,dc=cisco,dc=com -upn it83@cisco.com -display it83 -pwd it0048ti§ -mustchpwd yes
dsadd user cn=it84,ou=it,dc=cisco,dc=com -upn it84@cisco.com -display it84  -pwd it0048ti§ -mustchpwd yes
dsadd user cn=it85,ou=it,dc=cisco,dc=com -upn it85@cisco.com -display it85 -pwd it0048ti§ -mustchpwd yes
dsadd user cn=it86,ou=it,dc=cisco,dc=com -upn it86@cisco.com -display it86 -pwd it0048ti$ -mustchpwd yes
dsadd user cn=it87,ou=it,dc=cisco,dc=com -upn it87@cisco.com -display it87  -pwd it0048ti$ -mustchpwd yes
dsadd user cn=it88,ou=it,dc=cisco,dc=com -upn it88@ciscao.com -display it88  -pwd it0048ti§ -mustchpwd yes
dsadd user cn=it89,ou=it,dc=cisco,dc=com -upn it89@cisco.com -display it89  -pwd it0048ti§ -mustchpwd yes
dsadd user cn=it90,ou=it,dc=cisco,dc=com -upn it90@cisco.com -display it90 -pwd it0048ti$ -mustchpwd yes
dsadd user cn=it91,ou=it,dc=cisco,dc=com -upn it91@cisco.com -display it91 -pwd it0048ti$ -mustchpwd yes
dsadd user cn=it92,ou=it,dc=cisco,dc=com -upn it92@cisco.com -display it92 -pwd it0048ti§ -mustchpwd yes
dsadd user cn=it93,ou=it,dc=cisco,dc=com -upn it93@cisco.com -display it93  -pwd it0048ti§ -mustchpwd yes
dsadd user cn=it94,ou=it,dc=cisco,dc=com -upn it94@cisco.com -display it94 -pwd it0048ti$ -mustchpwd yes
dsadd user cn=it95,ou=it,dc=cisco,dc=com -upn it95@cisco.com -display it95  -pwd it0048ti$ -mustchpwd yes
dsadd user cn=it96,ou=it,dc=cisco,dc=com -upn it96@ciscao.com -display it96  -pwd it0048ti§ -mustchpwd yes |
dsadd user cn=it97,ou=it,dc=cisco,dc=com -upn it97@cisco.com -display it97 -pwd it0048ti§ -mustchpwd yes
dsadd user cn=1t98,ou=it,dc=cisco,dc=com -upn it98@cisco.com -display it98 -pwd it0048ti$ -mustchpwd yes
dsadd user cn=it99,ou=it,dc=cisco,dc=com -upn it99%@cisco.com -display it99  -pwd it0048ti$ -mustchpwd yes
dsadd user cn=it100,ou=it,dc=cisco,dc=com -upn it100@cisco.com -display it100 -pwd it0048ti§ -mustchpwd yes
pause| -—
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Windous>dsadd user cn=it?3,ou=it,.dc=cisco,dc=com —upn it?3Ccisco.com
i 48ti% -—mustchpuwd yes —hmdir ““ciscoshomey|
rofile ““ciscosprofiles:%username? —memherof cn

m

C S oo Slem Lais il eols plxil il
—upn it?4@cisco.com

*mu..tch wrd —hndir ““ciscozhomey| H .
'c'i.f11e \\D]._»I::I)\Dl zf11es\$username$ —memherof cn t{ « ’S (SQ ‘)?‘ ‘) userlt.bat g):,‘ls yb

t.dc=cisco.dc=com

C:“Windows>dsadd e i b it.dc=cisco.dc=com —upn it95Bcisco.com . ‘ 15 .
—display it95% d 1tll48t1 —mustchpud vyes —hmdir ““ciscoshomey| M A Vo) B azx “,
ernaney —hmdru — of11e “AciscosprofilesiSusername? —memherof cn (O o D) iy

= isco.d

Wi r g —upn it?6Ccisco.con
—display it?6 pwd itBB48ti —mustchpwd yes —hndir “Nciscoshomey|
ernames —hmdrv rofile “Sciscosprofiles\$username$ —nemherof cn A 'S 0D - ) ‘ 15 ‘ ‘
—manage ,ou=it .dc=cisco,dc=com N (50 ) ) (5)'?
dsadd succeeded sdc=cisco.dc=com

t??.0u=it.dc=cisco.dc=com —upn it?7C@cisco.con
ti% -mustchpwd yes —hndir “Nciscoshomey|
rofile “Sciscosprofiles\$username$ —nemherof cn
m

t.dc=cisco.dc=com

r cn=it?8.ou=it.d. SCO, —upn it?8Ccisco.com
wd itBA48tis -mustchpud yes —hmdir ““ciscoshomeX|
—profile ““ciscosprofiles\$username’ —memberof cn
—manage,nu=1t,(lc co . d m
dsadd succeeded:cn t.dec=cisco.dc=com

indows >dsadd r cn=it??.ou=it.dc=cisco.dc=com —upn it?9Ccisco.con
isplay it?9 d it@@48ti$ -mustchpud yes —hmdir ““ciscoshomeX|
ernames  —hmdru —profile ““ciscosprofiles\$username’ —memberof cn
—manage ,ou=it.d co . d m
dsadd succeeded:cn t.dec=cisco.dc=com

C:~\Windows>dsadd user cn=it188 -dc=cisco.dc=com —upn it1BBBcisco.con|
—display it1B@ -—pwd it@B48ti% *mu..tchpud —hmdir ““ciscoshomey|
ernane$ —hmdru rofile ““ciscosprofiles\Susername$ —memherof cn
—manage .ou=it . d. co.d

dsadd succeeded:cn=it1B0,ou=it . dc=cisco.dc=com

ndouws )pau..e
£




gy )J)).u.wod.as\.:‘ AW ol:mlaful).,)lf odalivw LQ‘)"

Start >> Administrative Tools >> Active Directory User And Computers

e
File Action View Help
LG EIENENEEN IodE N NGE A=Y
: Active Directory Users and Comput | Name = |Type |Descrigh'on | - “ e -
| Saved Queries 2 itn1 User Lo O‘ﬁ)ls ﬁLod Cownd L').)‘ )Q
B 5 dsco.com 2 itz User
| Builtin ?_,im3 User . g PP
| Computers a_,itD4 \User 9.«49 LQ)‘ dod 9 Qoo QL?L}‘
2| Domain Controllers 2 {05 User
~| ForeignSecurityPrincipals \aJiiﬁG User | . _
St 2 o ol aisl o It-manage o5 ,5
_| Managed Service Accounts iJ :
| Users 5"32 ﬂser
i ser o o - 3
2 it10 User “\1""9" ° Lo.w YL‘> . JL!B 9
2 it100 User
2, it11 User
W . M .
Lt User O aly )5 el
2it13 User
2 it14 User N il .
2 it15 User 05)9 ) J.x_? LQJ 9 M" J-" OP
2 it1s User
2 it17 User [ . . Sla
2 it1s User L 1y 39> j9ue oy Aolgw
2it1g User
2 itz0 User . . s s oles
22 User LD P Qﬁ"*”bﬁ" 05.7le
?_,ib"_z User
? it23 User
KN Ml?us, L [

109 Sl

ool S0 LgLasM)’lg(raob oy Jud Olxas jo aS) Oleyé s *9‘956‘6)-.’)[5"9; oleul (gl

Start >> Administrative Tools >> Active Directory Administrative Center

e L g

Start >> Administrative Tools >> Active Directory User And Computers
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02058 Al spam 15 sl gl sl
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B Active Directory Users and Computers & x|

= Ly k0590 09,5 ol (gl Ceend (] o
OB EEEEEN R ok |

] Active Directory Users and Comput | Name [ Type [ Description |

| saved Queries 83, _vmware__  Security Group ... VMware User Graup [ W) um Cownd ‘; L> S l.»aﬁ S 9)
=l G disco.com & _vmware_u... User VMuware User
~ Builtin 2, administrator  User Built-in account for admini...
—| Computers A2, Allowed ROD...  Security Grou
2, P ... Membersin this group can... R N “ . " . . ‘

S oomencooies | 3y e d..u; eW Cwowsd UK AsS Cew B SUS

- M"'e'g"de;‘”t’p':“pasm 2, Cert Publishers  Security Group ... Members of this group are...

= lanaged Service Accoun

- USHSQ 92,Denied ROD...  Security Group ...  Members in this group can...
- 82, Dnsadmins Security Group ... DNS Administrators Group . § I . “ ‘ G ro u
2, DnsUpdatePr... Security Group ...  DNS dients who are permi... SO < ) p
52, Domain Admine Garmuit: Eraun esignated administrators. ..
2, Domain Coi  Delegate Control... ok ctations and serve...
92 Domain cor_ Find-- | domain controllers in th. .
oo S corvis
52 Domain Ust gl Tasks v Contact
B Enterprise ———————————————
B Enterprise | Refresh InetOrgPerson
82, Group Polic__ ExportList... S
2, Guest view »  MSMQ Queue Alias
BRASandl———————— oo
8% Read-only  Arrange Icons ] -
8 schema ad Line up Leons Shared Folder
Properties
Help
N |

Create a new object...

New Object - Group x|

Mie) aS o)lg 1) 09,5 pb b Ceand pl o g

% Createin:  cisco.com/Users
Group SCope cund idu (pyiege dx (SECUTE

Group name: L 09,5 (6,5 039> Lol (gl a5 s

I secure

Group name (pre-Windows 2000): . ﬁéb @'@9-’ 9)L‘° °5)? Q—.'.‘ ri»

I secure

Groupscope ——— | Group type
" Domain local o Secun't}-*"'
+ Global " Distribution

" Universal

OK I Cancel

4.5(5)35:.».‘0[5‘)?‘& eLuo 4..}[.&!:05; Cﬁ“wajﬁ uLo.ib)\b"a.aB(Glm 09;) 05; U"‘ o;)lf Doma|n Local 09;
o090 3l Bl slo gac wily oo o sle 0,8 L wiiS oo sl jeee Ladd Wls 13 04>
Cmpiw |, forest G J3ls sla

o A eliil y5e (s S (500 Sl sl 5 Ol sl 95 S o &5 anl (3 Global o5,5
05; M‘y < [ 05; U’i‘ ¢ ..\.:5.“: < A—JL?L».)‘ 09...405? Oy 9o J}‘O )| 1agd 05; LJ"‘ Lgl.a.c‘ O).j
Sz il e J51 a5 regs 52y Ol (o0 5 sl 955 Cagde ], Ses syl sl

)5 iy ez il (59 s

o ol oolaiul 3y90 b g plad ;0 35z ge aSh mlie plod 4 jee sllael (gl 09,5 (o Universal 09,5
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s 03 yinS Ly
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s 4535 90 1yl aS o ls ve>g S8 IS 0 Group Type sl 4 6,550 s

(Ao O3l 05 )5 paad ddod ). 15,50 PErmission . s.e Forest G 5l

550 S,l5 oages sl osliul sl Laid 05,5 ol ¢ 39 oo ooliul el Jlu,l gl daib 65,5 ol :Distribution -y

&S g8 Permission wlgies

dj.w dL?u‘;JaJd)j—c 05;L‘wwok 65)))5&*5&)‘5&3&}5.«»)& (Secure)‘))b)é)}o 05; p.w‘ o._JP

%, Allowed KO, .. Security Group ... MembDers in this group can. ..
?_, aram User
EE‘Cert Publishers Security Group ... Members of this group are...
EE‘Denied ROD... Secaurity Group ... Membersin this group can...
Q‘Dnsndmins Security Group ... DMS Administrators Group
SE,DnsUpdatePr. .. Security Group ... DMS dients who are permi...
EE,Domain Admins Security Group ... Designated administrators...
.g?_',Domain Com... add to a group... rkstations and serve... _
52, Domain Cont... Move. .. main controllers in th... .)....,5 C«.«u‘) g_i..lf )Ja.: 0)5.0 05; 65) » u9.>
BE,Domain Guests Send Mail main guests
Sa_',Domain Users main users PO . . H =
SE,Enberprise Al All Tasks b nated administrators. .. Ji“" L’ ""'.3"5 UL’L"" |)propertles 4"’)5 9
2, Enterprise R.... Cut ers of this group are...
:-_E"Group Policy ... Delete ers in this group can... Sa U‘> S
?_; Guest Rename n account for guest ... e )-Q :
EE‘R.C\S and IAS ... ‘ rz in this group can ...
Q‘Read—only D... Properties ers of this group are...
82, Schema Admins Help ated administrators. ..

General | Members | MemberOfl Managed B:-'I

S So dsly e General o o g

Jeoal 9 09,5 o)l Slredy Jro oMbl
Group oulys o g« aiS ylg 1y 09,5 o

SECUre

Group name (pre-Windows 2000): Isecure

Description: Isecure group in domain cisco.com 1‘_—
E-mail: Ifarshid_babajani@yahoo.com e e a0 )-u-*-* ‘) G rou p type 9 SCO pe
- Group scope

S b ass SIS Members s g,

1 Domain loeal

&+ Global " Distribution °9-“ )_QU‘,

 Universal

Notes:

ok ;I
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"General Members | Member Of | Managed By |

Members:

Name

| Active Directory Domain Services Folder

Femaowve |

ok | Cancel Aoty |

el b

Object Types.
Locations...

Columns...
Find Now
Stop

=

7

Select Users, Contacts, Computers, Service Accounts, or Groups

Selact this object type:
IUsers. Service Accourts, Groups. or Other objects

From this location:

[eisco.com

Commen Queries |

Name: [stanswih =] |

Desiptiorr. [Statswih =] | |

[T Disabled accounts
™| Mo expiting password

Days since last [ogon; 'I

G

E-Mail Address Description

Mware User

/Users

2, Administrator Builtin account f... cisco.
aram cisco.com/Users
4%, DnsUpdatePr. DNS clients who... cisco.com/Users
4%, Domain Admins Designated admi... cisco.com/Users
% Domain Comp... All workstations ... cisco.com/Users =
% Domain Contr, All domain cortr. cisco.com/Users
% Domain Guests All domain guests  cisco.com/Users
4% Domain Users All domain users  cisco com/Ussrs

- -

" General | Members Member Of | Managed Eyrl

i Prdiens IMarmhars in thie

2]

Member of:

Name:

| Active Directory Domain Services Folder

Remave

This list displays enly groups from the cument domain and groups maintained
in the Global Catalog, such as universal groups.

oK Cancel beply |

Sy ol 5 JSa b wsS SIS A (g5 5 0

Select Users, Contacts, Computers, Service Accounts, or

Select this object type:
IUsers. Service Accounts, Groups, or Other objects

From this location:

Icism.mm

Enter the object names to select (eamples):

¥
Advanced... |

4 )l 5)90 09,5 b )5 (03,5 a8l (sl VL S8 s
25 JS8 b ass SIS Advanced () 5 0,5 ol

Ses yalls
Comd B oS SIS find now gg, » S5 opl o

S5 8590 09,8 b ) ¢ 398 asie o oog S 5 ()8
Cond 4 B¢ 0SS SIS 0K (59, g 00,5 bl 1) 095

Ogu asla

Sgd ol an K86 asS SIS sam 5 g9, 2 Y

0 09,5 gaclyeg) S (pl 0lg oo Cund ol jo g
09,5 § oS SIS Add (g5, L3 Il Bk 0SS
SS obsl 1 0gx Llas 5590
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55T 4 (o s oz (190095 a3 0550 )5 4 il oS ST () eeleS (o0 (5w cnl 0 g5

e ) ol 5l pasu b elS Copae g 5,955 pls

S 1>l 55 e 511, Active Directory User And Computers asb

Start >> Administrative Tools >> Active Directory User And Computers

File  Action View Help . . Y .. . .
— — —— — e o e 6‘)" ¢ Sl 00U ‘)_‘>‘ LS..» 3».‘0 ).b.- 0)9.0 d.obﬁ 9>
& A0 HEl? & 5
: A:;ﬁve Directory Users and Comput | Mame ‘—i*-ls OeR9° f°"“‘" S “)"l’ ual} )'?)Lg 4 JJ‘"‘S Q‘>b
~| Saved Queries ~| Builtin
B o puters oLl |, Delegate Control... o35 g 00,5 cal,
- jga S in Controllers
:- Change Domain... gnSemnt‘y‘PnnGpal. o S
J ; ged Service Accoul
Change Domain Contraller...
Raise domain functional level. ..
Operations Masters...
New »
All Tasks r
View 3
Refresh S SIS next ol b Ao 4o
Export List... - = S r s )
Properties
Help
T
x
Users or Groups f
Select one or more users or groups to whom you want to delegate control. % Add S9) » o> )’)lf Uo; 4_9['0‘ (5|)J

Selected users and groups:

\

Add... | Hemaowe

< Back Mest > Cancel | Hep |
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Select Users, Computers, or Groups

Select this object type:

2]

IUsers. Groups, or Buit4n security principals Object Types. ..
From this location:
Idsc:o.cnm Locations...

Enter the object names to select (examples):

Eheck Hames

‘-ﬂ'

ezl | ot | Cancel |
s
2|

Select this object type:
IUsers. Groups, or Builtin security principals

From this location:

Icism.mm

Common Queries |

[stats wih x| |

[escription: IStarts ',\"rthj I

Name:

™| Disabled accourits
I | Hon expiting password

[raypz since |ast logarn; I 'l

\
T%

= Enter The Object Names cw.d o
oL 3l omd b S 35 1 055 IS 6l il
Check (g5, » 5 95 b 1) 055 n)l8
@ 5B 050 )5 b ws S5 Names
als oo |y 395 S a5 e adlol Censd
ol atine JS& 4o a5 Advanced (g,

45 S5 Find Now (g 5 ouds 5L IS5 0
A 050 Caed 5l wigd aBlol e @ ()5 6
S5 0K (555 p g 0SSl 1) 0x )8

CoS SIS 0K (sg, p e S Ao o

Blsl cand @ a5 550 )5 Caand pl o

S ST NeXt> (g5, o ol 0

0K I Cancel
Search results: : |
Name (RON) | E-Mail Address | Description |_In Folder [ -
S vmware__ VMware User Gr...  cisco.com/Users L
8, __Vmware_us... ViMware User cisco.com/Users
Sgﬁccount Oper... cisco.com./Builtin
8, Administrator Buitt-n account f... cisco.com/Users
%Mministmtors cisco.com./Builtin
%Nlowed ROD... Membersinthis ...  cisco.com/Users
2% anonyYMoy..
aram
F pthenticated...
Parlqin Onar riemn ~om  Bilin LI
Delegation of Control Wizard x|
Users or Groups r
Select one or more users or groups to whom you want to delegate control. \"J X
Selected users and groups:
1 aram (aram&cisco.com)
Add... | Remove
<Back Next > Cancel | Hen |
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Delegation of Control Wizard

Tasks to Delegate
You can select common tasks or customize your own.

A

A‘

! = COMMan

[0 Create. delete. and manage user accounts

[ Reset user passwords and force password change at nest logon
[0 Read all user irformation

O Madify the membership of a group

O Jein a computer to the domain

O Manage Group Policy links

I:II Generate Resuttart Set of Policy (Planning) | hd
[ >|

" Create a custom task to delegate

Create , = Js a8 okl
Delete , and manage user

= |y y9mme opl )5 4 Ls accounts

25 6,88 plo ST o wilgs a5 ses

ol g aS Gl ¢ w8 Gy e wo>

« Back [EwE > Cancel

Help

B o5 anss st o wiS Copae

Delegation of Control Wizard

Completing the Delegation of

Control Wizard

wizard.

You have successfully completed the Delegation of Control

The groups, users, or computers to which you
have given control are:

aram (gram @cisco.com)

[ |

'You chose to delegate the following tasks:

Create, delete, and manage user accounts

Reset user passwords and force password change &t rf

To close this wizard, click Finish.

< Back I Finish I

Cancel

Help

DMl (g S5 Ll 4 S5 LG o o>
S Sl &S )8 ab o8 5l e ams (os
S oo )5l @ln & 2l oe g

.08 SIS Finish (g, 5

CAS Gy yel oz )5 ol oS ole jemme cnl b Wl (o0 09l 595 Sy S0 90 )5 STV g

((Solo fued a) aiS Reset 1) 15 50, 9 08 Co pae |y o] 5 08 B>

P90 S j0 8 asas 10 auS Gl po K00 regd SOl aly so 1y 095 I8 bl allls ax g

5 500 regs § g auds s |y 0953 1a5 0590 regs From The location cuwud o ouly o b
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¢Group Policy b 48

SSlas e 0,8 Jleel COmputer g user sy, » owly oo Slaalal Gy S Caond () j0 0 s
90528 70y Sz 005 U g JU ¢ s 099 lp sgee 5oy 5 65 oL 03,5 0y ol

o230y o0 udigmw Pl Kol sbo)ls
355 aie (o 45 0 )fs 0925 Group Policy Luisyw g5 50 joans ;0 a5 il adl az g (liwg
D9 o0 Lzl 5 goyol 5l g 058 (oo Jloel JigaalS loa (59, » baid 5 0Bl (o ganalS

Start >> Administrative Tools >> Local Security Policy

Group ;505 0uiS' (o0 12 393 s (595 2 JPUS (e &5 (Gloj oS 0l il 4295 e S
5l ol o g el Jld e ] la an S aSul s ol oS L et (59, » Policy Local

A2 bl w13 1) (6 ymsd e YU uyol 5,0
I, Oleadas il b oS oolaxwl Group Policy Management I sl JSew ol J> slp og>

345 1,>1 Group Policy Management wg,w B agp pj ool @

Start >> Administrative Tools >> Group Policy Management

=2 & DB}mn Enforced

) GFuu; w Link Enabled

The following sites, domains, and OUs are linked to this GPO:

E Group Policy Management o [ [ P53}
4 Fle Acton View Window Help ‘_ 8] x|
e #[FEX o6 ) . )
154 Group Policy Management Default Domain Policy s\a-S < oaslice Jg.w 59 as )#Lo&
Bl £ Forest: dsco.com = - - -
=1 (2} Domains copE |Deta||s | Settings | De{egatlonl
El 4 dsco.com Links H
m—l‘, = Dt [ || Group Policy Management ..

Location_~ [ Enforced [ Link Enabled | Path . W - -
< wwy|_ SaveReport ﬁ“us"c’: = ES .Ia.&ua LY u..\w S )‘ 9 6‘ ¥ 9 el 00 | ).7"
ﬂ Starti View
{3 Sites New Window from Here
3 oz - ' || Default Polic |
" copsacy ook — S92 Y o Rl
Refresh The settings in this GPO can only apply to the following groups. users, and computers: . .
oo hore I 5 03,5 cwl, SIS Domain Policy
82 Autherticated Users -
& . MR H . . =
Add... Remove | Piopeies | g ~ g J ~
WMI Filtering .
This GPO is inked to the following WM fiter .09.“: ).QLo
|<none> j Dpen,
1] | M
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File —Action View Help
€= 5m=H
_: Default Domain Policy [WIN-3CTM7DTGNCZ.C. 4 |
= & Computer Configuration
= ] Policies
| Software Settings
=[] windows Settings
| Name Resolution Policy
|| Scripts {Startup/Shutdown)
= 5}_:_.I Security Settings
[l 55 Account Polidies
y-| Password Policy
15| Account Lockout Policy
_j_;‘_l Kerberos Policy
i Local Policies
j Event Log
1 Restricted Groups
& System Services
4 Registry

= Fila Suctam

H &

[

H

Enforce password history Properties
Security Policy Setting | Explain |

::ig' Enforce password history
=1

[V Define this policy setting
Keep password history for:
I _,::' passwords remembered

05 Sl 055 policy jo Gl pds Gw SO pe2lss o Cond pl 0 g

g Jlael )8 59, p Olpeas pl G

ol 1, Password Policy au 35 5 oS Joe JS Gub Jol Cond )0

2lx|

ok | Cancel |

Apply

Maximum password age Properties

Security Policy Setting | Explain I

::ig' Maxdimum password age
=

V¥ Define this policy setting
Password will expire in:

|42 _lj days

2]

oK I Cancel

Apply

: Enforce Password History -\

5551 50 Wl 00,5 oolatwI M3 a5 1) SlolS 5 ctwd Cad (]
Md a5 SLls 5l aealme el (89 5 WpS (o0 )13 555 2l
o oolaiwl paegd aSLS (pl 4o 550 S kg b el lawgs
PRy PR VR N ) P U S ST I VWU R LR FRRWY-Y P
2 eogd ol Blie JSU T asS SISl 090 455 (59, 2 0
CAsS oo odalin B8 o Dyge a | VY sue Ll SOl
95T 0 ouls colatwl ME &S 4l jee e, YT SOl o

395 olgds 4 v3e S iy o lad L 09D (0B (6935 plo

CCwl Vo e aBe 50 B0 ¢ US O)lg

: Maximum Password age -Y

) 093 s5ee o) Wb )5 &5 (539, Sl lys (oo pgo A o
39 YV 0,8 i Ojgo 4 0ae (pl 0 oS aine |y apo oS

IRVESIUPS K SRR PR FEN BRVE S SN DN P L SRV PR

I3 7oy IS grw 0,30« Abl oo 59, YO (pe a8le 5590 Sae

AR sl asties ey S ol 0g5 ol S
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Minimum password age Properties

Security Policy Setting I Explain I

;{g‘ Minimum password age
==

¥ Define this policy setting

Password can be changed after:

1 _lj days

alx

Apply |

Minimum password length Properties

Secuiity Policy Setting I Explain I

3%" Minimum password length
=

W Define this policy setting
Password must be at least:
7 _|; characters

2=

Apply |

Password must meet complexity requirements

Securty Policy Setting | Explain I

Hg. Password must meet complexity requirements
=

¥ Define this policy setting:
&+ Enabled
" Disabled

2]

[ o ]

Cancel

Apply

Minimum Password age -Y

Pam )5 45 0 (asedn asilys (oo Lod pow a3 )3 o>
0,bg0 3, o3lal Sley ax b ols puss | 095 jgue o, a5
S o)l 8N 59y pvae (nl &5 wad ki 1) 093 e 3,
3,0 0,5 Sloy Ceomd ) - a1 o] alys e

Al 00l s |y 095 jauc jo, aS
Sgacme |, )5 les add floj cpl a8 el Sdie 1) 4SS

5y e ey Sl 4 wly e dSUS pae (Jg 05 (s

DO

Minimum password Length -¥

o5 A Sl a8 9SGl O5lsT o Lk p)lez 43S 0
Fe o2 S Coel i ax e all jade Bl Ll g
sl e

Password Must Meet Complexity..-o

Lol jge je) &5 WS e s e Lol O 4T
a b osl saghi@2485 & jso 4 sy il soumn &g
a5 ol ey 2 005 SelS JLeo b Ll IVY eols Ojs0
0S5 bl |, Disabled au s 31098 o ol blis IS
N5 aalys o 1) ool ST 0gh o Sl b Ul ol
bl Cosel glp (Sie B adl sousmn Sjge 4 gen
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Store passwords using reversible encryption Prg

Securty Policy Setting | Explan |

;{a' Store passwords using reversible encryption
= E

[¥ Define this policy setting
" Enabled
* Disabled

2]

Cancel Apply

A Ealfal . A=RENN ° No:

*fault Domain Policy [WIN-3CTM7DTGNC2.C. 4 |
| Computer Configuration
Policies
+ Software Settings
- Windows Settings
+ Name Resolution Policy
|l Scripts (Startup/Shutdown)
=] _%3 Security Settings
= 33 Account Polices
7 Password Policy
~5 Account Lockout Policy
" Kerberos Policy
+ :J Local Policies
# ;3| Eventlog
g Restricted Groups
g, System Services

HEHE

a Reagistry

. Account lockout duration

Account lockout threshold
Reset account lockout counter after

Account lockout duration Properties

Security Policy Setting | Explain |
::‘E. Account lockout duration
=" =
[V Define this policy setting

Accourt is locked out for:
|3’D _I::' minutes

2=l

Cancel Apply
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R RUESCRNCIS N SR A
5 J88 (gl Caomd I WL 0sS bl 1 an ¥
Yol & wil e s )l5 Sles as L
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: Account lockout duration-\

Clus S a5 gloj a5 0sS o0 ateine lad Cond ol 0
aS ¢ 0gd Jd Clus ) S ax gl o ol 88 o8
Vo ooy 5l pog3 pe o Gl alB Yo ] (58 i e

o ls eings Hhai 4y S aldl oS oo colaiul aa s




Account lockout threshold Properties
Security Policy Setting I Explain I

Account lockout threshold

z

¥ Define this policy setting
Account will lock out after:

3 _Ij invalid logon attempts

21

oK I Cancel

Apply

: Account lockout threshold-Yy

e Gl 050 )5 Clus a5 WS o aRie Cend ()

e &S Sl JIB Y 69y p 28 G &S 0gb JaB )b wis

RV PSR VRUON I SRS

Loy 1,8 Wl ye> aupad (1,8 Y (gg, oy 00 g S

.a.:So)lg ool \))9_::.}4,) 6_,[_, °Lf3":"Jj‘)-.’

: reset account lockout counter after-v

0 05 s aladl> )5 3390l 39,9 oyl Al Bl 4y all aiils 3396l 09,9 Hlai 850 p 5 B

Account lockout duration caud ;o a5 asb gy Jole sl o plo ae (pl &5 4l asciee

IRV PN I RS- VURVG{ I SN S PR 1 ISCON o RTS8

e m XK= HE

= Windows Settings a| [ Policy =

[+ Name Resolution Policy
| Scripts (Startup/Shutdown)
B G Security Settings
= A Account Policies
5 Password Policy
" Account Lockout Policy
5 Kerberos Policy
= J Local Polides
i
3 User Rights Assignment
+ J| Security Options
E] Event Log
# g Restricted Groups
+ |_g System Services
# g Registry
# |_g File System
@ Fg/ Wired Network (IEEE 802.3)
+ Windows Firewall with Advai
| Network List Manager Policie
@ Gaf Wireless Network (IEEE 802
+ | Public Key Polides
+ Software Restriction Policies™
[+ | Network Access Protection
[+
+|
[}

@ L Application Control Polices
@ &, 1P Security Policies on Active

Advanced Audit Policy Confi
« I L’_J‘I

Audit account logon events
Audit account management
Audit directory service access
Audit logon events

Audit object access

Audit policy change

Audit privilege use

Audit process tracking

Audit system events
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: Audit Account Logon Events -\
WS oo o | aSls 31 a1y oS (689, pled )5 Cenliw ol Ceond opl (30,5 Jlsd b
LA e oS Security Log cund ol o] Gledbl 09l o 4 841y (50,15 By S

: Audit account Management -Y
5 6ol Slas psd ¢ 53,5 Bl ¢ le Lod ) ole culld ool el 9,8 Jlb L
Dgh (0 Cud oR H3E jo) ymedl o (p Yol

: Audit Log on Events -Y

Sgd (o0 S 4SS I 4 ()5 795 9 9959 pled S GHlad ST end (nl o

Josl Jol5” y5bo @4 9005 555 52 b Yl g oS sbml POICY o 1) Slyss gy o 500 o0 L o>
5 Mg Start o,ly asl d\ S5 g oy, SO L oS ol gy 1y 095 jgaig WLL Ll gl ol
o Jlos! &y g Jol5 job 4y Silondiid B (31 41,8 alold ¢yLivas)aws <ol 1) gpupdate /force Lo 3 Run

o5
2995 0195d 5 gl 41 b ST QUSwd dino ) Culy 990 yundi

S 5 Agh a5 050 G o) &5 Sle e ) Jesal (gl 50 85 0l i (el @ by S (S
3,5 Sledday e 9) BP9y ol e o )18 5, S8 gl (5980 S digin Aog oSl B la

¢ oS Share o1 )5 aes slp 1) adg ol 5 euds )8 alg SO 30 1) a5 5 50 uSe Wb 5 sl
Q¢ palo 8 asg J3s g, Ll 5,90 WS g Desktop IMage ol 4 pisle adg o opo )5 cpl sl p
23,5 bl | Properties au 5 g 00,5 Conly SIS Al (59, 2

ﬂ
"General Shanng | Security | Previous Versions I Customize I

M rk File and Folder Sharing
Desktop image

e S5 Share.. oS 55, » aa 5 00,5 SIS sharing s, »
Not Shared

Dg ol dw aman K6 U oS

~ Advanced Sharing

Set custom permissions, create multiple shares, and set other
advanced sharing options

1% Advanced Sharing... |

OK Cancel Apply
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Blsl cad @ 1) Everyone o585 o cond (pl 4o

O 23 File Sharing

Type a name and then click Add, or click the arrow to find someone,

N
| Add |

£2 Everyone Read v
2 Administrators COwner
2 Administrator Read/Write ¥

I'm having trouble sharing

%) Share Cancel

x
6 23, File Sharing

Your folder is shared.

You can e-mail someone links to these shared items, or copy and paste the links into another program.

Individual Items =
Desktop image
1 YWWIN-ILATOSF79CT\Desktop image

Show me all the network shares on this computer.

Chaose people on your network to share with I, Read jgme laid o a5 oisl alils a>g « 00,5
Syse b8 allgl o) p,I8 b pols EVeryone oy 5 a

Name ~ IPerm\ssioanel | Share 65) )-3 d.x_? . ,,5 ‘—‘9;&} lﬁ MJ? ""... ‘) )Ja--;

g share [l s ,g0 atg b oS SIS

oS w4 bl ,o ¢ sai share
SS g (59, » ¢ mrarels oo Share

Sl gm0 (oS b5 b a1y ol
DS (5 1y S 0 )50 S w0l

SIS QUSCs aie) Culy o Ll 0,90 uSe U puo fal?d‘ policy 3 Sleadal (6w S Wb Y o

0,55 1,8

.25 211, Group policy 5 sy 5 mpol @

Start >> Administrative Tools >> Group Policy Management

Sy dmio o3 58 gy (wSe &S G > azmio ()
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File Action View Help

l' Group Policy Management Editor

=lalx]

e rml=HET

_: Default Domain Policy [WIN-ILATO!
[ il Computer Configuration

Setting |
a| = Enable Active Desktop Not
= || Disable Active Deskbay Not
|i=| Prohibit changes Not
yaper
i=| Prohibit adding items Mot
i=| Prohibit dosing items Mot
i=| Prohibit deleting items Mot
i=| Prohibit editing items Mot
i-| Dizable all items Mot
|| Add/Delete items Not
\i=] Allow only bitmapped wallpaper Not

Rl |

" Polices
- Desktop Wall, r
_| Preferences P pape
= il User Canfiguration Edit palicy setting
= || Polides
| Software Settings Requirements:
“| Windows Settings At least Windows 2000
=[] .ﬁdminish’ah’ve Templat Description:
_| Control Panel Specifies the desktop background
= [ Desktop ("wallpaper”) displayed on all users'
“| Active Director | desktops.
——& | Desktop This setting lets you spedfy the
| Metwork wallpaper on users' desktops and
_| Shared Folders prevents users from changing the
| Start Menu and Ta: | image or its presentation. The
= wallpaper you spedfy can be stored
- Sy.stem in @ bitmap {*.bmp) or JPEG (*.jpa)
_| Windows Compone | fia.
_‘_. All Settings
~| Preferences To use this setting, type the fully
qualified path and name of the file
that stores the wallpaper image. You
can type a local path, such as
C:\Windows\webwallpaper thome. jpa
or a UNC path, such as
\\server\Share\Corp.jpg. If the
specified file is not available when the
user logs on, no walpaper is
displayed. Users cannot specify
alternative wallpaper. You can also
PRSI | N SRNEPEY & TP GEg R} g | My § S
1] | _’I Extended A Standard f

|11 setting(s)

(JSs Geb) dgp iy ool 4 YL o o

User Configuration >> policies>>Administstrative Template >>desktop>> desktop

SS SIS L 90 Desktop Wall

PAPEr 5, » Cowly Coons ;3 YU oyl 4 38, 5l o

i! Desktop Wallpaper 0 reiease INput, press Ctri+AlL ;IEIEI
[5] Desktop Wallpaper Previous Setting | Next Setting
€ NotConfigured ~ Comment: El
& Enabled e
" Disabled |
Supported on: - [at eact Windows 2000 =
L]
Options: Help:

Specifies the desktop background ("wallpaper") displayed on all
users' desktops.

D

‘Wallpaper Name:
\WIN-ILATOSFTIC T\Desktop imageh201 e

This setting lets you specify the wallpaper on users' desktops and
prevents users from changing the image or its presentation. The
wallpaper you specify can be stored in a bitmap (*.bmp) or JPEG
(*Jpg) file.

Example: Using a local path:
Chwindows\web\wallpaperihome jpg

Example: Using 2 UNC path:
\\Server\Share\Corp.jpg

Wallpaper Style:  [Center -

e

To use this setting, type the fully qualified path and name of the
file that stores the wallpaper image. You can type a local path,
such as C\Windows\web\wallpaperhome jpg or a UNC path,
such as \\Server\Share\Corp.jpg. If the specified file is not
available when the user logs on, no wallpaper is displayed. Users
cannat specify alternative wallpaper. You can also use this setting
to specify that the wallpaper image be centered, tiled, or
stretched. Users cannot change this specification.

I you disable this setting or do not configure it, no wallpaper is
displayed. However, users can select the wallpaper of their choice.

Also, see the "Allow only bitmapped wallpaper” in the same

—_— DI(I

Cancel Apply |

I, Enabled a5 Jol ild coond o IS0 ol o
ly u.w)ﬂ Oled pgd il Coond jo aw S bkl
g mog 00,5 share |, L.Se ] a5 oS o)l
4 a4 pgal a5 S CBl wly o po Caend
hag 0 05l yalb ol amas o b I

W)oori)l)sdglfu)}@mbw

o |, Group policy 4 ous SIS ok (g5, 5

. s g RUN 5 |, gpupdate /force jgus 4
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b oegd o0 O)lg 093 olpyl8 51 (o b, opl 5l om . 04 Refresh o & )50 4 group policy b

S9) 2 B 090 wSe p pgal 0 a5 35 g5 (pl e A5 AL 0o S ol OlKws axbo &S pin

- & & s
) eatuin Hloy Lu9e3 slp plaS o aS umo plxil |, (g0l wledas usly o Group policy o
&S By g Slem; IS s e a4 Yl 09, oo 5l Group Policy ol Sy & 515 0sS (0 B yao
Group 51wl o5y oo jl aes oo plowl a8 Sloglas aSil (gl g5 0, (o0 o0 & 025138 (] (s,

30 Back Up o5 policy

14 b M S 30 1591 p 5 o

Ao 0 &Sl gl ], s 58 e 5 SO Led Mo L 0yl b oSl jo 1y 0 )5 o s o2 5 (pl o
P U S oo mehati 1, T Group Policy )b 5l g aums o )18 59 jedig ;0 08 coal bo oS

D9 cual (Fgumals) CaudS y2 (g9, p hadd b ogd ceal a5 5590 S (595 1 5 12 8959 e
gy 2) ool 4l Eb sl

Start >> Administrative Tools >> Group Policy Management
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= _ﬁ Forest: persian.com

/&, Group Policy Management Default Domain Controllers Policy

565 Group Palic

2 Mew Window from Here
1« Group Polic

5} 12, Domains Scope | Detailsl Settingsl Delegation I
= _.f_.] persian. com Links
a;| Default Domain Policy Display links in this location: i
=l 2] Domain Controller IpETSIEH.CDI'I'I
'_-t__‘l o The following sites, domains, and OUs are linked to this GPO:
- it .
Bl zﬂ + Enforced Location | Enforced | Link Enabled |
3 | =
_-'Er I.n:r: » Link Enabled [ Domain Controllers Yes es
7
a@SE Sawve Report...
{3 Sites View »

| Windows Settings
| Administrative Templat Paste
| Preferences Refresh

F =

Arrange Icons B

Delete
Rename
Refresh
Help
Security Fltering
LS el SIS L e gL IS
S Cow S a0 S
File Acton View Help 5 - J . )'EJ )9A u)S 65) )‘? " Ji“’ )
G ElENEEN Mo e ey : . .E
|=[ Default Domain Controllers Policy [! | Name =~ Version ————— 'o}“’ JQUG ) Jiu’ lJ J.;'_S &—is-ls Edlt.. d,,._{;
[ &= Computer Configuration
| Polices There are no items to show in this
| Preferences .
= u'?J User Configuration L?L;‘ ‘ Ql&A—k—h—” HORN Y " A.A.;‘ 5 Cownd 0 ‘ S
B[] Policies el h - d’)"o PRl S ANP)

E || Software Settings . .
e (5] Software installati New v Padage.../l aS Computer Co nﬁgu ration d”]"" )| g;i' S

P 9 0S5 (o Jee aSLL Bl sle SeslS sy, g

E—— o5 9, » a5 User Configuration ,50
Properties
I User L cwud pl 0 0 o oS o Jos

» JSo b WS o bl |, Configuration

a0 Newewd g oS cwl, SIS cul) w40 5 oS SIS Software installation s,

x
(:)(:) |‘ + Metwork + 192.168.11.22 ~ Installation é— - ml Search Installation [_0]
Organize *  New folder =~ [l @

- Favorites i | Date modified | Type
Bl Desktop ﬁ-‘google drive.msi 5/11/2012 12:27 FM Windows Ins
4l Downloads

5| Recent Places

. Libraries
3 Documents
& Music
=] Pictures

B videos

18 Computer
&, Local Disk (C:)

€ Network

4| ¢ | i

File name: I .11.220\In j IWindow; Installer packages (*‘rj

Open I Cancel |

v

stallation\google drive.ms
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a8 il ) LB gl ¥ oaslys (oo cand (nl o
MSi L Yad 45 Zap 5,55 9 MSi Sigus b S
share aLs o I, msi Ll S . oS o
B 5 0S|, S al sl Lt o0 Lt o8 038
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A2 0zar. Comx

Gy &Sl g asS Qbll 28g 1) Jol 4T Ceend ol (o

Select deployment method:
& Published 5 dgb oo odls il Add Remove Program ., ls
" Assigned . 0.
" Advanced

Select this option to Publish the application without modfications. ASSIgned Caond » 6‘"5 o L)L""‘)? )L"}| ] = L’ 09"'"

Sy oo i Sailogil & y50 4y 4sliy

ok | Cancel |

S P L L g - 1

S SIS ok 9,

_: Default Domain Controllers Policy [WIN-ILATOSF791
= & Computer Configuration

| Polides
| Preferences

= %, User Configuration

=]

| Policies
= [ Software Settings
(5} Software installation
“| Windows Settings
*| Administrative Templates: Policy definiti
| Preferences

Name -+ I Version I Deployment state | Source

EGuug\e Drive 10 Published 11192, 168. 11. 22\Installation‘google drive.msi . . .
\ ﬁfﬁwdoa@mjﬁb@)o

oo adlol cand 4 Gl 0y00 5
a8 Restart L 6 1) j9,m o5

Dgds cua dalip U

558 gad ol EXE L6 5 Wigds o lsesl Zap s MSi slo L Laid 1> 45 oS oo 156 Yo g5

Wy lao ) EXe glo LB a5 il Zap B G wb aS o)ls > ol ) S opl s>

abg cpl @ |, EVIYONE 05,5 & cwyiwd jame (00,5 Share as 58l o5 cpl dig a5 15 S5 S

[Application]

Aol il o s ol @ aslgn )5 e B ossa
)8 dalol Gg>

CoS S ol o)y 508 g auS >l 1 notepad IS ! sl

FriendlyName = “Google Drive”

SetupCommand="\Google Drive”

ok &S el ol pgo Lo 4o 9 EXE sla aslp sl,>! oo [Application] euisg Jgl o o

‘) S oMShare 454.0[.»).: LJ«})Q]JJL’ W‘deﬁﬁww)bswwb)‘ﬁ bM
192.168.11.22\installation\google Drive.exe aib &0 cpl 4 ol ST s 0uiS )

oS 0 9)ls 1, \google Drive.exe i oS oo bl ) 31 o Lagd
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Folder olg auS oxw (0L ZaP aigun b sl i) oS 0,33 2P Sigews b1y (iite L ) g5
Sgd asie o bl Wgay U oy jlop IS8 @b 1) Jla 9,90 S5 9 w90 Option

x
I~
General View |Search|

you are using for this folderto all folders of this type.

Apply to Folders | Reset Folders I

Advanced settings:
Display file icon on thumbnails ﬂ
Display file size information in folder tips
[ Display the full path in the title bar (Classic theme only)
. Hidden files and folders

(& Dont show hidden files, folders, or drives
{3 Show hidden files, folders, and drives
- Hide empty drives in the Computer folder
Hide extensions for known file types
Hide protected operating system files (Recommended)
[0 Launch folder windows in a separate process
[ Restore previous folder windows at logon
Show drive letters =l

Restore Defaults |

ok | Camcat | s |

1 K i
,ﬁlews‘(ou can apply the view (such as Details or lcons) that l:’ 5 ‘5)9"’ @)’f S - 3 3" ’S LSA OJ.Q' W ‘S "‘, )Q )#Lﬁ.@

o ol 3T o L bl gy L5 0l b g o0ty axsls

oy oo 4l

(o j9e g oS Share g ases |8 ddg o o eXe Ll ol en 4 ol asle a5 Zap L oy

ol pols plol YU o a5 MSi L6 5l |, Zap LB oo share .,sl g aeos EVryone o5

AuS oolel

:Group policy i ;8 &5 Backup

DS 1>l 5 e 51 1, Group policy g, Back up 8,5 ol

Start >> Administrative Tools >> Group Policy Management
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EIE

& File  Acton View Window Help |_|5'5| Grou OIiC " Back u R ‘
essFlols Bo P policy; P eS¢l
& _Géﬂup Policy Management Group Policy Objects in cisco.com G | . .
= Forest: dsco.com . . & .
5 [ Domane Cortents | Dfegation | roup Policy cwud g, JKo b
Bl g dsco.com ) Name = | GPO Status [ M Fiter [ Modtied
ai/ Default Domain Policy =/ Defaut Domain Cortrollers ... Enabled Nane 5/31/2012

P .
&[] Domain Controllers =] Defauit Domain Policy Enabled None 5/31/2012 a0 ; 9 A.MS S| B g_i.lf Objects

| Default Domain Controllers P
ERRE] Group Policy Cbjects

e Sk U5 b s ol 1, Back Up All ..

L] Starter GP gpen Migration Table Editor
f Sites

;d Group Policy Mode  View ) 3 . \)5_“.’ ).QLE ﬁ}
% Group Policy Resul  New Window from Here
Refresh
Help
1| | -l
| i =

Back Up Group Policy Object x|

Enter the name of the folder in which you want to store backed up versions of OJPQ J'?M u.u)0| Locat|0n o )h> JS“’ UJ‘ )b

this Group Policy Object (GPO). You can back up multiple GPOs to the same
folder. lf ‘ ‘ H -

: oS 84l 1, Group policy o
Mate: Settings that are extemal to the GPO, such as WMI fiters and IPsec S92 ol S e 290 p p y ©
policies, are independent objects in Active Directory and will not be backed up.

S ol |y ol g oS SIS Browse..
To prevent tampering of backed up GPOs, be sure to secure this folder so that
only authorized administrators have write access to this location.

Location: ol slp ) Slwogs Description  cwwd jo g

ce S = 45 s )5 Backup
Browse ...

Description:

S asS SIS Back up 9, 2 g

Backup policy 212/06

a Back Up I Cancel

x|
Backup progress: g_,u:.éés.o l.j )Jéj 0)9.0 LSLQ BaCk Up M Q.”“ )Q

. __________________________________________|]
Status: ».\.uS &3.15 Ok SS9 19 W) r‘:l.‘?u‘

GPO: Default Domain Cortrollers Policy ... Succeeded ;I

GPO: Default Domain Policy...Succeeded

Back up s o,50 sl Policy ;I Lol b oy

2 GPOs were successfully backed up.
) GPOs were not backed up

| S

Iy 0 e Policy a5 wle Gl sy Y
Backup 451, sl Policy wb g puos (oo s

ok | | Caem | W‘“‘S u’)i" °)L.’9° ‘) w*-*-e)f
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B Group Policy Management

3 Fle Action View Window Help

=101

&= s=al

7Nl

=4 L, Group policy 59,5 Restore l,

|5, Group Policy Management
El £ Forest: dsco.com
E (54 Domains
[= 3 dsco.com

=f Defau
=/ pefa
S WMIFilte
& starter Gl
i Sites
5£5' Group Policy Mod:
«, Group Policy Rest

Group Policy Objects in cisco.com
Conterts |[)e|egmn|

SIS Group Policy objects g, » JS

s/ Defauit Domain Policy
[= (2] Domain Controllers

| Default Domain Controllers P
e &

New
Back Up AlL..
Manage BackUps. ..

View
New Window from Here

Help

Name -+
=] Defautt Domain Controllers P
=/ Defautt Domain Policy

[ WMI Fiter | Modified

Open Migration Table Editor

3

Refresh

4

None 5/31/2012:

ware ||| Manage Backups.. au;S g 00,5 cul,

I El

(Opens Migration Table Editor

‘g; Manage Backups

Backup location:

|C:\Baokup policy &

Backed up GPOs:

o, Backup location cwd o Ko b

4

905 309 1y (90,5 03 DB a5 |, Backup
)8 0bject b Y oS o samlin a5 ciad o
Crond )3 5 03,5 SAS oS 2 (59, p &5 o)l
Jn 5 955 SIS Restore (g5, JS ol
2 ped A 5y, S S Yes (g,
| s SIS Restore g5, 55 oS S oo

™ Show onp'the latest version of each GPO

Restore |

Delete

D98 3l b oS

:Domain Trees st

Pl S g 09 Juaso ] 4 me9d ol 45 o9 4ls Forest s 4 ;L5 Domain Trees sbx! s,

ol allls 1y 3LS 5590 jexo a5 Administartor > ;o gyl

Domain wublgs o 9 ad,S odlisuwl Cisco.com sb 4 forest o 51 yojgel ¢l 4o wos

WS A gi day Ao I w6l S cuai |y CCNP.com U« Trees
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6_1 Active Directory Domain Services Installation Wizard

JFwd FUN j3 usS cuad ol 69y 1) DOomain Trees palss o 45 pgd yopmw H0 &

Welcome to the Active Directory
Domain Services Installation
Wizard

This wizard helps you install Active Directory Domain
Services (AD DS) on this server, making the server an
Active Directory domain controller. To cortinue, click Next.

[ Use advanced mode installation

Leam more about the additional options that are
available in advanced mode installation.

More about Active Directory Domain Services

o Active Directory Domain Services Installation Wizard
Operating System Compatibility
affect older versions of Windows

N

< Back Next =

1. Windows Server 2008 and "Windows Server 2008 R2" domain cortrollers have a

new more secure defautt for the security setting named "Allow cryptography algorithms

compatible with Windows NT 4.0." This setting prevents Microsoft Windows and
non-Microsoft SME "clients” from using weaker NT 4.0 style cryptography algorithms
when establishing security channel sessions against Windows Server

"Windows Server 2008 R2" domain controllers. As a result of this new default,
operations or applications that require a security channel serviced by Windows Server
2008 or "Windows Server 2008 R2" domain controllers might fail

Platforms impacted by this change include Windows NT 4.0, as well as non-Microsoft
SME "clients" and networic-attached storage (NAS) devices that do not support
stronger cryptography algorithms. Some operations on clients running versions of
Windows earlier than Windows Vista with Service Pack 1 are also impacted. including
domain join operations peformed by the Active Directory Migration Tool or Windows

Deploymert Services.

For more information about this setting, see Knowledge Base article 942564
{hitp://go microsoft. com. fwlink ./ ?Linkld=104751).

@ Active Directory Domain Services Installation Wizard

Choose a Deployment Configuration
“You can create a domain controller for an existing forest or for a new forest.

Existing forest

" Add a domain controller to an exdsting domain

+ (Create a new domain in an existing forest
This server will become the first domain controller in the new domain

ﬁp Create a new domain tree root instead of a new child domain

" Create a new domain in a new forest

More about possible deployment configurstions

< Back Nexd > Cancel

PSS LS Enter g9, p 9 S ol |, Dcpromo

a0 00) 1) 5 3590 43 SO Caond (ml yo w95
Sl gy S &5 iy |y S el Wb epl Sl

S <® oolol Lo &l H aalsl o

DS Sl Next g,

ul:u.my).x.u.f SoLS” next Sy » Caomnnd o.g.‘ 39

(amdo YL )0 pold Tudgi WS 1) S ()

Sy90 sld 4 35 9w Joe S Fab Ceound (] jo
oy leds |y Hlai 0 yg0 S g wss bl 1y Hlas

PSS SCds' next gq, p
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Network Credentials ;| E
Specify the name of the forest where the installation will occur and account ==
credentials that have sufficient privileges to peform the installation. )

alternate Credentials cwud jo ¢ uuss 0,4

Type the name of any domain in the forest where you plan to install this domain

@! Active Directory Domain Services Installation Wizard L -ﬂl (Forest) . " SQ 'GL; JS‘ v . )J .A_ll.? ]s - o.?“ )o

Iy

contrler root domain 5 a5 oS 3,15 (59,5 o SO Wb

Ic:sco.com F

30 a5 wll adls 1y SU 590 CisCcO.cOM S

Specify the account credentials to use to perform the installation:

! Wy curient logged on credentials [SERYERZ Administratar] s . - .
S (o0 3L S5 S Set 59, p Sls b L

] The cument user credentials cannot be selected becauss they are local to this
~ computer. A set of domain credentials is needed.

" Altemate credentials:

.=l Windows Security
cisco.com'administrator set.. |
MNetwork Credentials
Spedfy the account credentials to use to perform the installation:

x|

More about who can install Active Directory Domain Services

< Back

Cancel

Sl Next (g9, 2 o 3 OK dry 9 0S 3,09 1) 515 5580 joae 30y 9 (571 pU b YU Tl o

g g2>lgo ) glas plim LNext g, y 0,5 Sl 3l o Wl g5

@ Active Directory Domain Services Installation Wizard x|
7Py An Active Directory domain controller for the domain "cisco.com” 0K |
\ | could not be contacted.

f]

Ensure that the DNS domain name is typed comecthy.

If the name is comect, then click Details for troubleshooting
information.

ol Jo Gl cawl 00,50 o 1y ol 0 L forest as 1, cisco.com el a5 4o pliy (v

a9l b & b ouds aislw (4T 40 pb ol LT a5 usS oy 1, CiSCO.COM g o DNS Wyl JSiino

e 3 Jueod | Lo 4 ol i gLl (Ao (51 45 b o0l Set Cawyd ol P

oS A gi 5 dwlol
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@! Active Directory Domain Services Installation Wizard

Name the New Domain Tree Root

Type the fully qualified domain name (FRDM) of the new domain tree.

FQDN of the new domain tree:

[ccnp .com

Bxample: headguarters contosa.com

< Back

i@l Active Directory Domain Services Installation Wizard

Domain NetBIOS Name
This is the name that users of earier versions of Windows will use to identify the
new domain.

The wizard generates a default NetBIOS name. This wizard page appears only if you
have selected advanced mode or the wizard has detected a conflict with the default
name.

Either accept the name that has been generated by the wizard or type a new name and
then click Next.

Domain NetBIOS name:

< Back Nexd >

@! Active Directory Domain Services Installation Wizard

Set Domain Functional Level
Select the domain functional level.

Domain functional level:

Details:

The features available at the Windows Server 2003 domain functional level include «
all features available at the Windows Server 2000 domain functional level and the
fallowing additional features:
- Constrained delegation, which an application can use to take
advantage of the secure delegation of user credentials by
means of the Kerberos authentication protocol.
- lastLogon Timestamp updates: The lastLogon Timestamp attribute is

] “You will be able to add onfy domain controllers that are running
- Windows Server 2003 or later to this domain.

More about domain and forest functional levels

updated with the last logon time of the user or computer, and it is LI

\

< Back Mext >

Cancel

(domain Tree) |, 555 09 pb Coomnd (il yo

.@S&ASNext‘Sg)ﬁm‘.\,gSo,lgb

Cawl oy il cmogd ol Ll jo g5

A.MSM next> S9y ¥ ..\.1)|~> JQ.A.Q

Sl Jole e dz a5 05 (ateie Wb Cwd )
Sy a)osd Jate Lol JiuS g 4 ilys (o0
Vooo IS ey
Sl Yoo X jaaing cpe aS 0400 1,8 Yo v AgY e Yy
Sl oo 1) Koo sle ayS adly oo led oS
IR e aeS QL Ve ST Js aS

BIEST Cound LJ"‘ BN

Veoh ooy Sotel (3L Jg s (63 Coal
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@! Active Directory Domain Services Installation Wizard

Select a Site
Select a site for the new domain controller.

™ Wse the site that comesponds to the [P address of this computer.

Default-First-Site-Name

@! Active Directory Domain Services Installation Wizard

Additional Domain Controller Options

Select additional options for this domain controller.
¥ DNS server
|¥ Global catalog
™| Bead-only domain contraller [RODE]
Additional information:
The first domain controller in a new domain cannct be an RODC.

=
The number of DMS servers registered as authoritative name servers for this

domain could not be determined. Emor: This operation retumed because the
timeout period expired.

More about additional domain cortroller options

N

< Back I Mexd = I

Cancel |

ol b glp 1y colw ol Cwond (0l 5o o5
Site and Service g 4 bgi o 45 w2

0 o2 g 2l @l ol jo 4 wbl (o

w310y

WSS SoAs next g9

9w o2l B ooy ly a5 0590 gla 4y 35 S5

g cwai AD of o 4y

PSS SCds' next gq, p

— owled ) pliy NeXt g9y p S w95

@ Active Directory Domain Services Installation Wiz

A delegation for this DNS server cannot be created because the
authoritative parent zone cannot be found or it does not run
Windows DMS server. If you are integrating with an existing DMNS
infrastructure, you should manually create a delegation to this
DS server in the parent zone to ensure reliable name resolution
from outside the domain “conp.com”, Otherwise, no action is

required.

Do you want to continue?

Yes

| ]

o3 51 DNS gy dg8e 45 ¢ 0gd (oo 00l
Iy s 9 90 DOMaIN ylgi od 9 Cowl ool cuai
olidgs weS o g (CCNp.cOM) 0,5 oslxl
slxldns jo () a5 390 ZONE g wuleST guiicios

re o wle gyl ol dogs g A wsS

S el JolS j9b 4y (g (2] (55955 210 92| e BBg0 50 U udS S VS (59 32 ol

a5l 5 4 oolel Restart G 3l v g
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i_'l Active Directory Domain Services Installation Wizard

Source Domain Controller

You can let the wizard choose a replication partner for the installation of this domain
controller or you can specify a domain controller to use. Some data must be copied from
and written to this replication partner even if you chose to install from media.

Select a source domain controller for the installation partner:
" Let the wizard choose an appropriate domain controller
+ |se this specific domain controller:

Domain Controller Name

server] .cisKom

More about selecting an installation partner

| Site Name: |
Default-First-Site-Name

< Back Hews |

@! Active Directory Domain Services Installation Wizard

Location for Database. Log Files. and SYSVOL
Specify the folders that wil contain the Active Directory domain controller
database, log files, and SYSVOL.

ce and

For better perfi
volumes.

bility, store the d and log files on separate

Browse... |
Log files folder:
IC:\Windows\NTDS Browse... |
SYSVOL folder:
IC:\Windows\SYS\«"OL Browse... |

More about placing Active Directory Domain Services files

@! Active Directory Domain Services Installation Wizard

Directory Services Restore Mode Administrator Password

The Directory Services Restore Mode Administrator account is different from the domain
Administrator account.

Assign a password for the Administrator account that will be used when this domain
controller is stated in Directory Services Restore Mode. We recommend that you
choose a strong password.

Password: quuuuu

Confirm password:

More about Directory Services Restore Mode password

< Back Next > Cancel |
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@! Active Directory Domain Services Installation Wizard

Summary

30 o plol Slopidd 51 A5 Sledbl igled

Sols' next g9y p ol ool oolo goled S
Review your selections:
Configure this server as the first Active Directory domain controller in @ new domain  «

ree. S

[The name of the new domain is “ccnp.com”

'The NetBIOS name of the domain is "CCNP™

'The new domain has a trust link with the domain "cisco.com”.
Domain Functional Level: Windows Server 2003

\Site: Default-First-Site-Name

I]

To change an option, click Back. To begin the operation, click Next.

These settings can be exported to an answer file for use with i |
other unattended operations. e =

More about using an answer file

< Back Next > Cancel |

Active Directory Domain Services Installation Wizard

The wizard iz configuring Active Directarny Domain Services. This process can take

fram & few minutes ta several hours, depending on your enviranment and the options 45 A_,,;S M next 69) )_3 m_b PT )..5 9 g,),p‘

that you selected.
e b Ed

N
T

Installing Group Policy Management Console. ..

Caticel |

[~ Rehoot on completion

¢ Child Domain sl

2 &S Sl ol IS 0 piete e bl LB T a)lS 5 G b Child Domain sl gl oo

S5l 90 Sl 0,00 4l SIS (g9, g g NETWOTK oo ol 5 )l 500 y9 5 j9akg o o5
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O

‘fou can get IP settings assigned automatically if your network supporks
this capability. Otherwise, wou need to ask vour network administrator
for the appropriate IP settings,

2 x|

- ()
1 ter el Preatoce \TF A T en g WP &

General

" obtain an IP address automatically
—% Use the following IP address:

IP address: 192 . 168 . 11 . 129
Subnet mask; lm
Defaulk gateway: % 192 . 166 . 11 . 22
) Obtain DS server address automatizally,

—{* Use the follawing DNS server addresses:
Preferred DMS server: 192 . 168, 11 . 22
Alternate DNS server: l—

Adwvanced. .. |
Ok I

Cancel I

@l Active Directory Domain Services Installation Wizard

35 S)ly 1y yepmw 095 1P Wb Ip Address cod s o
l, 595 asls ip mask wb Subnet mask cwud o ox
s 1P b Default gateway cuud o 5 oS o)
ip ol DNs Server cuud 1o 5 0SS 3)ly 5, 5095 Lol
3y sl |y ead ceai ROOL (regs ()] (g5, o (Lol g

H oS 0 g9, 1, child domain cua V> g5

Welcome to the Active Directory

Domain Services Installation
Wizard

This wizard helps you install Active Directory Domain

Active Directory domain controller. To continue, click

™ Use advanced mode installation

Leam more about the additional options that are
available in advanced mode installation.

More about Active Directory Domain Services

s RUN o s wsl pgs jopm o)ly 55

Services {AD DS) on this server, making the server an

Mesd.

S oylg 1, Decpromo

SoS SIS Next> (s,

\

< Back Meaxd =

Cancel I

@ Active Directory Domain Services Installation Wizard

Operating System Compatibility
Improved security settings in Windows Server 2008 and Windows Server 2008 R2
affect older versions of Windows

o &l w\ Sleog G S Comd pl 0

v Windows Server 2008 and "Windows Server 2008 R2" domain controllers have

compatible with Windows NT 4.0." This setting prevents Microsoft Windows and

non-Microsoft SMB “clientzs” from using weaker NT 4.0 style cryptography algorithms

when establishing security channel sessions against Windows Server 2008 or
"Windows Server 2008 R2" domain controllers. As a result of this new defautt,

operations or applications that require a security channel serviced by Windows Server

2008 or "Windows Server 2008 R2" domain controllers might fail.

Platforms impacted by this change include Windows NT 4.0, as well as non-Microsoft

SMB "clients" and network-attached storage {NAS) devices that do not support
stronger cryptography algorithms. Some operations on clients running versions of
Windows earier than Windows Vista with Service Pack 1 are also impacted, incl

domain join operations performed by the Active Directory Migration Tool or Windows

Deployment Services.

For mare information about this setting, see Knowledge Base article 542564
(hitp://go microsoft com. fwlink./?Link ld=104751).

new more secure default for the security setting named "Allow cryptography algorithms

il & )35l 55T el Wge j3 (e 45 053

a

Dl ol e IS8 B oS SIS Next> g,

uding

N

< Back MNeod >

Cancel |
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@! Active Directory Domain Services Installation Wizard

Choose a Deployment Configuration

You can create a domain controller for an existing forest or for a new forest.

Create a new domainina 4u;¥ cwwd oyl o

SIS Next g9, p» 9 oS okl |, new frost

* Existing forest

" Add a domain controller to an existing domain

' Create a new domain in an existing forest

This server will become the first domain controller in the new domain.

" Create a new domain in a new forest

More about possible deployment configurations

< Back Nedt

@! Active Directory Domain Services Installation Wizard

Network Credentials

Specify the name of the forest where the installation will occur and account
credertials that have sufficient privileges to perform the installation.

Type the name of any domain in the forest where you plan to install this domain
controller:

|c:isc:o.com

Specify the accourt credentials to use to perform the installation
€ My curent lngaed on credentials (w1 -HOFET EJN 45K Administiatar]

i The cument user credentials cannot be selected because they are local to this

computer. A set of domain credentials is needed

& Mtemate credentials:

’Hdsco.com\administmtor

More about who can install Active Directory Domain Services

Set |

4
< Back I Next > I

Cancel |

@/ Active Directory Domain Services Installation Wizard

Name the New Domain

Type the fully qualfied domain name (FQDN) of the parent domain or click Browse to

select it. Then type the singledabel DNS name of the new child domain.
FQDN of the parent domain:

Icisco.com

BExample: comp contoso.com

Singledabel DNS name of the child domain:
Ilab <+

Example: headquarters

FQDN of the new child domain:

Ilab.cisco.com

Example: headquarters.com contoso.com

Browse... |

< Back I MNeat > I

Cancel |
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@ Active Directory Domain Services Installation Wizard

Set Domain Functional Level
Select the domain functional level.

Domain functional lew

Details

[The features available at the Windows Server 2003 domain functional level include
all features avaiable at the Windows Server 2000 domain functional level and the
Following additional features:
- Constrained delegation. which an application can use to take

advantage of the secure delegation of user credentials by

means of the Kerberos authentication protocol

lastLogon Timestamp updates: The lastLogonTimestamp attribute is

updated with the last logon time of the user or computer, and it is LI

1 *You will be able to add enly domain controllers that are running
- Windows Server 2003 or later to this domain

Mare about domain and forest functional levels

< Back

Bl Active Directory Domain Services Installation Wizard

Select a Site
Select a site for the new domain controller

I | Use the site that conesponds to the P address of this computer

Sttes

Diefauk-First-Ste-Name

< Back I Next > I

Cancel

@ Active Directory Domain Services Installation Wizard

Additional Domain Controller Options

Select additional options for this domain controller.
| DHE server
I Global catalog
I | Head-only domain controller [RODE]

Addttional information:
(The DNS Server service is already installed on this server. ﬂ

| The first domain controller in @ new domain cannot be an RODC.

(There are cumently no DNS servers registered as authortative name servers for
this domain.

El

More about additional domain controller options

< Back Cancsl
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i@ Active Directory Domain Services Installation Wizard

Location for Database. Log Files. and SYSVOL
Specy the folders that will contain the Active Directory domain cortroller
database, log files, and SYSVOL.

For better perf ice and

volumes

bility, store the d

Database folder:

Log files folder:

and log files on separate

Browse.. |

IC:\Windcws\NTDS Browse.. |
SYSVOL folder:
Browse.. |

IC:\Windcws\SYS\u"OL

More about placing Active Directory Domain Services files

< Back

@ Active Directory Domain Services Installation Wizard

Directory Services Restore Mode Administrator Password

The Directory Services Restore Mode Administrator account is different from the do
Administrator account.

Assign a password for the Administrator account that will be used when this domain
controller is started in Directory Services Restore Mode. We recommend that you
choose 3 strong password.

Password:

Confirm passwand:

Maore about Directory Services Restore Mode password

main

< Back Next > Cancel |
@ Active Directory Domain Services Installation Wizard
Summary
Review your selections:
Configure this server as the first Active Directory domain controller in & new child -
domain.

The new domain is named "lab.cisco.com™

[The NetBIOS name of the domain is "LAB"

This new domain is a child domain of the domain “cisco.com”.
Domain Functional Level: Windows Server 2003

(Site: Default-First-Ste-Name

To change an option. click Back. To begin the operation, click MNext.

These settings can be exported to an answer file for use with
other unattended operations.
Mare aboutt using an answer file

%

=]

Export settings.. |

< Back I Mext > I

Cancel |
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Start >> Administrative Tools >> Active Directory User And Computers

B Active Directory Users and Computers 10l x|
File Action View Help
e | |0 Ho=HE ) ETER
=] ) [ I T I e
= i ype Description |
15 gange Domafn.. ' u Liltin builtinDomin
E=le SR LTSN S bmputers Container Default container for upar...
All Tasks » pmain Controllers Organizational ...  Default container for dom...
reignSecurityPrincpals Container Default container for secu. ..
Refresh anaged Service Accounts Container Default container for man...
Help bers Container Default container for upar...
| o
|Select a spedfic domain to manage

Change 4435 5 oS <, SIS Active Directory User And Computers (g, » IS8 b

wdas Ao & 43 e - 0SS ool |, Domain ..
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Change domain

Domain:

Ilab cisco .com 1

[~ Save this domain setting for the curent console

Cancel | Hebp

Browse... |

-__‘ oK I

El &4 lab.dsco.com
| Builtin
_| Computers
= | Domain Controllers
“| ForeignSecurityPrincipals
_| Managed Service Accounts

=

Lo
File Acton View Help
— = = = — T e =
324 0IXEHd= BRI aE5TaS
] Active Directory Users and Comput | Name [ Type | Description |
_| Saved Queries ?_).ﬂdm\mstratur User Built-in account for admini...

%Nlnwad RODC Password Replication Group

82, Cert Publishers

&ZDEI‘IiEd RODC Password Replication Group

52, Dnsadmins
%DnsuudateProw

EDomain Admins

.:EDomaln Computers

52, Domain Contrallers
EDomain Guests

.:EDomaln Users

%Group Policy Creator Owners
3. Guest

S2,RAS and IAS Servers
S{Raad-only Diomain Controllers
?_) reza

User

Security Group ...
Security Group ...

User

Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...

Members in this group can...
Members of this group are...
Members in this group can...
DNS Administrators Group
DNS dients who are permi...
Designated administrators...
All workstations and serve...
All domain controllers in th...
All domain guests

All domain users

Members in this group can...
Built-in account for guest ...
Servers in this group can ...
Members of this group are...
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Start >> control Panel >> Network and Internet >> Network Connections

Comed 5l aas ¢« 0S SIS Properties a5 g oS culy, SUUS 9195 49w 40 Jaie 2SS (59, 5

D98 3k py JKG U oS SIS )L g0 IPVA (g5, 50 ki 050

Internet Protocol Version 4 (TCP/IPv4) Propel

General |

You can get IP settings assigned automatically if your network supparts
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

™ Obtain an IP address automatically
—{% Use the following IP address:

IP address: w. 10 .10 .1
Subnet mask: I 255 ,255.255. 0

Default gateway:

€ Obbain DHE server address automatically

—{% LUse the following DNS server addresses:
Preferred DNS server: 127, 0 .0 . 1

Alternate DNS server: o .10 .10, 2

Adwvanced... |

[~ validate settings upon exit

21X

Cancel

o]

Internet Protocol Version 4 (TCP/IPv4) Prope

General I

‘You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IF settings.

~ Obtain an IP address automatically
—{* Use the following IP address:

IP address: 0 .10 .10 . 2
Subnet mask: I 255,255 .255. 0
Default gateway: I . . .

| Obtain DHE server address autamatically:

—{* Lse the following DNS server addresses:
Preferred DNS server: 127.0 .0 . 1

Alternate DNS server: 0,10 .10 .1

Advanced... |

[ validate settings upon exit

Jd

[ o ]

Cancel |
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Ping Persian-gulf.com
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Start >> Administrative tools >> Active Directory Domains and Trusts

E%Active Directory Domains and Trusts

File Acton View Help
&= HmE=8E . o .
= ‘wogd oU YW WL ble "
g5 Active Directory Domains and Trusts [£ | Mame | Type Wj lA 65) )J o LSA )h JJ Ji“,
i ! _ . -

Manage There are no items to show |) pro pert|es 4\..\.9)5 5 s ;S - ‘) S " S
Raise Domain Functional Level. ..
View 4 AHS ul;;,._,‘
Export List... /
Properties
Help

persian.com Properties d |

ol gl g oS SIS Trusts <5 g, » JSo o0l yo

General Trusts | M anaged By I
Domains trusted by this domain (outgoing trusts):

Domain Name | Trust Type | Transitive | Froperties... |
eove_| Se ol dw dxas S U oS SIS

New Trust.. g, » j9m 30 cnl om o> Trust

Ol 69y Omeg il ool I B &5 0SS
Domains that trust this domain (ncoming trusts): 9 M‘ﬁ’ = e .)L?u‘ )‘ 61,..\} 4} s )S_g UP

Domain Mame | Trust Type | Transitive | Froperties... | _
IRVELII 9 B JURPESRN E o9 ol gub
Hemove | - D 9} 090 U9 O g

OK | Cancel Apply Hep |
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Mew Trust Wizard

Welcome to the New Trust
Wizard

This wizard helps you create a trust between this domain
and any of the following:

= A Windows domain in this forest orin another forest.

= A'Windows NT 4.0 domain.
= A Kerberos V5 realm trust.

= Anctherforest.

Atrust iz a relationship that enables users in one domain,
forest, or realm to be authenticated in a specified domain,
farest, or realm.

To continue, click Next.

< Back MNext = Cancel

New Trust Wizard

Trust Name
fou can create a trust by using a MetBIOS or DMS name.

x|

o

Type the name of the domain, forest, or realm for this trust. ¥ you type the name of a forest, you
must type a DNS name.

Bample NetBIOS name: supplier01-nt
Bample DNS name: supplierl-ntemal microsoft.com

Name:

persian-gulf.com|

. —

< Back

Mew Trust Wizard

Trust Type
This domain is a forest root domain. If the specified domain qualifies, you can
create a forest trust.

gelect the type of trust you want to create.

+ BExemal trust
An extemnal trust is @ nontransitive trust between a domain and another domain
outside the forest. A nontransitive trust is bounded by the domains in the
relationship.

" Forest trust
A forest trust is a transitive trust between two forests that allows users in any of the
domaing in one forest to be authenticated in any of the domains in the other forest.

N

< Back Neadt = Cancel
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New Trust Wizard x|
Direction of Trust
*fou can create one-way or two-way trusts. =
V

Select the direction for this trust.
\: Two-way

Users in this domain can be authenticated in the specified domain, realm, or
forest, and users in the specified domain, realm, or forest can be autherticated in
this domain.

" One-way: incoming
Users in this domain can be authenticated in the specified domain, realm, or forest.

" One-way: outgoing
Users in the specified domain, realm, or forest can be authenticated in this domain.

< Back

New Trust Wizard |

Sides of Trust
If you have appropriate permissions in both domains, you can create both sides of
the trust relationship.

To begin using a trust, both sides of the trust relationship must be created. For example,
if you create a one-way incoming trust in the local domain, a one-way outgoing trust
mugt alzo be created in the specified domain before authentication traffic will begin
flowing across the trust.

Create the trust for the following:

% This domain only
This option creates the trust relationship in the local domain.

" Both this domain and the specified domain
This option creates trust relationships in both the local and the specified domains.
‘You must have trust creation privileges in the specified domain.

< Back Neat >

New Trust Wizard x|

Outgoing Trust Authentication Level
Users in the specified domain can be autherticated to use all of the resources in
the local domain or only those rezources that you specify.

Select the scope of authentication for users from the persian-gulf.com domain.

% Domain-wide authentication
Windows will automatically authenticate users from the specified domain for all
resources in the local domain. This option is prefemed when both domains belong to the
same organization.

" Selective authentication
Windows will not automatically authenticate users from the specified domain for any
resources in the local domain. After you finish this wizard, grant individual access to
each server that you want to make available to users in the specified domain. This
option is prefemed if the domains belong to different organizations.

AW

Net >

< Back Cancel
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New Trust Wizard

Trust Password

Passwords are used by Active Directory Domain Controllers to corfim trust
relationships.

x|

®

Type a password for this trust. The same password must be used when creating this trust
relationship in the specified domain. After the trust is created, the trust password is
periodically updated for security purposes.

Trust password:

Confirm trust password:

<Back Next > Cancel |

Mew Trust Wizard

Trust Selections Complete
The New Trust Wizand is ready to create the trust.

x|

"

You have selected the following trust settings:

[This domain: persian.com -
Specified domain: persian-gulf. com

Direction:
Two-way: Lsers in the local domain can authenticate in the specified domain and
users in the specified domain can authenticate in the local domain.

Trust type: Bdemal

To make changes to this trust, click Back. To create the trust, click Nexd.

< Back Cancel

New Trust Wizard

Trust Creation Complete
The trust relationship was successfully created.

x|

"

Status of changes: ——

Trust relationship created successfully. -
Specified domain: persial ;

Direction:

Two-way: Users in the local domain can authenticate in the specified domain and
users in the specified domain can authenticate in the local domain.

Trust type: Extemal

(Outgoing trust authentication level: Domain-wide authentication.

To corfigure the new trust, click Mesd.

<Back Next > Cancel |
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New Trust Wizard x|

Confirm Outgoing Trust
You should confirm this trust only if the other side of the trust has been created.

Do you want to corfirm the outgoing trust ?
£~ No, do not confirm the outgoing trust
¥ Yes, corfimm the outgoing trust

To confim the trust now, click Next.

<Back Next > Cancel |

New Trust Wizard x|

Confirm Incoming Trust @

*You should confimm this trust only if the other side of the trust has been created.

Do you want to confirm the incoming trust 7
Mo, do not corfimm the incoming trust
__‘5' Yes, corfirm the incoming trust
To confirm this trust, you must have administrative privileges in the persian-gulf. com

domain. Type the user name and password of an account with administrative
privileges for the specified domain.

=

I?E administrator

User name:

Password:

To confim the trust now, click Next.

\

Neat =

JBck Cancel |

New Trust Wizard x|

Completing the New Trust
Wizard

J “You have successfully completed the New Trust Wizard, but
the newly created trust relationship cannot be corfimed for
the following reasons:

[The verfication of the incoming trust failed with the "
following emon(z):

The trust password verification failed with emor 1355: The
specified domain either does not exist or could not be
contacted. ﬂ

- Before this trust can function, it must also be created
in the other domain. Ensure that the same trust
password is used in both domains.

To close this wizand, click Finish.

< Back I Finish I

Cancel |
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persian-gulf.com Properties

General Trusts | Managed Eyl
trusted by this domain {outgoing trusts):

| Trust Type | Transitive FProperties... |
Hemove |

el 3

Domain Name

Domains that trust this domain (incoming trusts):

| Trust Type | Transitive Froperties... |
Femove |

Domain Name

=
o]

Cancel | Hep |

New Trust Wizard

Trust Type
This domain is a forest root domain. f the specified domain qualfies. you can
create a forest trust.

X

@

(Persian-gulf.com) sgs 5,0 0 J>l,0 ploil

New Trust Wizard

Welcome to the New Trust
Wizard

This wizard helps you create a trust between this domain
and arny of the following:

= A 'Windows domain in this forest or in another forest.
A Windows NT 4.0 domain.
= A Kerberos VE realm trust.

= Another forest.

Atrust is a relationship that enables users in one domain,
Forest, or realm to be authenticated in a specified domain,
forest, or realm.

To continue, click Nesd.

< Back Mext = Cancel

New Trust Wizard

Trust Name
You can create a trust by using a NetBIOS or DNS name.

x|

Select the type of trust you want to create.

= Extemal trust
An extemnal trust is a nontransitive trust between a domain and ancther domain
outside the forest. A nontransitive trust is bounded by the domains in the
relationship .

" Forest trust
A forest trust is a transitive trust between two forests that allows users in any of the
domains in one forest to be authenticated in any of the domains in the other forest.

Type the name of the domain, forest, or realm for this trust. if you type the name of a forest, you
must type a DNS name.

Example MetBIOS name: supplier014nt
Example DNS name: supplierl1-ntemal microsoft.com

Mame:

persian.com

« Back Ment =

| <Back Next > Cancel

New Trust Wizard

Direction of Trust
“You can create one-way or two-way trusts.

New Trust Wizard

Sides of Trust
If you have appropriate pemissions in both domains, you can create both sides of
the trust relationship.

Select the direction for this trust.

& Two-way
Users in this domain can be authenticated in the specified domain, realm, or
forest, and users in the specified domain. realm, or forest can be autherticated in
this domain.

" One-way: incoming
Users in this domain can be authenticated in the specified domain, realm, or forest.

" One-way: outgoing
Users in the specified domain, realm, or forest can be authenticated in this domain.

x|

To begin using a trust, both sides of the trust relationship must be created. For example,
if you create a one-way incoming trust in the local domain, a one-way outgoing trust
must alzo be created in the specified domain before authentication traffic will begin
flowing across the trust.

Create the trust for the following:
* Thizs domain only

This option creates the trust relationship in the local domain.

¢ Both this domain and the specified domain
This option creates trust relationships in both the local and the specified domains.
*You must have trust creation privileges in the specified domain.

N

< Back I Nezxt = I

Cancel |

Mext > Cancel
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New Trust Wizard

Trust Password

Passwords are used by Active Directory Domain Controllers to corfirm trust
relationships.

x|

0

New Trust Wizard

Outgoing Trust Authentication Level
Users in the specified domain can be autherticated to use all of the resources in
the local domain or only those resources that you specify.

x|
"

Type a password for this trust. The same password must be used when creating this trust
relationship in the specified domain. After the trust is created., the trust password is
periodically updated for securty puposes.

.

Trust password:

Confim trust password:

< Back Nexd >

Select the scope of authentication for users from the persian.com domain.

' Domain-wide authentication
Windows will automatically authenticate users from the specified domain for all
resources in the local domain. This option is preferred when both domains belong to the
same organization.

™ Selective authertication
Windows will not automatically authenticate users from the specified domain for any
resources in the local domain. After you finish this wizard, grant individual access to
each server that you want to make available to users in the specified domain. This
option is prefemed i the domains belong to different organizations.

< Back Mext =

MNew Trust Wizard

Trust Creation Complete
The trust relationship was successfully created.

Mew Trust Wizard

Trust Selections Complete
The New Trust Wizard is ready to create the trust.

Status of changes:

Trust relationship created successfully.
Specified domain: persian com|

Direction:

Two-way: Users in the local domain can authenticate in the specified domain and
users in the specified domain can authenticate in the local domain.

Trust type: BExd¢emal

Outgoing trust authentication level: Domain-wide authentication.

To configure the new trust, click Mext.

‘You have selected the following trust settings:

(This domain: persian-guif. com
Specified domain: persian.com

Direction:
Two-way: Users in the local domain can authenticate in the specified domain and
users in the specified domain can autherticate in the local domain.

Trust type: Extemal

To make changes to this trust, click Back. To create the trust, click Next.

%

< Back Neat > Cancel

< Back Cancel

New Trust Wizard

Confirm Outgeing Trust
You should confirm this trust only i the other side of the trust has been created.

X

"

Mew Trust Wizard

X
Confim Incoming Trust
*You should confirm this trust only if the other side of the trust has been created.
V

Dio you want to confirm the outgoing trust?

¢~ No, do not confim the outgoing trust
{* Yes, confimm the outgoing trust

To confimm the trust now, click Next.

¥

Do you want to confim the incoming trust?
" No, do not confim the incoming trust
‘".'G' Yes, confimn the incoming trust

To confirm this trust, you must have administrative privileges in the persian.com
domain. Type the user name and password of an account with administrative

privileges for the specified domain.
User name: IE administrator =l J
Password: I.o.oo.oo.oo.

To confimn the trust now, click Next.

!

< Back Next > Cancel

< Back Mext > Cancel
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Cdwp okl 4 Trust 56« oass SIS finish g, p 3T IS5 0 g
13520 pll 1) 5 slo)l5 Labal c & 039y Cawjd w0l plonil &7 ()5 &5 oS Sy Vo g

I, Active Directory Domains and Trusts . g,. g e b 55, 5l (SO 3)ly 15 s sl g5
properties g os,5 coul, SIS el (Persian-gulf.com)lxs! jo 4 crogo b (59, » dm wsS ||

el ol 5 JSS B o Sl |,
2|

Genoral Thsts | Managed By | a Lk 0,90 Trust JSo 0 oS (o cdnlin jghiles
Domains trusted by this domain {outgoing trusts): .
- " Cod gly Cewl o0l slxyl Persian.com pess sl

me n_| e nsi‘ti\re Properties... | ]
F T _ e | || Properties gs, » g oS SIS aege (55, Trust

Dl ol gam SO L oS SIS

Domaing that trust this domain {ncoming trusts):
Diomain Name | Trust Type | Transitive Froperties. .. |
persian.com Bxdemal Mo

Femayve |

Mew Trust... |
ok | Gameed | ppr | Hee |

2 o 45 s ol S e oanlie jslailen K3 ol 5

General | Authentication |

23,5 TrUSt | 4 a5 iegd ol ol jom 4y o o )13 (]

This Domain: IP,'%fsiElﬂ-gufF.COm

Other Domain: Ipersjan_com 4\1&‘ s Ls‘)’ ‘ .)..US ° o liwe |) Trust &94 9

Tusttpe:  [Btemal S5 Validate g, » oo o Sly> 293 4 Trust

I | The ather, domain supparts Kerberos AES Enemption
Direction of trust: oa.w J.bUa A= Ji.u [(ERVELY
Two-way: Users in the local domain can authenticate in the specified

domain and users in the specified domain can autherticate in the local
domain.

Transitivity of trust:

This trust is not transitive. Only users from the directly trusted domain may
authenticate in the trusting domain.

To corfimm and, if necessary, reset this trust relationship, :
dlick Validate. Validate |

To improve the security of this extemal trust, security identifier (SID) fitering
is enabled. For more information about SID fitering, see Securing extemal
trusts.

OK I Cancel Apply Help
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Do you wish to validate the incoming direction of trust? To do this, you must have
administrative privileges in the persian.com domain.

Sl alls dz g aldl S o)ls 1) blie j9,m j50e 3o,

" Mo, do not validate the incoming trust - 1 oy .o,
e el admin 5 o5ladl 4 sl )l ol oyl a8
+ Yes, validate the incoming trust.

; Type the user name and password of an account with administrative privileges in . N . s
the specified domain. NEV- ) 'abu‘ ‘) )15 U"‘ ;.\."5...’ lJ ML’ 44.43‘0
User name: IE administrator j J
Password: I............ . )“‘S S S Ok (55) )_3

—» [ ok | cuee |

Active Directory Domain Services 5|H

"o Y Olis g 09d (o ol JSO Gl 4l aiz 5l am
| The trust has been validated. Itis in place and active. .
- el Trust :jog Active cauas

JrS cov |y Jlie slo cpege Byb o 5wl o Vs 0 plowl cuidge b TrUSE aSil 5 am wgs
o 3yl 18 T g, » Persian.com cpege 4 Serverl g b sl cand cpl j0 Mo . oy 50 095

oS LSl o 1, Persian-gulf.com . Server2 oalgs

N9y p) oo A

Start >> Administrative Tools >> Active Directory User And Computers

Active Directory User .y, » JS5 b

File Acton View Help

A EIENENEEY e 7% 435 503,5 ul, SIS And Computers

Active Directory Users and Cor mu o (RN | Type | Desa

= et o Tr— S ol 1, change domain..
4 persic  Change Domain Controller... ters Container Defal
hCont... Organizational ... Defal
Al Tasks p [ Conte Oroanizat e zn
Refresh ed Ser... Container Defal Diomain: Ipersian-gulf.com Browse... |
Help Container Defal
[™ Save this domain setting for the cument console

ok | cameel |  Hep |

SIS 0K (g5, 59 0S Slg 1) 05 s pb
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Help

- Active Directory Users and Computers

File Action View

L EEE EEE SR

: Active Directory Users and Comput)
| Saved Queries
=== persian—gulf.com‘
| Builtin
| Computers
2 | Domain Controllers
| ForeignSecurityPrincipals
~| Managed Service Accounts
| Users

@) e Gkl 9SS (e cnalin o5 shailes g

Name

| Type

Zdpersian-gulf.... Domain
| 5aved Queries

Persian- o50 a4 o mad Jale ¥ g,
Ol oS e 4 auilys o 9 o Juate gulf.com
oS S

235395 210 guF1 40 Ll I Cdadlro

B> 5l a8 o S ol a5 oS (Byme VoA e j0 wan 86l SO sl e (S (pl 0 g

.Active Directory s -Lil alosl o

195 ooyl 5l oS |>1 Active Directory User And Computers g, 5 ool sl sl

start >> Administrative Tools >> Active Directory User And Computers

- Active Directory Users and Computers

=olx|

Bul w Detail
Cor

oo I ol cnl oS W sl

File Action | view Help

& ‘ = | Add/Remove Columns... %,

| Active Dire¢ Large Icons | Desciption

| saved¢  Small Icons

= AR st Default container for upgr...

Default container for dom...

Dor  Users, Contacts, Groups, and Computers as containers

For v Advanced Features, e
Filter Options...

Los

Default container for secu...

Default container for orph...
Default container for man...

Mar
Customize...

Quota spedfications cont...

-

| System _|Program Data  Container

| users "I system Container

| NTDS Quotas | Users Container
N |

Default location for storag...

Builtin system settings

Default container for upgr...

I, Advanced Features 4. ;5 View

oS b

sl OU Sy tlss oo Vo 35
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- Active Directory Users and Computers

File

Action  View

Help

e FEld B Hald e 7 a%

|Desm tion |
ESCpiiT

: Active Directory Users and Comput | Name | Type
# Saved Queries " Builtin builtinDomain
B == Contai
=" Delegate Contral... T oraner
— Cont... Organizational ...
e Find... )
= - Secur... Container
Change Domain...
= . Found  lostAndFound
Change Domain Controller... )
= y d Ser... Container
-l Raise domain functional level... Dsta  Contai
& ontainer
| Operations Masters... )
= Container
= '
. Conputer
< All Tasks 4 Contact
= N Group
=D InetOrgPerson
Refresh msImaging-PSPs
Export List... MSMQ Queue Alias
i Organizational Lnit
Properties Printer
Help User
Shared Folder

Default container for upgr...
Default container for dom...
Default container for secu...
Default container for orph...
Default container for man...
Default location for storag...
Builtin system settings
Default container for upgr...
Quota spedifications cont...

New Object - Organizational Unit

= Create in:  persian.com/

Name:

ISEQ.II'E

|V Protect container from accidental deletion

Cancel Help

oS okl |, Organizational Unit a5 new

o9 ol pj SO L

3lg 1y a5 5,90 OU el Name ceond o S (] jo

Lo ¢ Gl 03,55 S5 a5 Gl | Slad (25w o pelas g
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Active Directory Domain Services

| You do not have suffident privileges to delete secure, or this
object is protected from acddental deletion.

A
[ o |
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21x] .S olsal | Properties
General | Managed By Object |Secunty| COM= | Attrbute Editor |
Canonical name of object: . W& . . 1 . PO
S S g oS SIS Object sy, » S8 ol 5
Object class: Organizational Unit . )”~S S S Ok (59) )_, 9 ».\.3)‘\5).3 ‘) O;\.MJ 22' S
Created: 6/4/2012 9:12:58 PM
Modified: 6/4/2012 9:17:27 PM
Update Sequence Numbers (USNs): R\ ~S &.és.\> - ‘ ‘b‘ )"B'; S M‘ “ yl_,>
2 =R Pl
Current: 16410 ‘59
Criginal: 16407

[~ Protect ohiect from accidental deletion

oKk | Cancel Ll Hep |

tActive Directory Site and Service wg w b ,&
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@ Active Directory Domain Services Installation Wizard x|
Welcome to the Active Directory

Domain Services Installation
Wizard

This wizard helps you install Active Directory Domain

2 g 0SS Ll o a0 S5 (59, JSG pl yo
Services (AD DS) on this server, making the server an
Active Directory domain controller. To cortinue, click Nesd. R S S S next 63)

v Use advanced mode installation

Leam more about the additional options that are
availzble in advanced mode installation.

More about Active Directory Domain Services

cizoe [ News | cancel |

@! Active Directory Domain Services Installation Wizard

Operating System Compatibility
Improved security settings in Windows Server 2008 and Windows Server 2008 R2
affect older versions of Windows

v Windows Server 2008 and "Windows Server 2008 R2" domain controllers have a ‘S-’ 0)1-’)0 45 ‘DO‘Q Gﬁ-‘oj-’ )'{-‘3 p—‘b 9% o Q—" 5:)9?
new more secure default for the security setting named "Allow cryptography slgorithms
compatible with Windows NT 4.0." This setting prevents Microsoft Windows and
non-Microsoft SMB "clierts" from using weaker NT 4.0 style cryptography algorithms o .. “ |

when establishing security channel sessions against Windows Server 2008 or u-\.quJ' ‘540 g.,u..uo‘ O)L? )Q ddd? ul)liA‘ 6).».:
"Windows Server 2008 R2" domain controllers. As a result of this new default,
operations or applications that require a security channel serviced by Windows Server
2008 or "Windows Server 2008 R2" domain controllers might fail.

Platforms impacted by this change include Windows NT 4.0, as well as non-Microsoft .

SME "clients" and network-attached storage {NAS) devices that do not support ‘A“-"S &,"15 n EXt (55) )-,’
stronger cryptography algorithms. Some operations on clients running versions of
Windows earlier than Windows Vista with Service Pack 1 are also impacted, including
domain join operations performed by the Active Directory Migration Tool or Windows
Deployment Services.

For more information about this setting, see Knowledge Base article 542564
{http://go microsoft.com fwlink./?Link 1d=104751),

< Back Next > Cancl |
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Choose a Deployment Configuration

You can create a domain controller for an existing forest or far a new forest

il
* Existing forest
& Add a domain controller to an existing domain
" Create a new domain in an existing forest
This server will become the first domain controller in the new domain.
I | Create & new domait tree oot instead of & rew child darmain
" Create a new domain in a new forest
More about possible deployment confiqurations
< Back Next > Cancel |

@! Active Directory Domain Services Installation Wizard

Network Credentials
Specify the name of the forest where the installation will ocour and account
credentials that have sufficient privileges to perform the installation.

Type the name of any domain in the forest where you plan to instal this domain
controller:

cisco.com @_

Specify the account credentials to use to perform the installation:
£ty curent lngged on credentials (SERYERZk&dministrator]

| The cument user credentials cannot be selected because they are local to this
~ computer. A set of domain credertials is needed.

% Altemate credentials:

cisco.com'\administrator

Set

More about who can install Active Directory Domain Services

< Back

@ Active Directory Domain Services Installation Wizard

Select a Domain

Select a domain for this additional domain controller.

Domains:

< Back Cancel
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@ Active Directory Domain Services Installation Wizard x|

Select a Site
Select a ste for the new domain controller.

&S aib oo o] Site cund Sllee ol (i3 (o yiege

Ol ol o as aws o Jll Ko e 1) Sledlb
™| Use the site that conesponds to the [P addiess of this computer.

Default-first- ol & cole o6 S 2,8 iw &j90

Sites:

Site Description A:’L? C,QLM: ‘al_; ....*N; (5‘)‘.’ as ‘59_“, «° QL?L?‘ Site'Name

5 ol 9 wes Site And Service g w o)l

S5y 2 w5 iln oo Of & sl p3 &S s ol
AsS SIS next >

<Back [ Ne¢> | cCancdl |

@ Active Directory Domain Services Installation Wizard

Additional Demain Controller Options

Read-only domain a5 S5 31 cuwwd ol o

Select additional options forthis domain controller.

¥ | DG server )J).;ZS Oarajd JGL:J)‘ M}.f ‘) COntrO”er(RODC)

[+ Global catalog

™ Read-only domain controller (RODC) _]a_éj Sdas 45 & LQ N> e dd L, 9|
Additional information: 9 3’“ ‘50 )L’ - o - 5 :
The DMNS Server service is already installed on this server ;I

Therea;Eﬁ!'re‘;ﬂh'Z_DNS servers that are registered as authoritative name )5| 03.».0 ‘5‘, (55 ksc)s u*‘°9° 4'3 ‘;‘o‘ Qf""ﬁ’) )" QLC}U‘,‘
Sy 3 - el a8yl g0 bl i 1) an S onl S

= AuS S next

More about additional domain controller options

! Active Directory Domain Services Installation Wizard

Install from Media

caS bl ]y ol 4 S Cendd ol jo

Select one of the following options, depending on whether you want to replicate
domain data over the network from an existing domain controller or you want to
replicate domain data from media created from an existing domain controller (install
from media). In either case, the existing domain controller must be in the same domain
as the new domain controller.

+ Replicate data over the network from an existing domain controller

" Replicate data from media at the following location
Consult the help to make sure that the media you are using is compatible with the type
of domain controller you are installing. Even if you select this option, some data is
copied overthe netwark

Location

CANTDSRestore Browse |

1. The media you select must have been created from a writable domain
~ controller. not a read-only domain controller.

More about install from media

< Back Nest > Cancel
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@! Active Directory Domain Services Installation Wiza®d

Source Domain Controller

You can let the wizard choose a replication partner for the installation of this domain
controller or you can specify @ domain controller to use. Some data must be copied from
and written to this replication partner even i you chose to install from media.

Select a source domain controller for the installation partner:
" Let the wizard choose an appropriate domain controller
* |se this specific domain controller

Domain Cortroller Name Site Name

ol Default-First-5ite-Name

SERVERZ cisco.com Default-First-Site-Name

More about selecting an instaliation partrier

@] Active Directory Domain Services Installation Wizard

Location for Database. Log Fles, and SYSVOL
Specify the folders that will contain the Active Directory domain controller
database, log files, and SYSVOL

For better ice and
volumes.

bility, store the:

and log files on separate

Database folder:

Browse... |

Log files folder:
IC:\Windows\NTDS Browse... |
SYSVOL folder:

IC:\Windows\SYS\u“OL

Browse... |

Mare about placing Active Directory Domain Services files

@! Active Directory Domain Services Installation Wizard

Directory Services Restore Mode Administrator Password

The Directory Services Restore Mode Administrator account is different from the domain
Administrator account.

Assign a password for the Administrator accourt that will be used when this domain
controller is started in Directory Services Restore Mode. We recommend that you
choose a strong password.

Password:

Corfim password:

More about Directory Services Restore Mode password

< Back Nexdt > Cancel
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AeS SIS next s,
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i@ Active Directory Domain Services Installation Wizard

Summary

E5

Review your selections:

nfigure this server as an addtional Active Directory domain controller for the -
omain “cisco.com”.

ite: Default-First-Ste-Name:
ditional Options:
Read-only domain controller: "No"
Global catalog: Yes
DNS Server: Yes
Update DNS Delegation: No

ource DC: server] cisco.com
v|

To change an option, click Back. To begin the operation, click MNext.

Bxport settings... |

These settings can be exported to an answer file for use with
other unattended operations.
More about using an answer file

< Back I Neat > I

Cancel |

Sond cpl 5o (GBS Dbl 5 o, ) OLL @ o
fmb‘)uby]o‘d‘w‘yso5w‘od&uw
IS 03 cwlie s> o Export Settings.. o,

0gd kel coas HI5 b asS SIS next> gy, p o

OleMbl § 0gi (0 g9, JUl [ WS o)l 5, 1

058 oo Dygo Jos cpl WSl 9098 0 00ls Jlal Serverl 4 Sledbl ) 4ol s 5l s

$ogd (o0 pll (qmogpw ax LIS pl Gy

545 oo plxl Site and Service g yw lawg |5 ol oil sailys g 1y b yeel ST

SS Ll 55 e 51 site @and Service g YU sla, IS pll 5l o

Start >> Administrative Tools >> Active Directory Site and Service

;;fActive Directory Sites and Services

File Acton View Help

=10l x|

&= | FnRE L ZHEE

EE Active Directory Sites and Services | Name | Type

| Description Cost | Regiation Interval

=[] sites
| Subnets
[= || Inter-Site Transports
=
_| SMTP
= ﬁ Default-First-ite-Name
= | Servers
5| SERVER1
5 SERVERZ

EEDEFAULTIPSI. « Site Link 100 180
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o093 ¥ il Gl &S gy opl 0 0sS e cdalin | Site and Service g, YU JSS o ogs

a9y ol b BLS, ol Site Link oSy 5l a5 coul ous olol Sslogil & g oMbl alos ous Jlad

## Active Directory Sites and Services

=eix LU 6l Serverl g ol jo

File Action View Help

&= I RE = HmlE

ﬁp} Active Directory Sites and Services
= ] Sites

Mame From Server

Default-First-Sit...

Maove...

| Subnets .
[=l [ Inter-Site Transports Repiicate Now
1P All Tasks ,
7 sMP o "
Bl [ Default-First-Sitetame Delete
El | Servers Rename
= SERVERL R
1/ NTDS Settings SrEiEe
= T SERVERZ el

i NTDS Settings

4 _'|<|

Connection

Server2 4 oois a3l ¥ 5,0 b

g slp Voo b BLSE Gl
NTDS 5, » e9o9e cnl oo
SIS S gl colw ,» Settings

@;ds)ﬁw‘)w)OBM

9 J..US C«w‘) &JS )Ja) S0

S8 olsl | properties

‘Opens the properties dialog box for the current selection,

i <automatically generated> Properties

" General | Objsct | Securty | Attnbite Edtor |

21|

<automatically generated:>

Description: I

Change Schedule...

Replicate from
Server: ISEH\]"EH2 & Change..
Site: IDefauh-First-Site-Name

Replicated Maming Contextis): ForestDnsZones cisco.cor
Partizlly Replicated Naming Contexd(s):  |All other domains

ok | cancsl | gy | e |

Schedule for DEFAULTIPSITELINK |

)

¥
g

@ 9 (
12:2+4:6:8:1012:2+ 46810

r ~ Replication Not Available
I ' Replication Available

Sunday through Saturday from 12:00 AM to 12:00 AM

Cuond ;0 05 SIS General s g5, IS5 onl 0 o>
S 45 Server2 alig oS . saslie Replicate from
PV e a0sd oo (5 L osd (oo Jiie o cnl SleMb
Sl 5043 Sygo a4 aS |, Ll 5 50 Site link ob oo o1 55
< o» Change Schedule.. 4035 3| os o 1) conl 00l

auS pl gy p - asS aine |l clie pley auiles

Sl yalls py K6 L ass SIS

l, Replicate ;o ously oo Lts S5 pl jo w95
cadl loy SO0 99 e bl a5 0SS jasie
995 melas pelbs 5l Vo cele (59 p Ll ST
@ oS bl el lam ) ocels o1y gp; j5m

Ao Jasl ], oledbl auly cod g Wy o0 SIS
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## Active Directory Sites and Services

File —Action View

Help

=10l

s [ HmIXE = Hal2

Rl o g e A5 SO g3

There are no items to show in this view. LQJ“ | P @) Q:%-".L»JJ Y ).Q )Q )f‘ 45 A:a.»)‘

LLil o o2 b asly o abl oglate
ol o wb ) ol e ip @) e
SIS Subnets g9, p 0,5 8)ly cand

okl |, New Subnet 4 oo, e,

Ogn el iy K6 U aas

mi Active Directory Sites and Services | Name | Site | Location | Type | Description
3 [ Sites
4
= | Intersi  Delegate Control...
B MNew Subnet...
7 sM1 Find...
=] E Default
= serr Mew L
o g AlTasks ’
- Wiew 3
= H
Refresh
Export List...
Properties
Help
il | | K

|CIEEtE anew object...

New Object - Subnet

Lj - Createin:  cisco.com/Configuration/Stes/Subnets

Erter the address prefix using network prefix notation (address/prafix
length), where the prefix length indicates the number of fixed bits. You
can enter ether an |Pv4 or an |PvE subnet prefix.

Leam more sbout entering address prefixes.

IPvd example:  157.54.208.0/20

IPvE example:  3FFE:FFFF:0:CO00:/64

Prefix:

Prefix name in Active Directory Domain Services:

Select a site object for this prefix.

Site Name

ﬁ Default-First-Site-Name

Hep |

s a0y 1y ygiogs 4l 1P Wb Prefix caud o g
Sy a4 wb 17210101 wsl o) ip L a3
Cyods AL gl sl CaoMST s sy 172.10.10.0/24
wils Blyl colo ggen by s Wl (6l ol pgos
oplaldl ass Set Cwd red 0 1P Wb po ¥ g 4o auil
ool 1P ) G 5l s, B Y 2 syl (ol o o o505, €25
Caomd ol jo la5 0,50 SUbNEt Ll en 4 g w05

...\.«i'...;\))b

## Active Directory Sites and Services

File  Action

View Help

€ AR REc = HE 2

S|
5]

=

=] ﬁ Default-First-Site-Name

- Help

| Description

al walesl as i 5l s Object Ll s

mr: Active Directory Sites and Services | Mame | Type
= | Sites EDEFAULTIPSI‘.. Site Link
| Subnets
=[] Inter-Site Transports
mp
| sMTP

S_Ervers
f E Find...

a SII Move...

B New »
Al Tasks »

Cut
Delete
Rename
Refresh

Properties.

435 5 S Cenly SlST s LS &S cend e s,
s Objects <5 o oS bl 1, properties
Protect object from accidental — as3%
28 S 0K (g9, 5. 0SSl |, deletion

gl oo Lai> L s 90 Object 5 ol L
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35}3"}1‘6 3-5;,‘ RS

u‘bj)xgd)ﬁﬁloglgjkdlﬁ‘}”@uﬁw@dbqﬁbwy@dﬁgﬂhjb?g%,p

23 (50 18 ey 950 5 pINS 50 o5 )10 52

: Depromo jgiwo b (5,655 pls oS8T Bi>

s SS9 RS (o el | 50 e 9 (5555 21 5251 DEPromMO g b as Sl oo

FUN o Ggs ¢ 05 (0 plxil (6,955 plo 28T Bd> ol S 121 |, Depromo  jgws o,bgs 314

Sgd s 5 Ko B oS 1>l 1, Depromo  giws

@/ Active Directory Domain Services Installation Wizard

Welcome to the Active Directory
Domain Services Installation
Wizard

This computer is already an Active Directory domain
controller. You can use this wizard to uninstall Active
Directory Domain Services on this server.

More about Active Directory Domain Services

x|

a5 apd oo plo b 4 s o canlin 45 jghiles
Wlgi oo Lol 9918 3929 3 5l Lo (5,955 2l 9255
aslip Bl 6l 1y 5,955 plo gSTwizard :pl b

S S,

2SS SIS Next gq,

Cancel

@ Active Directory Domain Services Installation

& This Active Directory domain controller is a global catalog server.

/.-' Global catalog servers are used to process user logons. You
should make sure other global catalog servers are accessible to
users of this domain before removing Active Directory Domain
Services from this computer.

& 5l Global Catalog G 4% o2 plo cpl o5

w;sob))muwéimbwgod»)\dﬁ
S SIS OK (59, 0 (0SS
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WS SIS LS 0590 S5 69y 2 Cwemd (| 0 09>

D5l Baz Lo g5 59, 5l JoIS sk 4 DlLIG

Delete the Domain

Indicate whether this is the last domain controller in the domain.

/7 Delete the domain because this server is the last domain controller in the domain .JU_J.S \S—JJS N eXt 69) )J
'

The domain will no longer exist after you uninstall Active Directory Domain
Services from the last domain controller in the domain. Before you continue:

Be aware that all user and computer accounts will be deleted.

Be aware that all computers that belong to this domain will not be able to log on
to the domain or access domain services anymore.

All cryptographic keys will be deleted. We recommend that you export them
befare proceeding.

Decrypt all encrypted data such as Encrypting File System (EFS}encrypted files
or e-mail before deleting the domain; otherwise, this data will be permanently
inaccessible.

< Back Next > Carcel |

@ Active Directory Domain Services Installation Wizard

Application Directory Partitions
Applications creste these directory parttions to store and replicate data

$y9S pls 98T sla Partitions cwd pl o oo

SIS Refresh g5, 5 )b S5 a8 05l oo ools iules

This domain controller holds the |ast replica of the following application directany
partitions:

Partition Distinguished Name | Description 1+1 & P l - . o e . 5
DC=DomainDnsZones,DC=cizco,DC...  Microsoft DNS Directory 4-3 LQ Pa rtltlo ns 9 o b ‘Q o ‘ JP )lS )‘ L‘ -
DC=ForestDnsZones, DC=cisco DC=c... Microsoft DNS Directory

S5 Next> (55, p» s Lgd 8l Cud 4 Sy

Refresh 3 .S

If & utility was provided by the application that installed the application directory partition, "
use that utility to remove it

To have the wizard remove all application directory partitions from this domain controller,
click Next

Mare about removing application directory partitions

< Back Next > Cancel |

._ Active Directory Domain Services Installation Wizard

Confirm Deletion
Removing Active Directory Domain Services will delete all application partitions
from this Active Directory domain controller.

5 b by ples b osS SIS L 050 S5y, g

Corfimm that you want the wizard to delete all application directory partitions on this 9“ S s e S ‘ :2; 3 a S R
Active Directory domain contraller. The partitions will be deleted when the wizard is 6) )J‘O - . @9"0 )Q )9) 69) )" LQ o )Ls
completed.
¥ Delete all application directory partitions on this Active Directory domain controller. . P . Y .
WG BAZ ¢ ol e
/¥ Deleting the last replica of an application partition deletes all data associated with :
that partition.

S SIS Next sq, 5

< Back MNext > Cancel
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i—'l Active Directory Domain Services Installation Wizard

D
Type a password for the new Administrator account on this server.
Password: |............
Confirm password: |...-........
cBack [ Nets | Cancel |

.__'l Active Directory Domain Services Installation Wizard
Summary

Review your selections:

'You have indicated that this Active Directory domain controller is the last domain
controller in the domain "cisco.com”.

When the process is complete, this domain will no longer exdst.

Al application directory partitions on this Active Directory domain controller will be
removed

[This domain controller holds the last replica of one or more application directony
paritions. When the removal operation is complete. those partitions will no longer
exist.

To change an option, click Back. To begin the operation, click Mext.

These settings can be exported to an answer file for use with ort settings |
other unattended operations. £ L=

More about using an answer file

< Back Neat =

Cancel |

.\,,&wad.?g‘wol)sﬁf;)‘&);igm&l)o
Joaw a5 0g aly yeee oy Gled jgue ey (pl &S

C sl p3Y 390 g A 09,9 (gl (6,555 pld guST A

5 090 o0 03ld inled Ll Sledbl Ceod ol 0 g
l, ol Export Settings s, » SIS L auly oo

. oS Save

S SIS next >> g,

sy oo plal a5 090 (oo ST (6,555 s 58T Bd IS
SL 5,55 plo 08T 51 59009 ¢ 0,5 Restart 5l aa 4

S asS eolaiwl siey 3l 09,9 Glp g 09 0 &5k

2055 O)lg 6,958 plo 51 i 890

o3 B> 6,555 0l 5251 5 T o0 Gy (ke (5,555 b 5551 Bdo @Bse oS T o G Sloj 5>

I oS pls 951 bl a5 0)ls 3929 503 (B9, o s> € ols plnl )5 4z Wb Yl o3 09

: et 4 55955 119 91 ik

axiuo S G« wuss SUUS Enter ‘53)).39‘.\.3‘45%.13 |)Cmd,9:.w.>run )o)lfo.ﬂ Slp o9

g ol dn

-85 -




osoft Windows

ICopyright ¢c)> 28@%? Microsoft Corporation.

[UVersion 6.1.76801
All rights reserved.

IC:~Users\Administrator>dcpromo ~Forceremoval

03,5 3,3 1, dcpromo /forceremoval ,gws

eS| Bis> B U ws US Enter g9 v 9

g JET (Ll a) (55955 plo

U5 G oS Sels Next> o, 1 sl o 40

@ Active Directory Domain Services Installation

Force the Removal of Active Directory Domain Services

Consider this option only after you attempt to remove Active Directory Domain
Services nomally.

By forcing the removal of Active Directory Domain Services (AD DS). you remove AD
DS from this domain controller, including any global catalog and application partition
data.

However, the forest metadata will not be updated. Unless this is the last domain
controller in the forest, you must perform metadata cleanup manually.

Therefore, try to remove AD DS nomally by running the Active Directory Domain
Services Installation Wizard {dcpromo exe) on the domain controller before you try to
force the removal of AD DS.

To continue, click Next.

Mare about

< Back Nex >

Cancel

@ Active Directory Domain Services Installation

Administrator Password

i

Type a password for the new Administrator account on this server.

Password: |............
Corfirm password: Ioooooooooooo
< Back Next > Cancel |

g ol da

plod 45 ouo 9y ply (2l Lo @ Cwond (0] jo g5
Aol 31 el s wdles Bis ol Hab 4 leMb|
2 S0 aaldl 33 Jy b rduisly 9 b SPUS L o
Lol a5 dgu 03 plxil Metadata jgiws a5 W

cdapd plil |y 1 el sl

) ool 4 Metadata  jgiws 31 Sledbl (gl
S SelS gy

P A LS Ol 1y gygee 3oy R S (p] o
29 oy ol 31l Jaaiag 99,5 121 o ligs aBge
SoLS Next 595 w0 oS colaiw! ol oyl (gl

HJE L ass U5 Next 59) g o2 o axdo o

Dbl plod 50 Lo b astlils s ol yo (Jlgw ,5T
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http://technet.microsoft.com/en-us/library/cc736378(v=ws.10).aspx

23539 219 guS1 (48 55 Restore g o 35 Backup

ol 51l a5 0 2 BACKUD 955 (6,555 s 55T 5l agalyme a5 T (oo iy Sloj 0,50 plisgs 5>

o5%ee L 4y 1) 0,5 Restore g Backup (15,5 ogmu cond ol j0 g ¢« S soliwl Backup

)93....:¢ L)"‘ )i{é YeoA 99 }9&2.3'5 5o S M.‘b; ° oolaw! ntbaCkup )51...«:& )‘ YooV 39 )'5..&.3.13 o

3979 (SBIS Gygo a4 Al pl (Jgeme Yoo A 9w ooy 10 L ab 00w (Shgel g o)l LS

system I g suoo sbxil 1, IS ol Windows server Backup g . @ b )l eeplese a5 o)l

Ooygel cpl 3 a5 o ls 093y Sl ol Server 2008 R2 5504 0 Jy w5 Backup n.alys state
w2300 (0 59 BY o 4
25 o0l & oS o0 JUb Spang o0 |, Windows Backup g gpw Jsl )6 cn! plil sl wo5

gy

Start >> Administrative Tools >> Server Manager

E:: Server Manager

=10l x|
File Action View Help
&= | 2|
S e e [
= _-'}*Z! Roles - 0
T Active Directory Domain Se
7 DINS Server View the status of features installed on this server and add or remove
S & 3 features.
El g Features
_££ Group Policy Management .
_5‘! Diagnostics = —
fﬁ’& Configuration Features Summary Features Summary Help
Eg Storage _
“| Features: 3 of 42 installed &% Add Features
ﬁﬁ Remove Fea
Group Policy Management
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
AD Ds Tools |-
AD DS Snap-Ins and Command-Line
Tools
Active Directory Administrative
Center
Active Directory module for Windows =
| | 3
“ | _'I %:; Last Refresh: Today at 9:3% AM  Configure refresh

A wd ;0 9 0S8 Sbxl | Features au S o G Caond 3l gy ) cuad gl S pl jo

gl yalls sy amin JSo U asS ol |, Add Features g 3 ogd o 5L Casly oo
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Add Features Wizard [

% Select Features
|

LR Select one or more features to install on this server. = . .. . ‘ . . ‘
Confirmation Features: Descriptian: 4"-,‘)5 "S;U )'EJ '5)9'° ‘-’“’“"J.. ) Cound o )b
Progress T 5P server 2] Commend-lne Tools for windows

0 Server Backup enable you to create
Results SNMP Services and manage scheduled backups of

[ Storage Manager for SANs this server using Windows PowerShell ‘ WI ndows Se rver Ba Ckup Featu res
] subsystem for UNIX-based Applications scripts. )
[[] Telnet Client

[] Telnet Server ‘ -‘— _ Y
] TFTP dlient I l; ) § A b . 3 " }S 3
[] Windows Biometric Framewark 5 b\5"")'3 0 W'Q ) O )'i) d“'i 5 OQ)
[] windows Internal Database

[] windows PowerShell Integrated Scripting Environment (1<
[] Windows Process Activation Service .

[E1[¥] Windows Server Backup Features "3‘:"‘5 ‘S"JS neXt 65) »r "\""
f Windows Server Backup

Ci ind

[] windows Server Migration Tools

[] windows System Resource Manager
[] Windows TIFF IFilter

[] WinRM 115 Extension

[] wins server

[ wireless LAN Service =
4| | >

More about features

e sl Cancel

Add Features Wizard 3 x|
J\% Confirm Installation Selections . . I |
L Sy90 U9 & s.\.a.oS uS.JS'hSta K9y »
Features

- To install the following roles, role services, or features, dick Install.

Confirmation Sad . Lo ..
P— (i) 1informational message below DG s j9 (59 r'aa
Resuts (@) This server might need to be restarted after the installation completes.

~) Windows Server Backup Features

Windows Server Backup
‘Command-line Tools

Print, e-mail, or save this information

< Previous. | Next > | Install I Cancel |

\l Windows Server Backup o [= ]

‘ File Action View Help

el -
Windows Server Backup (Local B

&b eSS Il ol g a3l o

Windows ServerB..
¥ Backup Schedule...

/i, No backup has been configured for this computer. Use the Backup Scheduie Wizard or the Backup Once Wizard to perf | | 4 Backup Once... 9 A d mini St ra t ve TOO I S ST Sta rt B

a& You can perform a single backup or schedule a regular backup using this application.

Messages (Activity from last week, double click on the message to see details) g Recover.
! = e windows Server Backu s
Tme ~ Message Description d S B k p
6/10/2012 10:23 AM Backup 72668 fles found to include in the system state Connect To Ano... w”lj -
View 3

s 05 o Sb a5 S e asS ol 1,

A8 s Backup Once.. g, p col,

Status

Last Backup Next Backup All Backups
Status: - Status: Total backups:
Time: - Time: Latest copy:
B view details BY view details Oldest copy:

E]\newdeti\iLI
' ' [ | as Backup cpl &S asl asls axg @ aiss

Lol Jlad g 5,00 55 Windows server R2 sg, » pwiwn 58,5 > 0
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A
*5 %  Backup Options

Create a backup now using:

Select Backup Configur. ..

" scheduled backup options

Choose this option if you have created a scheduled backup and want to use
the same settings for this backup.

Specify Destination Type
Confirmation

Backup Progress

Different options

Choose this option if you have not created a scheduled backup or to spedfy
alocation or items for this backup that are different from the scheduled
badkup.

To continue, dick Next.

More about backing up your server

N\
[[ree> ]

< Previous

Badup | Cancel |

45 Backup Once Wizard x|

A )
L%  Select Backup Configuration

E

Backup Options What type of configuration do you want to schedule?

t Backup Configur...

" Full server {recommended)

Select Items for Backup I want to back up all my server data, applications and system state,
Specify Destination Type Backup size: 9.95 GB

Confirmation & Custom

Backup Progress I want to choose custom volumes, files for backup.

< Previous | Next > I

Backup Cancel

L% Backup Once Wizard Xl

Select Items for Backup

Badwp Options
Select Backup Configur. ..

Select the items that you want to back up. Selecting bare metal recovery will
provide you with the most options if you need to perform a recovery.

Name =

Specify Destination Type

Confirmation

Backup Progress

< | i

i Add Ttems |
Advanced Settings |
Choosing what to indude in a badwp

Remove [tems |

< Previous | Next > I

Badwp | Cancel |

-89 -
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Select ITtems x|

Specify tems to include in the backup by selecting or clearing the associated check boxes. The items that you
have included in the cument backup are slready selected.

i Local disk {C:)
[Jes New Volume (E)

4
i Backup Once Wizard |
3‘? Select Items for Backup
=
Backup Options Select the items that you want to back up. Selecting bare metal recovery will
Select Backup Configur... provide you with the most options if you need to perform a recovery.
Select Items for Backup Mame -«
Spedfy Destination Type EUEEnSEE
Confirmation \
Backup Progress
| | i
Add Items I Remove Items |
Advanced Settings |
Choosing what to indude in a badcui
< Previous | Next > | Backup I Cancel |
4% Backup Once Wizard |

Y
L e ; -
) \b‘ Specify Destination Type

Backup Options Choose the type of storage for the badkup:
Select Backup Configur...
Select Items for Backup

+ Local drives

Example: local disk (D:), DVD drive (E:)

" Remote shared folder

Select Badwp Destination Example: \\MyFileServer\SharedFolderName

Specify Destination Type

Confirmation

Backup Progress

Choosing a storage location

V

<Pre\n'ous| MNext > I Backup | Cancel |

-90 -
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%% Lachap Jnee oo

A
e a
Backup Options

Select Backup Configur...
Select Items for Badkup
Spedfy Destination Type

Select Backup Destination

Confirmation

Backup Progress

Select Backup Destination

Select a volume to store the backup. An external disk attached to this computer
is listed as a volume.
|

Backup destination: INew Volume (E:)

Total space in backup destination:

DVD Drive (D:)
Free space in backup destination: 98.75GB ~
< Previous | Next > I Backup | Cancel |

45 Backup Once Wizard x|
_\
:y Confirmation
c=
Backup Options A backup of the items below will now be created and saved to the specified
Select Backup Configur... e
Select Ttems for Backup Backup items: System state
S File exduded: None
pedify Destination Type
o Backup destination: New Volume (E:)
e Advanced option: WSS Copy Backup
Confirmation
Backup Progress
< Previous | Mext = I Backup Cancel I
L% Backup Once Wizard x|
_}.
$ Backup Progress
=
Backup Options Status: 6792 files found to indude in the system state badkup...
Select Backup Configur... [ [ ]
Select Items for Backup —Status details
Spedify Destination Type Backup location:  E:
Select Backup Destination Data transferred: 0KB
Confirmation Items |
| zadupfroz | ztem [stotus [Deto transferred |
System state 6792 files found toin... 0KBof 1.46 GB

‘You may dose this wizard and the backup operation will continue to run in the
background.

< Previous Cancel

Iext > | Close I

Gr90 gl 5l asS oo cunlin a5 jghils
0055 exd lp seaing ol 2l ei2 @
593 audl aS po, S eolaxwl Backup

S oolaiwl Lo

Blax j9,0 595 » 0SS orw p2 lod

Ay 0pp0 0 Yl

K9y » |).>| 6‘]’ 9 S ooLoT )lS u9.>
2SS Backup

i &S cwl backup 85 > o
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sl abg o wledbl Backup 58,5 5l o
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WWW.SoftGozar.Com

Ly s d>lee )8 opl pll (gl ¢ (oS eolawl emd o command 5l wb IS ol 6l s x5 Backup

108 soliwl 3 Hgiws 5l leyd bas o 9 oS ol |, CMd jgws j90mg FUN o IS opl sl oy
wbadmin start systemstatebackup -backupTarget:E:

Sy So nl jetes cnl szl 8 wo - wsd (o0 g9, b b jeiws cnl Gl 5l am Yol g2

Sy oslel 28,5 backup sly a5 pps o pll ot slo jsh 59, p |y o ytws Glo jee
S oolaiwl 5 ygiws 5l leyd las o g 0uS Wb Cmd Jgiwd jadiag FUN 1o IS pl 6l e

Takeown /f $windir%$\winsxs\temp\PendingRenames /a

icacls %$windir$\winsxs\temp\PendingRenames /grant "NT AUTHORITY\SYSTEM: (RX)"
icacls $windir$\winsxs\temp\PendingRenames /grant "NT
Service\trustedinstaller: (F)"

icacls %$windir%$\winsxs\temp\PendingRenames /grant BUILTIN\Users: (RX)

Takeown /f $windir%\winsxs\filemaps\* /a

icacls %$windir$\winsxs\filemaps\*.* /grant "NT AUTHORITY\SYSTEM: (RX)"

icacls %$windir%\winsxs\filemaps\*.* /grant "NT Servicel\trustedinstaller: (F)"
icacls $windir%$\winsxs\filemaps\*.* /grant BUILTIN\Users: (RX)

558 Jlosl b 158 g5, 5 b Jme Y 50 las 4 08 PAS Loy b o 1, Yl o jsrs

Administrator: C:\Windows\system32\cmd.exe
list_feSeff8713e368fH.cdf —ns C)Lajg L 4 1) ;;[)9~ 'S “HEF;

G: J' filemapssprogram_files x86_reference_assemblie
ft flameuolk _w3. adB?chf‘?4{-‘ cdf —ms
ecl flle G: \'.J1ndou..\ filemaps-~program_files x86_reference_assemblie

_af4hbcihB431ef 86 cdf - - .
mapssprogram_files eference_assemblie )Q 45 <9 &J"‘ ‘b 9 WJQ)S ‘)‘>‘
t_aaf62cd?1188a233 .cdf -

B e s e SO

ilemapssprogram_files x86_windows_mail _fc?hl8
o oaalie |, successfully

s\Filemapssprogram_files_x86_windows_nt_accessor

filemapssprogram_files x86_windows_nt_tabletex .
oy 4 I8 Sl S asS
= CasMWindows™swi snFfilemapssprogram_files_x86_windows_nt_tabletex : - - -
_9db8d4acecehb? cdf -ms
e CoxMindows™wi filemapssprogram_files x86_ 676bbe2c?241b6%4.c . . .
ed file: C:sWindows“wi f ilemaps'_BABBAEREOREARAGA . cdf —ms :
Success{-‘ully processed 886 fi ; Failed processing B files

= Qdmlnlutlatﬂl CISCO»icacls #windirxswinsxs“filemapss*.% Agrant BUILTIN-
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1S solawl 5 ygtws 5l leyd as 1o g oS ol |, CMd jgiws jeamg FUN o g5
wbadmin start systemstatebackup -backupTarget:E:

Dgd 0,33 5l 40 dalgE o Sledbl a5 wil o g9l pU Lxl o a5 B aiigs jgnws (ol ST 0

[+ Administrator: C:\Windows\system32\cmd.exe - whadmin s

ul-)admm 1.8 — Backup command-line tool
(C) Copyright 2084 Microsoft Corp.

Starting to back up the stem state [6-10-2012 11:52 AMI... BY-) (_;Q ‘5 i = Lo "‘, 4_9 )9 ) LS‘)’." )‘ )!3

Retrieving volume infor ion...
This will bhack up the s em state From volume<s> Local Disk{C:> to e:x.
Do you want to start the backup operation?

[¥Y] Yes [N]1 No y . AT > -
& b ogh kel .5 Backup I8 LT as
Creating a shadow copy of the volumes specified » backup. . - 2 - p J -

Creating a shadow copy of the volum specified hackup .
Pleage ua1t vhile systen state £il. to back up are identi d.

sers~Administrator.CISC0>whadmin start systemstatebackup —backuptarget:e: I

Ao oo by ol pl Yool b s oS

to back up are identified.

to back up are identified. 0 T L =
up are identified. O g )Lc‘ U"S)S backup )lS as
This mlght take several minutes...

Administrator: G\Windows\system32\cmd.exe
les.

reported by ‘Task Scheduler Writer’ is complete

IS (o0 oaalie a5 KL (pl 5o s>
-epmgeg l]:y ,gSSfHetadatacSto::e W l."t :‘ is compleiet . L k
reporte y ‘Performance Counters Writer' is complete. . .o .o

plxl cuddge L 28,5 Backup I8

files reported by ‘System Uriter’...
reported by ‘System Writer complete.
reported by *COM+ REGDB s complete. - ‘ &
ported by ‘Registry Writer' is complete. REPUN] Y. T8 WW)
epmted by 'FRS UWriter' iz complete.
Overall progress:
Currently backing up flle., reported hy ‘NIDS'.
Summary of the backup operation:

The backup of the stem state successfully completed [6-18-2812 11:56 AMI.
Log of files succ fully backed up:
C:\Windows\Logs“WindowsServerBackup:Backup—18-06—2812_ 11-52-54.log

C:\lUsers Administrator . CISCO>

I, F8 uls g oss Restart 1, sl command line &40 4 Backup s ,5 Restore i, oy
ol 1, Active Directory Restore Mode as ;5 ogi oo ools Sioles Lais (gl a8 cand 5 g o
Oleyd b o auss enter g oS ol |, emd jgiws g augd RUN o)l asals a5 59009 8l dw oS
i & |, 28,5 Backup b 0,51 6 oS enter 45151, wbadmin get versions gi.s

S eolawl 3 yeiws 5l 0,5 Restore gl aw 5 o sl

wbadmin start systemstaterecovery -version:06/10/2011-11:56

L 4 wbadmin get versions ,siws 045 02,5 o)ls | el 5 0,6 5T 50 jgms (ol )0 g5

Se o0 Egy0 FESTOrE IS g 0SS o)lg ol oy Y Lis sl enter jlax col ools
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Spdden 95085 (6,195 ) A Al po S oo ST Al ooy
258 ool o5 S 5l e S0 sle el 2L o ol

http://www.samancd.blogfa.com

Mgl (o0 s (Ao (> b g Sl b S 51 39 38 (yliwgd
i) ilod 53 o b 9259190 @150
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